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AR E AT AT IR R AEIX AN 70 X Fe TERE: Apache chrooted H >RA7E

“/chroot” 73X _ERIR/NERT “DocumentRoot” JTAT LI/ NSIELER o ARAS
HEE ZIFMER] Apache, TJ LA XOR/NBZNE] 10M, 3X 10M A& DNS g5 28 i




FE: wHE LINUX R52E
B/ XEK

MifiE Linux EWSIEF 21T AN ISR . IXFEI 73 X2 A n LU T
A 512MB ST 486 THEHIHL. 988, XA DU — N

/ 35MB

/ boot 5MB

/ chroot 10MB
/ hone 100MB
/tnp 30MB
/usr 232MB
[var 25MB

Disk Druid #XT R

Disk Druid & RedHat Linux 4 [— N X T E . 6B Add "R I 40X, “Edit”
AR X, “Delete” MHERDIX,  “Reset” PKEJER IR TERIN—ASHT 3 X
I, SN, ZERIRS LA IR X — e B 5 B . BRI
%/%‘7\%:

® Mount Point: 77X 3, (mount) ) H K
® Size: JrIXIIR/N, BLIEAHLAL

®  Partition Type: 7}XRM, Linux (ARG EAEH] Linux native AU 73
X, Linux A4t X1 Linux Swap 84,

WERARAT > SCSIgEL, AAIXAD A AR L “/dev/sda” 5 WERARAT—
AN IDE fifif, MEAEXANBRLIRIGIE “/dev/hda” o WIRVRIRAE R RS itk e Al
TR e, FATHBRA] SCST A .

Linux 73 X ¥ 4 77 20 P B A ANE G, 3R 42 07 SR s AR AL
ANV NR RS

® HIBNFEEE: BN TRER RS, “hd” QSR IDE W,  “sd”
o~ SCSI ififs:

® BEANFERE XANFREEUIHEARTI R Flhn:  “/dev/hda” KR
—ANIDE fififk;  “/dev/hdb” FnHE A IDE fififd,

LAY, XS Linux 20X MIINAR, sl id i s LERIN A Bl o




FE: wHE LINUX R52E
Ko X

AR T RN A AR LI N AE T 16M, AR ZIEIEEAT 45y
X BMEE 2N, AT ESAREA A HAIN X o A X 5 NS T
HHNAL, (FRIRNALZ T 1M, 5N 1M AT 7o AHIF XKL N
1GB, (Linux 2.2 WAZIAE AT LS EE 1GB RS CE, W2 T 1GB 2 IR
AR DI Z TN X, R AR KRGS 28 A A XA
WL, JEIEASH S B E R IR B AR AR UG A, RO — MRS R UG 6 E )
B R AE S MR L, BT DR Sk R — el ] LA 25 SE KR THIAR

N M, BUREREENL X GXFER O X 2 A TAE TR A
PRS2 T 200D, N1 Disk Druid R4

Add

Mount Poi nt: /boot [<our /boot directory
Size (Megs): 5

Partition Type: Linux Native

Ck

Add

Mount Point: /usr O<our /usr directory.
Size (Megs): 1000

Partition Type: Linux Native

Ck

Add

Mount Poi nt: /honme O<our /hone directory.
Size (Megs): 500

Partition Type: Linux Native

Ck

Add

Mount Point: /chroot O<our /chroot directory.
Size (Megs): 400

Partition Type: Linux Native

Ck

Add

Mount Point: /cache U<our /cache directory.
Size (Megs): 400

Partition Type: Linux Native

Ok

Add

10
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Mount Point: /var <our /var directory.
Size (Megs): 200
Partition Type:
Ok

Li nux Native

Add

Mount Point: O<our /Swap partition (leave the Muunt Point Bl ank).
Size (Megs): 150
Partition Type:
Ck

Li nux Swap

Add

Mount Point: /tnp O<our /tnp directory.
Size (Megs): 100
Partition Type:
Ck

Li nux Native

Add
Mount Point: / CO<our / directory.
Size (Megs): 316

Partition Type: Linux Native

(04
XGEERZ J, ARA AR A RIS R

Mount Point Device Requested Actual Type
/boot sdal 5M 5M Linux Native
/usr sda5 1000M 1000M Linux Native
/home sda6 500M 500M Linux Native
/chroot sda7 400M 400M Linux Native
/cache sda8 400M 400M Linux Native
/var sda9 200M 200M Linux Native
<Swap> sdal0 150M 150M Linux Swap
/tmp sdall 100M 100M Linux Native
/ sdal2 316M 315M Linux Native

Drive Geom [C/H/S] Total (M) Free (M) Used (M) Used (%)
Sda [3079/64/32] 3079M M 3078M 99%

PAE, JEFE “Next” M. AT, WPt rg b X .
EPEARELRS AR 70 X, 3EH “ Check for bad blocks during format” JEFHE, % “Next”
ez, IXFERITIER A IX, FF HBE X Linux IAEETAT AME XA X T .

11



FE: 7 LINUX RS2

TP R LILO, RS F] LILO RCE. ) DLEFHE LILO $E4E T
15X (MBR) 551570 XA N X

FEEEOUT, NMAZIEFAE LILO e 51 SmX . AR THEL H3e
A NT, B2 H5|FHP, W System Command, VREUEFATFAIE ik
LILO-HOWTO, DA AREREIR) o N5, FFURRCE MZ M eh, B4, ZHA
root A MBAT LA E . AEE Tk L

® Enable MD5 passwords

® Enable MD5 passwords

KA DEIEPE Enable NIS, [RIAFRAIAIEX 6 RS 25 b 203 NIS IRk o

A PR EA

FIHARSER T )5, RIEPE R T o AEBRATRDL R, Linux f&—>i
KIVBIERGE, WURBMRZ RS . B, XEUIRIT K ZHEGE A L ER, 1 H
wiEk Ll E.

G Linux IERIT 15 23— MREM LN RS HE, IREGERLI
EERRRAE, R . EE ¢ Select individual package” X NHLIERE, 7F
Ja T e et FE T, ARn] DAde H BeAN I SR Py R

A BATY 222 1) 2 Linux fRS54%, BT LARAT I 22 B PRI (XFree86) o AE:
W45 s BB B SRR : SR ARBERE ), BE/DIK CPU INTR], B/ A7,
B2 waill, LARSESE. BRSSO ARl A 1R 2che MIfirR
(EREEEE

® Networked Workstation
® Network Management Workstation
® Utilities
PRI OA G, NIRRT .
ER: & b “Select individual package” FLIEHE CIEHHEED , KRG FEA S
IEARIEPE R RN
BN R
AT H AT AR RAL, BN R R T SR A

NSRS, DOy A e IR, AN, o L
R

12
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Appl i cations/ Archiving: dunp

Applications/File: git

Applications/Internet: finger, ftp, fwhois, ncftp, rsh, rsync, talk, telnet
Appl i cations/ Publishing: ghostscript, ghostscript-fonts, npage,
rhs-printfilters

Appl i cations/ System arpwatch, bind-utils, knfsd-clients, procinfo, rdate, rdist,
screen, ucd-snnp-utils

Docurnent ati on: indexhtni

Syst em Envi ronnent / Base: chkfontpath, yp-tools

Syst em Envi ronnment / Daenons: XFree86-xfs, | pr, pidentd, portmap, routed, rusers,
rwho, tftp, ucd-snnp, ypbind

Syst em Envi ronnment / Li brari es: XFree86-1ibs, |ibpng

User Interface/ X: XFree86-75dpi-fonts, urwfonts

FERRRE AT AR LS T, WTREA ANl W AARTENR ST A% L3¢
finger. ftp. fwhois I telnet W& ? PRI EEERAF WAt R4 BER—
MEFCLAENE TIRNIRSS %, Al LA finger fips fwhois Al telnet EEHJERAIZ [
I TS W RBARIXLE AT, A RENE HTIZX e s il A
PRI S5 4% b 2 i Be i, QR EL R, iSRSy R B AT U
Tripware JXFER AT HEATERER o

Applications/Archiving:

dump X MHAFLEFE dump F restore XML dump HERAS &SR G
(SO AR s MR R 84y SRR HEX S5 DU RIREA, « Wiy e i e [
WE, BATARIKITE]

Applications /File:

GIT (GNU RZZHIATH) nTBLW SRS, BRI RIS, BE
P IEER, ARG LB AR G T HA shell A, (IRE DOS THINC) « [#
nE]

Applications/Internet:

finger MJ AL B R RS HAR 7 195 5% 44 (oginname) « ZXH3K (home
directory) + HIWEA (name) VANERRGMINTE], %55, [RERE]

ftp AEARAEN] UNIX FI¥ FIP %) 3K fF (fn2A4T) o FTIP Z1E Internet FAF R
IR SC RN, [RekE]

fwhois F] LAl R H 7 &) whois i . [k E]
ncftp A2 FIP &/ KA. ncfp M. SCRra 1T, mdh
[

sk, WA (BETHRX N . AgiEA TR, EHHERZ M. (%
2R, ’RLE]

13
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ssh T BT, MR LR R T4, BRI b
AR 8 FE DISCE (esh. tlogin 1 rcp) o [Z2kRE]

ntalk £ Internet talk PIFI% P i AR SS 4 A2, R0 LU e SEAFETHE AL
EMANIHTASR (chat) « [ZERRE])

telnet s AR Z I ESIcRe LI L. [ R2RE]
Applications/Publishing:

ghostscript & BRI HE: PostScript™fiEREAS . C 55 IIREUE (ghostscript
PREZESEBL T X PostScript W 5 IEITEHRAE) Al PDF SCIFI R . [RILE]

ghostscript font &Y PostScript™ 744, ghostscript A 22 H FIXLLF 44, 7]
I, XA ghostseript M1 X11 JE= (). [BNE]

mpage HEAESIA PSR PostScript™ A4t 2] PostScript FTEFHL L, AT AFE—
FRACEATENZ T— AR . DRDE, RATHARS S EEEITEHINL]

ths-printfilter F14F—Z14TENOKE], X T ZZM RedHat Y printtool Z5 5. o
(R E, BATHIIRS % LBAATEINL]

Applications/System:

arpwatch fL¥5 arpwatch 1 arpsnmp PANFET o arpwatch Fl arpsnmp #2445 i 148
FERP o #2 ISR IR LUK M AT FDDI P28 0T HAZ URR RIE Rl A
IP HihE2Z (AR DR 2R B, SR R R R R AR T, 2 HEIHT email
it [RBE]

bind-utils EFF—E T EHRE&# DNS (RS 28) LA Internet ALK
FE. [EEAMNETRIESECHEF]

knfsd-clients £5F5 showmount F£F. showmount T AZEFE F ML) mount daemon
PUSREUEFE L B NES (5 . [Z4ekKE])

procinfo A2 A LA “/proc” (Linux WAZHEIAHIRIT H ) HxIMERGHE R,
HHE Mtk R n A b [ROREE, AT L]

rdate FRHE REC 868 Bl LLA R 2% Hh (1 FE TSN L BRI H IR a5 B[ %2
eV

rdist FEFPAEY 2 & LA EARFEISCIE 205 Do WERATRE,  rdist 23 DR B SCAF
owner, group, mode Fl mtime IXEEJEME, 17 H. 038 v LA AH BT IEAEISAT IR .
[Z2kE]

ucd-snmp FAE & R AHEMI T UCD-SNMP M BESE I T R, [%4eKHE,
BNE]

14
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screen | FRVFIRLE— A& b, RN E X2 K. screen X T telnet & 3%t
FEMR S 25 B N Zeum I FH - L . (BN ]

Documentation:

indexhtml F. 3548 HTML SCHPA N 28] Fr, ZEAR ) %2% RedHat Linux 2 J5
YR AR i . [N E]

System Environment/Base:

chkfontpath & fi LA AT SATHERE,  FRES I, MIBRAIZHE X Window F 1A%
o [EVE]

NIS A W% ERPrATHENGS IR E R, W Bxda. 14 FKH RS
[Z2kE]

cill
o

System Environment/Daemons:

XFree86-xfs 7& XFree86 M TR FEF . Be I FEN) X server FEAEFAAR,  (xfs
SCRF TrueType™ 744 [BNE]

Ipr JEULE BTN SS AEA TR, [BbEE, BATHIIRS 8 EAZHATEINL]

portrnapper IEé—/I\'_ﬁt/%I‘/E\" ﬂu%i%ukﬁﬂa NIS\ NFA %DEE@&@E‘J{%/%\O
portmapper B RPC GEFHMA]D 4. % NES Fl NIS XL E A 2 RPC. [
WE, ZeRR]

pidentd 47 identd. identd A& HKSEHL REC1413 B IHIEIRSS o identd £
TCP/IP EH:, IRIIH 44 LU e — Sk TRt i i R . [REE, Mg L
PASERRIEIBAT identd, FIAREIHENERH L3 identd T HIREZ ANIEE
Kl

routed &% H daemon, %52 RIP - HXJ/N ™ HE M 458 ti i DU RIP, IXFEARE
Y AT R AR . B ER R S T SR IR, A TSR, TR
BEAIEAEME )Lk IP fl. [HDE, #2ekH]

rusers FOVFH] Y B ERRAEAS MM 2 (TSN L BRI s S R e rusers fip
Ak AR AR who fir >, ELZFIH AR — 2B BT SRl S LS %
fFE. [#2RR]

rwho 72 I A ABIRIE who 7%, ANl 'el n] PLE /R HTEEIZEAT rwho daemon
IR v EN SR P ER. [ZeBE]

tp $2AL TP VR P 40, AR P AR P A R S L P S
TFTP (Trivial File Transfer) PMSGHE T HLE RSN TEW . [ZEBE, KENE]

ucd-snmp FEAEXT SNMP #3245 SNMP (Simple Network Management
Protocol) fE—PMMZEEENL. [RERE, BAEVE]
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FE: T LINUX RSG5
System Environment/Libraries:

XFree86-libs 17 X FEFPAsAT Pl S AL e, IXEEIL 2 e G — T8 E— M
N TR iiF A3 R, (X Window [ Client/Server £54), FRVFANIALE X Server
MigfT X FEr——hateE X &/ . WRARELEAT X T, fEANL Bt 20X AN .

[KEDE, BRIIATEMH XEF]

libpng & HKALEE PNG  (Portable Network Graphics) EIECAFHIKEE . PNG
AR GIF LS. TR BE]

User Interface/X:
XFree86-75dpi-fonts 7 FH T~ X Window 1] 75dpi F44.

uwr-fonts A& % %1 35 FIFRUE PostScript™FAAK, T2 T ghostscripte  [H
%=1

MR A X T, WA SE A, T e .

FERHEH rpm w4

XA EEAFUTAE ] pm AirAS7E Linux R4 L2238, HE. FH. &,
ISR, KT A1 RPM #A6 .

® % RPM fu:
[root @eep]# rpm-ivh foo-1.0-2.i386.rpm

RPM I SCAEAA RS SO AR ELU foo-1.0-2.i386.rpm, AL 44 T2 foo,
A 1.0, KAy 2, @HT 1386 ARG

® [IZ RPM fi:

[root @eep]# rpm-e foo

FE: HEMaK4T (foo) MARMS (foo-1.02) &
® J}Z RPM 1.

[root @eep]# rpm-Uvh foo-1.0-2.i386.rpm

XA HENEIH Y foo BT, FHLASH. WHAZEH “mpm-—Uvh” XK
LR, N RIMIEAAT 2R IH A I A, et REIEHIEAT, NS 222300,

16



FE: 7 LINUX RE5
® {rifi RPM f:

[root @eep]# rpm-q foo

XA R LB I A 7 AR, KAy RIS, XAk ] B
HEKRER BT T 2%

® LRI E:

[root @eep]l# rpm-qgi foo

A SR URIE R, Bfh: 245 BRAREL B IE .
® LRI

[root @eep]# rpm-qgl foo

1 H RPM A H SRR
o MArHIFuEA:

[ root @eep]# rpm --checksig foo

A4 FIRA BRI PGP 204, LU IRACIH 74 L AT
S PGP JRLF AL FSCAF N . A LS B R 2 1,
A SRR IR LA & BRI %% GouPG 58 pep.

® JHUAEACHY KA RPM AR e i)
[root @eep]l# rpm-ivh --rebuild foo.src.rpm

I EGE “foo” IXANHAFAL, 1 “/ust/src/redhat/RPMS/i386/” HFE T
AR BRI RPM . ARG, MRl LLA B ERa 4, IE a7,

JashFHEIE daemon kg%

init 72 WAXTES | IR IHEEAT IR o & o8 IS LEAE 5 | 3 (R I 22 J3 B 1
Fio IXLEHEFEALHE: Apache daemon. PI%% daemon FIHEVRARLE S | RIS AT IHERE

2 init S AR SANE I RSWE? BF— R SEIAR AT L% — 25,
BIE R “start” BE “stop” o XLEPHALE “/etc/red/initd/” HFEF. FRUATLL
FLISATIRSE A, FHSALL N i 4

i -

17



FE: wHE LINUX R52E
® 7 Linux LT 1850 hitpd Web 55 5%

[root @eep]# /etc/rc.d/init.d/ httpd start

® {51k hepd Web i 4528

[root @leep]l# /etc/rc.d/init.d/ httpd stop

A PALE “/etc/red/initd/” Hg NEEH— NET 4RSS, KRG, HSE “start”
5 “stop” » BRI

RGBS L SR TG B TR A

RedHat Linux FEERING UL P22 S8 HUE AT, M HAE Rt i d, A
REBGIEFEAN L RE . DN, IAZNAE 258 B SR VAR T THT I L AR A

pump apmd Isapnptools redhat-logos
mt-st kernel-pcmcia-cs Setserial redhat-release
eject linuxconf kudzu ad

bc getty ps raidtools pciutils
mailcap setconsole gnupg

FI R THIF) rpm fiir 4 B BX LA

[root @eep]# rpm -e softwarenanes

softwarenames fEIX IRIE AR AT, W: foo.
apmd- kudzu I sendmail /& daemon BERE, ZEEIZEA 12 AT B U o015 1 X e gt i
{52 IR IX LR R i iy 2

[root @eep]# /etc/rc.d/init.d/ apnmd stop
[root @eep]# /etc/rc.d/init.d/ sendmail stop
[root @eep]l# /etc/rc.d/init.d/ kudzu stop

BUEAR AT IO SRR FE B e AT, PR R
B—P
EN XL A

[root @eep]# rpm-e punp nt-st eject bc mail cap apnd ker nel - pcnti a-cs | i nuxconf
getty_ps setconsol e i sapnptool s setserial kudzu raidtools gnupg redhat-I| ogos

redhat-rel ease gd pciutils

18



FE: 7 LINUX RS
g, 2
F T B linux.conf-installed Ao

[root @eep]# rm-f /etc/conf.linuxconf-installed

FER: XA linuxconf FEFAHSRII ML E A, 20T TR

WARVRA IDE i, hdparm REFHE U, Fril—a 2Rl M oRk. A0, 1R
IRV NS0 R TR R 6

kdbconfig. mouseconfig 1 timeconfig A& HIR I E AR . FUARIALFIIN X (1) 6
(OSSR EILSTREIGATT . Bibl, nfbUee e,
TR, FARAIRE JRHE, 1T BLIAL CDROM ] rpm iy 423

sendmail\ procmail 1 mailx FEIEF TGO N A2 AT . A IRSS A E3sd T i 5 A
FRERIRSS o FIX LSRR P R B4 root Y, U RGEH & (syslog) o

sendmail A& —NHKHTHBAALIZEAREE (Mail Transport Agent, {#FK MTA) , 1A
FEHBA TN — B AL R S — G TR BSERs TR 4R H 2 i 9 4% 5%
Internet % email 1£31%F] email 1) H 3. sendmail R Z A HIECE R vl LAY
— ANEHBFEE LA B EEE I SS#% (Mail Hub Server) [N EBHBA RS w%, AT LY
BRI mail f254%, B MO NS E T sendmail M55 1R Sl A4 rh e 45 4
(Central Mail Hub Server) o [Kl1th, o] DARYETFENC B AR sendmail k5545 . LA,
PRELSEH sendmail I, S AP sendmail [IECE AN 2RI AI ST, AR T
AT H O sendmail Al5525 o

sendmail JFANE H CAERIRPFRI A, e TlE T e R PR SE X I A
procmail /& RedHat Linux F T A3 A 73 A AREE (delivery agent) o A, procmail
H B AR T IRSS#5 (Central Mail Hub Server) FSfAT T o JrLA, WATALEE
TENFBITATIZAT sendmail J55 KT #2225 proemail B2, KR, IXEEAELT
THANLEIER “ /bin/mail” 8% sendmail JEMEAF4HE A 2 Sl A4 P IR 545 L

Pump DHCP (Dynamic Host Configuration Protocol) 1 BOOTP (Boot Protocol)
PISCICVRAE TP 2% BB, MUIRSSds EIRIBUEATTI M B B B (1P Mk M
i, RRbhE, F o [RERE]

mt-st PAFELAFE me A1 st BEHTHLIKENE BEREFP o me I TREAVEREAT SRS o
(magnetic tape drivers) ) 1 st (-~ SCSI Bétr gzl ) AT LAFS Tty ([0 . 3
PRSP L e . [RABE]

eject PP ALVFHI P AR AT 2 BN 5T, fl: CD-ROM. B8t AL Jaz B
Zip i, [BHEBE]
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be HAFAFE: be Al de AR, be & FAEH R H T b BRI
FINES . do A THAR A B AT HES, RAHAECARGUN . [RABE]

mailcap SCHHEH T metamail F2JP 1o metamail 181132 mailcap SCHFRA E B4 Ik
INARSCARI M Z BRI IELHE . [REBE]

apmd A& R AEYRE B (Advanced Power Management) daemon FISEF T H. ‘&
A DL O A UK R A 6 00 it i IO IR IR, B g S . (8
HALE]

JIT SCHF PCMCIA I ZE 0 HL A2 2] kernel-pemcia-cs 2. PCMCIA
AR, ATEUZ SCSTREUE modem.  [BPHLE]

linuxconf AZAAEHUFMRZRCE T Ho linuxconf FEALPURN R ALRERE: 21T
AL, X Window (IEEFHIIAIRE T Web HIF T [REVE, H bug KIFEF]

getty_ps HATFELEFFH getty Ml uugetty PR, XPIMEFF /& RedHat Linux 24t
H SRS S IEATE T o getty Fl uugetty & T2 73 il & R K G 515K
[(BHDBE]

setconsole ;&AM ARG T, HAE A — S0 6 B8 /ete/inittab /dev/ systty
F/dev/console XA ¥kl G n] LLUE AN S (38N B RIEERI RS ) 5
R ERNEEE. [REVNE]

ispnptools A EFE T HCE 1SA I EIERIA (Plug-and-Play) <, £7&
PnP ISA Specification 1.0a #xiff. [8H BHE]

kudzu FE ARG G |3 AT R HASRE R, R LU SR LA AR S )
PR el Rgit. [REBE]

raidtools BT AL AFELE Linux RGEH L NAET AT RAID (ERERES, FT2
FAIBE i ERE, WHEMAN LR o TBURTYRAAH RAID]

GnuPG J& GNU Wl A A 224 T H . el LU s £ Fi 6 a4
T ARSI B T, 17 IS REC2440 H 5B OpenPGP [ [E iy
it [BRATSEFENETN AWM E CHE]

redhat-logos BFE RedHat  “Shawdow Man” 1 RPM HtrEE . [REVLE]
redhat-release 7& RedHat Linux I &1T XA, [REVLE]

od ALY oif SCAFIIEIE AU . od TUUHI T BsBIfB (4. 9, 30K, £
Figi e . B EUGH BIUIRIRING  150) , IS RO R gif XfF. [RBLE]

piutils RIFAFAFEN TR, HIPRIABEEIERS PCL B2k LS. (&
TIREER ]
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kbdconfig & WARNMALR?, $R4L T BEEMAEMEI DR RK . (BF
NE]

mousconfig f& 3T CABIA N AR EFET . mouseconfig 7F RedHat Linux R4¢
H, BEERCEAN L BRIl ZE SRR . (R R E ]

timeconfig f4fi: timeconfig F setclock. timeconfig FEML | —Maj HLI) SCABIA T
TH, HKREE  etc/ sysconfig/clock F1/etc/localtime T 25, [REVNE]

procmail /& RedHat Linux H TAbBACHI M ARE KRR o B T RIE ML, procmail
WU T Ashitygs HEF AL e AR mail 19 TAE. T H, procmail /& SmartTist HifS
PEARTEFIORAS.  RREMA R RS £]

LRGBS L SRR L2 R A

N T T LAEEAR I AR SS L gmize il AR ae s NTH ) RPM AL . X984y
GAGR AR FELN, BORAIR GG U0 N Il IR o T (R IX LR 7E RedHat
6.1 7K e “/RedHat/RPMS” H ', 11 HABEARIN Linux REEHEN niF
FE BT Z (]

vt

o b
2, 5 mount I CD-ROM IXzh4E, %] “RPMS” T-H3E .
mount |- CD-ROM IRA#3F14% 2] RPMS H s R i1 2

[ root @eep]# nount /dev/cdrom /mt/cdronl
[ root @eep]# cd / mt/cdron RedHat / RPMS/

N BA T BRGNS T IR A TE Linux R4 F4iiE
FEFP. 1A, XA R BE R IE “ arg” BB/ DDA AL AET
PR ] BEIE T B 2 ) (KRR R AR A o IR SSRFIR (K AR AE RedHat )3 FR#BAE
2. LA, miFFEFnHE, WA T, nTPUEE G T E R IR AT
README A,

aut oconf - 2. 13-5. noarch. rpm
mi-1.4-12.i386.rpm

aut omeke- 1. 4-5. noarch. rpm
dev86-0.14.9-1.i 386.rpm

bi son-1.28-1.i386.rpm
byacc-1.9-11.i 386.rpm
cdecl -2.5-9.i386.rpm
cpp-1.1.2-24.i386.rpm
cproto-4.6-2.i386.rpm
ctags-3.2-1.i386.rpm
egcs-1.1.2-24.i386.rpm
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El ectricFence-2.1-1.i386.rpm
flex-2.5.4a-7.i386.rpm
gdb-4.18-4.i386.rpm

ker nel - headers-2.2.12-20.i 386. rpm
glibc-devel -2.1.2-11.i 386. rpm
make- 3. 77- 6.1 386. rpm
patch-2.5-9.i 386.rpm

ER: BOAURLE A2t T, ARHELREX LS RPM WA IR B2
GEPSE LS

sy — 1

® i
LR IX LA L] — a2t 1o XA ir e

[root @eep]# rpm-UWh autoconf-2.13-5. noarch.rpm m-1.4-12.i 386.rpm

aut omake- 1. 4-5. noarch. rpm dev86-0. 14. 9-1.i 386. rpm bi son- 1. 28-1.i 386. rpm
byacc-1.9-11.i386.rpmcdecl-2.5-9.i386.rpmcpp-1.1.2-24.i386.rpm
cproto-4.6-2.i386.rpmctags-3.2-1.i386.rpmegcs-1.1.2-24.i386.rpm

El ectricFence-2.1-1.i386.rpmflex-2.5.4a-7.i386.rpm gdb-4. 18-4.i 386.rpm
ker nel - headers-2.2.12-20.i386.rpmglibc-devel -2.1.2-11.i386.rpm

make- 3. 77- 6.1 386. rpm patch-2.5-9.i 386. r pm

Sepe —

o -
N T AT AR AR, WGE e k. B2

[root @eep] # exit

LR NG AR ST R RN A JE, Bt B b 22 A
AREI,  BRARAAT ARFIRI T2 XA, bR R BRI AR
TARMIASS %, At A AT GER] EIRDX LSRRI AT B — BRI,
A TEN B R T AR A ), IR B T RS 2 A A S A
fo,  ATEUIRIHE T SRR ) LT

IR, ARSI AR TSRS, BARIXAA P A AR H 2
W sis BRI

i BEMWSEEI LI NRPE NS . IRANAZIT A 1R A S
—HMRSsAs E, A, XGRS AR Z R GRS I R N 45 %
AR L M HABHRARSN %4 (el B IRS A s TR RS, Rty
HEHP KB RGN 2 2WD .

W AFEIRS AR T AN FIRATS . XA TRCE B CIRAT LA A b
R RS HARR R . 284 TIREER S5 2 UL Cclient) R LAY 1) BF 4835 1,
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PR AT BLRBELE OSSP BRI A, S855) iy Had ) DA G 3 R i s i
BIRSSA CETTHT BT Weby BlRPE. R &0, 55

BT, TR AR 3, S S A
B, A VORRIEZ WAV R, BESe kP2 s TSR PR B, 56T LY
SRS R BT . WA T2 HO PR RO ., WS\ (R D)
Hkd5as b CE 2RI

DR FRAT 1126486 T BT Linux REE, N HDZIRSS A L O 23R T oI
XANFNRLIFN “/tmp” HFE T “installlog” O30 HMREE KRS A

273 LINUX %2

PR T heds b (eGSR L5 AR AT T BRIRS A4, AR
Y LERRFRHOIN ki 25
Installing setup.
Installing fil esystem
Installing basesystem
Installing Idconfig.
Installing glibc.
Installing shadow utils.
Installing nktenp.
Installing terntap.
Installing |ibterntap.
Installing bash.
Installing MAKEDEV.
Installing SysVinit.
Installing XFree86-SVGA
Installing chkconfig.
Installing apnd.
Installing arpwatch.
Installing ncurses.
Installing info.
Installing fileutils.
Installing grep.
Installing ash.
Installing at.
Installing authconfig.
Installing bc.
Installing bdflush.
Installing binutils.
Installing bzip2.
Installing sed.
Installing consol e-tools.
Installing e2fsprogs.
Installing rnt.

23



BF: %I LINUX RE5 4

Installing cpio.
Installing cracklib.
Installing cracklib-dicts.
Installing crontabs.
Installing textutils.
Installing dev.
Installing diffutils.
Installing ed.
Installing eject.
Installing etcskel.
Installing file.
Installing findutils.
Installing gawk.
Installing gd.
Installing gdbm
Installing getty_ps.
Installing glib.
Installing gnp.
Installing gnupg.
Installing gpm
Installing groff.
Installing gzip.
Installing hdparm
Installing initscripts.
Installing ipchains.
Installing isapnptools.
Installing kbdconfig.
Installing kernel.
Installing kernel -pcnti a-cs.
Installing kudzu.
Installing Id.so.
Installing Iess.
Installing libc.
Installing |ibstdc++.
Installing lilo.
Installing pwdb.
Installing pam
Installing sh-utils.
Installing redhat-rel ease.
Installing Iinuxconf.
Installing |ogrotate.
Installing |osetup.
Installing Isof.

Installing mail cap.




B _E.

Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi

Installi

73 LINUX fR554%

mai | x.

man.

nm ngetty.
nkboot di sk.
nki ni trd.
nodutil s.
nmount .
nouseconfi g.
nm-st.
nconpr ess.
net -t ool s.
net ki t - base.
newt .

nt sysv.
passwd.
pciutils.
perl .
procmail .
procps.
psmi sc.
punp.

pyt hon.
quot a.

rai dt ool s.
readl i ne.
redhat - | ogos.
rootfiles.
rpm

sash.
sendnai | .
set consol e.
setserial .
set upt ool .
shapecf g.
sl ang.

sl ocat e.
stat.

syskl ogd.
tar.

t cp_wr appers.
t cpdunp.
tcsh.

time.

ti meconfig.
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Installing tinmed.
Installing tmpwatch.
Installing traceroute.
Installing utenpter.
Installing util-Iinux.
Installing vimcomon.
Installing vimm ninal.
Installing vixie-cron.
Installing which.

Installing zlib.

eS|

REm N R, WRAREBIX o Ha SO ety AP S IR AT SCA T
IS Eg ] LI AADJRERR, I A AR N Linux S84

=V

PAA]

Yl “profile” A (vi /etc/profile) I T [HIIXLEST

# Enable Colour Is
eval 'dircolors /etc/D R COLORS —b’
export LS OPTIONS="-s -F -T 0 --col or=yes’

il “bashre” AF (vi Jetc/bashre) , MU FHIX—4T:

alias Is="|Is --col or=auto’
R, HEHER, SEOAHRKHEAT SR EL T .

R ORI BB THIRRAS

N TAEARIAFOREF ORI RAS, 15 5 A7 RedHat Linux [R5 :
http:/ /www.redhat.com/corp/support/errata/index.htmlo i [ 5 H 7] CL#ER 90%
RedHat Linux [ RZE M. M H., RedHat fEfE| 2 RIHKIEMZ 5, WRCLHK
FMRIRTTZ T 5 BUEAE 24 /N2, FERR I L RAT IR A 1 A 1K
J5o RedHat Linux 55 S BLAEL 0SB I B

groff-1_15-1 i386.rpm

syskl ogd-1_3 31-14 i 386.rpm
initscripts-4_70-1_i386.rpm
e2fsprogs-1.17-1.i 386.rpm

pam 0_68-10_i 386.rpm

Li nux kernel 2.2.14 (linux-2_2 14 tar.gz)

26
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FE: 7 LINUX RS2

TR Linux RINRE LN, DAHEE. il —S il g
AR S5 2 G 1 E BT IR o

FESEH AT, PR AR R i@ S R R G D2 e At

[root @eep]# rpm -qg <softwarenane>

IX W <softwarename>F /NH A F A4, LUT: XFree86- telnet,%%o
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A i
Linux fJz4

Btit

UNIX [ RF LM AR E B RARKIRR . LRSS, 8eEs T
RGN L. —SHENRERSE, W SCO, SEfr EEARLA L4, K
N TR IR RSB ER G T RS

Linux A< 52 R@ M2 42, (e AL RIIE R RAT o 7E 2% Linux N,
PSR IMEEE, ORJE PN b B AT o IR AT DU N AN RE P B 2 4Bl
AT, WIAEEAGLS, Linux 1] BUERZ R RS .

IMARAE ARG RUEAFAE, EMZ BT O ABREFE PSR TS, JFgh
BIE. KIaw], bt s~ w], A BRI AT T RIZ s 1 ) i) i
HERGEAS A TF R, XE PRl GeBcA T adr i, i HAE ERUA AAT AT 2R
8, —ANINMEIEZIH TR o BRI EE S DU T )07 2,
(EE R PR AR G B DL AT 1) 3 PSR e, iy HL B A IX A AR
R4

FEGRREI I BE NPT REACZERR R, (S, 9 B D NER R, X
LA D BER DU A L. BAE A BRIAT T 1 7 1 Linux #5 U1, AR, KR
— Al WRARGH LA, REDPPIEDNEIT .

XTI RIE IR 5 ds L B — . BAMEE X B IR S5 a2 1A
Internet LI#). fEIH LT, ALEMRSS, Wi: NFS. Samba. Imap A Pop HAHEPYHER
RPN 248K, HrT DX & RS54 FAN RS, XAt T DA St 0 4 50
IR o AHSEIREA AT ASERRE S JATT RIS 4 ) ] g ok E AR A
fIRYG e
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1. EAtER

RSP NRER KSRGS o AR 3] finger FEFFALRERTEAD
RGE R, e T2 OH) S EE T AR AT AR AR A TE,
WEIEIEAEA XA RS DU EAT A TR A D2 R ARAT A4
58K finger daemon A1 tepd PR LA BIAR 554 (K )7 LA SABATT W] LARIBE AR
RGHIME R B, HRUFIERAT finger B EIH .

H &2 TH## Linux RGUSATISOUAIME ik, 988, X2 DURFBA IR H &
SCAF R HTSER, AHAEIXPPREOURD I SERTA AIERHNCRAE HS,  nTRUR LR
B AT AR T I B e WERAREAEH A, TR NRE, s e
AT B NEBARAE R R PEZ AR IEH 1), AEAEE. A DHENA
WU SO E SR T 2 RADRRRI . DS A KT ANGE = 2 AR VI MIAS B
TRz B NI (31, BUEEETAT EE HAASCPFRAERE D) fRnr L2
SRR B H SOOI — 2 R SRR

FRHIR S SUID IR SUID FEFE LA root (UNIX HFH) B35 ) AR
BATIRET . AR RO, (e 28 o PR LE. K24 SUID #2)7
A AT root W] LM S, AR E Z NS LR E . Wvr, e e
SR EARRE, ARMEAS, (HEBEN LA SUID MFRFRIR RE 1 %4
IXAE— P exploit (PEFVE: RSP B IR RIS, exploit
FEF & —F R H SUID R AR P sl iliAs, BAAIRKMBIA ), nf DA RAFE] root
(1) shell. FKHX password SCEF B2 HA N OHIBEE. MHBRSCRE, 455%. IX 7RISR AT
IB% (34. i “s” ALFER) o

2. BIOS %, ®&E3|180%

ZEIENYALE SN, JF Hgy BIOS I B . B SIRINARAS T TR A — |
BIOS, XFERI LIS RGNt 28R NEE RS, AT AR AR IR 0 it
JRBIRITHSAENL; 45 BIOS I B3, LA LIEAT N4 BIOS (W24, Ll JeiF
MG A B A TN 12 50n] LS 1 oL

3. R&KEE

A RAREE HAAZER A2 ARARANEIE EOR A4, B AEAEA )
IEPRIER G 2 A P AN A 2 A i, B FIRE ) — S A4 n] A E
WRLEZR VY SEVERI AT IR], WIREEAN FRVF e AR o8 — AN 22 A S 58 e OB TR 1%
EE o N HIFFIX L ) PR —2—JPE KR 37 B

® R SRS MUK I E B ?
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® {RALE R yunpet N ?

® TP A LI AR RGN ?

® RGP R B UR K5 S ?

® LUK Bt E 4 R K e e MM I A A4 S5 R ?
® 1NN REMS TR AL L8 1) LRy ?

® {RIVI Internet 5?2

® RAVFRFAE Internet LA L KKV H?

o UWIRKNARGHWEENR T, T H%BEAM?

XAFIERIRKE, HIE LR e S WX R ZMANA. Al REVRESI
R VEE N ECK R R AR AN 2 DT R
“Omth” R E PR R KRR EARGE RN, SRR ANSNER N %
M SCVF L 5 B A W] LA I AR P e SR BN e g b - A
R B AR PAT e IS mOslt et AR GESR IS HUE 1) o

4. A%

X Linux ZBERN DM 2 2T HEYRE . V2 NS IR0 DR A7
FEVFEAL L, B N X5 BTt F B30T R LRI R BeAT At
ARV ) RIS TOABN DS — AR . B LI
(BRI, PR AR AL TR (B8 JRUUR social engineering,  $RANH
AR, KB RUE A AL B AR, A AR EART-BO 51
SRAT VSIS oK

i s TR BB TR AT A ) 11 e ] SRR AU A T R AR IS5 )
Jiike PRRZHIIBARSRE N ARS Z PG A (0 0%, RO ) 2 4 il
R HAREE S A s A SRS, Rl B B OR8N AR 2 840HE
MBI N AE R L5047 LG I AR 2 e B B AR SRS i A1
I, FERFRE AN TR RE 1R, Bl Aot ba iy ol Aeit sk L, &
o e

PRUA A 11— TR T A B0 AT s BT DA A1 1 SO TR
IXFERIAE BRI T O S HBARR R SR. 1F D RGEH L, B e
JARIEAT— N DBURREY, ZARIERG LN Tk, ZATA RN
FORSIRE BTG R %o i H., AN SR EbLH], AEH
B2 BRI H A (I, SKRHFRRIBLE AT 2 A e R A %o RSy i B[ Ff i
BH Gt K B/ NG I DURBAT B3 A7 BURF IR A5 IR 74 HR AN EH R B
A0 BdESOH N IR FAT 251 1 4> 2
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® [I&H/MDEAT 6 NFR, B s DLl B R 71T

® [ AREXTH, PrififfgteRAELmHIK, el A sy,
RS, AR BB e AR B2,

® I WMRAAHRUNN, A BUN TR Jr w4

® [IFEIXFPIE O N IR B B BOE : MR A N EE IR
M4, mHCERREIRZ IR T

5. ASKE

LHESE Linux R JFERNI I/ N KER 50 X2 ul— AN FH - T s
RSS2, IBAMLI AN T 5 F4F. (PR 241, Bl 41K
FERERE KT 8o mI LASEHIF U 8 MR LI 4 o gwf “ /etc/login.defs” SCAF:,
/N A K 5 X0k 8. #631] PASS_MIN_LEN 5 3% —47, Uk : PASS_MIN_LEN
8 o “logindefs” AR F LN E C/Fo v IFERXAS U e e — L e i 243k
W&, Eean: AR RO

6. root ks

“root” K5 Unix REHEATRAUNIKS . “root” K5 IEANSZAEA PRI
LI RGN root FHE H CAEMEEA A, 11 A% root BLAVEL AT
il A, ATRES ARG TS, PEEEEI RGOSR . 1 root ik
SR, EARE AR D D22t N, AEARZERT T IL R, ANEH] root
MRS58k FPAEERIE: AE B QRS S LIIE, T AR AL
M “root” FakH KRS . KIEARR AR AR AL —FF .

7. &

IV R, R MR, U RCR 2 A5 Bt n
WEDNE 2 )5, FATRIE SR ANA RIS SR AT TS LA AL
FEARMIFER R, e R0 — N 5k B, WERHAP—& “BUEtER” T
R T, RS ERER T i HAMXBGE T K S DS ER 1. i
WRTOUN, IR AR PRIEN L S AR G PR I 2 4. WER— S oML
T a5 St e it NATE SRS 1o A1 MFRy s, ERak
Myl REPELS BRI BAR, (HRWATE S TS aME 2%, B ASERIR A AR
A OpenSSL. SSH A MD5 IXFFI N SAZARFATHII, nIUASH A1 1 &
e
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8. “letclexports” Xt

G SIE L NFS 83 C- = sk, WA— e ERCE “ /etc/ exports” A, S5
A FRUS AT BE™ . X E i, ANERHENST, ARV E A SRR, mHR
Al RE A R . b exports A (i /etc/exports) A

fitn:

/dir/tol/export hostl. mydonmai n.com(ro, root_squash)

/dir/tol/ export host2. mydonmai n. com(ro, root_squash)

“/dir/to/export” JEPRAILZH R H 3, host.mydomain.com A& LV ) iX 4
HR&BITHENL. <ro>ARFR AL, <root_squash>fUERA ALVFRIHR H sk #AT B4 AT
XA AL, ARG ZEISAT “ /ust/sbin/exportfs —a” AT

R EIRS A L3 NFS RS e 7 aBn, MBS, AESURE
H NFS.

9. ZILFREH BIERF

— i a7 BT HLe AR UE R S 2 A0 it 2 a8 b A B TR il 6 1
¥, l: shutdown FH halte A] L4722 SEHL:

[root @eep]# rm-f /etc/security/consol e. apps/ servi cenane

X servicename & VREAE IEHETI G R4 o BRAFRATH xdm, 5 NIAZEE
xserver SCAFMHAR, WIFHSXAERR T root Z4b, WA ANWLLUAS) X RSS4s T (CWIRAE
H xdm JA 8 X k5545, X root A&ME—FF 23N X IRSSAIH T, XA LT
xserver SCAEMHED) o 4510

[root @eep]# rm-f /etc/security/consol e. apps/ hal t

[root @eep]l# rm-f /etc/security/consol e. apps/ power of f
[root @eep]l# rm-f /etc/security/consol e. apps/reboot

[root @eep]l# rm-f /etc/security/consol e. apps/ shut down

—_ = —h =k —h

[root @eep]l# rm -
X) .

/etc/security/consol e. apps/ xserver (R MER, 24 root ATLLUHE)

XL A ] LR BT I 6 F2)7: halt. poweroff. reboot A shutdown.
o, HEZET Xwindow, MIER xerver XA SHRUIR .
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ER: WEEAINTERA A 25545, Xwindow 2B 4 LI, B
IBLE S T REAN S I BLAE /etc/security” H o MY, WIRKAE A IAVE XY
I

10. ZibiEdlaryisiel

N TERIEPTE R G Vi, ARSI, 1§ “/etc/pamd/” Hax
PAg SCA, 43 R84S pam_console.so AT I EiERE . IX—308 E—11 (ZE11Af
MEHIETRE) gL, NRAEAR LA 3) 7SI TR L root Sy, QI
disabling.sh JHIA S (touch disabling.sh) , FEE NI N IHIX 4647

# !/ bin/sh

cd /etc/pamd

for i in* ; do

sed '/["#].*pam consol e.so/s/™M#/' < $i > foo && nv foo $I
done

FI I T iy AL BAAT AT AT IR, T e

[ root @eep]# chnod 700 di sabling. sh
[ root @eep]# ./disabling.sh

XFE “Jete/pam.d” H3x FHTA AP “pam_console.so” [RATHBAE N A
R RAMEIAIZTT S A, AT E ARG i .

11. “Jetclinetd.conf” 34

inetd, WIU/E “HEIARS 4" , WRIEEIERIEANMEFLT.  “inetd.conf”
P& VT ineed MR WTMIRLE R 20 1, DAy AE S SR SS . 48 Linux RGBT
IR IS, S B S T T IRSS o B ICE R IR e R 55 . AT 2L
(RIS EEHR S5 LA AR E i, Sl ke, AR R T — Sl RE bl &
F “/etc/inetd.conf” XM, T HE—F inetd MBS, FIN EVERHITE (FE—
TR b4, AR AT E RS, 1545 inetd BEFE K —A SIGHUP 5 5

B0 FSCHERIVE R RUR MUK 600,

[ root @eep]# chnod 600 /etc/inetd. conf

FoD RSP A2 rooto

[root @leep]# stat /etc/inetd.conf
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A2 R ORI B %2 -

File: "/etc/inetd.conf"

Size: 2869 Filetype: Regular File

Mode: (0600/-rw------ ) uid: ( 0/ root) Gd: ( O/ root)
Device: 8,6 Inode: 18219 Links: 1

Access: Wed Sep 22 16:24:16 1999(00000. 00: 10: 44)

Modi fy: Mon Sep 20 10: 22: 44 1999(00002. 06: 12: 16)
Change: Mon Sep 20 10:22: 44 1999(00002. 06: 12: 16)

H=: Yl “inetd.conf” XA (vi /etc/inetd.conf) , ZEIEFTEANTEERIRS,
Gn: fipy  telnety  shell,  loginy exec. talky ntalky imap. pop-2. pop-3- fingers
auth, 5555, WURIRGEMILERGS A, ATUAAZIER SRS . [, Xk
SEIEH, FARRAN AR MILZ . SR “incdeont” SCPFIIRZAN
P73

# To re-read this file after changes, just do a 'killall -HUP inetd'
#

#echo streamtcp nowait root internal

#echo dgram udp wait root internal

#di scard streamtcp nowait root internal

#di scard dgram udp wait root internal

#daytinme streamtcp nowait root internal

#dayti me dgram udp wait root internal

#chargen streamtcp nowait root internal

#chargen dgram udp wait root internal

#time streamtcp nowait root internal

#time dgramudp wait root internal

#

# These are standard services.

#

#ftp streamtcp nowait root /usr/shin/tcpd in.ftpd -1 -a
#telnet streamtcp nowait root /usr/shin/tcpd in.telnetd
#

# Shell, login, exec, consat and tal k are BSD protocols.
#

#shell streamtcp nowait root /usr/sbin/tcpd in.rshd

#l ogin streamtcp nowait root /usr/sbin/tcpd in.rlogind
#exec streamtcp nowait root /usr/shin/tcpd in.rexecd
#comsat dgram udp wait root /usr/sbhin/tcpd in.consat

#tal k dgramudp wait root /usr/shin/tcpd in.talkd

#ntal k dgram udp wait root /usr/sbhin/tcpd in.ntalkd
#dtal k streamtcp wait nobody /usr/sbhin/tcpd in.dtal kd

#
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# Pop and imap nmail services et al

#

#pop-2 streamtcp nowait root /usr/sbin/tcpd ipop2d

#pop-3 streamtcp nowait root /usr/sbin/tcpd ipop3d

#i map streamtcp nowait root /usr/sbin/tcpd i mpd

#

# The Internet UUCP service.

#

#uucp streamtcp nowait uucp /usr/sbin/tcpd /usr/lib/uucp/uucico -I
#

# Tftp service is provided primarily for booting. Mst sites

# run this only on nmachines acting as "boot servers." Do not uncomment
# this unless you *need* it.

#

#tftp dgramudp wait root /usr/sbhin/tcpd in.tftpd

#boot ps dgram udp wait root /usr/sbin/tcpd bootpd

#

# Finger, systat and netstat give out user information which may be
# valuable to potential "systemcrackers." Many sites choose to disable
# sone or all of these services to inprove security.

#

#finger streamtcp nowait root /usr/sbin/tcpd in.fingerd

#cfinger streamtcp nowait root /usr/sbin/tcpd in.cfingerd

#isystat streamtcp nowait guest /usr/sbin/tcpd /bin/ps -auwwx
#netstat streamtcp nowait guest /usr/sbhin/tcpd /bin/netstat -f inet
#

# Aut hentication

#

#auth streamtcp nowait nobody /usr/sbin/in.identd in.identd -1 -e -0
#

# End of inetd. conf

HER: ST “inetdconf” XXM )G, A T 45 inetd AR R —4> SIGHUP 5%
(killall —-HUP inetd) o

[root @leep /root]# killall -HUP inetd

FHIUD:

AT HRIE “inetd.conf” U2 4x, ATLLH] chattr A &30 E WEA AR HE3C
PEBERAN AT SRR ) R R TR A2

[root @eep]# chattr +i /etc/inetd. conf
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AR LA “inetd.conf” SCAFIAEA AR GRAMGEMIMIRED o —AMF “i7
JE PR ST AR B AREMIBREE w44, ARG SOOI, ANRE
AR S H . A A RGE B A R ENTERRZEA B W s
inetd.conf U, PRIAIISEIE BRIXAA SR VSR AR & -

[root @eep]# chattr -i /etc/inetd. conf

12. TCP_WRAPPERS

TEBRIANTS DL R, RedHat Linux SRVFITA RS E K. H TCP_WRAPPERS K
PSSR Ay, AN ST, AR EE R SRR A S 2. 7
“/ etc/hosts.deny” SAEHIIN “ALL: ALL@ALL, PARANOID” PUZE IE T 1AL
ViR IRSS B8, SRIGHE /etc/hosts.allow” SCAFH— AN SRV R IR S5
T HENL. XPMER T A 1.

TCP_WRAPPERS & AN ORI, MKIK0E: “/ete/hosts.allow” Fll
“/etc/hosts.deny” o FIWTEMKIRKBATHY, HARGIHUG1F :

® WIRAE “/etc/hostsallow” CAFHAULECHIIN (daemon, client) , B4
FVFVS IA) s

® |, &F “/etc/hostsdeny” , WIFRFLBINCHIWIN, HSAVFgAE L

® I, Vil et

H—: Gl hosts.deny LI (Vi Jete/hosts.deny) JIN R THIXEEFT

Access is denied by default.
# Deny access to everyone.
ALL: ALL@ALL, PARANQ D #Mat ches any host whose nane does not match its address, see

bel | ow.

KR B BT RIIRS . Vi, G s Aoy, st eeE
“ Jetc/hosts.allow” HHHRABIUCHCAIIN, e MEE L1,

EE: I E“PARANOID” 24 J5, MR LAEIRSS2S AT telnet BY fep k5,
WCEAE RS 28 11 Jetc/hosts” SCAFFIIANFRVFER telnet R fep ARSS HIE ) v AL
()4 TP Hihik e I, 7B RERKEIR AT, K2 DNS P MENT, nIREZESE
LB R

0 gt “hostsallow” A (Vi Jete/hosts.allow) o 1, ] LUK [HIIX
LAT (ARG Rl TS LEL R A A kD

sshd: 208.164.186.1 gate. openarch. com
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BB 0] ISR TP HihilkJ2&: 208.164.186.1, FHLAA4E: gate.openarch.com,
FVFE IR 5572 sshd.

=2 tcpdchk /KA TCP_WAPPERS FUE (IFEF . B A7 TCP_WAPPERS
FORCE, RS LU ) S A 1) e AT BCE SR T 25, 1
IZ4T tepdehk 27+

[ root @eep] # tcpdchk

13. “letc/aliases” &

aliases SCAFUIAE HAR R EE IS AHLO Tt asig e kit wln: IRZ MK
PEFZ R “decode” XANMAAAE aliases SCAFHL o AR H &4 T J7 (3R
email A& BRSO AEAGRMELFI IR, AR RIS “uvencode” A%
ASCIT 3L, ARG S R R B0 ) “decode” o FHIX/NAA LEIRAER ELE L
“ Jusr/bin/uuencode” PR I SCAF BB, ASCIT 3. W 1 “decode”
HEIAE aliases SCAFH, ATLAMES S AR 2R i

R X “decode” XA MIAT I aliases SAFHIHER. [FIFEE, R aiatrfs
PRIl A f B i B — &, AR e BEEE A TINER B . EAsh B, e asitia
17

[ root @eep]# /usr/bin/newaliases

I aliases M (Vi Jetc/aliases) 5 MHIFRERA BT 1HIX L1 T

# Basic system aliases -- these MJUST be present.
MAI LER- DAEMON:  post mast er

post master: root

# General redirections for pseudo accounts.

bi n: root

daenon: root

#ganmes: root < renove or coment out.

#ingres: root € renobve or conment out.

nobody: root

#system root <« renobve or conment out.

#toor: root <& renove or comment out.

#uucp: root <« renobve or conment out.

# Vel | -known ali ases.

#manager: root < renobve or coment out.
#dunper: root € renpve or conment out.

#operator: root <« renove or comrent out.

# trap decode to catch security attacks
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#decode: root
# Person who should get root's mail

#root: marc

RS T84T “/ust/bin/newaliases” i oA AR o

14. BAik sendmail HRAEEAR il

BRI sendmail (8.9.3) FERK T ARG HIBT BRI MBA: Canti-spam) I LIHE,
A] CABTT LE A e 552 A e A A L M o 2SI AN D e ] LU ik g
“/etc/sendmail.cf” 3CAF, SOCARPCE SCLEPARH LB AR LE K B SRR N

i “sendmail.cf” XM (vi Jetc/sendmail.cf) , FEIX—4T:

O PrivacyOpti ons=aut hwar ni ngs

BN

O PrivacyOpti ons=aut hwar ni ngs, noexpn, novrfy

XA ] DL 1 A B B A AR sendmail ) “EXPN” 1 “VRFY” iy
Lo IXEEAT S LM B NAE T . % A4 sendmail it EIX —15 ARG £
X7 T HF

i “sendmail.cf” XM (vi Jetc/sendmail.cf) , FEIX—4T:

O Snt pGreeti ngMessage=$j Sendmail $v/$Z; $b

SO

O Snt pGreeti ngMessage=%$j Sendmai|l $v/$Z; $b NO UCE C=xx L=xx

WG R sendmail FESZIEREIN BT W R N5 B o REHE Coxx L=xx "HH“xx”
SUSAR TR 1 R S G o 1T PR IXFEE I “C=CA L=QC” , fEIMEX,
BEE T . EAMAEASNT sendmail FAAEM, {H/E news.admin.net-abuse.email [
HINBEBOX A, FESER T IBEE ER R .
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15. {E&%X ping B

B IERI RGNS ping VAR SN, X148 22 AR Ak, DA B RER ping
TRIIARSS A FAFENEAT S N TCP/IP WA S IR 2155 11, FRZ AT LURI ] — 2845
AR S L e B TEE HOR far A i B . AEURIN R ZERT ping TRBAT I
] DEXANME Bf 2 feho R IR A4

echo 1 > /proc/sys/net/ipv4/icnp_echo_ignore_all

BATSERXA R A, RGN ping WUBCH SV T o ] RIHERX—AT N3]
“/etc/red/rclocal” A2, RFEMRGHEOFRSININK, %o Bl Hshigtr.
Xt ping AT B NN, B DA R ZHIN R HERBIR G L 5N, OGRS A AT
RERE AR R ST A AEMR L o FOFT R ping UM, AT RLAT R TR 422

echo 0 > /proc/sys/net/ipv4/icnp_echo_ignore_all"

16. AEETRFRTER

WRARAA TR S SR M P B B RS SORE R, frn] DL
“ Jetc/inetd.conf” CHFHIH telnet 1 E :

telnet streamtcp nowait root /usr/sbin/tcpd in.telnetd -h

FEARRIE “h” ZHTLIE daemon REFAHTREE R, NEFETER.
SR, AT 1 T relnet M5-S04 47 BRI IFT AL

17. “letc/host.conf” 34

Linux FHENTES (resolver) FEFE TN BHER IP Hulik.  “/etc/host.conf” SCAF
EXTFHA BRI .« /etc/host.conf” SCAEH IS VR 28 FE AT A Bl SS
DA 205 AT M LA -

il “host.conf” A (vi /etc/host.conf) NI N HIIXLEST:

# Lookup nanes via DNS first then fall back to /etc/hosts.
order bind, hosts

# We have machines with multiple |IP addresses.

mul ti on

# Check for | P address spoofing.

nospoof on
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order EIFR IR FEMRSS T« B “order bind, hosts” B [F & MEHT 2% %2
FERT S A T I g e A A IR a5 2%, ARG R “/etc/hosts” SCAF. REATHERER!
A RN, BT 2 ) A HR P15 e Se B 4 I 55 2%  (bind) « “44AH
BLSE4eRe T DNS/BIND 3, A MIXAERC AR AR A ETVE

multi SEIRPRELE “/etc/hosts” SCAFH HBLI TEHLREAGER 24> IP Mkt (A4
W28 S o BATZA 1P M2 S B RO HAT 2 A S (multiomed)
R A 224> 1P bl SR X & B 2 RZ8 . Biltn: WoRRgsdeat
2 1P ol AR ANIE T X ON

nospoof IR A SLVF IP DA%, 1P Pheie it H CLOhe o] AT SN L 253000 L
ERTHENL JAFEREE. ZMEaREEe A OOk e, IFHEHE
BB RS as R BE A7 i R G S M S B L R M 25 B . ANV
FEARAL AR S5 4, XA IETRAREL R ON

18. EEEMY

e FHATER PP P2 . 1P S BRARER HT (IP source routing) , Wi/
IP B A5 BITA R H R hE A PR AR5 B, AR SR, OGRS REC 1122 FlE
R EN L 0042 S AR [P AE ) TP Ao G SRR 25 RS Dhad I e A2 R A5 B
WA EFEARBUR P E S, I HIG RISl AR IR e E S
(R nf DMEAER L. FRom A BAREE L 1P Jr A2 iy DA SiX A2 il o

HI R AR R S5 s EAR I TP SR A2 s i

for f in /proc/sys/net/ipva/conf/*/accept_source_route; do
echo 0 > $f
done

LA InE] “/etc/red/rclocal” XA D, REIAHERREH)AEhZ
J BT e iy A o VR, LI AR LT M2 5T (o ethNs pppN,
AR MR AR A WERARST e o A 4E 1) TPCHAINS By k3, AL H
XA A T, BUNTEN KBS A SO DA XS4 T .

19. {# TCP SYN Cookie {®iF43

“SYN Attack” f&—FHEZRSS (DoS) MIBLETT=, 2WiFe R G T 5
U, AR SS A FOR R B FRZEARSS GBI 7 3N ERAE BRI AE R SR
PRI, AR TGS S AR N IE & EERGRR) AR R A . 7 21
ARINARZF, “syncookie” HAE—AalEI, JFBCAMEHAR . AEEH A
AU N IR fir 2
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[root @eep]# echo 1 > /proc/sys/net/ipv4/tcp_syncookies

AL “/etc/red/rclocal” SCPFH, 85 N IRARGEEHT A S K giA
W EHT RS T o WAL S22 TIPCHAINS By kb, AR L Z AN 2
A'E LS AR KB A SRR T

20. PBHkIE

A I3 T ST L ENUNTA BT SO LI 145 EARIE RIS
2B T, Ak N 2% S AN R 2 2 T A BAit, TS et
70 TEAE— NI i, £ B I 2 AT T AR KRR 21 Kk o

21. “Jetc/services” 3

Uity 15 FIBRAENR 25 TR0 . OC R AE RFC 1700 “ Assigned Numbers”H 5 41 1)
TEX o “/ete/services” SCAFALFHIR ST S MR i IO RE I REAGIL NS5 (1424 e pld s 1)
T, RXRRAERE G BN AL, HOUEA 2 “/ete/services” o HAT “root”
A ARBRE OIS,  HABE R TG O0 M XA ST BB, IIX
A Bt TR RIS T R 5. O T Hm et BATTLgX
AN LR LR G AT e AL IR AN SR . O T ORGP IZAS Sl BLRT R I

iy <

[root @eep]# chattr +i /etc/services

22. “letcl/securetty” Xt

“Jete/securetty” A SRVFIRILE “root” FF AT AMIBAS TTY B8 ok, Bk
P GEH A “/bin/login” ) T EEIN “/ete/securetty” SCPF. EHIMERGE: FIHIK
(1 tty B VPGSR, TR BUR AR S AL IR S AN UV root B3k
.

R (FEX—ATIIL N L #5) B RN root Bk tty o
It securetty AE (vi /etc/securetty) BN, R LT

ttyl

#tty2
#tty3
#tty4d
#tty5
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#tty6
#tty7
#tty8

AR ) U ARVF root 7F eyl B . R BULSCVF root £ tty
B B, WARMIE wy BB ) “su” BB “root” .

23. FRRINKS

SAEBRE RGP AL B IEK S (BRI RSB A 1) o« Linux
ARG R U LR R AT I TUEIR o WURRSEANT 2O LK, it
EATNE. REHAMEZ KT, wols S 52 2150t .

BAMEGEM CEAE RG] shadow T4 WIERAEIXFEE, HBIAERSG N L
shadow IS, DIARAERGE ST 24 WIAMREHZ M N4 7 ik
5545, WALE “ R E” X— P&k - “Enable Shaow Passwords” 1X
AT T

® (ERGUHIMER T AT LA AN i

[ root @eep] # userdel usernane

® ERGTMER AR A2

[ root @leep]# groupdel usernane

axaal | =y

L i Z
FH R T i 2 IR — e AN B P

[ root @eep]# userdel adm

[root @eep]# userdel Ip

[ root @eep] # userdel sync

[ root @eep] # userdel shutdown

[ root @eep]# userdel halt

[ root @eep] # userdel news

[ root @eep] # userdel uucp

[ root @eep] # userdel operator

[root @eep] # userdel ganes (WIRAH X W ndow JilR55#%, T LUIERIXASH D
[ root @eep] # userdel gopher

[root @eep] # userdel ftp C(WIRELEELftp kEH, TTUMBRZAH D

43



=F: RALEME

A — 1

Y, 7
BN ) A A MRR—Le AN DL B A

[ root @eep] # groupdel adm

[ root @eep]# groupdel Ip

[ root @eep] # groupdel news

[ root @eep]# groupdel uucp

[ root @eep] # groupdel games (delete this group if you don’'t use X W ndow Server).
[ root @eep]# groupdel dip

[ root @eep] # groupdel pppusers

[ root @eep] # groupdel popusers (delete this group if you don’t use pop server for
email).

[ root @eep] # groupdel slipusers

1=

D v
TERGEP AL ZE R
® ERGTINIMMT, HEA 2

[ root @leep] # useradd usernane

® ZLAGHIHI I ASINEAE LS, AL

[ root @eep] # passwd user nane

i -

[ root @leep]# useradd adm n
[ root @leep]# passwd admin

XL 2 [ I

Changi ng password for user admin
New UNI X password: sonepasswd

passwd: all authentication tokens updated successfully

UL

“ASVFECR” AT AR SCAHE A A I R e F S, ] AR 1k
A NBIHEXA ST 5 IE R MIFR /etc/passwd” + “ /etc/shadow” \ /etc/group”
B “/etc/gshadow” #BAE BRI BLT 7




=H: RAREME
25 SN ST s BEAN AT R AL, AT DU R T Ay 2

[root @eep]# chattr +
[root @eep]# chattr +
[root @eep]# chattr +
[root @eep]# chattr +

/ et c/ passwd

/ et ¢/ shadow

[ etc/ group

/ et c/ gshadow

VERE: USRI 1 A s SO DR S, 3RS i b
RTINS, AT RSP A TT B, %
S 25 FIFITE 1A SCHERIALSC R I AT 19 pm B PH LI, 7E 248 T
4 L RO

24. PBHILERIAER LA su S A root

WIRAMUEAT AT LA “su” 12 By root B H lt%lthﬁﬁ)jﬁ*ﬂfﬂﬂ “su”
s WALE“ Jetc/pam.d/su” SCAFHIIA R HINAT o FER USSR 18
2 N roote

=5

Paxaal | =N

L i

Il su O (vi /etc/pam.d/su) LE SRS R T AT

auth sufficient /1ib/security/pamrootok.so debug

auth required /1ib/security/pamwheel.so group=wheel

IINEPATZ )G, “/etc/pam.d/su” SRy

#9%PAM 1. 0

auth sufficient /1ib/security/pamrootok.so debug

auth required /1lib/security/ pamwheel.so group=whee

auth required /1ib/security/pam pwdb. so shadow nul | ok

account required /lib/security/pam pwdb. so

password required /lib/security/pamcracklib.so

password required /lib/security/pam pwdb. so shadow use_aut ht ok nul | ok
session required /lib/security/pam pwdb. so

session optional /lib/security/pam xauth.so

XTI R EE R “wheel” ZHAT A BER su v 2 M roote YR, “wheel”
QHZEZ%?EEPJ%?JX/\ H IR S . ANRER AL . FEXTIAH AR (22,
“Jetc/securetty” SCAEY HHAARITIEG ARk, Al UUELF LN RS LAk

A — 1

Y, 7
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FAHE “ Jetc/pamd/su” BLESAFHENT “wheel” 4, AN FEFAE
S PRI “su” A2 O “root” o NI MAT, ik admin HI BN “wheel”
B, AT LA “su” dr ol “root” -

[ root @eep]# usernod -GLO admi n

“G” BRFRHPTERHEA. “107 2 “whed” AW IDH, “admin” &
FATME] “wheel” A . HFEFER a2 0T DAEEARTI 0T LLA su mr 2 Rk

1rOO0to

25. FEiFRE

BRI R GERAOE I, AT LU Bk Ss (. BURBRZ R, THFER
GAE, A RXMBGL e IR RELAIAE ] s TBOE . Bilhn, wTLk
FY R TR 20 R Ge L I

vt

g
i “limits.conf” XXM (i Jetc/ security/limits.conf) , I BR A R THIIX AT

* hard core O
* hard rss 5000
* hard nproc 20

AT E S “core 07 FREEILAIE core XA “nproc20” U2
FEBBRAIE] 205 “rss 5000” RN T root 2 4b, HAH &5 2 L AEH sM A7
X S SR B ARG I AR T X SRR, ahEE s A s &
G PN R core AR NAERME RIS OLe 25 “*” R 2ra SR 2R
SO Rl )

FL

WING4R “/etc/pam.d/login” XA, AESCAARRBIMA R RIIX —A4T:

session required /lib/security/pamlinmts.so

TN —ATJG “/etc/pam.d/login” SCAFZIXFEN:

#YPAM 1. 0

auth required /1ib/security/pamsecuretty. so

auth required /1ib/security/pam pwdb. so shadow nul | ok
auth required /1lib/security/pam nol ogin. so

account required /lib/security/pam pwdb. so
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password required /1ib/security/pamcracklib.so

password required /lib/security/pam pwdb. so null ok use_aut ht ok nd5 shadow
session required /lib/security/pam pwdb. so

session required /lib/security/pamlimts.so

#sessi on optional /lib/security/pam console.so

26. EIFHbEH mount ERISTE RS

AL L0000, U0: noexecs nodev Fl nosuid, BE L4 H] mount [ SO F
4, W: “/home” M “/tmp” o XEEHLE “/etc/fstab” AFHWGE . fstab LAY
BT ARG RIFRE B W RARRITE R IX AN SO ] DLk e MR EeiE I, 1
man 72 A KT mount KR

Gl fstab SCIF (vi Jete/fstab) ,  JFARHE 75 SAIX PIAT

/dev/sdall /tnp ext2 defaults 1 2
/ dev/ sda6 /hone ext2 defaults 1 2

AR Bl

/ dev/ sdall /tnp ext2 nosuid, nodev, noexec 1 2

/ dev/ sda6 / hone ext2 nosuid, nodev 1 2

“nodev” TR RVIHEIRAN XA RS FA AR ERFAIL I & . “nosuid” 3R
NN FCVFBEE SCAFI suid (set-user-identifier) il sgid (set-group-identifier) V1 H] £/,
“noexec” TR VARG A TAT AT AT I —ZEHISC A

ER: LT, “/dev/sdall” mount 3 “/tmp” Hax b, 1 “/dev/sd6”
mount £ “/home” H3x bo IR FRIV LSRG O FT AR, X EEE R TR E
AR AL AR REARL, it: IDE AEL R hday hdb, %545, iy SCSI A%
& sdas sdb, ZFEE.

27. {Brpm EFEBE—NRERIMTT, FHEEROARTTIE
]

— HAE Linux IR554% LM pm & B8 I T 2, Bl it pm FEfFPHe
BB A iy, W BAEEIErA N 2. O UERAT AN TR
MIfssas, AAARER mpm iy BT H BT R, WARHRREH] pm %
BERTRIAAT, ARFEAE rpm R HE R FORTE H %
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® U opm PP EIHE L, M NI

[ root @eep]# nount /dev/fdO /mt/fl oppy/
[root @eep]# nv /bin/rpm/mt/fl oppy/
[ root @eep]# unmount /mmt/fl oppy

EE: THAZEE rpm B AARGHEIEE, USSR 2538,
A2 rpm R B E A A B L pm v 2

A — RUEEERAE, 3 pm A7 R VF R AERINR 755 BU% 7000 IXAEAR
root HI M HANBERE ] rpm > T RIS IS ENT —AE 2RSS A 2 A 5 T HE pm
PP B — ATy, XM A B2 T .

® UE “/bin/rpm” BROAMIVIHIARR, R HEHIXA 4

[root @eep]# chnod 700 /bin/rpm

28. %% shell

KT IMEEE M ANRK A2, bash shell 7] PLFE “~/ bash_history” 4~y
X HZ, BAHPHEEAFERD AfF 500 MELMAL NG, B PMEAEC
IS, fEACRIZK HH, #SA “ bash_history” 3CHF. Al RESAXFMEN,
P AEAZ N A TN T 2, TR 257E “ bash_history” 3CPFH
PRAF T Ko 1 H. “ bash_history” SCAFHBOCX AT BEVE UK.,

£ Jetc/profile” A HISTFILESIZE Fl HISTSIZE X PATHE T RGH Ty
FP 1 “ bash_history” SCAHFRTLMRAEZ Do S FRAVHE “/etc/profile” STAFH)
HISTFILESIZE Fl HISTSIZE #B B — A~ LW/ INFIME,  Wi: 20

Y’ profile LA (vi Jetc/profile) , HEIXLLAT R

HI STFI LESI ZE=20
HI STSI ZE=20

AR X H 5 M “ bash_history” i HAEAF 20 i WERRZ
BIFEFI ¥~/ bash_history” SCIFHABL L8104, sl Befifhables 7o

29. “letcllilo.conf” 3

LILO & Linux _E—PZUIRENIS [ FREF. B U T2 ROCERSE, thnl LU
BB 15143 Linux IFRANRZ, 0] DOV IVERRIER SN “ 51 2888 .
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MW (/D SCAFRGUR LILO KRR EL, A7 MIEBXPIA I 55— LILO 2455
VFINAZZIWR L SRRSO R e 28— LILO R BN —LL K14, w1 515X,
“/boot” H XM NAMAFTAER I R G . 515 XA LILO 51 SR PIIER —
7y, XAHRAHES R B S E IS A TR 5| SR . XA 51 SR
I HAFAE “ /boot/bootb” SLAFH . WIZAE IS PRI AIFIA SN . 75 RedHat Linux
ARG, WA H AR H 58 “/boot” HK T

4 LILO X Linux RGEAFH HE, FrUAEATZR AT GEb iRy 47 E . LILO R
BRLE SIS “etc” BT “lilo.conf” 0. FHIEANSCABRATTAT DARC B slde
i LILO R/ A Linux REGEH) 22 N2 LILO R =/ T SR I e

® JIA: timeout=00

RXIBEBOE LILO £E5 \FERNII ARG AT, S AN 8] C2 2425k
RE XA RN BB L 0B 0, DG 2 5| G RGN L AR B R B B
PRI Z EG |, AT 0

® JIA: restricted

M LILO 51 S HHE, H#IASE linux single, FEANFT Gsingle) 10, K4
F PRSI, FrLAal LAE LILO 51 S0, I EOA Y. “restricted” %
T BER “password” Fll KA . FERESREAWZAE D O AS0R.

® JiIA: password=<password>

AR B Linux REERIHE, REEERKAHMAIRXAN L4, HA 2K
INERUERR, T HEYER, ik “/etc/lilo.conf” M, BRET root A, HABH
HIEPIBPR, EAHEWHEAR AT . THEM “lilo.conf” XY LILO H—A>
HARH 1

vt ak

L i Z
It lilo.conf SCF (Vi Jete/lilo.conf) » I FELHSZAS R =K B :

boot =/ dev/ sda

map=/ boot / map

i nstal | =/ boot/boot.b

pr onpt

ti meout=00 ¢« change this line to 00
Def aul t =l i nux

restricted € add this line.

passwor d=<password> & add this line and put your password
i mage=/ boot/vn i nuz-2.2.12-20

| abel =I'i nux
initrd=/boot/initrd-2.2.12-10.iny

r oot =/ dev/ sda6

read-only
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Y, 7

I« Jete/lilo.conf” BLE AR, AAERA L INERIAL, Bl root A
REATLIRLPR o T TP i 2 e ST A IR A -

[ root @eep]# chnod 600 /etc/lilo.conf (will be no | onger world readable).

1=

L S e 2
AR S ) ete/lilo.conf” TCE AR

[root @eep]l# /sbin/lilo -v (to update the lilo.conf file).

D
AT LA R, AL chattr v 245 “lilo.conf” SCHFIN_EANRT AR FRIALFR .
® ST SR LR I A

[root @eep]# chattr +i /etc/lilo.conf

IXFERT LA “lilo.conf™ SR REAMECHE I AT AR o W SRAREE AR
“lilo.conf” 3CIF, WAJRSGIFHERE MIA Al U AhR s o

® JEERATTHCR AR ICH I 2

[root @eep]# chattr -i /etc/lilo.conf

30. {& Control-Alt-Delete X#§2 T3

0 Jete/inittab” SCAE AR —ATE R R AT LAZE 1E ] Control-Alt-Delete J< P vHE M.
WS SSA R AE— N ey, X 2,

I inittab 0 (vi /etc/inittab) FEIX—47:

ca::ctrlaltdel:/sbin/shutdown -t3 -r now

E'OSE

#ca::ctrlaltdel:/sbin/shutdown -t3 -r now

FH R TR iy 2 A AR A2 3
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[root @eep]# /sbin/init q

31. fIEMBEERHEHFEEN

TRUEAE “ /var/log” H 3% MIRANE HESCPFI S B R IRIER GE % AP E5 18I
ARH B AT WORBAHEMR S 4% o2 B TR 2 affit, BEILERE
e RINNAZ, WA H S S 3T TR R B i tie Ak, ARAT 25 1E— T H
T2 T7A B ORIE H S SCIF I e 88 0k . AR g% as Bl gg b e i g5 4 Lo g
2 TATEINL, il AT E ) S SO TR . IXEESRAT > il LUESEAT B
FTEIHL, TEH] syslog JHTAT BLEE HAESCAHER] “/dev/Ip0”  GTEIBE) o A
PACSAR AR 55 s EROSCAE Rehys, A55%, (H)E, JEHERHESHTEIIRZ ), i
HUERENTT T

i -

K RSS2 LATE T telnets maily 513245 B ssh &4, FHFTENRIERAEIX
SRS A EFTEINL. FFEAE “ /etc/syslog.conf” SCAFHIMA—AT

Y’ syslog.conf XA (vi Jetc/syslog.conf) » FESCAFAREMA X —4T:

authpriv.*;mil.*;local 7. *; aut h. *; daenon.info /dev/| p0

HHT A 3)) syslog daemon {8 Bl 424 :

[root @eep]# /etc/rc.d/init.d/ syslog restart

N Aglan

sk FRGSAS LTI telnets maily 51245 B ssh 1882, JFATEI AP 4%
T EIRSS A FIERERIITEINL, SR G R H S IS5 #4510 “ /ete/ syslog.conf”
AN AT QRASHE R R B AT FTEINL, AT LASERTA B H S35 DUR5 R
s b, HELZME TS —4, “/dev/1p0” INEIFLE RS AR “syslog.conf” 3
i, HRERBIFE B RS 4 LWCE “«” RO 0P HESC5 L3I H e
WHEALE, AR DA —&THENL B EE2 GOSN H B30, i3 T
1.

Yrl P H BSOS #s (9140 : mail.openarch.com) _Ef#) “syslog.conf” A
(vi Jetc/syslogconf) » TECPHIIABIIN FIHIX-—47+

authpriv.*;mail.*;local 7. *; aut h. *; daenon.info /dev/| p0
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K124 syslog daemon FIBRIAAC B EAE Lok B I Zs ERE R, FATAUEE RE
ek B M IR R, 7 syslog daemon A SO (Pt edele H G SR Ik
Fras LA AR “«” 2450

It syslog BIASC A (vi 424 /etc/rc.d/init.d/syslog) , X7

daenmon syslogd -m O

BN

daenon syslogd -r -mO0

HF A3 syslog daemon {F BN 44K :

[root@mil ]# /etc/rc.d/init.d/ syslog restart

RN H SRS g LA ks, ARAT AR A B KBS A S A
HEA FRDJUT BHEHIN LD -

i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \
-5 $SYSLOG CLI ENT \
-d $I PADDR 514 -j ACCEPT

FERXAM T P KEE I IRASCAFrp e T EXTERNAL_INTERFACE="eth(".

| PADDR="208. 164. 186. 2";
SYSLOG _CLI ENT="208. 164. 168. 0/ 24"

FUHT R S H S SO IR g5 A% LIRS ks, AEEh ARk
[root@mil]# /etc/rc.d/init.d/firewall restart

AN K AR Fe PR H S SO IR S5 s ok B i 1 514 Csyslog F 1)
1) UDP . KT Hi kIR IR CGE-LRE WP kb .

e, G ROR HAE ST RSS2 LK “syslog.conf” U (vi
/etc/syslog.conf) , EAREN FIX—1T:

authpriv.*; mail.*;local 7. *; auth. *; daenon.info @mi l

“mail " R H S ST AL ER LA . WA NARKE SRR TSR U ELgubh
T EE ARG H SRR, AN T, OV IR C 23T BV R B G AE S
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Iy AT NP5 Do SXFER T RIS PSS i SR AEA T A5, SR)e
ABLEC/ NS U

HHT A 3)) syslog daemon, SR A2 :
[root @eep]# /etc/rc.d/init.d/ syslog restart

AR I BT ik H S SCPFI AR SS S (R B KB R IRAS SO E P AT BT IX AT (X
Ak .

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $I PADDR 514 \
-d $SYSLOG SERVER 514 -j ACCEPT

X LB K BIAS A T

EXTERNAL _| NTERFACE=" et hO"
| PADDR="208. 164. 186. 1"
SYSLOG_SERVER="nmi | . openar ch. cont

FOHT A BB ke, AT AR
[root @leep]# /etc/rc.d/init.d/firewall restart

AN KISV F AR H A ST R 2% sl i 1 514 Csyslogd i D &
1% UDP . KT B kEERBRI LIEE CGE-LRE LK)

HR: THAZHMOCRS SRR BT A RS HERE B XK syslogd
PRI e — S H O RS, 1] LU man fr 2 A G T B: syslogd(8)+ syslog(2)Fll
syslog.conf(5).

32. ¥ “letc/rc.dlinit.d/” BFETHIBIZASCER B AT

R A A I daemon [ IAR SCAT IR .

[root @eep]# chnod -R 700 /etc/rc.d/init.d/*
AR root ATLARE, HRIHATZAN Hx THIAC. FoAR— R P s 4
BB A A

HE: WRIRZEE A T — ey, B “/etc/red/initd/” T system V i
e IR TR AR A A VT
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33. “letc/rc.d/rc.local” 3t

FERRNTEOL T, 283 Linux RGTHHHUN, REEL T YRR Linux A4THR
W7 AT WIZRRARIRS S Pk, itk T RZHRGMER. &R SR
— A “Login:” MR ME R

H—

iR “/ect/rcd/rclocal” XA, AE T X ELATIRTTIONN b “#” -

# This will overwite /etc/issue at every boot. So, make any changes you
# want to make to /etc/issue here or you will |ose them when you reboot.
#echo "" > [etc/issue

#echo "$R' >> /etc/issue

#echo "Kernel $(unane -r) on $a $(uname -m" >> /etc/issue
#

#cp -f /etc/issue /etc/issue. net

#echo >> /etc/issue

sy — 1

o~
M “/ete” Ha FHY “issue.net” Fl “issue” AT

[root @leep]l# rm-f /etc/issue
[root @leep]l# rm-f /etc/issue. net

FERE: “/etc/issuenet” CAFHEH MRS G FENURT (FIU0: telnets SSH)
FRNIEFRIER. FIFEE “Jetc” HE FIBA—A “issue” M, A ARG 5
INE BTN, PSR SCA SO, AT DRI #2038 . (H2, SR AR
XA, 2] TR “ /ete/te.d/relocal” JHIASHR R RS Ty RS 4
A3 WE R EEET R B I, R T X A ST

34. T “s” (uURYIERF

H 1s -1 B0 RSO, A RSO FIRRRAZ A L “s” 5 WXL A1) SUID

(rwsr-xr-x) B SGID (-r-xr-sr-x) fHERE T o PIIRLEFEFLLPATEM A —LE

FERL, A RANT ] B A, Il AUIR LRI “s” 2. mTLAR M if
EAM T “chmod a—s <344 >" B RMNICAFIR “s” 7.

RAERR “s” AL B EARR T
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® NUORAHIMREF
® AR root F SISATINFE T
o /KA HRANTIEH sudr 28N root Ja FHEAT .

NN TS GO R, BAANWATRERE “s7 fi. ER, REhE
i 248 SUID [IFRFPA BEIEH 1817, Bl T Ji /s

R R fir & S ERPTAT . “s” ALK

[root @eep]# find / -type f \( -perm-04000 -0 -perm-02000 \) \-exec Is -lg {}
\;

*-rwsr-xr-x 1 root root 35168 Sep 22 23:35 /usr/bin/chage
*-rwsr-xr-x 1 root root 36756 Sep 22 23:35 /usr/bin/gpasswd
*-r-xr-sr-x 1 root tty 6788 Sep 6 18: 17 /usr/bin/wall
-rwsr-xr-x 1 root root 33152 Aug 16 16: 35 /usr/bin/at
-rwxr-sr-x 1 root man 34656 Sep 13 20: 26 /usr/bin/ man
-r-s--x--x 1 root root 22312 Sep 25 11:52 /usr/bin/passwd
-rws--x--x 2 root root 518140 Aug 30 23:12 /usr/bin/suidperl
-rws--x--x 2 root root 518140 Aug 30 23:12 /usr/bin/sperl5.00503
-rwxr-sr-x 1 root slocate 24744 Sep 20 10: 29 /usr/bin/slocate
*-rws--x--x 1 root root 14024 Sep 9 01:01 /usr/bin/chfn
*-rws--x--x 1 root root 13768 Sep 9 01: 01 /usr/bin/chsh
*-rws--x--x 1 root root 5576 Sep 9 01:01 /usr/bin/ newgrp
*-rwxr-sr-x 1 root tty 8328 Sep 9 01:01 /usr/bin/wite
-rwsr-xr-x 1 root root 21816 Sep 10 16:03 /usr/bin/crontab
*-rwsr-xr-x 1 root root 5896 Nov 23 21:59 /usr/sbin/usernetct
*-rwsr-xr-x 1 root bin 16488 Jul 2 10:21 /usr/sbin/traceroute
-rwxr-sr-x 1 root utnp 6096 Sep 13 20: 11 /usr/sbin/utenpter
-rwsr-xr-x 1 root root 14124 Aug 17 22:31 /bin/su

root root 53620 Sep 13 20: 26 /bin/ mount

root root 26700 Sep 13 20: 26 /bin/unount

root root 18228 Sep 10 16: 04 /bin/ ping

* - FWXT - SF-X root root 3860 Nov 23 21:59 /sbhin/netreport
-r-sr-xr-x 1 root root 26309 Cct 11 20:48 /sbin/pwdb_chkpwd

*orWSK-Xr-Xx
*orWSK - Xr-X

1
1
*orwsr-xr-x 1
1

R R fir 45 b T R ) SUID ()Y

[ root @eep]# chnod a-s /usr/bin/chage

[ root @eep]# chnod a-s /usr/bin/gpasswd
[root @eep]# chnod a-s /usr/bin/wall
[root @eep]# chnod a-s /usr/bin/chfn
[root @eep]# chnod a-s /usr/bin/chsh

[ root @eep]# chnod a-s /usr/bin/newgrp
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[ root @eep] # chnod fusr/binfwite
[ root @eep] # chnod
[ root @eep] # chnod
[ root @eep] # chnod
[ root @eep] # chnod
[ root @eep] # chnod

[ root @eep] # chnod

/usr/shin/usernetctl

/usr/sbin/traceroute

/ bi n/ unmount

/ bi n/ pi ng

Qo v v O D D
[ [ [ [ [ [ [

s
s
s
s [/ bi n/ mount
s
s
s

/ sbi n/ netreport

U RARARRIE X LR P B A AT A H, AT LAH man 2B B .
i 4n:

[ root @leep]# man netreport

35. REMEIXH

FERGN RN H AR — MBS ST (USRI A1,
HI “1s” A 2B/ AR 5 PO IZEESCAT T e R 2 e TR e e 2815
B (O BRREy . JWERAMALIIE, 55 o fEUNIX K, M HIER
R LRI AL, e <7 L GRURATS) BY.NG” (U control-G)
KESE B H . H “find” FEF AT DL AR PR LR 5 S0

ftn:

[root @eep]# find / -nanme ".. " -print -xdev

[root @eep]# find / -name ".*" -print -xdev | cat -v

N ETT RS “xx” A “maill” ZFERSCIEAAN . GRS BRRHR
GAEH 344D

36. TIFTA SUID/SGID i ¥aY3c4
R4 SUID Rl SGID SCHHRA AT A by 24k, W™ s ls s, PAix
SO FE AR AT KT S, 7 LA B 5 I ) SUTD ARV i 22

AR A SUID 2y, MUSE T SUID IR FIREA RS )5
1o FERRGHPATIY SUID M SGID [WRER?, JFERESEA], R LUS A
PINR A

MR ak &L a1 SUID 1 SGID F2)7:
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[root @eep]# find / -type f \( -perm-04000 -0 -perm-02000 \) \-exec Is -1g {}

\;

FER: 24 CRJUE R T sXid M8, sXid wf U IREER B 3)
I5EEX IS5, I H] email IRETETR

37. TR AEE SR EFEF

IR BRI T RGO, KRGO O L. AR
NAAT AR A S ABRIFEATSEi, DG R %0 ] DIRFEARAT I 75 22 B s i
BRICH. FEIEWR T OL M LSRR, AfE 2L “/dev” H MRS S
R

FEARGEH E AR ANHAT BRI ST AT H SRR T 4

[root @eep]# find / -type f \( -perm-2 -0 -perm-20\) -exec Is -1g {} \;
[root @eep]# find / -type d \( -perm-2 -0 -perm-20\) -exec |Is -ldg {} \;

HER: B Tripware PR SCIERTH SRog MR ST as BENE T 1 A ELRT
A A ST AT N SRS E . 25 (LT e E) BLRAR
T Tripware [ H 245 K.

38. #THEBEARNHE

RIBA LN ARG A BENIRARG T ARSVFRA AR
AR MRAERG AL T8 ENRSCTELH =, BB B se i, Wik —
DIEW, 476 TN AIRMEEEREF rl e 28T AR H %,
FERXAF O AT EASE ISR H SR o

SERL ARG B BRI R 2

[root @eep]# find / -nouser -0 -nogroup

ER: AE “/dev” H R IARLESCAT

39. T “.rhosts” X

B “rhosts” SCIFIE HH B LARI) 7Y, OIXEESCA A SRVIE R G HAY
fEo AE, BEAWHRREARETH DK S HT REARZ I M2 .
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A LU N A B AR GEH K “ rhosts” U

[root @eep]# find /hone -name .rhosts

WAL A cron (5@ LA S . R AIHBRSHOME/ .thosts 3CA . [A]I),
MR FH P TR 2 28 A R %

H root HABTE “ /etc/ cron.daily” H3&'F, BIJEE “find_rhosts_files” JAIAS A (touch
/etc/cron.daily/find_rhosts_files) , FAEA A NN R 1 LAT

#!'/ bi n/ sh

[usr/bin/find /hone -nane .rhosts | (cat <<ECOF

This is an autonmated report of possible existent “.rhosts” files on the server
deep. openarch. com generated by the find utility command.

New detected “.rhosts” files under the “/hone” directory include:

ECF

cat

) | /bin/mail -s "Content of .rhosts file audit report" root

g, XA AT, TP EMABRE K “root” -
[ root @eep]# chnod 755 /etc/cron.daily/find_rhosts files

[root @eep]# chown 0.0 /etc/cron.daily/find_rhosts _files

Bf—RHAEH 1 A “ Content of .thosts file audit report PRI A “root”
A F I “ rhosts” A

40. ARZCLEWEFITH]

U RARAAE R G DLW 78, BRI R CERT® Coordination Center BY, FIRST

(Forum of Incident Response and Security Teams)
HLHBPE: cert@cert.org
CERT #EZEHITE: (+1) 412-268-7090
fEEL: (+1) 412-268-6989

CERT/CC HN SAE TAE H [0 o) S I TA) & 8:00 a.m. — 8:00 p.m. EST (GMT
—5)/EDT (GMT —4))o {EHE N IR = (5 H A ATt S SR RO
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2B
Linux Fit4t

Btit

PEACIZ PEREAEARCREE 55 M BT BRAE AT OG . T et i 22 2 AR Ak
I ARASUAHFE 2E MK o A28 IR TR B ARMERNIE P 28 AT AE . g
PATFARAR ST AT E, A2 MRE RIS . T H., PEREILEAMZ
PR 2 LA R EAR R ARSI o BRAREAT T T 1IN LS I R g b ST, 750
XL GARMEM R . A, PEREDLA AR — T A0 R B HZ i
18, JUHRAAELT KEN I RIS AR VAT HE IR, (H2, &R
GErEREMIPLA S — TURAT IR A, JF R A R0k K a4t .

1. “letclprofile” 3t

“etc/profile” AFEH RGN E IR SR PN ER B ARIEZ A H
BHATINCE, AT DO g A RIS ks Rk, RSt i B bR &
JE PR IR R . BREE <86 FEIFIRTFEAEERE, W LATESwinT, A HEAENIL
WIEIH-09 o« VFZFETPHT “Makefile” LA DA EH-02 1L, 11-09 414K
S O A RS eI I AFE IR, AEAE ] LASRAS B s e 47
J¥o G, i “-fomitframe-pointer” 3T, FEFIEATHS, iy i) A% fE i {4
Feo (HIE, MHX—IED, A=A TCE R . T “-mepu=cpu_type” F
“_march=cpu_type” I, Gec FERIXPILS CPU AT LT Ik, (HAZRLHIAR
fi N BEAEFTHR 2 1 CPU BYEE 5 R 411 CPU _LizqT.

*FF CPU i686 B PentiumPro. Pentium II. Pentium III

7E “/etc/profile” CAFH | IMA—AT:

CFLAGS="-® -funroll-loops -ffast-math -mali gn-doubl e -ncpu=penti unmpro
-mar ch=pentiunpro -fomt-

frame- poi nter -fno-exceptions’
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%1F CPU i586 Ef, Pentium

1t “etc/profile” SCAFHY, IIA—AT:

CFLAGS=" - 3 - nmarch=penti um - ncpu=pentium -ffast-math -funroll-1| oops
-fomt-frame-pointer -fforce-

mem - f f orce-addr -malign-doubl e -fno-exceptions’

XF CPU i486

1E “etc/profile” A, IIA—AT:

CFLAGS="-3 -funroll-all-1oops -malign-double -ntpu=i 486 -march=i 486
-fom t-frame-pointer -fno-exceptions’

ETE L FiRE 2 )G, SHEEE “CPLAGS LANG LESSCHARSET” I
B “etc/profile” AFHH] “export” 1TH:

export PATH PS1 HOSTNAME HI STSI ZE HI STFI LESI ZE USER LOGNAME MAI L | NPUTRC CFLAGS
LANG LESSCHARSET

SRJG, FERTES, X, HEEATE CFLAGS CAMIR(E, gnitasfIlell s T
HuJDMEH & . X Pentium (Pro/IL/ID (ARSI eges B pgee i ids. Linux
Mt b, 4% BT eges, FTLATLRFARL.

FEENRG R ARG DR

HT CPU IR RS FE I gec/eges INAANR], AR SANR] . R
() P 22 mT LA BRI 1 L) CPU Fgmieds, WePRetEignitiki.

Redhat 6.1 HF 22 2E M40 B2 IIRUAZ: eges 2.91.66, 1H A2, RIEAR 224182 Redhat
6.1, TEIEFEGR PRI it 45 A 2 — T g iEas AR

AT NGRS A, ALy
[root@deep|# egcs --version.

EE: PramhAg R LA GCC 30T http://eges.cygnus.com/ PRI Eo

LA DL -

%§J* CPU pentium II/IIT (i686) , %% T eges-2.91.66, et 2w iEIEIE :
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ARG E

BNE

penti unpro

CFLAGS=" - -funroll-1oops -ffast-math -malign-double -ntpu

pentiunpro -fomt-frane-pointer -fno-exceptions’

-mar ch

-+ E551 096 T D6d
— algrsss1 [T 1bd
= pIcEssl 2rcey 0bd
= GE0TGGET 96'7 290

= FZ0TGHET 96'7 290

~ DERDGHET 96°7 236

~ FEROGLET 96'7 396

= —~TLL55%:) LTET 0

— onEEswal [EET b

- e E5al [EET 06

= BE{0GGET 56'T 390

= BT/0GGET S56'7 390

~ 9T/0G66T 56'7 336

= tT/0GG6T S56'T 390

= TTL0G66T S56'F 390

— 6ZO0GGET S6'7 336

— EZO0GGET 56'F 396

= STO0GGET S56'T 390

= BOO0GGET 56'7 396

~ T090G66T S6'7 336

~ FESOGGET S56'T 390

= [IS0G66T Z2'E6°F S0
— TOS0GGET TZ'E6°T sab=
— LEF0GEET 0T E6°T Saba
= BIF0GGET GT'E6°F S0
= TIF0GGET 81'E6°T s3b=
= SOFDGEET L1'E6°T S0
= BEEOGGET #1'E6°F s2b=
= TZEOGRET £1'E6°F s2ba
— FTEOGGET Z1'E6°T s2b=
— LOEQGEET TT'E6°T saba
= BETOGGET 0T E6°F s2ba
= TZT0666T 60'E6"T s3b=
~ FIEDGEET 99°T6°T s3b=
= FECOGEET £9°T6°F s2b=
~ 9TZ0G66T T9'T6°F S0
~ T0ZTR66T 09'16°T sab=
| repae 7 5302

= TOGORGET (5 T6F s2ba

.
@ e
[ ] LN N
L ] [ X
[ ] L B
[ ] L__ X W )
" 8 & @
& &8 B
- LN
" e eaw
- meEn @
a8 & dBED - &
aE & B
L] LI ]
- [ I ] £
- - -
.
[T N T
O . 5 oan
o0 W S w
6 EE B EE
i [ 1 ] & il
e & B8
L LN 1 N ]
[ _ K N ]
Ll N ] L]
- pune ®
e @
- .
- - [ ] L ]
L 1 ¢ 1 }§ L
L 11 XE ] L ] [ N
L L N _
LR
L 1]
—
s
(11 ML ]
I T L L T T T T T T T
= @ = & = W@ @ o+ & o+ &
SRR I I B = I B N

03

02

09 -funroll-loops -ffast-math

09 -funroll-loops

09

09 -funroll-all-loops -ffast-math

03 -funroll-all-loops

.
.

AL G LT

X CPU pentium (i586), %% T eges-2.91.66,

pentium -ffast-math -funroll-Ioops

pentium - ncpu=

CFLAGS="-O3 -nmarch

-fomt-frame-pointer -fforce-mem-fforce-addr -malign-double -fno-exceptions’
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45.5 |586
44.6 <
43.8 -
42.9

42 <
41.1 <
40.2

39.3 -

eges 20710
eges 2.91.66 19990314 -
eges 2.93.20 19990428 -
eges 2.93.21 19990507 —

goc 2,96 19990827 -

02
03
03 -funroll-all-loops

03 -march=pentium -ffast-math -funroll-loops -fomit-frame-pointer -florce-mem -fforce-addr -malign-double -maligr
03 -march=pentium -ffast-math -funroll-loops -fomit-frame-pointer -fforce-mem -fforce-addr

XFT CPU486, %3 T eges-2.91.66, At IgmPRIEI L

CFLAGS=" - -funroll-all-1oops -malign-doubl e -ncpu=i 486 -march=i 486
-fom t-frame-pointer -fno-exceptions’
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19.3 = |486
L ]
18.5 <
177 4
16.8 - : .
16 = ~
15.2 < -
|
14.4 o
13.6 4
L .
12.7 =
11.9 < ™
11.1 =
]
10.3 - ’
L ]
0.43 T T I I
o+ o = )
~ ~ L) Ll
oo (2] m =
=] =] = =
(=] o (=] (=]
on N &n on
= = = =
el ) il ]
=~ =] =~ (3]
w3 — — &n
— = = I3
=3 -] -1 o
& o el -
in in (] =
W W W
[=1] [=1] [=1]
a a @
oz 03 03 -funroll-all-loops

-funroll-loops 3T

% “loop unsolling” MATHRAL, FURTERHFBGETIN IR JALRER & IRERE 1)
it

-funroll-all-loops

% “loop unrolling” BATULAL, X FITAT HIEIAE AT 25, AHAE AR FIetT22 1 .

-ffast-math

LI GCC n] IANIE M ANSI 8¢ IEEE FIREIN, PASRIGIE4T S P A AR
fihn: & ARV IR sqreQ PRELT

I NSHAR S LA T BT E R 2 NaNs.
-malign-double

GCC #% double. long double and long long FEIAR & 5 FAEXNF I /& PN 5 1,
I i o
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double FEAIAZ 5 T XTI T, 7 AEIAASAE Pentium Hlds b rl LUSATHH
L, (HR a2 A

-mcpu=cpu_type

BEEAELE AR A I B P LA AN CPU 8, B it —HE 2 1) CPU KA,
PRI XTI P AR R FE S, RAME “-march=cpu_type” LI, %
FERAS AR FIANGELE 386 FIsAT A, “i586” S8 T “pentium” ,  “i686”
AT “pentiumpro” , “k6” FEHLRAEH] AMD AR Intel R

-march=cpu_type

TR ERMPIHLEEA CPU F=4EF54 . IXH) CPU KA “-mepu” HFIHAH
[fo 1 H, MHAEICARE T “-mepu=cpu_type” LI,

-fforce-mem

b R U R S 10 e i e i € e AL B o R S crs S B e res B U e W ]
A5 | e e A (T - RIA S, DORAHAA U Wk, IXEE L5 AR
il 7 RIAI, PTRLEE TS AL G, TR ) A A A R

-fforce-addr

BRI A AU 2 PE DI BIZAr s o P B I PE AR 5 e T

“_fforce-mem” 3L,
-fomit-frame-pointer
X ALEIAESRFREL (frame pointer) » ANFERFATAS P ORAT . IXHLEES T AH Y

M FORAE S BCEAMKEAERSRE PTG 016 IXKE, V2 R B0h T LU RIS MK
WAy (HIE, X RIS R 2 B s EICVERA TR

HEE: ATEBEHSII AU, SR EREENR Pentium IT/TIT 41 CPU. Al
b, WA MR, ST REEL ] CPU 5 Z IR RS 4

2. “bdflush” &#
FIHEH S ¢ /proc/sys/vm” N RGEEHICE, HILE Linux WAZIRAS 2.2
THEM. #HhZHX TRSCE, T PLAEE Linux W%

TARG— AN (VM 194575, b bdflush SCHERFRERAE AT e
M o
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ST T bdflush ARSI EREIRIAT Ay o BATTEH AL B iy Kb S
ARG TERE:

echo "100 1200 128 512 15 5000 500 1884 2">/proc/sys/vm bdfl ush
BOCRLE(E, ATDMERGEMIN PR, Bl o DUERGHE S A iS85 5
T TA), TG 1 —SEE  a FRIhoR

AT LA “etc/red/relocal” ZH, BREREFASILENS, AR
FLRANIX ST T

IR — AR SO R IUAN AT BRGNS e 18] (swap) (1]
WIZZE, Ff LS “ Just/stc/linux/Documentation/ sysctl/vm.txt” o

3. “ip_local_port_range” S
e HR ¢/ proc/sys/net/ipv4/ip_local_port_range” THRG IS, H
SAE Linux WAZRRAS 2.2 N3
“ip_local_port_range " SCAFHHAT HANZH il T HIAE TCP F1 UDP A i
om HYEHE . B NSERE i T B Ao e AR 5 R
TR R RS, WTRMESCY: 32768 £ 61000,
echo *32768 61000* > /proc/sys/net/ipv4/ip_|local _port_range

AT IMASAE “ Jete/red/rclocal” 2 H, BRI SIHLAET, WAL
T LRENIX S 2 T

4. “letc/nsswitch.conf” 344

“ /ete/nsswitch.conf” SCIFE T ARG MRS S AMHT M4 L BRAF 43
PERASCAE (group file) o ARG T TR NIS Hieds, AL D430
A EATBAM A . X, FATTVRTHEZSCE I hosts X147

il “nsswitch.conf” X (vi /etc/nsswitch.conf) , I host — TN

"hosts: dns files"

B8 MiE SRR, 58V 0] DNS JRS8%, T DNS ARSS 25 B Wi,
NAFEH “ /etc/hosts” 04
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P BHEIZ SRR A7 (0 NIS Al 249K, WRIR e B NIS, Bt
AFEMHTE NIS. fiefa, XA SO F I

passwd: files
shadow. files
group: files
hosts: dns files
boot parans: files
ethers: files
net masks: files
networks: files
protocols: files
rpc: files
services: files
aut omount: files

aliases: files

5. “Iproc” &%

IR A “proc/sys/fs” N INARGLEBICAE,  HIHAE Linux WAZERAS 2.2 1
AR H R RS AT AR AT Linux AR —2847 04 o XX 8830
IR AT REDEAL RS,  MIAE SRR R G, S SR AR AT —

& 4 BE “ /proc/sys/fs/file-max” HI{E: BF 4M NAERTNY. 256, Hilln: NAEN
128M [FIAL8%, ZAE AT LN 8192 (128/4=32 32%256=8192) . [A]¥H, wJ LI
“/proc/sys/fs/inode-max” M, EHAEAFTHSCAFELH 1) 3 21 4 £5(8192%4=32768) -
R : 11 RS H 2D TS, —Mam s, R TORSCE, 1T R
TR THT IS H

MFE3 /proc A3 1 H R AR S HIH M fr A2 G ZRLL root 250
echo “HIMSEAL" > “/proc/ P A" X+ EIRPHE ke, Hdr

echo "8192" >/proc/sys/fs/file-nmax
echo "32768" >/proc/sys/fs/inode-nmax

ESCHTTE I B T ARSI . (E,  FEETI AR A RS A A
AREREAER, ISR SE B U ) 7 S i — PP VA2 bk a2 In A A
“etc/re.d/rclocal” ZH e FEZSCHRIE G IMALL AT (BZ RS 128M NAF) -

echo "8192" >/proc/sys/fs/file-max

echo "32768" >/proc/sys/fs/inode-nmax
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S SRR, STk, RIS RS, B LRI AR,
—E ORGSR WEB WS RS TR SCARACFRALK, TP TS S 2
BB

SHFNAFAER Z RS0, FRnlie 512M B8R 2 N R SE, FTIFII O30 1
RS BRI ANE AL 50,000 AT 150,000,

“file-max” ZHUEHR Linux WAZ A DA BCH) ST RS H - RS
A SCIFRIRANIZIN, BT 208 A K 2R . RGEBEE N 4096,

“inode-max” ZHUEHERSE i W RIAIMNER AL H . HALNIZE file-max {HIY 3
B 4% DU ARES A SO R 8 25187

B 1799 RORBH T AR, AN R RGAH PN I 1 19 eSO,
TR

6. “ulimit” ¥

Linux A S XA H P3E T BN EAE Bl T AZEH A H o R
“ bashre” CAFEEE KBTS “ bashre” THREAH 41T shell (AN H I AIZARRR I o
i “ bashre” A (FU: vi /root/ bashre) FEIIN FIH—4T:

ulimt -uunlimted

RIGIRH, FORTE s A TIIE, ATLALL root S48 5%, SREHEAN:  “ulimit—”,
FEf K BEREEC— T Y 1%

Bon “anlimited” , 10

[root @eep]# ulinmt -a

core file size (bl ocks) 1000000
data seg size (kbytes) unlimted
file size (blocks) unlimted

max menory size (kbytes) unlimted
stack size (kbytes) 8192

cpu time (seconds) unlimted

max user processes unlimted * this |ine.
pi pe size (512 bytes) 8

open files 1024

virtual nenory (kbytes) 2105343

EE: ReRES M TAEMATEN “unlimit—u” A E IR
“/root/ bashre” o {HALREGHC W, ZEN
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WA IS “ /root/ bashee” Ho

7. EINAFRFTHRCEEE

PO HT RS T T SO OE « RedHat 6.0 (A% 2.2.5) H1, FHIXFh gyt i)
DL/ DFTIF 31000 NSOGB TRF; WAZICAS A 2.2.12 H1, A]BLE/BFTFF 90000 A4 SCAF:
R (R4 RE ™) o« S0 ERRASZ IR T 7] F N A

ik “ bashre” X (FU0: vi /root/bashre) FEIIA NIH—4T:

ulimt -n 90000

SRIGIEHY, BEPE k. N TR, AILALL root B, SRJGHEN “ulimit—a” ,
LEFT IO — TP N AZ B os “90000” 5 iltn:

[root @eep]# ulinmt -a

core file size (bl ocks) 1000000
data seg size (kbytes) unlimted
file size (blocks) unlimted

max menory size (kbytes) unlimted
stack size (kbytes) 8192

cpu time (seconds) unlimted

max user processes unlimted

pi pe size (512 bytes) 8

open files 90000 * this |ine.
virtual nenory (kbytes) 2105343

ER: AR T 22 IR G, BT 1 BB, A DRERE P T
SO VSR BRI 1024,

8. X “atime” B

Linux & Gk SR BUEEAMESUN TRISE, IEE Sl K ] I 18] 245 8
TERIAK, ECATREE, R EHAEATN I DR exe2 SCIFR GV XS
A TRRIE, A X445 R i

MRS, X SCE e, Ravireiem B, 5, X THEEw
VIl RSCAE (e /var/spool/news) WARARAT M. WEZBIER AL H:

[root @eep]# chattr +A fil enanme
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A5 T B AN FS NPT SCPFEA TR B L, T LM -

[root @eep /root]# chattr -R +A /var/spool/
[root @eep /root]# chattr -R +A /cache/
[root @eep /root]# chattr -R +A /hone/ httpd/ ona/

9. 48y “noatime” B¢

Linux 7F mount XAF 2G0T, nf LUEH“ noatime 738550 I 0] LLZE A Jete/fstab”
] mount EIR IBH A . 475 1%L T

MAFRGHEEN (mount) RGN, XHZIAFRGE I SCIFIEEI ], AN BB
SCAER) atime f B —BFOL R, atme [FEBCA M, PIUAEFZEIF AT, X
IR EEEAE T OSSO AT AR, AN B R SR SR
NI G AT B Y NRAE I HE R RO N2 S 5, IR B3R
U AOPEREM S o RTINS T SCAF R wtime JETERAT 520, BRI SHAER,
b RS wime 15 5

Yt “fstab” M (Vi Jetc/fstab) JEHIMAUF—4T (R -

E.l: /dev/sda7 /chroot ext2 defaults,noatinme 1 2

FOFRBN RS, RJEHILL B ar SRS R :

[ root @eep ]# reboot

[ root @eep ]# cat /proc/nounts

10. 4¥ERI TCP/IP #%

RedHat Linux, — %00 K, JEAMEAL TCP/IP % HK/h. XHEH RGe M REN 2=
PR, WIFFHEZ RIS, 25 REC 1106 - High Latency WAN links - Section 4.1 and
RFC 793 - Transmission Control Protocols

i H AT /ete/sysconfig/network-scripts/ifup” 5 £E 110 112, 117, 125 i1 134
'/fjt’ ﬁ:

110: "route add -net ${NETWORK} netnask ${NETMASK} ${DEVI CE}"
112: "route add -host ${|PADDR} ${DEVI CE}"

117: "route add default gw ${GATEWAY} netric 1 ${DEVICE}"
125: "route add default gw ${GATEWAY} ${DEVI CE}"

134: "route add default gw $gw ${DEVI CE}"
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BN -

110: "route add -net ${NETWORK} netmask ${NETMASK} wi ndow 8192 ${DEVI CE}"
112: "route add -host ${|PADDR} wi ndow 8192 ${DEVI CE}"

117: "route add default gw ${GATEWAY} wi ndow 8192 netric 1 ${DEVICE}"
125: "route add default gw ${ GATEWAY} wi ndow 8192 ${DEVI CE}"

134: "route add default gw $gw wi ndow 8192 ${ DEVI CE}"

11. ¥|pX

FRURAEAT A3 DX A E RS PO TR X d8e AL ) TF AR X I B AT TR SRR T )
ANy, DRI AL () R REAE X — M S 2 E R . & Wi, 7EisiTdn
4 “hdparm —t” B, Ao XIAERERLI E5 o1, RGBT S8 LU AT
B FFUEH 53K 3MB/s0

12. A% IDE 21486
A KRR /O e, %5 IDE 4461 DMA . 32 fifEEM£ E
PRI AL (Multiple sector mode) » HJ LAKIE

ARG, BRAFRIN S R AR LR, AR e A PRy B
8

R R 64, LMl PCT Sk i 32 47 1/0 4k

[root @eep] # /sbin/hdparm-c 1 /dev/hda (& hdb, hdc %%

hdparm(8) 13 B 5 (manpage) ] 1+ X 350880 Fr g AL < 37
FITAT IR (B)IDE A4 5502 L -RAHIZE R 1 F B b U 16-bie (11345

W M4, LAJSVF DMA J7 3

[r oot @eep] # /sbin/hdparm-d 1 /dev/hda (8¢ hdb, hdc Z%)

TXH R T2 126 A A I A SEARGES P

A R a4, LAUEVFZ 7K DMA #X 2 %34:

[root @eep] # /sbin/hdparm-d 1 -X34 /dev/hda (5{hdb, hdc %4
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XNBEHIE)IDE/ATA2 I 1% & IDE MLEH . (ST, DksE
PRI AR SCRFIX R )

R R4, DL UlteaDMA 55K 2.

[root @eep] # /sbin/hdparm-d 1 -X66 /dev/hda (={hdb, hdc %4

A 2 0, FHENAZA SHE UleaDMA [ 4L, JE2FE hdparm 135 8)
e Mz 2w, S5/,

i~ o, BUSTFZ BIX 1/0 Bk

[root @leep] # /sbin/hdparm -m XX /dev/ hda (8¢ hdb, hdc %%)

Horh, OO R IR SCRFI OB rTRUEH] 47 IOk Al &k
PR S Fp i K BB AT LAAESAT & R MaxMultSect [F{EL. 41401

[root @eep] # /sbin/hdparm -i /dev/hda (& hdb, hdc %5%)

/ dev/ hda:

Mbdel =Maxt or 7540 AV, FwRev=GA7X4647, Seri al No=L1007YZS

Confi g={ HardSect Not MM HdSw>15uSec Fi xed DTR>5Mbs Fnt GapReq }
RawCHS=1046/ 16/ 63, TrkSi ze=0, Sect Si ze=0, ECCbytes=11

Buf f Type=3( Dual Port Cache), BuffSize=32kB, MaxMult Sect=8, Milt Sect=8

Dbl Wor dl O=yes, nmaxPl O=2(fast), DMA=yes, naxDMA=1(nmedi um

Cur CHS=523/ 32/ 63, Cur Sect s=379584528, LBA=yes, LBA=yes, LBAsects=1054368
t DMA={ mi n: 150, rec: 150}, DMA nodes: sword0 swordl *sword2 *nmwordO

| ORDY=0on/ of f, tPlI O={m n: 240, w | ORDY: 180}, PI O nodes: node3

H HITR R 2 B AR R 5)) 2 B S RF 22 B X ABEX (Multiple sector mode BY, aka IDE
Block Mode) , & feiF R W FLIA 2N X A R P &S — . A
AT PE B RSl a, REAEHRAE RSENESL 1/0 NI AE B 30-50%. FEVFZ
ARG, TR A AT 5-50%.

W LU hdparm (A, RV 2 £

[root @eep] # /sbin/hdparm -t /dev/hda (= hdb, hdc %45

71



FUE: RAMUBE

BT T L BB SUE, AESICIEEATIAZISAE  Jete/re.d/rclocal” W, LUE
FHXEJG RGN, AEls 50217,
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ALEFEmIFEAIZ

Linux Wt%

Btit

NS ATRRYE B ORGSR A B N A% . iR RO ]
B TAE, —MRERRYE “ /ust/sre/linux/” Hag N README SCAFH TR
FILLTERG. A T IR PR O A A G PENC BT, T A P R G T 2K Thie
AR, — B2 NSRS OB CE R WIS TR (A
) s QRGN ELZ N (WA SBAHBEM AL T 3 @A
s R D BE g ERE N WAZ T BE I R L B A il s @OR SRR REG ¢
Ry 3 LU g 13 2 A A A 105 G 2 g — 4

76 NN ECE MG e, AT A RN (monolithic
kernel) o HLERPAAZIELENIE G 100 BTN H A% “yes” 8L “no™ , MAHIE “M” ,
AR T ZES R DI Rl e PR B AL T, AT, Wledm ik
WAZ I FEHA] DL ZES make_modules A make_modules_install PANMU IR [AIFEFRA1IX B
XREIIPRI B RBRE” 4T Wl:  Solar BEUH FFRIATTHUTHE
et 1™ (non-executable stack patch)

A LAE IS G 1P Dhke 2 PPP 5 #EThie, WIABERH] R I/ 4 i 5
PRz TT 3, RO IR AR B b Jitih A M g 1 W T 3

—ANB G ) A% SRR THS R U AT S SRR A A A% S I
BHHEN . FERE - BERA MR ST W IR E

® | Pentium IT 400 MHz (i686) AbH#%
® 1SCSI ¥k

® 1 SCSIfififi

® 1 Adaptec AIC 7xxx SCST F il %%

® 1 ATAPI IDE CD-ROM
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® 1 KUK
® 2 Intel EtherExpressPro 10/100 <

® 1PS/2 [ilkr

RALIHEBINT

T4 Unix H75.

AL T fuse/sre” HEF o
LAENAR A AE RedHat Linux 6.1 BT
A IR0 SR LA root FI P IR SR AT
B AR I 2.2.14.

B Ja AR TRRCA S 72 2_2_14-owl.

NG S

P AZYEAAS T 80642 hetp:/ /www.kernelnotes.org/ »

T linux-2_2_14_tar.gz.

LA Linux B4N T F00A htp:/ /www.openwall.com/linux/

T linux-2_2_14-owl_tar.gz.

H—kZ2BHME

LR IHESS AR R DR G MR TR s AT mkbootdisk fir4oK
SCIANE R AE . H ARG S “ /etc/lilo.conf” SKMiE REUHT &M I MZE D)
fr. it

[root @leep]# cat /etc/lilo.conf
boot =/ dev/ sda

map=/ boot / nap

i nstal | =/ boot/ boot . b

pr onpt

ti meout =50
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i mge=/ boot/vn i nuz-2.2.12-20

| abel =I'i nux

r oot =/ dev/ sda6
initrd=/boot/initrd-2.2.12-20.iny

read-only

MAETEAE ARG N, FERRMELEES, e WUEARZEA linux [P FZ
%o #E EHH 7 BRiZ R G 2R “/boot/vmlinuz-2.2.12-20" WAZIRAT K 3 5l
BI7 . TERHOR RN — TR Z 4 AL 1.44 PP, DR P IS5 5, $UT

LUNN G

[ root @leep] # nkbootdi sk --device /dev/fd0 2.2.12-20
Insert a disk in /dev/fd0. Any information on the disk will be |ost.
Press <Enter> to continue or "C to abort:

LI IR DR, A QAN Al LAIE S AR I AR IR 10 A Sh A,
CAPETH R AL DU G NG o HERAAEREAT 120 AT S B A A 5 | P REA R
GO LS AE QRS T I )20

ik

fift s I AZJRA L -

[root @eep]# cp |linux-version_tar.gz /usr/src/

[ root @eep]# cd /usr/src/

[root @eep]# rm-rf linux (XA RS

[root @eep]# rm-rf |inux-old.version. number (IXZ2LEHERLE NSO H )

R LIRS Linux FF5 858 (om -rflinux) R Linux SO H S0 M0EX
BGEH T AT 40228 T3 ar #6200 Linux PAZITEDL. 710258 — X %3 Linux
kernel WAZ, I AZAE MR TE RGH I kernel-headers-version.i386.rpm,
kernel-version.i386.pm PI/1 RPM LI 7%, MIBRIXPAA™ RPM A0 1) ] I 448 H 5%

“ Just/ste/linux” M H 3% “ /lib/modules/2.2.XX” "I BIAHZ A B SCA-1E B 8% 25k

ARG LHNE A RPM AR AL, TIAE tar BEECHRL, IR LR
B BB eheid Linux R AT RPM EOREEHT Linux R4¢. WIEH] Fii0fJ7
PR MR Linux .

AU IR R IGIEUR IR R G 2226 T RPM A% 1

[root @eep]l# rpm-qga | grep kernel
ker nel - headers-2.2.12-20.i 386.rpm
kernel -2.2.12-20.i386.rpm
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AR I (i SR M B 22 1) RPML A A A -

[root @eep]# rpm-e --nodeps kernel - headers ker nel

1 “rpm —” WA LUE, BT TR “/ust/ste/linux-2.2.12" F
“/lib/modules/2.2.12” H3¢ (RPM R ZEFEFIEARETESMBRIX L H %) o« KRG R
TFAZIEARAS, B Linux JEARAS BT & A 7, SR IS 4 1954 A o

[root @eep]l# rm-rf /[usr/src/linux-2.2.12/
[root @eep]l# rm-rf /1ib/nodul es/2.2.12-20/
[root @eep]# tar xzpf |inux-version_tar.gz
[ root @eep]# chown -R 0.0 /usr/src/linux/
[root @eep]l# rm-f |inux-version_tar.gz

HEINAESSHL

H T BN ARVFRAES 2 CREANH P SRRSO, FREEs ot
“ Just/src/linux/include/linux/tasks.h” FP U1 R BT 2%

NR_TASKS from 512 to 3072
M N_TASKS LEFT_FOR ROOT from4 to 24

EE:

1. NR_TASKS ¥55E WAZE S BC A B H P B R AT 45 - B9 nix N4
FAs VT RGNS e R AN B 7 i B 2 B SR (Bl WEB 4545
FREALBE AR P ity R AR 551 RO

2. Linux ${5 VI REG BT A (Ut REAE 8 B S . 20 R Y &b
MIN_TASKS_LEFT_FOR_ROOT /M| LA /o st S T 8 4
FITA ) PN A4 38 7 BTy HH

PAL A

AT PARETIE 5 RS F I ARG N RGN CPU R AU S H# 3K, B
VFITZEGE “ Jusr/sre/linux/Makefile” SCHEFF 200 N IS HH 7 -

o

CFLAGS = -Wall -Wstrict-prototypes - -fonit-frane-pointer

A
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CFLAGS =-Wal | -Wstrict-prototypes - -funroll-Ioops -ffast-math -nalign-double
-ntpu=pentiunpro -march=pentiunpro -fonit-frane-pointer -fno-exceptions

® ZX

HOSTCFLAGS = -Wall -Wstrict-prototypes -Q2 -fonit-frane-pointer

A

HOSTCFLAGS = -Wall -Wtrict-prototypes - -funroll-1oops -ffast-math
-mal i gn- doubl e - ntpu=pentiunpro -march=pentiunpro -fomt-frame-pointer

-fno- excepti ons

I SRR H R, RIS TP IS,
RIXLARAAE S IRAITG DL, TEASER R HX L .

R NRRI R £

K H Openwall TEEI 22 NZANT &N EW 228585 T, g7 Rtk
SRR . XN T ARG T — RV WL I AR ORI, P IR S N i) 42
AT BRI I N AL IR 2 e

B TR, BRI AN TR B T A P At e R M it . IXPPER AR
SR RRA A RITAS I, BRI T (B A% 1 A &9 b
THT) 5 A LEALEE BT 2 AT
linux-2_2 14-ow1_tar.gz HHT KR aFE

o  RHTHUTHI bR X

® [ “/mp” H3 NIBEHE

® [l “/tmp” R FIFO

® SRR “/proc” H

® RFZRSCAFAIN 0. 1 A2

® {F execve(? X} RLIMIT_NPROC BT T ik

® RN ML E A BUREIBUIH IG5 R4
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R AR AN T linux-2_2_14-owl N TS, CREFE PURZIC E 1) 38 e vas DT
(122 I 7y o ARRRE R XL i B I S, nAS ILizAb 1 ali i Hid
A

Xt AZRERAN T AT

[root @eep]# cp linux-2_2 14-owl _tar.gz /usr/src/
[ root @eep]# cd /usr/src/

[root @eep]# tar xzpf linux.2_2 14-owl_tar.gz
[root @eep]# cd |inux-2.2.14-owl/

[root @eep]l# nmv |inux-2.2.14-owl.diff /usr/src/

[ root @eep]# cd ..

[root @eep]# patch -p0 < linux-2.2.14-owl. diff
[root @eep]l# rm-rf |inux-2.2.14-o0wl

[root @eep]l# rm-f |inux-2.2.14-owl. diff

[root @eep]l# rm-f linux-2_2 14-owl_tar.gz

HEE: Mllinux-22.14-owl HRWFTE LG R AR PATHERER B4 10 %
Fl “/var/ log/messages” i,

iz

iR “/ust/include/asm” «  “/usr/include/linux” F1 /ust/include/scsi” 251 H
SOEFR R WAZ RIS B . 7 H 5% asm. linux F sesi AGEHE YRS H X N HE
IE S A EN R RS M PTG E EE ] include T H %o W1: asm $517)

“ Just/src/linux/include/asm-i386"7 5. AP A IXUEHEE, WiTT ST LAVEE, #%HF
TR A B A T

[ root @eep]# cd /usr/include/

[root @eep]l# rm-rf asmlinux scsi

[root @eep]# In -s /usr/src/linux/include/asmi 386 asm
[root @eep]# In -s /usr/src/linux/include/linux |inux
[root @eep]# In -s /usr/src/linux/include/scsi scsi

X SENE AR A3 MR “ /ust/include” FHJ asm. linux Fl scsi H
KJE, FOESHT R ) P AZIEARHS H S TR H oo I8k H sy,
B PRAIE AR AE R e L 2128 T 5 B 0% B ) Sk S

AR I SRR R GEBATIRIH Y “.0” SCPF KRR R -

[root @eep]# cd /usr/src/linux/

[ root @eep] # nake nrproper
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ER: LI S IC TR R R ORIBER SR B

IAE OB 22E TR nT DUl =My sORBLCEIR I N AZ: 5Pl
A4 “make config” o XMTAHEAE T — AT SUAHAS B U R IE I
TG AR A4 “make menuconfig” , B T —AN G TSR T
BoE A s 2= Fho7 AR 2 “make xconfig” BRE T AN ETEAT
PN A% E B S

XIEIRATLL “make config” ABISRULHT, AP 200 .

[root @eep]# cd /usr/src/linux/

[ root @eep] # nake config

RZECE

Code maturity level options

Pronpt for devel opnent and/or i nconpl ete code/drivers (CONFI G_EXPERI MENTAL) [ N|

Processor type and features

Processor famly (CONFI G_M386) [ Ppro/ 6x86MX]

Maxi mum physi cal Menmory (CONFI G 1GB) [1GB]

Mat h enul ation (CONFI G MATH EMULATION) [N]

MIRR Menory Type Range Regi ster support (CONFI G MIRR) [N
Symmetric nulti-processing support (CONFIG SMP) [Y] N

Loadable module support

Enabl e | oadabl e nodul e support (CONFI G MODULES) [Y] N

General setup

Net wor ki ng support (CONFI G_NET) [VY]

PCl support (CONFIG PCl) [V]

PCl access npde (BIGS, Direct, Any) [Any]

PCl quirks (CONFIG PCI_QURKS) [Y] N

Backwar d- conpati bl e /proc/pci (CONFIG PCI_OLD PROC) [Y] N
MCA support (CONFI G_MCA) [N

SA Visual Workstation support (CONFI G VISW5) [N

System V | PC (CONFI G SYSVI PC) [VY]
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BSD Process Accounting (CONFI G BSD PROCESS ACCT) [N
Sysctl support (CONFI G_SYSCTL) [V]

Kernel support for a.out binaries (CONFI GBI NFMI_AQUT) [Y]
Kernel support for ELF binaries (CONFI G BI NFMI_ELF) [Y]
Kernel support for M SC binaries (CONFI G BINFMI_M SC) [V]
Paral l el port support (CONFl G_PARPCRT) [N

Advanced Power Management BI OS supports (CONFI G APM [N

Plug and Play support

Pl ug and Pl ay support (CONFI G PNP) [N

Block devices

Normal PC fl oppy di sk support (CONFI G BLK DEV_FD) [V]

Enhanced | DE/f MFM RLL di sk/ cdroni t ape/fl oppy support (CONFI G BLK DEV_IDE) [Y]
Use ol d disk-only driver on primary interface (CONFIG BLK DEV_HD IDE) [N]
I ncl ude | DE/ ATA-2 di sk support (CONFI G BLK _DEV_I| DEDI SK) [V]

I ncl ude | DE/ ATAPI CDROM support (CONFI G BLK _DEV_| DECD) [Y]

I ncl ude | DE/ TAPE support (CONFlI G BLK DEV_| DETAPE) [N

I ncl ude | DE/ FLOPPY support (CONFI G BLK DEV_|I DEFLOPPY) [N

SCSI enul ati on support (CONFI G BLK DEV_IDESCSI) [N

CVD640 chi pset bugfi x/support (CONFI G BLK_DEV_CMD640) [Y] N

RzZ1000 chi pset bugfi x/ support (CONFI G_BLK DEV_RzZ10000 [Y] N

Generic PCl |DE chi pset support (CONFI G BLK DEV_|IDEPCI) [V]

Generic PCl bus-master DVA support (CONFI G BLK _DEV_| DEDMA) [Y]

Boot of f-board chipsets first support (CONFI G BLK DEV_OFFBOARD) [N

Use DMA by default when avail abl e (CONFI G_| DEDVA_AUTO [Y]

O her |1 DE chipset support (CONFI G | DE_CH PSETS) [N

Loopback devi ce support (CONFI G BLK DEV_LOCOP) [N

Net wor k bl ock device driver support (CONFI G BLK _DEV_NBD) [ N]

Mul tiple device driver support (CONFIG BLK DEV_MD) [N

RAM di sk support (CONFI G BLK_DEV_RAM [N

XT hard disk support (CONFI G BLK DEV_XD) [N

Myl ex DAC960/ DAC1100 PCl RAID Controller support (CONFI G BLK DEV_DAC960) [N]
Paral l el port |IDE device support (CONFI G PARIDE) [N

Conpaq SMART2 support (CONFI G BLK CPQ DA) [N

Networking options

Packet socket (CONFI G_PACKET) [Y]

Kernel /user netlink socket (CONFIG NETLINK) [N]
Network firewalls (CONFI G_FI REFALL) [N Y
Socket filtering (CONFI G FILTER) [N
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Uni x donmai n sockets (CONFIG UNI X) [Y]

TCP/ I P networ ki ng (CONFI G_I NET) [V]

I P: Mul ticasting (CONFI G | P_MILTICAST) [N

| P: Advanced router (CONFlI G | P_ADVENCED ROUTER) [ N]

| P: Kernel |evel autoconfiguration (CONFIG IP_PNP) [N
IP:Firewalling (CONFI G I P_FIREWALL) [N Y

| P: Transparent proxy support (CONFlI G | P_TRANSPARENT_ PROXY) [N
| P: Masquer adi ng ( CONFI G_| P_MASQUERADEO [ N

I P: I CMP masquer adi ng (CONFI G_| P_MASQUERADE | CVP) [N
| P:Optimze as router not host (CONFIG_ | P_ROUTER) [N
I P: Tunneling (CONFIG NET_IPIP) [N

| P: GRE tunnels over |IP (CONFI G NET_I PGRE) [N

I P: Ali asing support (CONFIG IP_ALIAS) [N

| P: TCP syncooki e support (CONFI G SYN COXIES) [N Y

| P: Reverse ARP (CONFI G I NET_RARP) [N

I P: Al'l ow | arge wi ndows (CONFI G_SKB LARGE) [V]

The | PX protocol (CONFIG IPX) [N

Appl eTal k DDP ( CONFI G ATALK) [N]

Telephony support

Li nux tel ephony support (CONFIG PHONE) [N y/nm?] (NEW

SCSI support

SCSI support (GONFI G_SCSI) [V]

SCSI di sk support (CONFI G BLK DEV_SD) [V]

SCSI tape support (CONFI G CHR DEV_ST) [N

SCSI CD- ROM support (CONFI G BLK_DEV_SR) [N]

SCSI generic support (CONFIG CHR DEV_SG [N

Probe all LUMs on each SCSI device (CONFI G SCSI_MIULTI-LUM [Y] N

Verbose SCSI error reporting (kernel size +=12K) (CONFI G_SCSI _CONSTANTS) [Y] N
SCSI logging facility (CONFI G_SCSI _LOGA NG [N

SCSI low-level drivers

7000FASST SCSI support (CONFI G_SCSI _7000FASST) [N

ACARD SCSI support (CONFI G_SCSI_ACARD) [N

Adapt ec AHA152X/ 2825 support (CONFI G_SCSI _AHA152X) [ N]

Adapt ec AHA1542 support (CONFI G_SCSI _AHA1542) [N

Adapt ec AHA1740 support (CONFI G_SCSI _AHA1740) [N

Adapt ec Al C7xxx support (CONFI G SCSI _AIC7TXXX) [N Y

Enabl e Tagged Conmand Queueri ng ( CONFI G_Al C7TXXX_TCQ ON BY_DEFAULT) [N Y
Maxi mum nunber of TCQ commands per devi ce (CONFI G_Al C7XXX_CMDS_PER _DEVI CE) [ 8]
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Col l ect statistics to report in /proc (CONFI G Al C7TXXX_PROC _STATS) [N
Del ay in seconds after SCSI bus reset (CONFI G Al C7XXX_RESET_DELAY) [5]
| BM ServeRAI D support (CONFI G _SCSI_IPS) [N

AdvanSys SCSI support (CONFI G_SCSI _ADVANSYS) [N]

Al ways | N2000 SCSI support (CONFI G_SCSI _I N2000) [N

AVB3/ 79C974 PCl SCSI support (CONFI G SCSI_AMB3C974) [N

AM MegaRAI D support (CONFI G_SCSI _MEGARAID) [N

BusLogi ¢ SCSI support (CONFI G_SCSI_BUSLOG C) [N

DTC3180/ 3280 SCSI support (CONFI G SCSI_DTC3280) [N

EATA | SA/ EI SA/ PCl (DPT and generic EATA/ DMA-conpl i ant boards) support
(CONFI G_SCSI _EATA) [N

EATA- DVA (DPT, NEC, AT&T, SNI, AST, divetti, Al phatronix) support

( CONFI G_SCSI _EATA DVA) [N

EATA-PI O (ol d DPT PM2001, PMRO12A) support (CONFIG SCSI_EATA PIO) [N
Fut ure Domain 16xx SCSI/ AHA- 2920A support (CONFI G_SCSI _FUTURE_DOVAIN) [N]
GDT SCSI Disk Array Controller support (CONFI G SCSI_GDTH) [N]

Generic NCR5380/53c400 SCSI support (CONFI G SCSI_GENERI C_NCR5380) [N
Initio 9100U(W support (CONFIG SCSI _INTIO [N

Initio I NIl - ALOOU2W support ( CONFI G_SCSI _| NI A100) [N]

NCR53c406a SCSI support (CONFI G SCSI _NCR53C406A) [N

synbi os 53c416 SCSI support (CONFI G_SCSI _SYMb3CA16) [N

Si npl e 53¢c710 SCSI support (Compag, NCR machi nes) (CONFI G _SCSI_SIM/10) [N
NCR53c7, 8xx SCSI support (CONFI G_SCSI _NCR53C7xx) [N

NCR53C8XX SCSI support (CONFI G SCSI_NCR53C8XX) [N|

SYMb3C8XX SCSI support (CONFI G SCSI _SYMB3C8XX) [Y] N

PAS16 SCSI support (CONFI G SCSI_PAS16) [N

PCI 2000 support (CONFI G SCSI _PCl 2000) [N

PCl 2220i support (CONFI G SCSI_PCl 22201) [N

PSI 240i support (CONFI G SCSI_PSI 2401) [N

Q ogi ¢ FAS SCSI support (CONFI G_SCSI_QLOd C FAS) [N]

Q ogic | SP SCSI support (CONFIG SCSI_QLOAd C ISP) [N]

Qogic | SP FC SCSI support (CONFI G SCSI_QLOd C FC) [N

Seagat e ST-02 and Future Domai n TMC- 8xx SCSI support (CONFI G_SCSI _SEAGATE) [ N]
Tekram DC390(T) and Anb3/79C974 SCSI support (CONFI G_SCSI _DC390T) [N
Trantor T128/ T128F/ T228 SCSI support (CONFI G SCSI_T128) [N]

U traStor 14F/ 34F support (CONFI G _SCSI_Ul4_34F) [N

U traStor SCSI support (CONFI G_SCSI_ULTRASTOR) [N

Network device support

Net wor k devi ce support (CONFI G_NETDEVI CES) [V]

ARQnet devices
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ARCnet support (CONFI G_ARCNET) [N

Dummy net driver support (CONFIG DUMW) [M Y

EQ (serial line |load bal ancing) support (CONFI G EQUALI ZER) [N
General Instruments Surfboard 1000 (CONFI G_NET_SB1000) [N

Ethernet (10 or 100Mbit)

Et hernet (10 or 100Moit) (CONFI G NET_ETHERNET) [V]

3COM cards ( CONFI G_NET_VENDOR_3COM [N

AVMD LANCE and PCnet (AT1500 and NE2100) support (CONFI G LANCE) [N]
Western Digital/SMC cards (CONFI G NET_VENDOR SMC) [N

Racal -Interlan (Mcom N cards (CONFI G NET_VENDOR_RACAL) [N

O her 1SA cards (CONFIG NET_ISA) [N

El SA, VLB, PCl and on board controllers (CONDI F_NET_EISA) [V]

AVD PCnet 32 (VLB and PCl) support (CONFI G_PCNET32) [N

Apricot Xen-11 on board Ethernet (CONFI G_APRICOT) [N

CS89x0 support (CONFI G_CS89x0) [N

DW102 PCl Fast Ethernet Adapter support (EXPERI MENTAL) (CONFI G DW102) [N
Generic DECchip & DI G TAL Et her WORKS PCl / El SA (CONFI G DE4X5) [N
DECchip Tulip (dc21x4x) PCl support (CONFI G DEC ELCP) [N

Digi Intl. RightSwitch SE-X support (CONFI G DGRS) [N

Et her Expr essPro/ 100 support (CONFI G_EEXPRESS PRO100) [V]

PCl NE2000 support (CONFI G_NE2K PCl) [N]

Tl Thunder LAN support (CONFI G_TLAN) [N

VI A Rhine support (CONFIGVIA RHINE) [N]

Si S 900/ 7016 PCl Fast Ethernet Adapter support (CONFI G _SIS900) [Ny/m?] (NEW
Pocket and portabl e adaptors (CONFI G NET_POCKET) [N

SysKonnect SK-98xx support (CONFI G SK98LIN) [N y/nm?] (NEW

FDDI driver support (CONFIG FDDI) [N]

PPP (point-to-point) support (CONFI G PPP) [N

SLIP (serial line) support (CONFIG SLIP) [N

Wrel ess LAN (non-hanradi o) (CONFIG NET_RADIO [N

Token ring devices

Token Ring driver support (CONFIGTR) [N]
Fi bre Channel driver support (CONFI G NET_FC) [N

Wan interfaces

Control Hostess SV-11 support (CONFI G HOSTESS SVil) [N

COSA/ SRP sync serial boards support (CONFI G_COSA) [N

Seal evel Systens 4021 support (CONFI G _SEALEVEL 4021) [N

Mul ti Gat e (COMX) synchronous serial boards support (CONFI G COMX) [Ny/ ml ?] (NEW
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Frane relay DLCl support (CONFIG DLClI) [N
WAN drivers (CONFI G WAN DRI VERS) [N
SBNI 12- xx support (CONFI G_SBNI') [N

Amateur Radio support

Amat eur Radi o support (CONFI G HAMRADI O [N

IrDA subsystem support

I r DA subsystem support (CONFI G | RDA) [N]

ISDN subsystem

| SDN support (CONFI G ISDN) [N]

Old CD-ROM drivers (not SCSI, not IDE)

Support non- SCSI /| DE/ ATAPI CDROM drives (CONFI G CD NO | DESCSI) [N

Character devices

Virtual termnal (CONFIG. VT) [V]

Support for console on virtual termnal (CONFI G VT_CONSCLE) [V]

St andar d/ generi c (dunb) serial support (CONFI G SERIAL) [Y]

Support for console on special port (CONFI G _SERI AL_CONSCLE) [N

Ext ended dunb serial driver options (CONFI G_SERI AL_EXTENDED) [ N]

Non-standard serial port support (CONFI G_SERI AL_NONSTANDAR) [N

Uni x98 PTY support (CONFI G_UNI X98 PTYS) [V]

Maxi mum nunbers of Uni x98 PTYs in use (0-2048) (CONFI G_UNI X98 PTY_COUNT) [ 256]
128

Mouse support (Not serial mce) (CONFIG MOUSE) [V]

Mice

ATl XL busmpuse support (CONFI G_ATI XL_BUSMOUSE) [ N]

Logi t ech busmouse support (CONFI G BUSMOUSE) [N]

M crosoft busmouse support (CONFI G M5 BUSMOUSE) [N

PS/ 2 mouse (aka #uxiliary device? support (CONFI G PSMOUSE) [VY]
C&T 82C710 npuse port support (CONFI G 82c710 MOUSE) [Y] N
PC110 digitizer pad support (CONFIG PC110_PAD) [N
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Joystick support

Joystick support (CONFI G JOYSTICK) [N

Q C- 02 tape support (CONFI G Q C02_TAPE) [N

Wat chdog Ti ner support (CONFI G WATCHDOG) [ N]

/ dev/ nvram support (CONFI G_.NVRAM [N

Enhanced Real Time C ock support (CONFI G RTC) [N

Video for Linux

Video for Linux (CONFIG VIDEO DEV) [N
Doubl e Talk PC internal speech controller support (CONFI G DTLK) [N

Ftape, the floppy tape device driver

Ft ape (Q C- 80/ Travan) support (CONDFI G FTAPE) [N

Filesystems

Quota support (CONFIG QUOTA) [N Y

Kernel autonounter support (CONFIG AUTCOFS FS) [Y] N
Aniga FFS fil esystem support (CONFI G AFFS FS) [N

Appl e Maci ntosh fil esystem support (CONFIG HFS FS) [N
DOS FAT fs support (CONFIG FAT_FS) [N

I SO 9660 CDROM fil esystem support (CONFI G | SO9660FS) [ V]
M crosoft Joliet CDROM extensions (CONFIG JOLIET) [N
Mnix fs support (CONFIGMN X FS) [N

NTFS fil esystem support (CONFI G NTFS_FS) [N

OS/ 2 MPFS fil esystem support (CONFIG HPFS FS) [N|

/proc filesystem support (CONFIG PROC FS) [Y]

/dev/pts filesystem support (CONFI G DEVPTS FS) [V]

ROM fil esystem support (CONFI G ROVFS_FS) [N

Second extended fil esystem (CONFI G EXT2_FS) [Y]

System V and coherent filesystem support (CONFIG SYSV_FS) [N|
UFS fil esystem support (CONFI G UFS _FS) [N

Network File Systems

Coda fil esystem support (Advanced Network fs) (CONFI G_CODA FS) [N
NFS fil esystem support (CONFIG NFS FS) [Y] N

SMB fil esystem support (CONFI G SMB_FS) [N

NCP fil esystem support (CONFI G NCP_FS) [N
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Partition Types

BSD di skl abel (BSD partition tables) support (CONFIG BSD DI SKLABEL) [N]
Maci nt osh partition map support (CONFI G MAC PARTI ON) [ N]

SMD di skl abel (Sun partition tables) support (CONFIG SMD DI SKLABEL) [N
Sol aris (x86) partition table support (CONFI G SOLARI S X86_PARTITION) [N

Console drivers

VGA text consol e (CONFI G VGA CONSOLE) [VY]

Vi deo node sel ection support (CONFI G VIDEO SELECT) [N

Sound

Sound card support (CONFI G _SOUND) [N

(Securityoptionsw || appear onlyif your are patched your kernel withthe Qpenwal |
Proj ect patch).

Security options

Non- execut abl e user stack area (CONFI G_SECURE_STACK) [V]

Aut odet ect and emul ate GCC tranpol i nes (CONFI G_SECURE_STACK _SMART) [Y]
Restricted links in /tnp (CONFI G_SECURE LI NK) [V]

Restricted FIFOCs in /tnp (CONFI G_SECURE_FI FO) [V]

Restricted /proc (CONFI G SECURE PRCC) [N Y

Speci al handling of fd 0, 1, and 2 (CONFI G_SECURE FD 0_1 2) [V]
Enforce RLIM T_NPROC on execve(2) (CONFI G SECURE RLIM T_NPRCC) [VY]
Destroy shared nmenory segnents not in use (CONFIG SECURE SHM [N Y

Kernel hacking

Magi ¢ SysRq key (CONFI G_MAG C SYSRQ [N

TR A E I R O] DA A A N ) .

BUEIR IR “ fuse/sec/linux/” HF, NIEDTAGREAT ARG AR, $20 NI
(K 2247

[root @eep] # nake dep; make cl ean; nake bzl mage

RATEE =2, B e “make dep” S2Fr_FiSEH E—2P i & FE A AL
PIBCE SO, SRAEDN YT HCE RIS R, AT 8 IR 5 2 2w B T AN TG
2L A “make clean” SERGMIERETTHAIREE B HISCH:,  DARE G I — S8R
= “make bzImage” SEINSE N A%
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REBREEAR UL, AR A S 20 BB A T A 2228¢ T o WERARAEIRI%S Enable
loadable module support  (CONFIG_MODULES) ¥ “Yes” , {E%3H W% LAY,
WUE T S G LRI FAEb2zke . ST 1 B0 fir SR SR RS 2 1 M 22

b=y
e

[ root @eep] # nmake nodul es; make nodul es_i nst al |

IR

¥ NUHWAZ S “ Just/stc/linux/arch/i386/boot/bzImage” F|Bah HX, FHSAh
AIERBE:

[ root @eep]# cp /usr/src/linux/arch/i386/boot/ bzl mage
/ boot/vm i nuz-kernel . versi on. nunber

EE: M 4K 8 vmlinuz-2% %, 258 NAZERXFERB 45, X T
A B makebootdisk iy KAIEE— B S S sl e A = P, KA makebootdisk
A% SEE R K

) “/ust/src/linux/System.map” E|FFEXT, HREAERNLZF:

[ root @eep]# cp /usr/src/linux/System map

/ boot / Syst em map- ker nel . ver si on. nunber

HENBBERT, ¥ HX TR “vmlinuz” K& “System.map” F&FFTHIA
%:

[ root @leep]# cd /boot
[root @eep]# In -fs vminuz-kernel.version.nunber vnlinuz
[root @eep]# In -fs System nmap-kernel . version. nunber System nap

WA HER S vmlinuz K System.map $R 1P AZIRAHOR SO, DO A RBeH
BEEL, LILO FEPHaias H A sh 2 N .

MRS 5 3 B 3% T T A S SO

[root @eep]# rm-f nodul e-info
[root @eep]# rm-f initrd-2.2.12-20.ing

“module-info” HEREAE M RSEMIH A RS Hoko T IUE 23 T A,
BA VR ORFFIXAN A S “inited-2.2.12-27 A& TERT LM IRERL 2 HTvIaa i &
Gt i) RAM B XA SO LA TER ST sesi WAL N A RAE AL RGNS
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ApGe I A S AR IR TN A% BTARIME R GEA scsi
Bee, IXHLR AT DL A (IR S

AU —H Linux WZEXR, FLUE5HFM MR T AREIAZ A AR R R Gk
A

9 T RPN, M “ fust/include/” H3 FRIEET ZAFSER, IR
HORERT T BE ORI AR R BRI, fuse/indlude” H 3%
AL I RGO F 3, SR, AL TR T 4RO
S IR 5 R AT P B SR A, B4 asmm lius % scsi
BRI B

[root @eep]# nkdir -p /usr/src/linux-2.2.14/include
[root @eep]# cp -r /usr/src/linux/include/asm generic
lusr/src/linux-2.2.14/incl ude

[root @eep]# cp -r /usr/src/linux/include/asmi 386
lusr/src/linux-2.2.14/incl ude

[root @eep]# cp -r Jusr/src/linux/include/linux /usr/src/linux-2.2.14/include
[root @eep]# cp -r /usr/src/linux/include/net /[usr/src/linux-2.2.14/include
[root @eep]# cp -r /usr/src/linux/include/video /usr/src/linux-2.2.14/include
[root @eep]# cp -r /usr/src/linux/include/scsi /usr/src/linux-2.2.14/include
[root @eep]# rm-rf /[usr/src/linux

[root @eep]# cd /usr/src

[root @eep]# In -s [fusr/src/linux-2.2.14 |inux

o, B ASHIIARE T NI R a4 1)1 Hak: Linux-2.2.14. RJ5#5 1
Just/linux/include ) H =% asm-geneticy asm-i386~ linux,nets video M scsi Edl
Just/stc/linux-2.2.14 /includes SR JEMHIBRIEAN G P NAZ I H 3%, GIEE—AS8NATS
HERE linux $817) /ust/src/linux-2.2.14/ o AITTRE S IRIZRBEFT IR R AT ARk 0T
N AZARX MR S

BiG, R “/etc/lilo.conf” JINFTRZAEA T FIEIN:
H—

g SCAF “lilo.conf 7 XA (vi /ete/lilo.conf) Xf “image=/boot/” —ATMEE 41
e

[root @eep]l# vi /etc/lilo.conf

(E

boot =/ dev/ sda
map=/ boot / map
instal |l =/ boot/boot.b
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pr onpt

ti meout =00

restricted

passwor d=somepasswd

i mage=/ boot/vm i nuz- kernel . ver si on. nunber #(add your newkernel nane fil e here).
| abel =I'i nux

r oot =/ dev/ sda6

read-only

FER: MRS “initrd=/boot/initrd-2.2.12-20.img” —ATINZE, KAy #th
CHEBEHAL) 1) I AZAN T 2 inited SO

o0 HEOE lilo.conf {ERIEL

[root @eep]# /sbin/lilo -v

LI LO version 21, [Copyright 1992-1998 Werner Al nesberger
Readi ng boot sector from/dev/sda

Merging with /boot/boot.b

Boot image: /boot/vminuz-2.2. 14

Added | inux *

/ boot / boot. 0800 exits ?no backup copy nmde.

Witing boot sector.

HRE: WRAER &R AZIFIE “Unix98 PTY support(( CONFIG_UNIX98_PTYS)”
N “No” I, WIFEEgts “ A /etc/fstab” » MHIBR N 1H—A7:

none /dev/pts devpts gi d=5, node=620 0 O

MR AR ORI . RIS

e, R RedHat FRANE) Linux N, NAZ B I BLERAL ) 5
o BHUE VLT Z RN B B REARE N — IMERATAE, JFH AN kerneld R
RSP RERE (FE 2.2 0UA A4 2 kmod ) 72 B2 H BlPR DI HEXS W R BLBR Ina s iz .
FEANT 2 F BRI N AL £ BR

kerneld SFAF AT “/etc/conf.modules” SCAFARIUSERAS B filtar, PR 5
TR ST, kerneld MU “conf.modules” HHEUAS M -RAER AT S 5L, (HE
- RA X B G 119 2 NAZ A R CEBIERAE) %, BT DAFRAT AN 22
“ Jetc/conf.modules” A, FEHATLIMER “modutils” F£.

Modutils BA A EFFET kerneld,  H T 528 H SN PAZHINBAN IR L.
FOINAR R A58 B IR B M A R G fE
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N T2 “confmodules” XA, A FH a4

[root @eep]# rm-f /etc/conf. nodul es

A T #H13K modudls £, f# A2

[root @leep]l# rpm-e --nodeps nodutils

fa, AR “resysinit” , KEPFTEHIH “depmod —” WAMATIHERH GH
AR IAT RTINS o VEREREIXEAT 2 KA PR IS BN, RGE S5 HAS 1R “ re.sysinit”

AR S AR AR R AR AT o
£ “resysinit” SCATFH I B

if [ -x /sbin/depnod -a -n "$USEMODULES" ]; then

BN

#if [ -x /sbin/depmbd -a -n "$USEMODULES" ]; then

if [ -L/lib/nodules/default ]; then

I Nl TLOG_ARGS= action "Findi ng nodul e dependenci es" depnod -a default

el se

I Nl TLOG_ARGS= action "Findi ng nodul e dependenci es” depnod -a

fi
fi

A :
if [ -L /lib/nodules/default ]; then

el se

fi
fi

H OH OB OH H R

I Nl TLOG_ARGS= action "Findi ng nodul e dependenci es" depnod -a default

I Nl TLOG_ARGS= action "Findi ng nodul e dependenci es" depnod -a

FE: Foomif, HAE7ERE NAZ @ “ Enable loadable module support
(CONFIG_MODULES)?” [0l% “NO” I, A A LAt BRSTERAH G N AP 3R

PUAE R R BB

[ root @eep] # reboot
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ARG AshAE, AR e KRS AL A2 B A A -

[ root @eep]# unanme -a
Li nux deep.openarch.com 2.2.14 #1 Mon Jan 10 10:40: 35 EDT 2000 i 686 unknown

BIEMSRE

USRI D AR 18, NAZOPH W RZ A MR SRR L. DRI
o, AR

[ root @eep] # nkbootdi sk --device /dev/fd0 2.2.14
Insert a disk in /dev/fd0. Any information on the disk will be |ost.
Press <Enter> to continue or "C to abort:

HERE: mkbootdisk P2/ R REAEMBUL AL R G HigqT. fEHBRNIZRST,
FEANRENE I AT 21 o

fHARFER (Rescue) R

PRFAS (Rescue Mode) TR A 5)— /N linux R W PREOREL,
AR/ EE 03 n] CLEASBE NBE R I3 S (4% LT Ui ) B8 r 25

HHER R BRIRE

T HBEAER DAL N R G B WAL, BT LANAZ SR 55 AP e rd 4
R AR IS DL T A3 linux RETAITIE . BRI 543 6ok B R G
SR 3 NN PIRPN S o S VENIE R

R —AMNEREM AL

[ root @eep]# fdf ormat /dev/fdOH1440

Doubl e-si ded, 80 tracks, 18 sec/track. Total capacity 1440 kB.
Formatting ... done

Verifying ... done

¥ IUE 3 B F9 #30H vmlinuz B -

[ root @eep]# cd /boot
[root @eep]l# cp vm inuz /dev/fdO

cp: overwite “/dev/fd0'? y
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XHLI vmlinuz S RS0 S I AL AT o
A5 FH T THT ) i B R AR SR Bl

[ root @eep]# rdev
/ dev/ sdal2 /

WIZIIIR B C(root device) JEFRMRSCAFRGITHENI 731X KR H] PR
“/dev/sdal2” , PRIIRGMVFRAR .
wE NIRRT

[root @leep]# rdev /dev/fd0 /dev/sdal2

oA EE S =R

BB AR
[root @eep] # rdev -R /dev/fdo 1

RORHAE linux WIERAR S R GE AR B UINAR, Gl BB R s, nl Ll
Gl I T S A RS R

WG R B S E TR R WK Eh AR, EHE BN

[ root @leep] # reboot
HH “/dev” BRETRYIN
RGN T TR EAE RGP I T s, S E R8T T “/dev”

ERSIbSEa

[root @eep]# cd /dev
[ root @eep]# ./ MAKEDEV updat e

HERE: MAKEDEV &M mknod [H)—AMHIA A

93



B EMBHEKNSE TR

AU SRS Y EPS

1225 5 R

94



EINE: TCP/IP MK EH

TCP/IP 4ZEIE

Bk

W2 Bl e TARZ TN A — BOR DR CER M8 (1 SE T R AU IRAS A5
K T HAET ZEN R € R RO R LR . e Jstdn i PR e 3
W “ping” HLEGENL. TSR W28 M U 5 EE AL R 2B PR A AR IR S AT
GUHER, W BFRAMENEL (datagram) Gevl S SRR RN ST

R BRI R TIRM B, PEATIOCHC E SO S Y 25 iy AT TCP/1P
ARSI N 7 o

FEARSTES L2 R R

A Linus 705 LUK 2 ISR R0 T, RS S8 45 b T RO P
B0 S T b ST A, Linux WS IR S AN, 5772
FEIRS 3 e s B, T K RIS, e
“ fetc/lilo.conf” SCYFFIRTE AN W-RIOZ e B TORT-HOA K - RIBREN 4 3
PR AR BB RS, ZAE “confmodules” SCHFFHEFPHIR I

T A IRE R R R (AR 6T PCL 4%, BEHu A3
I O 2358 2% FINYesss W T 1SA &, MIFEE At 10 Huhl, DUdifs
HSmaE e A 3%, IXLEE BAE “ /etc/conf.modules” HH$EfE,

@i, AT PR ISA BZRIK) 3¢509 kK, —> 1O HihikE 0x300, 55— 0x320,
It “conf.modules” CAFUIT

alias ethO 3c509
alias ethl 3c509
options 3c509 i 0=0x300, 0x320

IXIEULHT 3¢509 [RIERBHFEFE N 244 ethO BY ethl D% Calias ethO,eth1) , I HEAT]
W% LS EL 10=0x300,0x320 #5254, IXAEIRSNFE P40 20 B 2 4, Hirp ox
JEARTT R
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X PCLF, fUNTHE alias iy 2 KAE ethN FE 2 IX B4 SCHE, PCL KT
10 HuhbF2sul B3R . X1 PCL+, ZW4H “conf.modules” SCAFUTT:

alias ethO 3c509
alias ethl 3c509

AU O WELE TN RGUASIIN 1 PCLA IR 152> A sk 2T H
KM Ko ISA R~ fiethagig gl Qs 2], (HRAERLEHIL R, ISA RUPRT A
AR AR

11 “/ete/lilo.conf” HHEINACESE R, HIPEREN LILO FFek R sh 255 B
b W% X1 ISA K, iR “lio.conf” U, SEINAT T N2

append="et her="0, 0, eht 1"

TR SEAEAE “llo.cont” FIMARBIZEL WA MR ISA &, R
CUEICEIE e

AR AL R ZN S HUN T178,  eth0 A ethl K42 R SN K B
KA BATT O BB 15 7 A%, Bt DL ZRAE 28 Rk ik (FF Ho.conf AR BN 2
HO MERG PPN MR o ZRIVERX ISA RALE, PCl-R&HA
shefks], Prlscith Al

AR — S E

fE Linux RELH, TCP/IP ML T ARSI THCEL W, RVPIR 2
G A LRSS U LA o NI ER 2 S ZHEEA) TCP/IP e B3

“/etc/HOSTNAME” (44

PO T RSN IR, wifgaersksa, .

deep. openar ch. com

“ /etc/sysconfig/network-scripts/ifcfg-ethN” 3C{F:

1F RedHat6.1 11, R0 28V 28 O TE B SCAARAEAES Jete/ sysconfig/network-sctipts ”
Hi? ifcfg-eth0 £ 55— -RIACES S, ifcfg-ehtl GLEEE M -RIECE(S

4&4\0

RS2 “/ete/sysconfig/network-scripts/ifcfg-eth0” SCAF) 7R :
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DEVI CE=et h0

| PADDR=208. 164. 186. 1
NETMASK=255. 255. 255. 0
NETWORK=208. 164. 186. 0
BROADCAST=208. 164. 186. 255
ONBOOT=yes

BOOTPROTO=none

USERCTL=no

A A BT TAE U g il BB 1S i i S, mr DL A o
NS Gfefg-ethND - BETHER R SRS

DEVICE=name name /NP B I 4
IPADDR=addr addr FRIRZY1Z R 1) TP Huhk
NETMASK=mask mask 7 25 HE AL
NETWORK=addr addr 7P 4 bl
BROADCAST=addr addr FR) Hi kb
ONBOOT=yes/no JABNIN R HIE %R

BOOTPROTO=proto  proto HUAE AJ LLE:
® none: JCAUABNIMY
® bootp: f{IHH bootp FHX
® dhep: ] dhep MY

USERCTIL=yes/no AT ARVFE root A FE % B

“/etc/resolv.conf” {4

PO T & (resolver, —MRYETHLAMHT TP HhbZE) {EH] I E S
i, 7=Biln b

search openarch. com
nameserver 208.164.186.1
nameserver 208.164.186.2
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“search  domainname.com” FK7x Mt T — MAEIEE A I BN AR, 78
ZEN AN domainname.com [F154%;  “nameserver” RN A I H 123
HEFRE M EN IS RS 25 . FLrP 342 IS 2 A8 32 FE SOt A B R Ly ke A v 1)

“ Jetc/host.conf” A4

VSR WA FEAT N LA o Linux I AEAT 25 PERSAS LA L XS NI TP Sk,
NI “/etc/host.conf” FRI7R:

order bind, hosts
multi on

ospoof on

“order bind,hosts” F5E FHLL LN T, X HEBE LM DNS kAT,
ARG A “Jetc/hosts” CAF.

“multi on” FFRERA “/etc/hosts” AFHHREM NI AT Z A 0hE, JiG2
AN TP ik i) =B R AT 24 2% ST

“nospoofon” FEASVFX LIRSS A AT 1P kK. 1P Mk — AL R S8
ZNTBL W 1P kO BN TR, SRS BT LS.

“ Jetc/sysconfig/network” 3L

SIS E I gs s IR BC EAS R, R IR

NETWORK=y es

RORWARD | PV4=yes
HOSTNAME=deep. openar ch. com
GAREWAY=0. 0. 0. 0

GATEWAYDEV=
NETWORK=yes/no W0 285 i T A IO
FORWARD_IPV4=yes/no TETFE P ¥R ThRe
HOSTNAME=hostname hostname KR RS FAH 14
GAREWAY=gw-ip gw-ip FN 4% R SC 1) TP Hidil:
GAREWAYDEV=gw-dev gw-dw FORMRIIE A, U: etho 55
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HER: N THZIRAAIHS,  “/etc/ HOSTNAME” SCAFR:IZH A
HOSTNAME=hostname FH[A] ] FHL4 -

“ Jetc/hosts” A

ML RN, AERT LA DNS LAY, HLasds 2 il 2830144 1) 1P ki
VEPC, IXLEPLHLAS BAFIE /ete/hosts SCAFH o FERATIRA IS a3t OL 1, REE LI
PSP 48 R P SR 3 A5 2 SCAF R AT B T2 T LA 1Y) TP bt

FHE—A “/etc/hosts” SCAFI 7R :

| P Address Host nane Ali as

127.0.0.1 Local host Gat e. openar ch. com
208. 164.186.1 gat e. openar ch. com Cate

208. 164. 186. 2 forest. openarch. com For est

208. 164. 186. 3 deep. openar ch. com Deep

BALHRTHIPAFR, Al FEE A AERE A % TR
Yo —HECE SIS I ZSECE AT, WAZEORT A shM 2 U 28 AR R i
(¥ iy K FHT IR Bl P 45 -

/etc/rc.d/init.d/ network restart

TR tepd R ASTRIIAN telnet. fip SE ARSI K

— HAMRSEREPR, inetd BEFEH 33l topd BEFE, topd 7F H ST 0 %118
Ko I HTE R LA ARSI T, WiR—VNEW I, «opd ¥ /5 SN RS 45
BERE, SR H SR, topd ZHE Arif) DNS IR452s, JexHZ2 P HUK 1P Hihlikf T
SR EATF R ENLA, SRJE FHAENTAS B BN TN TP Hhk, B, 53 1P
HchERN R OB SR IG T LS IR TP HuhEE T LA, i X D ROk S ik i sk
(25 LI o 7P ANDEHL, M) tepd AR R TR SR I M LB LE DRE i L e I LA
WFE LR, XS A I telnet 1] Linux HLASZEEAFAR 2K RIS AL, n)
PUBIEAE “/ete/hosts” MIANZE LA 1P MR LA VS ECIR, wlt ) DA &
S

tepd W LA ELRAE 1 IR A2 FH - (source-routing) socket [FEFEIR K . IXAMAE
] DAGRE G A A B U 1P Hhk O e (KITH SR L TP ik (K53, Mok ss o«
TREREA AN UDP B R S5as il EHEIE R S5 (105 LAY TP Stk S i fid
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FTENLA I RE 2 B (dmeout) #iix. HJRP I AEZE DNS IRESAHA
FLE L, Bi# DNS ARABATERIRSS 2 S LA

2475 LACE TCP/IP M4k

ifconfig 2 JTRUEE AL B -RI0f 4 TR, h T F TS &R R SRR
Ak T 4 P R TE AR S SIS

MRZS eth0 211 TP Hiuhl 208.164.186.2, 1 H 74

[ root @eep] #i fconfig ethO 208. 164. 186. 2 net mask 255. 255. 255.0

SIPFHATI M Z, URAT DUEH] A4 :

[root @eep]# ifconfig

XA [ I

et hO Li nk encap: Et hernet HWAddr 00: EO: 18: 90: 1B: 56
i net addr:208. 164. 186. 2 Bcast: 208. 164. 186. 255 Mask: 255. 255. 255. 0
UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric:1
RX packets: 1295 errors: 0 dropped: 0 overruns:0 frame: 0
TX packets: 1163 errors: 0 dropped: 0 overruns: 0 carrier:0
collisions:0 txqueuel en: 100

Interrupt: 11 Base address: 0xa800

l o Li nk encap: Local Loopback
i net addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNI NG MTU: 3924 Metric:1
RX packets: 139 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 139 errors: 0 dropped: 0 overruns: 0 carrier:0

collisions:0 txqueuel en:0

FHBATANHATATZEUN] ifconfig 74, XA T L A BaE 18 A
/Lno ’Fﬁ'ﬁa ﬁ%ﬁﬁ,jlzﬁﬁ/?\m”ﬁj#%ﬁﬁﬁ:fimE/J/flil/u\’ @?ﬁ/x%fﬁ(ﬁm%ﬁmy ,Wjﬁl]:

[root @eep]# ifconfig -a

XA 2 B A I

et hO Li nk encap: Et hernet HWaddr 00: EO: 18: 90: 1B: 56
i net addr:208. 164. 186. 2 Bcast: 208. 164. 186. 255 Mask: 255. 255. 255. 0
UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric:1
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RX packets: 1295 errors: 0 dropped: 0 overruns:0 frame: 0
TX packets: 1163 errors: 0 dropped: 0 overruns: 0 carrier:0
collisions:0 txqueuel en: 100

Interrupt: 11 Base address: 0xa800

ethl Li nk encap: Et her net HWaddr 00: EO: 18: 90: 1B: 56
i net addr:192.168.1.1 Bcast:192.168. 1. 255 Mask: 255. 255. 255. 0
UP BROADCAST RUNNI NG MULTI CAST MrU: 1500 Metric:1
RX packets: 1295 errors: 0 dropped: 0 overruns:0 frane: 0
TX packets: 1163 errors: 0 dropped: 0 overruns:0 carrier:0
collisions: 0 txqueuel en: 100
Interrupt:5 Base address: 0xa320

l o Li nk encap: Local Loopback
i net addr:127.0.0.1 Mask: 255.0.0.0
UP LOOPBACK RUNNI NG MTU: 3924 Metric:1
RX packets: 139 errors: 0 dropped: 0 overruns: 0 frame: 0
TX packets: 139 errors: 0 dropped: 0 overruns: 0 carrier:0

collisions:0 txqueuel en: 0

HER: M ifconfig AT SACE N ML BGSAL AERHREILUR, XESHOER
PPN

45 208.164.186.1 P& A e, v 4

[root @leep]# route add default gw 208. 164.186.1

LEXANM T, B MG E A 208.164.186.1,

RIS MIRA— A n] DL AW BN L2, ML L —& BN
T, Eehmik$t 208.164.186.1.

AR St N BEEE X G AL

[ root @eep]# ping 208.164.186.1

i HH S I

PI NG 208. 164. 186.1 (208.164.186.1) from 208.164.186.2 : 56 data bytes
64 bytes from 208.164.186.2: icnp_seq=0 ttl =128 time=1.0 ns
64 bytes from 208.164.186.2: icnp_seq=1 ttl =128 time=1.0 ns
64 bytes from 208.164.186.2: icnp_seq=2 ttl =128 time=1.0 ns
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64 bytes from 208.164.186.2: icnp_seq=3 ttl =128 time=1.0 ns
--- 208.164.186.1 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet |oss

round-trip mn/avg/max = 1.0/1.0/1.0 ns

BUAER] LUAEH] route fir&4a7 H i IR (5 BOR A
HI I 1T i S it £ U5

[root @eep]# route -n

B A IX LA -
Kernel 1P routing table
Destination Gateway Genmask Flags Metric Ref Use |face
208. 164. 186.20.0.0.0 255. 255. 255. 255 UH 0 0 0 ethoO
208. 164. 186. 0 208. 164. 186. 2 255. 255. 255.0 uG 0 0 0 ethoO
208.164.186.0 0.0.0.0 255. 255. 255.0 U 0 0 0 ethoO
127.0.0.0 0.0.0.0 255.0.0.0 U 0 0 0lo

AT RS B RS S B A netstat -i A2

[root @leep]# netstat -i

o HE IR

Kernel Interface table

I face MTU Met RX- OK RX- ERR RX-DRP RX- OVR TX- OK TX- ERR TX-DRP TX-OVR Fl g

eth0 1500 0 4236 0 0 0 3700 0 0 0 BRU
lo 3924 0 13300 O 0 0 13300 0 0 0 LRU
ppp0 1500 0 14 1 0 0 16 0 0 0 PRU

netstat 71 T3 40— MG AL RIIEIUE -+, HoRs s B AT 1 TCP 4%

[root @leep]# netstat -t

AL E
AT XA -

Active Internet connections (W o servers)

Proto Recv-Q Send-Q Local Address Forei gn Address State

Tcp 0 0 deep. openar: net bi os-ssn gat e. openar ch. com 1045 ESTABLI SHED

Tcp 0 0 | ocal host: 1032 | ocal host: 1033 ESTABLI SHED
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Tcp 0 0 | ocal host: 1033 | ocal host: 1032 ESTABLI SHED
Tcp 0 0 | ocal host: 1030 | ocal host: 1034 ESTABLI SHED
Tcp 0 0 | ocal host: 1031 | ocal host: 1030 ESTABLI SHED
Tcp 0 0 | ocal host: 1028 | ocal host: 1029 ESTABLI SHED
Tcp 0 0 | ocal host: 1029 | ocal host: 1028 ESTABLI SHED
Tcp 0 0 | ocal host: 1026 | ocal host: 1027 ESTABLI SHED
Tcp 0 0 | ocal host: 1027 | ocal host: 1026 ESTABLI SHED
Tcp 0 0 | ocal host: 1024 | ocal host: 1025 ESTABLI SHED
Tcp 0 0 | ocal host: 1025 | ocal host: 1024 ESTABLI SHED

BRPTA IS SN A T V) TCP 3ER:, AEH] A4

[ root @leep]# netstat -vat

o HE IR

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local AddressForeign Address State

tcp O 0 deep. openarch. co: domain *:* LI STEN

tcp O 0 | ocal host : donai n ko LI STEN

tcp O 0 deep. openarch. com ssh gat e. openarch. com 1682 ESTABLI SHED
tcp O 0 *:webcache ko LI STEN

tcp O 0 deep. openar: net bi os-ssn *:* LI STEN

tcp O 0 | ocal host : net bi 0s-ssn ko LI STEN

tcp O 0 | ocal host: 1032 | ocal host: 1033 ESTABLI SHED
tcp O 0 | ocal host: 1033 | ocal host: 1032 ESTABLI SHED
tcp O 0 | ocal host: 1030 | ocal host: 1031 ESTABLI SHED
tcp O 0 | ocal host: 1031 | ocal host: 1030 ESTABLI SHED
tcp O 0 | ocal host: 1028 | ocal host: 1029 ESTABLI SHED
tcp O 0 | ocal host: 1029 | ocal host: 1028 ESTABLI SHED
tcp O 0 | ocal host: 1026 | ocal host: 1027 ESTABLI SHED
tcp O 0 | ocal host: 1027 | ocal host: 1026 ESTABLI SHED
tcp O 0 | ocal host: 1024 | ocal host: 1025 ESTABLI SHED
tcp O 0 | ocal host: 1025 | ocal host: 1024 ESTABLI SHED
tcp O 0 deep. openarch. comww  *:* LI STEN

tcp O 0 deep. openarch.com https *:* LI STEN

tcp O 0 *:389 ko LI STEN

tcp O 0 *:ssh ko LI STEN

RGP PHAT I M 5 1 AR, Hlfn4

[root @leep]# /etc/rc.d/init.d/ network stop
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ARG A MR, Hlfr

[root @eep]# /etc/rc.d/init.d/ network start

TCP/IP a8

NI A AR ATE TCP/IP PIMMREA B, . 1P A1 TCP kA4
FBI DI RE LSRR IR . 1K HUE TR A 41— TCP/IP Pl

IP ##5E (packet)

HA WX ANARTEFRIE IP IO R . R I B EAR, T ECKE P
PSSR S HUE R, e P, HHehEAESE . O BRI —TCP P
PUNEA ST EES

IP ##1

Linux =M IP W 285, 1CMP. UDP A1 TCP. —> ICMP Hdlii & 2% 2
(1) 1P = HIFLIRAH B o ICMP Y5 SN 5 i EALZ 8] 1 58 AEAHOE B UDP 2R
T TP RLAE 28 N R PP 2 TR 2 s, AR AN PRUIFAL 1L ot A s G IR AL 38 5
¥ UDP FHRE AL SR R IS At 7720 TCP JRIUI1) 1P A [RIAFAE I 4% 3
HIRR P2 iRk ds, HE TCP Btk & THZHE R, MIMEE T ]G
I R, A%1% TCP Bl vl R AR RS Bdis vl i HARIEAE 1%
. K23 Internet N RS TCP WX, F UDP [IEGE/D ., gt digak
ZH Internet ARSS IR 455 R P IR S5 2 2P 2 TR) S 37 X ) (A B A 325
E (HTCP) , AR W EREEEE (] UDP) .

IP #E 8%

JTAT () 1P Hdli Al (ICMP. UDP B{ TCP) #EEALEYSE. H IR IP HuhikFn 1P £y,
() _LJZ 28RS, f0: ICMP, UDP 5% TCP. MREAFAIMSER, 1P Btk
S HEARR 7B 1CMP 2RHI) 1P $h (& — MU a2l ale RS B
FIMFB, DA — AN — PR R e R s SRS B R I B KT
UDP il TCP ZEALA LS PAN7 AR TRYEAN H 130 5 107 B . TCP Hidis kit
B XA AR IR T S RUEIEBRIRAS IS BB
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TCP/IP &£ 8

TCP/IP WA A ADIRIBSE, SVFBet& A B i)y AR e
(R8s A R AL s . T T A TR BB 45 591 1R IR LB S dEA T —
/%Eﬁ.

A BRI T A T BB ERE TR IEA T R BEXT AR G0 2 A SAOm I 1S 1 Ak A
(FIIEIE . TCP/IP B S A AT A Bskiiie, (Eod il Bmss S8 7 sk
AR AR B B RO T ) A7 7E

LETCP/IP B T, Aol LU SR FRosii e, F ENL A Se R AIE G
W7, .

® SHERALIEUERS, WIZHRIINES Csniffer) AT “ANEIR”  (dirty word) $#HZ
5%

® DUEIEW HfE S rh et i n s ) sl e L inss i fs S, @
RN LY I Y T EPT

® HIPR A RS BRI ELAE Internet bR RE— Nl b “ R
— R BT A i R B s U R

APTTE SN, TCP & [ AER M vl SE M. TR E, TCP BISCRE— & [
T ARAIE B IE e vt M LA B A B S SEFL AR AR T TCP 1) = 3R F %
I B

B—: Kk A1 ISN(Initial Sequence Number, A 5O BRI EE i £1-SYN o

THLA FHEE TN B EVIER. FHLA K —NEEEE, 28R SYN f7
BCEAL, Ry B — AN, I HazBde e —> ISN 5, SRIEBIEEHL
B RS BIAS [R) e B9

Host A ------ SYN(ISN) ------ > Host B

B WRENLESN—MIAE ACK.

FHL B L AL A SYN AT ACK A7 EAL K Eed GO N Z B A [RER:
K. ﬁAmf@¢Tﬁ@ATimBﬁmm3WHEQTEMA%BNH%%W
A MR R A W APOEF R, SRR SN 0 ISN+1 I8t

Host A <------ SYN(I SN#1)/ ACK ------ Host B
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BEMER AL L2 N e $2 T PISUR ORAE L RISl St
o AL AT A TCP B AR M P IER P 17 UDP PR3O RAATIXFE I AT
EERE P RLRE,  PrLl UDP BB A A SRR

P fuk:
0 4 8 ‘ 12 16 19 ‘ 20 ‘ 24 28 31
VERS HLEN Service Type Total Length
Identification Flags ‘ Fragment Offset
Source IP Address
Destination IP Address
IP Options Padding
Data
TCP k-
0 ‘ 4 8 12 16 20 24 28 31
Source Port Destination Port
Sequence Number
Acknowledgement Number
HLEN Reserved Code Bits Window
Checksum Utrgent Pointer
Options Padding
Data

FEM RSN, #T 2A T BUNE T IE R AT L 20, IXLELE I
FBOE HAGEE MR T EORPUE R A 1 TR XL I B o Al LU B
IR Z BT BEHIRAA AL it . A X L85 B (Bt R X HUfE 0-255 ) ASCIT
FAFIATGS . AR, AT RLEE AR BN L S A DL E S s .
SOERGER S IEW BRSSO e . XSkt n] LAE B2 )
WO 7 BP A SR RS S eI R IR L T L
B O H Y YIRS 15 RS gy ke ob, Dbk Bdiadic
BT LTI g AN TR RS (bounce) SKIEBEIEES

REEFIBRAR

T P SUR ZR 8T HE AT ORAETH LI 268 it R AN R R BE 11 2 4
55
o ik

o ML (NAT)
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® P ZAEMREL M (IPSec)
® SOCKS
® LB (SSL)
® VAR
® [k
® Kerberos A EIAIE RS
® ATk (SET)
N HEXA R R T I A R T S TCP/IP 2 1 S B

- S-MIME

- Kerbersos

— Proxies

—SET

- IPSec (ISAKMP)

N H =

- SOCKS

TCP/UDP ({£#ij2)

-IPSec(AH,ESP)

IP(M %% |Z)

- Packet filtering

-Tunneling protocols

-CHAP, PAP, MS-CHAP

P 4% 8 O (B B 2% /=)

A
5!

b

/

(=

WL SRR, BRI Py

INAZ g AT SR, Linux RAEMIMNLE: “/etc/hosts”
“/etc/host.conf” “ /etc/resolv.conf” \ “ /etc/  HOSTNAME” | “/etc/sysconfig/network”
FIHAE “/etc/ sysconfig/network-scripts” H ST IR BEIAS SCA:
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PRI A
/3%

A NRENS T R B AT AT EE D REPERIBS S i, T AMXAUEAEH] IPchains
ORBRABIRLE A A B 5Tk B4, FEATHIIN TPchains N2 REAANE? 2%
2k, R HSERIRE?

U, THAIRES, AEIXAN RS B ICRE R IR TPchains CZAH24F T, 1 H.
MINBERNSCFREE (support) FRUF,  ZAK I3 IR 1] HLEL A LEARLE R LA s B
g e i HARK TR RN AR R 58, AEH] TPchains 23 LEAREE IR 2E R Khmox k2%
PERIE . B, PR AR URBA IR, W CEO/CTO 555%, b=
AR RPA AR B szbr B AEAME, SRR B SR
AR o i HARA R RENEE w23 FPR 2 LA AR LR AT AN H AR
LRI A SN2 2 T3 (o

IJa WML, V2 A FHRRRES IR R 25K, MBS K]
TG —E IS, A TEANVE R EHSERE R AT Ao XTI
UES (Open Source Solution) AT AR LU S B ) T3t R A e SISt AN T
FINe BDX T Linux BIRIMEIER; KESEXFERT . R IX R BE,
IPchains X JARE AL LA, A AIRLE S 2 KA AT B T AE AN o
CFEHESS D — k& B ST BT KBS AE D KRBT/, MO e, il —
SO DR BAT A S, I, AR T BE B sl 28AN N TPchains R h
FafF AR o BE, HAARDM NT B KEEPEREER TPchains 2242, T HLEK)
i, X NT B KB — BB WEE RS bug b, 1M NT RS bug & “NT iEdEi—
PMEIEZ RS .

PXERIT Kt 2 R

b A e o9 1 7 v L SOV S TR e oA RN e N 1 7. ST SR PN s i
K R WS AR, UV IR E X T 2R A oL T, kb
HAT € MIME. WL K 2 e S 248 B e SOIRLE SEVAI ] s LA A 1
W28 IR S5, DA EEHR S (A FAE MO E Hh 18— LRI O T L, P27 Kt
A S R B FUE AR AE SR N I IS RIS e SRR, Nl K EE Y
SAEHILL Rz

® BN U SR VRIS AT 4
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X INEEIE T I Z IR L, B 1 ARl i SR /r i) Ak 55 A
P2 (application) o PRI, B DMAEORE RS AN IR PPN AZRAN S, - TAT:
] A>T BE A B KB (4 25 AR RS P AR AN RE SV - WA B i (>
U, HERRARE RGUE B I SC VI ARSI DLFHRE R, A5 R
AR, Ty Jrii, WP IR, XFERESIRMIE L, AEARE .
FEAA, BATHER KGR E e X%

® KN WL I S SOVE

X RV S 2 TR T T, R ARl BH AR 1 IR S5 RN FH R
R, S AV G FH ARSI N IR AN 1% M4, (HA2, HAR
X PN R R B [ 73, B AR S e H ) 24 a)

ALt PESE—Fh N B T Linux /0B KBS, by R KBS TAELEM 2% )2
B A AERT KBS e RVFR S A GE A& H 2%, 1 BIA 1) AL AR e AT T 2R A,
Pk, H RN R A A i S S T E

PGS TR 5L, BTV A2 B — A BEAR P o 8 e 4 A B 0 1 4% P
PRI . YN RIE A REUA T SE R s AR, XN g Mz
AL A Sk g e s B, AR AR R E v e B B 1l il SR A

T T A2 RE LS H AR AR R

® V5 IP Hbhik

® [ 1) IP bl

® TCP/UDP J5iifi Il

® 'TCP/UDP H s -

® ICMP JH E2KH

® Y= HE (TCP, UDP, ICMP 5% IP [%i&)

A R B TR /D Bk, T HLG S 2B k35 H by AR 2D CPU IFfa], 2% 4E
IBWAER /N, FrCLan AR B KRR N2 R 4, ] LU IEAR 2Rk vkt i
7%,

RN
FEMIZE R, BT AR SS a2 /D i R BT A 3eA s 1, B AR —A

B KGR S ds o IZAEMOE N T %4, R, AAJAG TR K555 1 Vs
AL, TR R DA DA R QR (A i 254 A e BRI AT o 1, A 3 b s B
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XA, XA, B LA UER S RE M A A A AR 2548 SR ox
I3RS T A

FEPAT N IBCE S, FAPESE R =A07, EA B R Z R 1k
5 RNV EAN HE M 48 AR P KA D€ B KB EE o 55— MBI K e 3 H
Web g5y, o NG THBIEARSS 2%, oa— a0 AR A &5 25 A ]
[ 194 R 554 o ﬁm@

Apache Web Sever
Caching DNS
208.164.186.3

192.168.1.0/24

Gateway Server
Primary DNS
208.164.186.1

Internet

Mail Server
Secondary DNS
208.164.186.2
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www.openarch.com
Caching Only DNS
208.164.186.3

Deep.openarch.com
Master DNS Server
208.164.186.1

mail.openarch.com
Slave DNS Server

208.164.186.2

Unlimited traffic on the
loopback interface allowed
ICMP traffic allowed

DNS Caching and Client
Server on port 53 allowed
SSH Server on port 22 allowed
HTTP Setver on port 80
allowed

HTTPS Server on port 443
allowed

SMTP Client on port 25
allowed

FTP Server on ports 20, 21
allowed

Outgoing traceroute request

allowed

9.

10.

11.

12.

13.

14.

15.

16.

Unlimited traffic on the
loopback interface allowed
ICMP traffic allowed

DNS Server and Client on port
53 allowed

SSH Server and Client on port
22 allowed

HTTP Server and Client on
port 80 allowed

HTTPS Server and Client on
port 443 allowed
WWW-CACHE Client on port
8080 allowed

External POP Client on port
110 allowed

External NNTP NEWS Client
on port 119 allowed

SMTP Server and Client on
port 25 allowed

IMAP Server on port 143
allowed

IRC Client on port 6667
allowed

1CQ Client on port 4000
allowed

FTP Client on port 20, 21
allowed

RealAudio / QuickTime Client
allowed

Outgoing traceroute request

allowed

Unlimited traffic on the
loopback interface allowed
ICMP traffic allowed

DNS Server and Client on port
53 allowed

SSH Setver on port 22 allowed
SMTP Server and Client on
port 25 allowed

IMAP Server on port 143
allowed

Outgoing traceroute request

allowed

WITERS SN RS

R 7RG KBS A AN R R 5 & L T T s o AR AR 55 4

PRIAZSC E AT N (B KA, DASSVRAESR i 1 L
. &, www.openarch.com & FA ) Web lR554%, mail.openarch.com fEME—
XTAMPIEEE RSS2, deep.openarch.com JEM MRS 48 "EA T4 FIAEA T B (14511
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Ui — AN E IPCHAINS B KBS %

556, WIS LINUX W% O 4215 i Network Firewall support il Firewalling ”
GRS K ——FEE) 184, A RSS2 /D 2 oG A AME
gty 1, R EAIE D KSRGS 28 . FENAZ 2.2.14 H1, DAZ506 RIS AR R) & “Y ™ o

Networking G0 :

Network firewalls (CONFI G _FI REFALL) [N Y
IP: Firewalling (CONFI G FIREWALL) [N Y
I P: TCP syncooki e support (CONFI G SYN COKIES) [N Y

VERE: WLEARIENE (Linus WER) —SEPBREHIGNiE T A%, B4 ik
TN O 2 B T T

SN SR s 25 K TP Masquerading A1 TP ICMP Masquerading:

| P: Masqueradi ng (CONFI G | P_MASQUERADE) [N] Y
I P: 1 CVP Masqueradi ng (CONFI G_| P_MASQUERADE ICVMP) [N] Y

FERE: LU M RSS2 A T S HE“ TP: Masquerading” F1“TP: ICMP Masquerading”
WAL, & T BTN AR R ARk

TEIXH, D A, G RAEAH B ) — S TR AR Ik — S8 2R 7 21 Y
ZRANER, TR ANASHE IS —A™ Linux f  (Linux box: 1] PUZATAA 8] 2 1 Linux ¥
FH—— VD 7ML kI, IS ATXAS Linux AT DAL R 6 205 N 2%
PITHE ML B0, Linux GAR T BIMGSMBIRFTA RS, HEXIMERYL, XLLHL
Zoek BB KA LS .

ER LB AP S TAE: RSB ENINE, Linux B KESUREAIX L
REHN AT EAL, AEIXPEOUT, AEARRZS R I TAM 2 e A
AL, RIS T CAUG R AR IR BN . 1K, BPAEASH Y 25 (g o L
VAN TP Mol B BEE 1) 1) Internet.

1P OhRE A R BE CARAE R IR A~ AIFERSUREIIF 234 (mount) T
/proc MRS A,  “IP ¥R fEGild N IBXA T AT

echo “1" > /proc/sys/net/ipv4/ip_forward

PRA]PALE “ Jete/red/relocal” AN FIX—AT, IXFHEAE N IRVHENLE BT )
It 2 F B SCRF TP 3 k.

It “rclocal” AT GGEIL vi Jetc/red/rclocal ) FEIN E R IHIZAT:
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echo “1" > /proc/sys/net/ipv4/ip_forward

TR LRI OR IP BRI ar AT KA LERT W AZIETI “1P: Masquerading
(CONFIG_IP_MASQUERDE)” [H% “Y” , Jf HECE T IR 55 gk D2 P 5 193 2%
(RO AR o

R EPE T SCHRE TP Masquerading, [TRER ip_masq_ftp.o (T fip SAFAEED
ip_masq_irc.o (FHTirc chats) , ip_masq_quake.o (HIEIRWLUESED
ip_masq_vdolive.o (F 1> VDOLive [HLMIIERS) , ip_masq_cuseeme.o (-] CU-SeeMe
J7HE) Flip_masq_raudio.o (T RealAudio N ¥4 B4R, EATEIX LML
AR P

[FIINF, ARG EAEHZF “Enable loadale module support (CONFIG_MODULES)” It
e “Y” DG — MRS I N RZ AN 2 AR A, SRl AT LAAE I S 55
w P EE DI BERI S ip_masq_ftp.o Z FRIPIALERL

IR YRR “IP: masquerading” 1M 5 (R FEAS DY AR L EAL BE TCP 87 UDP

A CPLNCYRNER ICMP £5i%) . IP: ICMP Masquerading Hahn 1A %E ICMP A
PIMINSZHE,  Ealn Windows 95 BRERFEFH Y ping 5L probe.

TR A, eI RSS 485 Web RSG5 AR AMHBAIE IR 55 4 T AN B S RFiX 2
eI, R BT TEEAS AT — N ECSEI 1P iuhil, i AN FHAEAT A I 2 1) I 5K

EEEIN

WK RS Internet AHIE, HABVRAHSE A MBI ARAC LB LG R o AR
I IIEXT Internet 12855 1, FTPAFRATTEEL LA JLAS:

®  POCHRS BRERARMI S LB, —E ANEAE LR AT N R

® PRS- gy bz A BRI RE S IR P SRR A P2 WS &
WER 2450, b FIP A telnet )

® [EATRATHLE AT B R GEANZAEMN Internet _EHALYT I .

R — TR KERRAIA SO A2

A TR B KBS LR R . IR AN, Bk
A SCAF AR ARIE T R E RO R, B ARH LB
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RIS P EREE

FERASCAE A, BE SCT RE R A e . I P B A Y B A
EXTERNAL INTERFACE

KLY Internet AEMRIXIAMNARA T o AELURIIH] 5 HE U “eth0”
LOCAL_INTERFACE _1

L5 AR AT RS ALY R 48 70 AERLR B 7 E SO “eth1” o
LOOPBACK_INTERFACE

AL R 447 AELUR BT % “10”

IPADDR

KAEXAMA AR TP Huhil . IXEEEE— N5 InterNIC (W-R——FF71) G
AR, Bl ISP A hE GBS 218 DHCP)

LOCALNET _1

XA SRk P I 2 itk o IR 22 SRt R B A L Ad R 114 TP sty . e
ZOETASTRER, LA DHCP k4525 K00, 76 )5, 1P Hihkyu ]
& 192.168.1.0/24, F& C ZEHbEKT 35

ANYWHERE

IXJE ipchains FHORVLECHTA Hhl (FE) FHbhil) fHbHER) —Mr&. Prafry
A XN IR LA “any/0” HIbRE, XANHHER 0.0.0.0/0.

NAMESERVER_1
XJE T+ DNS kg5 5l ISP 1) 1P Hithik.
NAMESERVER_1

X2 — DNS IRg5#5 8% ISP [ 1P Hbdil:.
LOOPBACK

[F s E i 127.0.0.0/8. PI-K E S HIERE 127.0.0.1 (£F /etc/hosts A
HIRE) .

PRIVPORTS

e, WM 0 2] 1023,
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BHE: PP ki
UNPRIVPORTS
fRE ARG I, N 1024 2] 65535, BRSNS EA TR i .
Default Policy

—ANBE KBS HAT DA g, DU RS R RGBSR B
RAE . KRR WERAT— R WANIE H AR g SRS, XA S sl
SRAEAE o

R AP EORMEIT (IPFW) [RB K AT PN EAR TG, — Al
PrafE R, RAVPIE RVFNE R, o iveese UMEE, HIRgaml
MEA VPG S o, S ings— DI S i B A, DOV e A )
TN Z A2 NP K

A E

R e g A 2 — Va2, PP Lrp— LS SO . A 4 i 55 ANl L
XPAMEIAREEAT, DR MR FAARIR R, el . A TRl
PR AVFLAE T, AHMZA BEEH LA,

#Unlimted traffic on the | oopback interface.
i chains —A input —i $LOOPBACK | NTERFACE —j ACCEPT
i chai ns —A out put —i $LOOPBACK | NTERFACE —j ACCEPT

iRt iE

5 1P i Sk, A TP B3P AT hn U5 SRR R it . SRR DLAT
AU HEIEA T I 7R T ], DO RSO B e AR Rk, 8%
AT AT LT o RO SR VF SR AR AR I R GO IR 25 i )
N

# Refuse spoofed packets pretending to be fromthe external address.
i pchains —A input —i $EXTERNAL_| NTERFACE —-s $I PADDR —I —j DENY
AT, RS 7 PR HbE T AN R L B it 4
N XL I A ETIEA PR E e 0 B A Y «
® XA TP ik
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BhE: P
o AN
o B AAHIL
o CHAATHYE
® D KZhtHL
o L A{RMHL
® [ilifi (loopback) [

B T UK E QI IP Mk LASh, NAZELZETAT R S et (R S B, IR
A REPRIF B G R Bl B A BR R T 32 BB

HRAIME

FER KBS A SO A T R B E S«

®  MANET i — MRS (Access a Service from the Outside World)
® SR A —MISS

® (AL YL

Bl KA

i ipchains 7 LUEEST G KBS, 8] 1P Dh3454% . Ipchains 5 REE DA H.,
ISR NI SRR . I 1B KBS BB B ORAEAE N AL T, TERGEHHT
RS E T

A TG BUEFP L, BATEREAEH] System V- GREE V) 1 init BIACRAE %
HIEIE AR SRR I, BNV IZE N I8, RIS
“/etc/red/initd” FENE—ANBIIERASCAE 0 TORBE L, ARGt
ANFERIIRSS S AN FRIBG KERCE . XA, BAHRAE T — RIIANR
B KB, ARA] BOREA A TIO B Sus A DTl 2R 7. [, BAi i
BEAR AT T IR B KB AR5 K e TR RE R B A A R

i Web IR5-88ECE  letc/re.dfinit.dffirewall A

N T ERATT Web RS54 IR E A SO o XANECE SR VAR - R
e, AL N ICMP , DNS Z24f (Caching) %5/ k5545 (53) , SSH
MR458s (22) , HTTP Hi454% (80) , HTTPS Higsas (443) , SMTP % )HL (25) ,
FTIP R%5#% (20, 21) Fl OUTGOING TRACEROUTE i3k (JHT T flAEV; ) HA
HhEI R P L R R
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URANT EERAE ISP F B 91 IR SS, n] USRS “#” K
FERERIZAT . WERTE B PR E R R ST, RB0ATIT R “#7 mirl LT .

TH1E Web Hgs#s AR T (B K ESHASCAE (B touch
/etc/rc.d/init.d/firewall ) :

#!/ bi n/ sh

# Last nodified by Gerhard Murani: 02-01-2000

Copyright (C 1997, 1998, 1999 Robert L. Ziegler

Permi ssion to use, copy, nodify, and distribute this software and its
docurent ati on for educational, research, private and non-profit purposes,
wi thout fee, and without a witten agreenent is hereby granted.

This software is provided as an exanpl e and basis for individual firewall

Any material furnished by Robert L. Ziegler is furnished on an

"as is" basis. He makes no warranties of any kind, either expressed
or implied as to any matter including, but not linmted to, warranty
of fitness for a particular purpose, exclusivity or results obtained

#
#
#
#
#
#
# devel opment. This software is provided without warranty.
#
#
#
#
#
# fromuse of the material.

#

Invoked from/etc/rc.d/init.d/firewall.
chkconfig: - 60 95
description: Starts and stops the IPCHAINS Firewal | \
used to provide Firewall network services.
Source function library.
letc/rc.d/init.d/functions
# Sour ce networking configuration.
/ et c/ sysconfi g/ net wor k
# Check that networking is up.
[ ${NETWORKING} = "no" ] && exit 0
# See how we were call ed.
case "$1" in
start)
echo -n "Starting Firewalling Services:
# Sone definitions for easy maintenance.
#
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# EDIT THESE TO SU T YOUR SYSTEM AND | SP.

EXTERNAL | NTERFACE="et h0" # whi chever you use

LOOPBACK | NTERFACE="1 0"

| PADDR="208. 164. 186. 3"

ANYWHERE="any/ 0"

NAMESERVER_1="208. 164. 186. 1" # Your primary name server
NAMESERVER_2="208. 164. 186. 2" # Your secondary name server
SMIP_SERVER="nai | . openarch. com # Your Ml Hub Server.
SYSLOG_SERVER="rmi | . openar ch. cont' # Your syslog internal server
SYSLOG _CLI ENT="208. 164. 168. 0/ 24" # Your syslog internal client
LOOPBACK="127. 0. 0. 0/ 8"

CLASS_A="10.0.0.0/8"

CLASS B="172.16.0.0/ 12"

CLASS_C="192. 168. 0. 0/ 16"

CLASS D MJILTI CAST="224.0.0. 0/ 4"

CLASS_E_RESERVED NET="240.0.0.0/5"

BROADCAST_SRC="0. 0. 0. 0"

BROADCAST_DEST="255. 255. 255. 255"

PRI VPORTS="0: 1023"

UNPRI VPORTS="1024: 65535"

# SSH starts at 1023 and works down to 513 for

# each additional simultaneous incom ng connection.

SSH PORTS="1022: 1023" # range for SSH privil eged ports
# traceroute usually uses -S 32769: 65535 -D 33434: 33523
TRACERCOUTE_SRC_PORTS="32769: 65535"
TRACERCOUTE_DEST_PORTS="33434: 33523"

# Default policy is DENY

# Explicitly accept desired | NCOM NG & QUTGO NG connecti ons
# Renove all existing rules belonging to this filter

i pchains -F

# Set the default policy of the filter to deny.

i pchains -P input DENY

i pchai ns -P out put REJECT

i pchains -P forward REJECT

# Enabl e TCP SYN Cooki e Protection
echo 1 >/proc/sys/net/ipv4/tcp_syncookies

# Enabl e | P spoofing protection
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# turn on Source Address Verification

for f in /proc/sys/net/ipvad/conf/*/rp_filter; do

echo 1 > $f

done

# Disable | CVMP Redirect Acceptance

for f in /proc/sys/net/ipv4d/conf/*/accept_redirects; do
echo 0 > $f

done

# Di sabl e Source Routed Packets

for f in /proc/sys/net/ipv4/conf/*/accept_source_route; do
echo 0 > $f

done

# LOOPBACK

# Unlinmted traffic on the | oopback interface

i pchains -A input -i $LOOPBACK_ | NTERFACE -j ACCEPT
i pchains -A output -i $LOOPBACK_ | NTERFACE -j ACCEPT

# Network Ghoul s

# Deny access to jerks

# letc/rc.d/rc.firewal | . bl ocked contains a |ist of

# ipchains -A input -i $EXTERNAL_I NTERFACE -s address -j DENY
# rules to block fromany access.

# Refuse any connection from problem sites

#if [ -f /etc/rc.d/rc.firewall.blocked ]; then

# . letc/rc.d/rc.firewall. bl ocked

#fi

# SPOOFI NG & BAD ADDRESSES

# Refuse spoof ed packets.

# lgnore blatantly illegal source addresses

# Protect yourself fromsending to bad addresses.

# Refuse spoofed packets pretending to be fromthe external address.
i pchains -A input -i $EXTERNAL_| NTERFACE -s $I PADDR -j DENY -|

# Refuse packets claimng to be to or froma C ass A private network
i pchains -A input -i $EXTERNAL_| NTERFACE -s $CLASS A -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -d $CLASS A -j DENY -I

i pchains -A output -i $EXTERNAL_I NTERFACE -s $CLASS A -j REJECT -

i pchains -A output -i $EXTERNAL_I NTERFACE -d $CLASS A -j REJECT -

# Refuse packets claimng to be to or froma C ass B private network
i pchains -A input -i $EXTERNAL_I NTERFACE -s $CLASS B -j DENY -I
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i pchains -A input -i $EXTERNAL_I NTERFACE -d $CLASS B -j DENY -I

i pchains -A output -i $EXTERNAL_I NTERFACE -s $CLASS B -j REJECT -|

i pchains -A output -i $EXTERNAL_I NTERFACE -d $CLASS B -j REJECT -|

# Refuse packets claiming to be to or froma C ass C private network

i pchains -A input -i $EXTERNAL_I NTERFACE -s $CLASS C -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -d $CLASS C -j DENY -I

i pchains -A output -i $EXTERNAL_I NTERFACE -s $CLASS C -j REJECT -l

i pchains -A output -i $EXTERNAL_I NTERFACE -d $CLASS C -j REJECT -|

# Refuse packets claimng to be fromthe | oopback interface

i pchains -A input -i $EXTERNAL_| NTERFACE -s $LOOPBACK -j DENY -|

i pchains -A output -i $EXTERNAL_|I NTERFACE -s $LOOPBACK -j REJECT -|

# Refuse broadcast address SOURCE packets

i pchains -A input -i $EXTERNAL_I| NTERFACE -s $BROADCAST_DEST -j DENY -|
i pchains -A input -i $EXTERNAL_| NTERFACE -d $BROADCAST SRC -j DENY -
# Refuse Class D nmulticast addresses (in.h) (NET-3-HOAMO

# Multicast is illegal as a source address.

# Mul ticast uses UDP.

i pchains -A input -i $EXTERNAL_I NTERFACE -s $CLASS D MULTI CAST -j DENY -I
# Refuse C ass E reserved | P addresses

i pchains -A input -i $EXTERNAL_I| NTERFACE -s $CLASS E RESERVED NET -j DENY -
# refuse addresses defined as reserved by the | ANA

BOO.* % K L%k % % Dk %k x Bk Ak % T K k &k Dk K kDT % Kk %

# 3L.*x. x . x ) 37.*F.F0F, 390 K x4 % x k) 42.% % % B8-60.*. % . *

# 65-95.*.*. % 06-126.*.*.*, 197.*. * * 201.*.*.* (?), 217-223.*.* *

i pchains -A input -i $EXTERNAL_I NTERFACE -s 1.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 2.0.0.0/8 -j DENY -I

nput -i $EXTERNAL_I| NTERFACE -s 5.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 7.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_| NTERFACE -s 23.0.0.0/8 -j DENY -I

i pchains -A

i pchains -A input -i $EXTERNAL_| NTERFACE -s 27.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 31.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 37.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 39.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 41.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 42.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 58.0.0.0/7 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 60.0.0.0/8 -j DENY -I

#65: 01000001 - /3 includes 64 - need 65-79 spelled out

i pchains -A input -i $EXTERNAL_| NTERFACE -s 65.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 66.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 67.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 68.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 69.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 70.0.0.0/8 -j DENY -I
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i pchains -A input -i $EXTERNAL_| NTERFACE -s 71.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 72.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 73.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 74.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 75.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 76.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 77.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 78.0.0.0/8 -j DENY -1
i pchains -A input -i $EXTERNAL_| NTERFACE -s 79.0.0.0/8 -j DENY -1

#80: 01010000 - /4 nasks 80-95

i pchains -A input -i $EXTERNAL_| NTERFACE -s 80.0.0.0/4 -j DENY -1
# 96: 01100000 - /4 makses 96-111

i pchains -A input -i $EXTERNAL_| NTERFACE -s 96.0.0.0/4 -j DENY -
#126: 01111110 - /3 includes 127 - need 112-126 spelled out

i pchains -A input -i $EXTERNAL_| NTERFACE -s 112.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 113.0.0.0/8 -j DENY -l
i pchains -A input -i $EXTERNAL_| NTERFACE -s 114.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 115.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 116.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 117.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 118.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 119.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 120.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 121.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_|I NTERFACE -s 122.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 123.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 124.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_|I NTERFACE -s 125.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_|I NTERFACE -s 126.0.0.0/8 -j DENY -I
#217: 11011001 - /5 includes 216 - need 217-219 spelled out

i pchains -A input -i $EXTERNAL_| NTERFACE -s 217.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 218.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 219.0.0.0/8 -j DENY -I
#223: 11011111 - /6 masks 220-223

i pchains -A input -i $EXTERNAL_| NTERFACE -s 220.0.0.0/6 -j DENY -I

| CVP
To prevent denial of service attacks based on | CMP bonbs, filter

i ncom ng Redirect (5) and outgoing Destination Unreachable (3).

advisable, as it is used to negoti ate packet fragnent size.

#
#
#
# Note, however, disabling Destination Unreachable (3) is not
#
# For bi-directional ping.

#

Message Types: Echo_Reply (0), Echo_Request (8)
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To prevent attacks, limt the src addresses to your |SP range.

For outgoing traceroute.
Message Types: | NCOM NG Dest_Unreachabl e (3), Time_Exceeded (11)
default UDP base: 33434 to base+nhops-1

For incom ng traceroute.

Message Types: OUTGO NG Dest_Unreachable (3), Time_Exceeded (11)

To block this, deny OUTGO NG 3 and 11

echo-reply (pong)

desti nati on-unreachabl e, port-unreachabl e, fragmentation-needed, etc.
sour ce- quench

redi rect

@ gk wo

#
#
#
#
#
#
#
#
#
#
#
#
#
# echo-request (ping)

# 11: tine-exceeded

# 12: paraneter-problem

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s $ANYWHERE 0 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s $ANYWHERE 3 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s $ANYWHERE 4 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s $ANYWHERE 11 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s $ANYWHERE 12 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s 208.164.186.0/24 8 -d $I PADDR -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR O -d 208.164.186.0/24 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 3 -d $ANYWHERE -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 4 -d $ANYWHERE -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $1 PADDR 8 -d $ANYWHERE -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 12 -d $ANYWHERE -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 11 -d 208.164.186.0/24 -j ACCEPT

# UDP | NCOM NG TRACERQUTE
# traceroute usually uses -S 32769: 65535 -D 33434: 33523
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i pchains -A input -i $EXTERNAL_I| NTERFACE -p udp \
-s 208.164. 186. 0/ 24 $TRACEROUTE_SRC PORTS \

-d $| PADDR $TRACEROUTE DEST PORTS -j ACCEPT - |

i pchains -A input -i $EXTERNAL_I| NTERFACE -p udp \
-s $ANYWHERE $TRACEROUTE_SRC PORTS \

-d $| PADDR $TRACEROUTE DEST PORTS -j DENY -|

# DNS forwardi ng, caching only naneserver (53)

# server to server query or response

# Caching only nanme server only requires UDP, not TCP
i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \
-s $NAMESERVER 1 53 \

-d $I PADDR 53 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $I PADDR 53 \

-d $NAMESERVER 1 53 -j ACCEPT

i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \
-s $NAMESERVER 2 53 \

-d $I PADDR 53 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $I PADDR 53 \

-d $NAMESERVER 2 53 -j ACCEPT

# DNS client (53)

i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \
-s $NAMESERVER 1 53 \

-d $1 PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $1 PADDR $UNPRI VPORTS \

-d $NAMESERVER 1 53 -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $NAMESERVER 1 53 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $1 PADDR $UNPRI VPORTS \

-d $NAMESERVER 1 53 -j ACCEPT

i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \
-s $NAMESERVER 2 53 \

-d $1 PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
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-s $1 PADDR $UNPRI VPORTS \

-d $NAMESERVER 2 53 -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $NAMESERVER 2 53 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

-s $1 PADDR $UNPRI VPORTS \

-d $NAMESERVER 2 53 -j ACCEPT

# TCP accept only on selected ports

i pchains -A input -i $EXTERNAL_| NTERFACE -p tcp \

-s $ANYWHERE $UNPRI VPORTS \

-d $I PADDR 22 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR 22 \

-d $ANYWHERE $UNPRI VPORTS -j ACCEPT

i pchains -A input -i $EXTERNAL_I| NTERFACE -p tcp \

-s $ANYWHERE $SSH PORTS \

-d $I PADDR 22 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR 22 \

-d $ANYWHERE $SSH PORTS -j ACCEPT

# SSH client (22)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $ANYWHERE 22 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

-s $1 PADDR $UNPRI VPORTS \

-d $ANYWHERE 22 -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $SANYWHERE 22 \

-d $I PADDR $SSH PORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

-s $I PADDR $SSH PORTS \

-d $ANYWHERE 22 -j ACCEPT

H OH O OH OH OHF O OH OH OH OB OH

H*

H
—
)
n
@
<
@
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124



B MR K

i pchains -A input -i $EXTERNAL_I| NTERFACE -p tcp \

-s $ANYWHERE $UNPRI VPORTS \

-d $I PADDR 80 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR 80 \

-d $ANYWHERE $UNPRI VPORTS -j ACCEPT

i pchains -A input -i $EXTERNAL_| NTERFACE -p tcp \

-s $ANYWHERE $UNPRI VPORTS \

-d $I PADDR 443 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $1 PADDR 443 \

-d $ANYWHERE $UNPRI VPORTS -j ACCEPT

H o omm e e e e e a o -

# Provides full renote logging. Using this feature you're able to
# control all syslog messages on one host.

# ipchains -A input -i $EXTERNAL_| NTERFACE -p udp \

# -s $SYSLOG CLI ENT \

# -d $I PADDR 514 -j ACCEPT

# SYSLOG client (514)

H o omm e e e e a o -

# ipchains -A output -i $EXTERNAL_I NTERFACE -p udp \

# -s $| PADDR 514 \
# -d $SYSLOG SERVER 514 -j ACCEPT

# AUTH server (113)

Homm e e e e e e a o -

# Reject, rather than deny, the incom ng auth port. (NET-3-HOMO
i pchains -A input -i $EXTERNAL_| NTERFACE -p tcp \

-s $ANYWHERE \

-d $I PADDR 113 -j REJECT

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $SMIP_SERVER 25 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

-s $1 PADDR $UNPRI VPORTS \

-d $SMIP_SERVER 25 -j ACCEPT
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# incom ng request

i pchains -A input -i $EXTERNAL_I| NTERFACE -p tcp \

-s $ANYWHERE $UNPRI VPORTS \

-d $I PADDR 21 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR 21 \

-d $ANYWHERE $UNPRI VPORTS -j ACCEPT

# PORT MODE data channel responses

#

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $ANYWHERE $UNPRI VPORTS \

-d $I PADDR 20 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

-s $I PADDR 20 \

-d $ANYWHERE $UNPRI VPORTS -j ACCEPT

# PASSI VE MODE data channel responses

i pchains -A input -i $EXTERNAL_| NTERFACE -p tcp \

-s $ANYWHERE $UNPRI VPORTS \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR $UNPRI VPORTS \

-d $ANYWHERE $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $| PADDR $TRACEROUTE_SRC PORTS \
-d $ANYWHERE $TRACEROUTE_DEST_PORTS -j ACCEPT

# Enabl e 1 ogging for sel ected denied packets

i pchains -A input -i $EXTERNAL_| NTERFACE -p tcp \
-d $I PADDR -j DENY -|

i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \
-d $I PADDR $PRI VPORTS -j DENY -|

i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \
-d $I PADDR $UNPRI VPORTS -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s $ANYWHERE 5 -d $I PADDR -j DENY -1

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s $ANYWHERE 13: 255 -d $I PADDR -j DENY -I
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echo -n "Shutting Firewalling Services:

# Renove all existing rules belonging to this filter
i pchains -F

# Reset the default policy of the filter to accept.
i pchains -P input ACCEPT

i pchai ns -P out put ACCEPT

i pchains -P forward ACCEPT

# Reset TCP SYN Cookie Protection to off.

echo 0 >/proc/sys/net/ipv4/tcp_syncookies

# Reset | P spoofing protection to off.

# turn on Source Address Verification

for f in /proc/sys/net/ipvad/conf/*/rp_filter; do
echo 0 > $f

done

# Reset | CMP Redirect Acceptance to on.

for f in /proc/sys/net/ipv4/conf/*/accept_redirects; do
echo 1 > $f

done

# Reset Source Routed Packets to on

for f in /proc/sys/net/ipv4/conf/*/accept_source_route; do
echo 1 > $f

done

st at us)

echo -n "Now do you show firewal ling stats?"
restart|rel oad)

$0 stop

$0 start

)

echo "Usage: firewall {start]|stop|status|restart]|reload}"
exit 1

esac

U, LEXAMAIASCA O RTRAT I, R e R s B

[root @eep]# chnod 700 /etc/rc.d/init.d/firewall

127



B MR K

[root @eep]# chown 0.0 /etc/rc.d/init.d/firewall

QIR KIS re.d BIFT S R

[ root @eep]# chkconfig --add firewall
[root @eep]# chkconfig --1evel 345 firewal|l on

AR, B KBS EA A RSV IF) init BOELE T (R V 1 init 715755
T RS 5| S B TR EE T EAE ) , I H eSS ds Bl A sh#dT.

DS RN IR DS R

[root @eep]# /etc/rc.d/init.d/firewall stop

LT IaATR K, M4

[root @leep]# /etc/rc.d/init.d/firewall start

HIRSGESERE  /etc/re.diinit.dffirewall A

e T ERATTHR AR AR 55 2 TG B A SO E . IXANEL & AR VFAE RN BB
HiaE, AN T2 ICMP , DNS JRSEFE P (53) , SSH k%54 (22) ,
SMTP HRZ#5FIE AL (25) , IMAP Jl%54% (143) Al OUTGOING TRACEROUTE
B3R

UIRARAN TR B FAE RSO ThBA 5 ek S, wTDUHATIR SN “#” 2k
HERPIZAT . R TFEAS LRI AR S, Bz AT LI “#” B AT .

TELE A 25 A Bt R i1 KBS IEIAS SO (B touch
/etc/rc.d/init.d/firewall) :

#!/ bi n/ sh

# Last nodified by Gerhard Murani: 02-01-2000

Copyright (C 1997, 1998, 1999 Robert L. Ziegler

Permi ssion to use, copy, nodify, and distribute this software and its
docurent ati on for educational, research, private and non-profit purposes,
wi thout fee, and without a witten agreenent is hereby granted.

This software is provided as an exanpl e and basis for individual firewall
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# devel opment. This software is provided without warranty.

#

# Any material furnished by Robert L. Ziegler is furnished on an

# "as is" basis. He makes no warranties of any kind, either expressed
# or inplied as to any matter including, but not linted to, warranty
# of fitness for a particular purpose, exclusivity or results obtained
# fromuse of the material.

#

#

# Invoked from/etc/rc.d/init.d/firewall.

# chkconfig: - 60 95

# description: Starts and stops the IPCHAINS Firewal | \

# used to provide Firewall network services.

# Source function library.

letc/rc.d/init.d/functions

# Sour ce networking configuration.
/ et c/ sysconfi g/ net wor k

# Check that networking is up.

[ ${NETWORKING} = "no" ] && exit 0

# See how we were call ed.

case "$1" in

start)

echo -n "Starting Firewal ling Services:

# Sone definitions for easy maintenance.

# EDIT THESE TO SU T YOUR SYSTEM AND | SP.

EXTERNAL | NTERFACE="et h0" # whi chever you use

LOOPBACK_| NTERFACE="1 0"

| PADDR="208. 164. 186. 2"

ANYWHERE="any/ 0"

NAMESERVER_1="208. 164. 186. 1" # Your primary name server
NAMESERVER_2="208. 164. 186. 2" # Your secondary name server
SYSLOG_SERVER="rmi | . openar ch. cont' # Your syslog internal server
SYSLOG CLI ENT="208. 164. 168. 0/ 24" # Your syslog internal client
LOOPBACK="127. 0. 0. 0/ 8"

CLASS_A="10.0.0.0/8"

CLASS B="172.16.0.0/ 12"

CLASS _C="192. 168. 0. 0/ 16"

CLASS_D MJILTI CAST="224.0.0. 0/ 4"

CLASS_E_RESERVED NET="240.0.0.0/5"

BROADCAST_SRC="0. 0. 0. 0"

BROADCAST_DEST="255. 255. 255. 255"
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PRI VPORTS="0: 1023"
UNPRI VPORTS="1024: 65535"

# SSH starts at 1023 and works down to 513 for

# each additional simultaneous incomnm ng connection.

SSH PORTS="1022: 1023" # range for SSH privil eged ports
# traceroute usually uses -S 32769: 65535 -D 33434: 33523
TRACERCOUTE_SRC_PORTS="32769: 65535"
TRACERCUTE_DEST_PORTS="33434: 33523"

# Default policy is DENY

# Explicitly accept desired | NCOM NG & OQUTGO NG connecti ons
# Renove all existing rules belonging to this filter

i pchains -F

# Set the default policy of the filter to deny.

i pchains -P input DENY

i pchai ns -P out put REJECT

i pchains -P forward REJECT

# Enabl e TCP SYN Cooki e Protection

echo 1 >/proc/sys/net/ipv4/tcp_syncookies

# Enabl e | P spoofing protection

# turn on Source Address Verification

for f in /proc/sys/net/ipvad/conf/*/rp_filter; do

echo 1 > $f

done

# Disable | CMP Redirect Acceptance

for f in /proc/sys/net/ipv4/conf/*/accept_redirects; do
echo 0 > $f

done

# Di sabl e Source Routed Packets

for f in /proc/sys/net/ipv4/conf/*/accept_source_route; do
echo 0 > $f

done

# LOOPBACK

# Unlinmted traffic on the | oopback interface

i pchains -A input -i $LOOPBACK_ | NTERFACE -j ACCEPT
i pchains -A output -i $LOOPBACK_ | NTERFACE -j ACCEPT
#
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Net wor k Ghoul s

Deny access to jerks

letc/rc.d/rc.firewall.bl ocked contains a |Iist of

i pchains -A input -i $EXTERNAL_| NTERFACE -s address -j DENY

rules to block fromany access.

H OH OH OH O H R

Ref use any connection from problemsites
#if [ -f /etc/rc.d/rc.firewall.blocked ]; then

# . letc/rc.d/rc.firewall. bl ocked

SPOOFI NG & BAD ADDRESSES
Ref use spoof ed packets.
Ignore blatantly illegal source addresses.

Protect yourself fromsending to bad addresses.

H OH OB OH OH®

Ref use spoofed packets pretending to be fromthe external address.
i pchains -A input -i $EXTERNAL_I NTERFACE -s $I PADDR -j DENY -|

# Refuse packets claimng to be to or froma C ass A private network
i pchains -A input -i $EXTERNAL_| NTERFACE -s $CLASS A -j DENY -I

i pchains -A input -i $EXTERNAL_| NTERFACE -d $CLASS A -j DENY -I

i pchains -A output -i $EXTERNAL_I NTERFACE -s $CLASS A -j REJECT -|

i pchains -A output -i $EXTERNAL_| NTERFACE -d $CLASS A -j REJECT -|

# Refuse packets claimng to be to or froma C ass B private network
i pchains -A input -i $EXTERNAL_I NTERFACE -s $CLASS B -j DENY -I

i pchains -A input -i $EXTERNAL_| NTERFACE -d $CLASS B -j DENY -I

i pchains -A output -i $EXTERNAL_I NTERFACE -s $CLASS B -j REJECT -|

i pchains -A output -i $EXTERNAL_| NTERFACE -d $CLASS B -j REJECT -|

# Refuse packets claimng to be to or froma C ass C private network
i pchains -A input -i $EXTERNAL_I NTERFACE -s $CLASS C -j DENY -I

i pchains -A input -i $EXTERNAL_| NTERFACE -d $CLASS C -j DENY -I

i pchains -A output -i $EXTERNAL_I NTERFACE -s $CLASS C -j REJECT -|

i pchains -A output -i $EXTERNAL_I NTERFACE -d $CLASS C -j REJECT -|

# Refuse packets claimng to be fromthe | oopback interface

i pchains -A input -i $EXTERNAL_| NTERFACE -s $LOOPBACK -j DENY -|

i pchains -A output -i $EXTERNAL_| NTERFACE -s $LOOPBACK -j REJECT -|

# Refuse broadcast address SOURCE packets

i pchains -A input -i $EXTERNAL_| NTERFACE -s $BROADCAST_DEST -j DENY -l
i pchains -A input -i $EXTERNAL_| NTERFACE -d $BROADCAST SRC -j DENY -1
# Refuse Class D nmulticast addresses (in.h) (NET-3-HOAMO

# Multicast is illegal as a source address.

# Mul ticast uses UDP.

i pchains -A input -i $EXTERNAL_I| NTERFACE -s $CLASS D MULTI CAST -j DENY -I

# Refuse Cass E reserved | P addresses
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i pchains -A input -i $EXTERNAL_| NTERFACE -s $CLASS E RESERVED NET -j DENY -|
# refuse addresses defined as reserved by the | ANA

BOO.* % % L% %k Dk x x Bk % x T K k % D3 K k & D7 %k x

# 3L.*x. x . x) 37.*F.F0F, 390 K x4 0% x k) 42.% % % B8-60.*. % . *

# 65-95.*.*. % 06-126.*.*.*, 197.*. * * 201.*.*.* (?), 217-223.*.* *

i pchains -A input -i $EXTERNAL_I NTERFACE -s 1.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 2.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 5.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 7.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_| NTERFACE -s 23.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 27.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 31.0.0.0/8 -j DENY -1
i pchains -A input -i $EXTERNAL_| NTERFACE -s 37.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 39.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 41.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 42.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 58.0.0.0/7 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 60.0.0.0/8 -j DENY -I

#65: 01000001 - /3 includes 64 - need 65-79 spelled out

i pchains -A input -i $EXTERNAL_| NTERFACE -s 65.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 66.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 67.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 68.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 69.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 70.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 71.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 72.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 73.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 74.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 75.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 76.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 77.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 78.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 79.0.0.0/8 -j DENY -I

#80: 01010000 - /4 nasks 80-95

i pchains -A input -i $EXTERNAL_| NTERFACE -s 80.0.0.0/4 -j DENY -I|
# 96: 01100000 - /4 makses 96-111

i pchains -A input -i $EXTERNAL_| NTERFACE -s 96.0.0.0/4 -j DENY -|
#126: 01111110 - /3 includes 127 - need 112-126 spelled out

i pchains -A input -i $EXTERNAL_|I NTERFACE -s 112.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 113.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 114.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 115.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 116.0.0.0/8 -j DENY -I
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i pchains -A input -i $EXTERNAL_| NTERFACE -s 117.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 118.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 119.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_|I NTERFACE -s 120.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 121.0.0.0/8 -j DENY -l
i pchains -A input -i $EXTERNAL_| NTERFACE -s 122.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 123.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 124.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 125.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_| NTERFACE -s 126.0.0.0/8 -j DENY -I
#217: 11011001 - /5 includes 216 - need 217-219 spelled out

i pchains -A input -i $EXTERNAL_| NTERFACE -s 217.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 218.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 219.0.0.0/8 -j DENY -I
#223: 11011111 - /6 masks 220-223

i pchains -A input -i $EXTERNAL_| NTERFACE -s 220.0.0.0/6 -j DENY -I

| C\VP

To prevent denial of service attacks based on | CMP bonbs, filter
i ncomi ng Redirect (5) and outgoing Destination Unreachable (3).
Not e, however, disabling Destination Unreachable (3) is not
advisable, as it is used to negoti ate packet fragnent size.

For bi-directional ping.

Message Types: Echo_Reply (0), Echo_Request (8)

To prevent attacks, limt the src addresses to your |SP range.

For outgoing traceroute.
Message Types: | NCOM NG Dest_Unreachabl e (3), Time_Exceeded (11)
default UDP base: 33434 to base+nhops-1

For incom ng traceroute.

Message Types: OUTGO NG Dest_Unreachable (3), Time_Exceeded (11)

To block this, deny OUTGO NG 3 and 11

echo-reply (pong)

desti nati on-unreachabl e, port-unreachabl e, fragmentation-needed, etc.
sour ce- quench

redi rect

@ gk wo

echo-request (ping)

11: tinme-exceeded

H OHF OH OH OH OHF OH OH OHF OH OH OH OHF OH OH OH OH OH K OH OH K R

12: paraneter-probl em

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s $ANYWHERE 0 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
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-s $ANYWHERE 3 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \

-s $ANYWHERE 4 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \

-s $ANYWHERE 11 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \

-s $ANYWHERE 12 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \

-s 208.164.186.0/24 8 -d $I PADDR -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR O -d 208. 164.186.0/24 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 3 -d $ANYWHERE -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 4 -d $ANYWHERE -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 8 -d $ANYWHERE -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 12 -d $ANYWHERE -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 11 -d 208.164.186.0/24 -j ACCEPT

# UDP | NCOM NG TRACERQUTE

# traceroute usually uses -S 32769: 65535 -D 33434: 33523
i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \

-s 208.164. 186. 0/ 24 $TRACEROQUTE_SRC PORTS \
-d $I PADDR $TRACEROUTE DEST_PORTS -j ACCEPT -
i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \
-s $ANYWHERE $TRACEROUTE SRC PORTS \

-d $I PADDR $TRACEROUTE DEST_PORTS -j DENY -1

# DNS: full server

# server/client to server query or response

i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \
-s $ANYWHERE $UNPRI VPORTS \

-d $I PADDR 53 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $I PADDR 53 \

-d $ANYWHERE $UNPRI VPORTS -j ACCEPT

# DNS client (53)
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i pchains -A input -i $EXTERNAL_I| NTERFACE -p udp \
-s $NAMESERVER 1 53 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $1 PADDR $UNPRI VPORTS \

-d $NAMESERVER 1 53 -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $NAMESERVER 1 53 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $1 PADDR $UNPRI VPORTS \

-d $NAMESERVER 1 53 -j ACCEPT

# TCP accept only on selected ports

i pchains -A input -i $EXTERNAL_| NTERFACE -p tcp \

-s $ANYWHERE $UNPRI VPORTS \

-d $I PADDR 22 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR 22 \

-d $ANYWHERE $UNPRI VPORTS -j ACCEPT

i pchains -A input -i $EXTERNAL_| NTERFACE -p tcp \

-s $ANYWHERE $SSH PORTS \

-d $I PADDR 22 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR 22 \

-d $ANYWHERE $SSH PORTS -j ACCEPT

# SSH client (22)

H o omm e e e oo -

# ipchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
# -s SANYWHERE 22 \

# -d $I PADDR $UNPRI VPORTS -j ACCEPT

# ipchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

# -s $| PADDR $UNPRI VPORTS \

# -d $ANYWHERE 22 -j ACCEPT

# ipchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
# -s SANYWHERE 22 \

# -d $I PADDR $SSH PORTS -j ACCEPT

# ipchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
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# -s $I PADDR $SSH _PORTS \
# -d $ANYWHERE 22 -j ACCEPT

# Reject, rather than deny, the incom ng auth port. (NET-3-HOMO
i pchains -A input -i $EXTERNAL_I| NTERFACE -p tcp \

-s $ANYWHERE \

-d $I PADDR 113 -j REJECT

o

# Provides full renote logging. Using this feature you're able to
# control all syslog messages on one host.

# ipchains -A input -i $EXTERNAL_| NTERFACE -p udp \

# -s $SYSLOG CLI ENT \

# -d $I PADDR 514 -j ACCEPT

# SYSLOG client (514)

H o omm e e e e e a o -

# ipchains -A output -i $EXTERNAL_I NTERFACE -p udp \

# -s $| PADDR 514 \
# -d $SYSLOG SERVER 514 -j ACCEPT

i pchains -A input -i $EXTERNAL_| NTERFACE -p tcp \

-s $ANYWHERE $UNPRI VPORTS \

-d $I PADDR 25 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR 25 \

-d $ANYWHERE $UNPRI VPORTS -j ACCEPT

# SMIP client (25)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $ANYWHERE 25 \

-d $1 PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

-s $1 PADDR $UNPRI VPORTS \

-d $ANYWHERE 25 -j ACCEPT

i pchains -A input -i $EXTERNAL_| NTERFACE -p tcp \
-s $ANYWHERE $UNPRI VPORTS \
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-d $I PADDR 143 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR 143 \

-d $ANYWHERE $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $| PADDR $TRACEROUTE_SRC PORTS \
-d $ANYWHERE $TRACEROUTE_DEST_PORTS -j ACCEPT

# Enabl e 1 ogging for sel ected denied packets

i pchains -A input -i $EXTERNAL_| NTERFACE -p tcp \
-d $I PADDR -j DENY -|

i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \
-d $1 PADDR $PRI VPORTS -j DENY -|

i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \
-d $I PADDR $UNPRI VPORTS -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s $ANYWHERE 5 -d $I PADDR -j DENY -1

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s $ANYWHERE 13: 255 -d $I PADDR -j DENY -|

st op)

echo -n "Shutting Firewalling Services: "

# Renove all existing rules belonging to this filter
i pchains -F

# Reset the default policy of the filter to accept.
i pchains -P input ACCEPT

i pchai ns -P out put ACCEPT

i pchains -P forward ACCEPT

# Reset TCP SYN Cookie Protection to off.

echo 0 >/proc/sys/net/ipv4/tcp_syncookies

# Reset | P spoofing protection to off.

# turn on Source Address Verification

for f in /proc/sys/net/ipvad/conf/*/rp_filter; do
echo 0 > $f

done

# Reset | CMP Redirect Acceptance to on.

for f in /proc/sys/net/ipv4/conf/*/accept_redirects; do
echo 1 > $f
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done

# Reset Source Routed Packets to on

for f in /proc/sys/net/ipv4/conf/*/accept_source_route; do
echo 1 > $f

done

st at us)

echo -n "Now do you show firewal ling stats?"

restart|rel oad)
$0 stop
$0 start

*)
echo "Usage: firewall {start]|stop|status|restart|reload}"
exit 1

esac

U, EKAMAIASCA O RTRAT I, R e R s i B

[root @eep]# chnod 700 /etc/rc.d/init.d/firewall
[root @eep]# chown 0.0 /etc/rc.d/init.d/firewall

AR KRG ST re.d IOAF 58

[ root @eep]# chkconfig --add firewal
[root @eep]# chkconfig --1evel 345 firewall on

PUAE, B KBS T RSV K inie BOELF T GREEV I init H57/53)
FTAER GG | I Bt B AT iR ) IF e RAERSS as =R AaliT.
B LR K, M4

[root @eep]# /etc/rc.d/init.d/firewall stop

LT IaATRr ki, Hlan4:

[root @eep]# /etc/rc.d/init.d/firewall start
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FINKARSGSHCE  Jetc/re.dfinit.dfirewall

AT

e T ERATTM SR S5 2 O B A SO R . IXANEL & AR VFAE Rkt F R B
HiE, PN T ZEICMP , DNS RS2 HL (53) , SSH RSS2 AR L

(22) , HTTP REGEME ML (80) , HTTPS REGEEAZ ML (443) , POP %

FHL (110) , NNTPNEWS 281 (119) , SMTP ARSSE:F12 KL (25) , IMAP

R452% (143) , IRC %/ HL (6667) , ICQ & HL (40000 , FIP &/ HL (20, 21) ,
RealAudio/QuickTime %% /" HLA OUTGOING TRACEROUTE i 3K .

URARANTT B N ISP e 21 I RS R S5, AT DURIAT IRk “#7 kit

BERZAT . WORARTE B PR E R IR S5, RBU2ATIT R “#7 LT . 40
RAFAENR S a5 ERCE T IP DA%, ] DAL DA AT I ik 55 P el BB R RS 5

ATeN

. . . . Yaranlar:
Wl ip_masq_irc.o, ip_masq_raudio.o Z555.

THAEMBPER S5 o BRI b IR Bs KESBIASCAE (B touch

/etc/rc.d/init.d/firewall ) :

#!/ bi n/ sh

2

# Last nodified by Gerhard Murani: 02-01-2000

Copyright (C) 1997, 1998, 1999 Robert L. Ziegler

Perm ssion to use, copy, nodify, and distribute this software and its
docurent ati on for educational, research, private and non-profit purposes,
wi thout fee, and without a witten agreenent is hereby granted.

This software is provided as an exanpl e and basis for individual firewall

devel oprment. This software is provided without warranty.

Any material furnished by Robert L. Ziegler is furnished on an

"as is" basis. He makes no warranties of any kind, either expressed
or inmplied as to any matter including, but not linmted to, warranty
of fitness for a particular purpose, exclusivity or results obtained

fromuse of the material.

I nvoked from/etc/rc.d/init.d/firewall.

chkconfig: - 60 95

description: Starts and stops the IPCHAINS Firewal | \
used to provide Firewall network services.

Source function library.
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letc/rc.d/init.d/functions

# Sour ce networking configuration.
/ et c/ sysconfi g/ net wor k

# Check that networking is up.

[ ${NETWORKING} = "no" ] && exit 0

# See how we were call ed.

case "$1" in

start)

echo -n "Starting Firewal ling Services:

# Sone definitions for easy maintenance.

# EDIT THESE TO SU T YOUR SYSTEM AND | SP.

EXTERNAL | NTERFACE="et h0" # whi chever you use

LOCAL_I NTERFACE_1="et h1" # whi chever you use

LOOPBACK_| NTERFACE="1 0"

| PADDR="208. 164. 186. 1"

LOCALNET_1="192. 168. 1. 0/ 24" # what ever private range you use
ANYWHERE="any/ 0"

NAVESERVER 1="208. 164. 186. 1"

NAVESERVER 2="208. 164. 186. 2"

POP_SERVER="pop. vi deotron. ca" # Your pop external server
NEWS SERVER="news. vi deotron. ca" # Your news external server
SYSLOG_SERVER="rmi | . openar ch. cont' # Your syslog internal server
LOOPBACK="127. 0. 0. 0/ 8"

CLASS_A="10.0.0.0/8"

CLASS B="172.16.0.0/ 12"

CLASS _C="192. 168. 0. 0/ 16"

CLASS_D MJILTI CAST="224.0.0. 0/ 4"

CLASS_E_RESERVED NET="240.0.0.0/5"

BROADCAST_SRC="0. 0. 0. 0"

BROADCAST_DEST="255. 255. 255. 255"

PRI VPORTS="0: 1023"

UNPRI VPORTS="1024: 65535"

# SSH starts at 1023 and works down to 513 for

# each additional simultaneous incom ng connection.

SSH PORTS="1022: 1023" # range for SSH privil eged ports
# traceroute usually uses -S 32769: 65535 -D 33434: 33523
TRACERCOUTE_SRC_PORTS="32769: 65535"
TRACERCOUTE_DEST_PORTS="33434: 33523"
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# Default policy is DENY

# Explicitly accept desired | NCOM NG & QUTGO NG connecti ons
# Renove all existing rules belonging to this filter

i pchains -F

# Set the default policy of the filter to deny.

i pchains -P input DENY

i pchai ns -P out put REJECT

i pchains -P forward REJECT

# set masquerade tineout to 10 hours for tcp connections
i pchains -M-S 36000 0 O

# Don't forward fragments. Assenbl e before forwarding.

i pchains -A output -f -i $LOCAL_I NTERFACE_1 -j DENY

# Enabl e TCP SYN Cooki e Protection

echo 1 >/proc/sys/net/ipv4/tcp_syncookies

# Enabl e | P spoofing protection

# turn on Source Address Verification

for f in /proc/sys/net/ipvad/conf/*/rp_filter; do

echo 1 > $f

done

# Disable | CVMP Redirect Acceptance

for f in /proc/sys/net/ipv4/conf/*/accept_redirects; do
echo 0 > $f

done

# Di sabl e Source Routed Packets

for f in /proc/sys/net/ipv4/conf/*/accept_source_route; do
echo 0 > $f

done

# These npdul es are necessary to nmasquerade their respective services.
/ sbi n/ modpr obe i p_masq_ftp.o

/ sbi n/ modpr obe i p_masq_raudi 0. o ports=554, 7070, 7071, 6970, 6971
/ sbi n/ modprobe i p_nmasqg_irc.o

#/ sbi n/ modpr obe/ i p_nmasq_vdol i ve. o

#/ sbi n/ modpr obe/ i p_nasq_cuseene. o

#/ sbi n/ nodpr obe/ i p_masq_quake. o

# LOOPBACK

# Unlinmted traffic on the | oopback interface

i pchains -A input -i $LOOPBACK_ | NTERFACE -j ACCEPT
i pchains -A output -i $LOOPBACK_ | NTERFACE -j ACCEPT
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# Network Ghoul s

# Deny access to jerks

# letc/rc.d/rc.firewal | . bl ocked contains a |ist of

# ipchains -A input -i $EXTERNAL_I NTERFACE -s address -j DENY
# rules to block fromany access.

# Refuse any connection from problemsites

#if [ -f /etc/rc.d/rc.firewall.blocked ]; then

# . letc/rc.d/rc.firewall. bl ocked

SPOOFI NG & BAD ADDRESSES
Ref use spoof ed packets.
Ignore blatantly illegal source addresses.

Protect yourself from sending to bad addresses.

H OH OB OB OH®

Ref use spoofed packets pretending to be fromthe external address.

i pchains -A input -i $EXTERNAL_| NTERFACE -s $I PADDR -j DENY -|

# Refuse packets claimng to be to or froma C ass A private network

i pchains -A input -i $EXTERNAL_I NTERFACE -s $CLASS A -j DENY -I

i pchains -A input -i $EXTERNAL_| NTERFACE -d $CLASS A -j DENY -I

i pchains -A output -i $EXTERNAL_I NTERFACE -s $CLASS A -j REJECT -|

i pchains -A output -i $EXTERNAL_I NTERFACE -d $CLASS A -j REJECT -|

# Refuse packets claimng to be to or froma C ass B private network

i pchains -A input -i $EXTERNAL_I NTERFACE -s $CLASS B -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -d $CLASS B -j DENY -l

i pchains -A output -i $EXTERNAL_I NTERFACE -s $CLASS B -j REJECT -|

i pchains -A output -i $EXTERNAL_I NTERFACE -d $CLASS B -j REJECT -|

# Refuse packets claimng to be to or froma C ass C private network

i pchains -A input -i $EXTERNAL_I NTERFACE -s $CLASS C -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -d $CLASS C -j DENY -I

i pchains -A output -i $EXTERNAL_I NTERFACE -s $CLASS C -j REJECT -|

i pchains -A output -i $EXTERNAL_I NTERFACE -d $CLASS C -j REJECT -|

# Refuse packets claimng to be fromthe | oopback interface

i pchains -A input -i $EXTERNAL_| NTERFACE -s $LOOPBACK -j DENY -|

i pchains -A output -i $EXTERNAL_| NTERFACE -s $LOOPBACK -j REJECT -|

# Refuse broadcast address SOURCE packets

i pchains -A input -i $EXTERNAL_| NTERFACE -s $BROADCAST_DEST -j DENY -|
i pchains -A input -i $EXTERNAL_| NTERFACE -d $BROADCAST SRC -j DENY -
# Refuse Class D nmulticast addresses (in.h) (NET-3-HOAMO

# Multicast is illegal as a source address.

# Mul ticast uses UDP.

i pchains -A input -i $EXTERNAL_I NTERFACE -s $CLASS D MULTI CAST -j DENY -I
# Refuse C ass E reserved | P addresses

i pchains -A input -i $EXTERNAL_I| NTERFACE -s $CLASS E RESERVED NET -j DENY -
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# refuse addresses defined as reserved by the | ANA

BOO.* % K L% % kD %k x x Bk % x T K k %k D3 K k & D7 %

# 3L.*x. x . x ) 37.*F.F0F, 390 K F 41 % x k) 42.% % % B8-60.*.* . *

# 65-95.*.*. % 06-126.*.*.*, 197.*. * * 201.*.*.* (?), 217-223.*.* *
i pchains -A input -i $EXTERNAL_I NTERFACE -s 1.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 2.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 5.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 7.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_| NTERFACE -s 23.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 27.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 31.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 37.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 39.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 41.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 42.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 58.0.0.0/7 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 60.0.0.0/8 -j DENY -I

#65: 01000001 - /3 includes 64 - need 65-79 spelled out

i pchains -A input -i $EXTERNAL_| NTERFACE -s 65.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 66.0.0.0/8 -j DENY -I|
i pchains -A input -i $EXTERNAL_| NTERFACE -s 67.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 68.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 69.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 70.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 71.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 72.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 73.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 74.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 75.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 76.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 77.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 78.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 79.0.0.0/8 -j DENY -I

#80: 01010000 - /4 nasks 80-95

i pchains -A input -i $EXTERNAL_| NTERFACE -s 80.0.0.0/4 -j DENY -l
# 96: 01100000 - /4 makses 96-111

i pchains -A input -i $EXTERNAL_| NTERFACE -s 96.0.0.0/4 -j DENY -I|
#126: 01111110 - /3 includes 127 - need 112-126 spelled out

i pchains -A input -i $EXTERNAL_| NTERFACE -s 112.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 113.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 114.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 115.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 116.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 117.0.0.0/8 -j DENY -I
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i pchains -A input -i $EXTERNAL_| NTERFACE -s 118.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 119.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 120.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 121.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 122.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 123.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 124.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 125.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_| NTERFACE -s 126.0.0.0/8 -j DENY -I
#217: 11011001 - /5 includes 216 - need 217-219 spelled out

i pchains -A input -i $EXTERNAL_| NTERFACE -s 217.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_| NTERFACE -s 218.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_|I NTERFACE -s 219.0.0.0/8 -j DENY -I
#223: 11011111 - /6 masks 220-223

i pchains -A input -i $EXTERNAL_| NTERFACE -s 220.0.0.0/6 -j DENY -I

| C\VP

To prevent denial of service attacks based on | CMP bonbs, filter
i ncom ng Redirect (5) and outgoing Destination Unreachable (3).
Not e, however, disabling Destination Unreachable (3) is not
advisable, as it is used to negoti ate packet fragnent size.

For bi-directional ping.

Message Types: Echo_Reply (0), Echo_Request (8)

To prevent attacks, limt the src addresses to your |SP range.

For outgoing traceroute.
Message Types: | NCOM NG Dest_Unreachabl e (3), Time_Exceeded (11)
default UDP base: 33434 to base+nhops-1

For incom ng traceroute.

Message Types: OUTGO NG Dest_Unreachabl e (3), Time_Exceeded (11)

To block this, deny OUTGO NG 3 and 11

echo-reply (pong)

desti nati on-unreachabl e, port-unreachabl e, fragmentation-needed, etc.
sour ce- quench

redi rect

@ gk wo

echo-request (ping)

11: tinme-exceeded

H OHF OH OH OH OHF OH OH OHF OH OH OH OH OH OH OH OH OH K OH OH K R

12: paraneter-probl em

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s $ANYWHERE 0 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s $ANYWHERE 3 -d $I PADDR -j ACCEPT
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i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s $ANYWHERE 4 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s $ANYWHERE 11 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s $ANYWHERE 12 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s 208.164.186.0/24 8 -d $I PADDR -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 0 -d 208. 164.186.0/24 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 3 -d $ANYWHERE -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 4 -d $ANYWHERE -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 8 -d $ANYWHERE -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 12 -d $ANYWHERE -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 11 -d 208.164.186.0/24 -j ACCEPT

# UDP | NCOM NG TRACEROUTE

# traceroute usually uses -S 32769: 65535 -D 33434: 33523
i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \

-s 208.164. 186. 0/ 24 $TRACEROUTE_SRC PORTS \
-d $I PADDR $TRACEROUTE DEST_PORTS -j ACCEPT -
i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \
-s $ANYWHERE $TRACEROUTE SRC PORTS \

-d $I PADDR $TRACEROUTE DEST_PORTS -j DENY -1

# DNS: full server

# server/client to server query or response

i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \
-s $ANYWHERE $UNPRI VPORTS \

-d $I PADDR 53 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $I PADDR 53 \

-d $ANYWHERE $UNPRI VPORTS -j ACCEPT

# DNS client (53)
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i pchains -A input -i $EXTERNAL_I| NTERFACE -p udp \
-s $NAMESERVER 1 53 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $1 PADDR $UNPRI VPORTS \

-d $NAMESERVER 1 53 -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $NAMESERVER 1 53 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $1 PADDR $UNPRI VPORTS \

-d $NAMESERVER 1 53 -j ACCEPT

i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \
-s $NAMESERVER 2 53 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $1 PADDR $UNPRI VPORTS \

-d $NAMESERVER 2 53 -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $NAMESERVER 2 53 \

-d $1 PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $1 PADDR $UNPRI VPORTS \

-d $NAMESERVER 2 53 -j ACCEPT

# TCP accept only on selected ports

i pchains -A input -i $EXTERNAL_| NTERFACE -p tcp \

-s $ANYWHERE $UNPRI VPORTS \

-d $I PADDR 22 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR 22 \

-d $ANYWHERE $UNPRI VPORTS -j ACCEPT

i pchains -A input -i $EXTERNAL_| NTERFACE -p tcp \

-s $ANYWHERE $SSH PORTS \

-d $I PADDR 22 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR 22 \

-d $ANYWHERE $SSH PORTS -j ACCEPT

# SSH client (22)
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i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $SANYWHERE 22 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

-s $1 PADDR $UNPRI VPORTS \

-d $ANYWHERE 22 -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $ANYWHERE 22 \

-d $I PADDR $SSH PORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

-s $I PADDR $SSH PORTS \

-d $ANYWHERE 22 -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $ANYWHERE 80 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

-s $1 PADDR $UNPRI VPORTS \

-d $ANYWHERE 80 -j ACCEPT

# HTTPS client (443)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $ANYWHERE 443 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

-s $1 PADDR $UNPRI VPORTS \

-d $ANYWHERE 443 -j ACCEPT

# POP client (110)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $POP_SERVER 110 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

-s $1 PADDR $UNPRI VPORTS \

-d $POP_SERVER 110 -j ACCEPT

# NNTP NEWS client (119)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
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-s $NEWS_SERVER 119 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $1 PADDR $UNPRI VPORTS \

-d $NEWS_SERVER 119 -j ACCEPT

H*

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $SANYWHERE 79 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

-s $1 PADDR $UNPRI VPORTS \

-d $ANYWHERE 79 -j ACCEPT

H O OH OB OH O H R

H*

# ipchains -A output -i $LOCAL_I NTERFACE 1 -p udp \
# -s $I PADDR 514 \
# -d $SYSLOG SERVER 514 -j ACCEPT

# AUTH server (113)

e

# Reject, rather than deny, the incom ng auth port. (NET-3-HOMO
i pchains -A input -i $EXTERNAL_| NTERFACE -p tcp \

-s $ANYWHERE \

-d $I PADDR 113 -j REJECT

# AUTH client (113)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $ANYWHERE 113 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

-s $1 PADDR $UNPRI VPORTS \

-d $ANYWHERE 113 -j ACCEPT

H O OH OB OH O H R

H*

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $ANYWHERE 25 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

-s $1 PADDR $UNPRI VPORTS \

-d $ANYWHERE 25 -j ACCEPT
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# IRC client (6667)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $ANYWHERE 6667 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

-s $1 PADDR $UNPRI VPORTS \

-d $ANYWHERE 6667 -j ACCEPT

# 1CQ client (4000)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $ANYWHERE 2000: 4000 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $1 PADDR $UNPRI VPORTS \

-d $ANYWHERE 2000: 4000 -j ACCEPT

i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \
-s $ANYWHERE 4000 \

-d $1 PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $1 PADDR $UNPRI VPORTS \

-d $ANYWHERE 4000 -j ACCEPT

# FTP client (20, 21)

# out goi ng request

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $ANYWHERE 21 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

-s $I PADDR $UNPRI VPORTS \

-d $ANYWHERE 21 -j ACCEPT

# NORMAL node data channel

i pchains -A input -i $EXTERNAL_| NTERFACE -p tcp \

-s $ANYWHERE 20 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

# NORMAL node data channel responses

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR $UNPRI VPORTS \

-d $ANYWHERE 20 -j ACCEPT

# PASSI VE npbde data channel creation

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
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-s $I PADDR $UNPRI VPORTS \

-d $ANYWHERE $UNPRI VPORTS -j ACCEPT

# PASSI| VE node data channel responses

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $ANYWHERE $UNPRI VPORTS \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $ANYWHERE 554 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

-s $I PADDR $UNPRI VPORTS \

-d $ANYWHERE 554 -j ACCEPT

# TCP is a nore secure nethod: 7070: 7071

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $ANYWHERE 7070: 7071 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

-s $I PADDR $UNPRI VPORTS \

-d $ANYWHERE 7070: 7071 -j ACCEPT

# UDP is the preferred method: 6970: 6999

# For LAN machi nes, UDP requires the Real Audi o nmasqueradi ng nodul e and
# the i pmasqadm third-party software.

i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \

-s $ANYWHERE $UNPRI VPORTS \

-d $I PADDR 6970: 6999 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \

-s $I PADDR $UNPRI VPORTS \

-d $ANYWHERE $UNPRI VPORTS -j ACCEPT

o
# WHO S client (43)

H omm e e e e e o o -

# ipchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \

# -s SANYWHERE 43 \

# -d $I PADDR $UNPRI VPORTS -j ACCEPT

# ipchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

# -s $| PADDR $UNPRI VPORTS \

# -d $ANYWHERE 43 -j ACCEPT
o

§
8
5
:
:

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
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-s $I PADDR $TRACEROUTE_SRC_PORTS \
-d $ANYWHERE $TRACEROUTE_DEST_PORTS -j ACCEPT

# Unlinmted traffic within the |ocal network.

# Al internal machines have access to the firewall nachine.
ipchains -A input -i $LOCAL_| NTERFACE 1 -s $LOCALNET 1 -j ACCEPT
i pchains -A output -i $LOCAL_| NTERFACE 1 -d $LOCALNET_1 -j ACCEPT

# Masquerade internal traffic.
# Al internal traffic is masqueraded externally.
i pchains -A forward -i $EXTERNAL_I NTERFACE -s $LOCALNET_1 -j MASQ

# Enabl e 1 ogging for sel ected denied packets

i pchains -A input -i $EXTERNAL_| NTERFACE -p tcp \
-d $I PADDR -j DENY -|

i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \
-d $I PADDR $PRI VPORTS -j DENY -|

i pchains -A input -i $EXTERNAL_| NTERFACE -p udp \
-d $1 PADDR $UNPRI VPORTS -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s $ANYWHERE 5 -d $I PADDR -j DENY -1

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s $ANYWHERE 13: 255 -d $I PADDR -j DENY -|

st op)

echo -n "Shutting Firewal ling Services: "

# Renove all existing rules belonging to this filter
i pchains -F

# Reset the default policy of the filter to accept.
i pchains -P input ACCEPT

i pchai ns -P out put ACCEPT

i pchains -P forward ACCEPT

# Reset TCP SYN Cookie Protection to off.

echo 0 >/proc/sys/net/ipv4/tcp_syncookies

# Reset | P spoofing protection to off.

# turn on Source Address Verification

for f in /proc/sys/net/ipvad/conf/*/rp_filter; do
echo 0 > $f

done
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# Reset | CMP Redirect Acceptance to on.

for f in /proc/sys/net/ipv4/conf/*/accept_redirects; do
echo 1 > $f

done

# Reset Source Routed Packets to on

for f in /proc/sys/net/ipv4/conf/*/accept_source_route; do
echo 1 > $f

done

st at us)

echo -n "Now do you show firewal ling stats?"
restart|rel oad)

$0 stop

$0 start

*)

echo "Usage: firewall {start]|stop|status|restart]|reload}"
exit 1

esac

U, EKAMAIASCA O RTAT I, R e i B

[root @eep]# chnod 700 /etc/rc.d/init.d/firewall
[root @eep]# chown 0.0 /etc/rc.d/init.d/firewall

AR KRG ST re.d BT 5

[ root @eep]# chkconfig --add firewal
[root @eep]# chkconfig --1evel 345 firewall on

BUE, AREIB KB SRR AR R SE V 1K init BOELF T (REV K inie 1157
R ER GG | P B R e T A I e eSS A Fl 2 A3k
17

B ARG K, M4

[root @eep]# /etc/rc.d/init.d/firewall stop

LT IaATRr ki, M4

[root @eep]# /etc/rc.d/init.d/firewall start
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TR LT ]

FERMCR i, UREITEZFE—ANHhE, AR E B 4 Nz bl BRI S 2% 145 AA]
Yil)o XA PUEAE “/etc/red/” H FEIEE—ANY “refirewallblocked” (4, Jf
AR KBS 1 LA T A IR sk SE T .

Il firewall JIASCAE (Wi Jete/re.d/init.d/ firewall) , FF240 N LAT R ITEREAT
2y

if [ -f /etc/rc.d/rc.firewall.blocked ]; then
.letc/rc.d/rc.firewall.bl ocked
fi

7 “re.firewall.blocked” XA (touch /etc/rc.d/re.firewallblocked) » F HAE At
FRnaE R AT AR B ZE 1 1P Huhil
il .

204.254.45.9
187.231.11.5

RIS

IR BN S, R IAT U man TS BABE 2

$ i pchai ns(8) - I[P firewall administration
$ ipchains -restore (8) - restore IP firewall chains fromstdin
$ i pchains —save (8) - save IP firewall chains to stdout

IPCHAINS EH T H

N A A TR TTF RS E A, /R PUEIE man PRI E SO LT
e AT I RIS .

ipchains

1pcha1ns FEFRENT, e IS A e AL BT KR E o IXEEHE 43 K 4
Fh IP HNEE, 1P $tisE, 10 BREERH e B,

LY Pk B BRI A E, nTRAER] R I a2

[root @eep] # ipchains —-L
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A Y I PR ERERI T A RUE, MR BAT £, Pra st .

LA Tk R T A A RLE,  WTRMEH] N T -

[ root @eep] # i pchai ns —L i nput

XA 22 A PNEFEEN I S A UE -

LY P F BRI A e, rT MR IR <

[ root @eep]# i pchai ns —L out put

XA 2 51 W PR 0 BT i E

LY Pk B BRI A e, T RAEH] M IR i

[root @eep]# ipchains —L forward

ARSI PR R BEI PR AE . XIERCE T 1P DI ocAT H o

LY e P HBERI BT A Db ReaE , T AT IR

[ root @eep]# i pchai ns —M

A SCVF A PAT AR E 103, IXHRAERCE T 1P ORI ocAT HY o

LY BTk B BEN P A LA i, T MR R i R -

[ root @eep] # i pchai ns —nL

AT DB AS T T RLE « 1P Mt A 1525 DL A IR TE 4T B
ok (EAEGRERGE T, EALELENA, Mg sk 4 e R,
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YRERRHLIR
Bk

FETA IR W] G AT 22k 22 A MLAL IR I 555 R E i, AT B RTE—
M Af 2 TR PR GE XIS . 56, WIPRIEAE RS D2 28 T I B4R
P, REMSIEA TN A . IR I 2 A E R S5 4 b R PRI g PR

VB

h T BRSSO SE AL G, AR R IR A
XL AEALLE RedHat 6.1 25K Y6 AL RedHat/RPMS Hg o

HI R R i S BEA AR BTE R H 5%

[ root @eep]# nount /dev/cdrom /mt/cdroni
[ root @eep]# cd / mt/cdron RedHat / RPMS/

g 2R N A

aut oconf - 2. 13-5. noarch. rpm
mi-1.4-12.i 386.rpm

aut omake- 1. 4-5. noarch. rpm
dev86-0.14.9-1.i 386.rpm

bi son-1.28-1.i386.rpm
byacc-1.9-11.i 386. rpm

cdecl -2.5-9.i386.rpm
cpp-1.1.2-24.i386.rpm
cproto-4.6-2.i386.rpm
ctags-3.2-1.i386.rpm
egcs-1.1.2-24.i386.rpm

El ectricFence-2.1-1.i386.rpm
flex-2.5.4a-7.i386.rpm
gdb-4. 18-4.i 386.rpm
glibc-devel -2.1.2-11.i 386.rpm
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make- 3. 77- 6.1 386. rpm
patch-2.5-9.i386.rpm

T RPM A 2 B R G N i & ot

[root @eep]# rpm-Wh foo-1.0-2.i386.rpm

Fri6 RPM AL 21 DA 2B RGP I i & 2

[root @eep]# rpm-q foo

— B NG ST NAZAE R S5 A B2 e, Az B AT
Al (Giieds. R, 55D o IXR]APRUEBAT ISR AN BEAE R 55 2 L
GRS

EHE “rpm” R R| AT, W0 B, FR PR A AL
I ASBEREE 28k BUE — MR IRSS & 4 i)y, mHE
LA AR d . Mt pm Ay SSEPTH BRI %
PeRIss s L. AL rpm i SWARER K, — & 2 IEBIRIZ 50 X TEn]
Ao IR, AU RURAFER ST ds b2 B A B £ opm F2F, (HAEPTE
WA AT pm R WAL B[R ORI LT

NI i 248 rpm F2 PR B B0 H A

[ root @eep]# nount /dev/fdO /mt/fl oppy/
[root @eep]l# nmv /bin/rpm/mt/floppy
[ root @eep]# unmount /mmt/fl oppy/

HI R R i 38 rpm RE P 0] IR 3 -

[ root @eep]# nount /dev/fdO /mt/fl oppy/
[root @eep]# cp /mt/fl oppy/rpm/bin/
[ root @eep]# umount /mmt/fl oppy/

ER: AEH] pm fr A pm PSS EE, 5N LUS ST A%
e T CZ pm PAFEBEM pm B2 .

J4%ERE  tarballs

RedHat Linux 5& LA RPM XA IER K ATIR . RPM XA, 2 RedHat Linux
RGPS “HAE” o H RPM SATEIERCR AT AT AL A T LR T8 1%
Re. T BORAEIER. RN, fF Unix AL, H “tarballs”  Crargz X RATH
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AR EESE BRRRE . tarballs A& H] “tar” AT DAALPR A i B3 . (HIR 2%
“tarballs” Ft%%E RPM BATRMRIIRZ 1o A AT ARATIEIESE “tarballs” W ?

1. BN ZIFREMZESH “rarballs” SRRATHARN, T A— MBS LA
SEIRATTA AT OB AR S RPM A

2. YIFRAE RATHI RPM AR I, AT TEANENTE AR EA T 4 BAN B
Fs B EAGh 136 AR B P SE P PR TR 2 22 BN PR 75 22

3. RPM Bl A AERIIACEE LA « % RedHat Linux IXFEI A H RAT
] RPM AR 26 Tl PC, a2 L 1386 AR gm0, 1XHE
FEFE o] IAE SR I8 4T .

4. AR N HOF BN T2 I BUKIK RPM AL (HA2IXAT A
AE TR, DUNEEN NI EABECZA—FE1, 1y Hae AT I hEr
6 e ot 83 A A ]

FERGT AT

faf i, FEPWE T EH LT AHAT IR . — A B Ao AR IIE S S
MR “UFARAS Y , XFMESH AR C I EES . MiEaHr “PL” #h
FALEERS (386~ 486, ) W UABATHI ZHEHISCAE . IUAE Linux RGEH AT it
S SR elfo RS 53 2 B S 2 BRUSAC AL LAAS 31— 3EBIRLE o dwBeiEATT,
RN T, (HRRFEIEAREIEF HIEAT, BORIRE W, Bl — Rk
FEITA] 2 R ER B AT AT R (debugging) o

AR5 2 A S e G ESA RS 1 A2 1] AR TE R AR (E AR T

RIRYRIE

A S IR PR I e JEHASOL T, A2 (Pl *.o) 2
PERCHARSCIE (o) SRJE FHEER ORI AT SCA e gnieailnl Ry C “1a”
FEFP) SRSERBER T4

Makefile

Makefile J& HIRERIEGRFER)— Bk GRRRHSH IR Egm PERE ) 5 T Hak ]
DAFE i R R o R (R e A FHAR A IR IS TR —— L 20 B A i 50 g i3
“make” HH Makefile HLyE S “AHICHE” SRR e R IMRLE o) 75 L E W 126
RTINS AR AR, A REEEHgmie—N SUR S T
FERORAT 7, AN EER TS E 1. 1HT R Makefile (1% UK LA T2 TAB
FRAE R TRT, AT
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B\ HERHTA
BSE 5 IES

AT AFRSCHT Cod) BERRRER?, IEn LU e 80% CH AR SO RS SD
B AN BEERE R RGO RRBURE (A Im ORI, H T RIS C
PP B BRBAED o ATPIRIBERAE R B 3 s CRRBi H AR
FERIAHATICA D I3 REFPsAT IR A fER B ASEND) o G i) T
HATARK BB 0 R IX I Ry 2035 B LB o

T

PARTAN T FHRAEIE rT AT SCARA, AN B PR . IUAE AR
TRET, W REIAAT AT, MR — MBI YA . Larry Warry
K1 “patch” REFPBE A T3 H . REFPRRAS IR SR AL T LURAT AN 33 A0 5K,
I FHANE RHRAS BAT AN R BA T

YRIFFNGERED HIAYEEIR

AIRZ IR N2 FHEOX AT, W AETR AN DLGEEAHR S
TR R R A U e A o 00 8 T SR T R B Sk o TEVES IR S 4R
(unreferenced symbols) I8 ¥ L HEREIN R L), PrAERG & — T RGP AR H %
BN ELH) R AN — S8 T L

it

PR SARZ2 T T AT . AT ] AAEEA RS oI AR ), XAl LA
FIEREPISAT PRGSO IR — AR, R rT AEGRIAE A) TP REEEA
=t ARACEAIL [ HEAT IEAALE AT B T R AUl . I
FEERRITIA T H
YRR

P8 NI R EA T BE S e — SO iy K PR 2B ik 55w A o
X a2l A i, o2 Unix ARAMINTH A AE S FRAAFEK) Unix
AN R 2B

TENRSS e LRI 22258 “tarballs” BATEL OIS RELN T -

HICANE ] FE ) A N “tarball” o
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PEGELZ R, BB ¢ var/tmp” H CHUERJHZMATLL) 5 B root B3 1Y
SR “rar” ar R, Bl

[root @eep]# tar xzpf foo.tar.gz

XA AT R “footargz” XA

®  “x” REIUUF tar I 4 S

® 7 IR tar I SCTEH] gzip IS4 T
®  “p” IEITEF tar TR B SCAFRIRLER

®  “f7 IEMIEYF tar N MSEGEA A

“tarball” IR )5, BUETEAIN H 43 “README” Al “INSTALL”
Ao BRTEIR S S AIE W G PR 22 B A T . AR AT BE SIS AT R Ay
A,

3

./lconfigure
meke
meke install

“./configure” AW KA AT B LAMRIE RS H A A TSm0 B R A%
“make” FEFTA IIIEARRS SO Gmid B BB IS, “ make install” HE B SO
BN S BERIAAN I H . He A R LB M 2 b

make depend
strip

chown

“make depend” Ay AEANF I SCAF L TASENIARICNE . “strip” i M HARSCHF
G R R R o AR e A B iSOt o B, AT DA iR R R RE
“chown” fir &4 —BEHISCIBOE GG M BT & AL I BLRR .

FER: AR RSS2 AT T S A AR S 2 [ 2

PP S IUEAN S B ORI E AR, nT DRSS A DR, XGRS 4 2 5E
HAFERUTS DL SCESR EAE Intranet/Internet FENEATFAFERIf (D, KEPELEE. N
T ORISR B 2 AT AT RE S ssh X telneto S HNEAT AT RE LS Tripware KA
Bh Z# g8 P G R ge b SRR AR L o
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FBNE: RAREKHF—LINUX SXID

Rt

Linux sXid

BEA

sXid /&> SUID/SGID Fe/F MM IERET, v cron ® HIE1T. &
Al LEREE SUID/SGID SOk H 36117404k o dn A IAT A 2484k, e B T3
SUID/SGID 30 H 5%, JEKARE SUID (IR P4 S SUID T, ol
SUID/SGID /7 AR B & L T84k, sXid B2t S Ay 2478 email $i
AR EARAY,  sXid 23 A B SE A E SUID/SGID R AT 45 I 4045 Rk S 25 1R o
N B2 )5, MnUARHEE T, B2 AsaIRes—) T1E.

pE I T

NHFTA A Unix FEAM 2

UREEARHS R« Jvar/tmp” CHIRAESEBRIG LB o DU B2 .
LR RedHat Linux 6.1 FIIELL .

LEH “root” HIP AT %3¢

sXid IIRRASIE: 4.0.1,

B RIRIR

sXid [¥) FTP %l f&i: ftp://marcus.seva.net/pub/sxid/ .

A sxid_4_0_1_tar.gz IXANHAFAL,
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FBNE: RAREKHF—LINUX SXID
RESHEEETFERCIE

U Gm I R AN G 8 Ja A5k R T SRR, ARG “diff” dd2
ELA AT, e L v P 22 30 e B s A e A o B A A E S 122 T
BT R “find /* >sxid1”, TEmIFFIEC A 2 JGIs T a4 “find /* > sxid2”
a4 “diff sxidl sxid2 > sxid” H AR

RIFFNLLE

AT (targz) RS-

[root @leep]# cp sxid_version_tar.gz /var/tnp/
[root @eep]# cd /var/tnp
[root @eep]# tar xzpf sxid_version_tar.gz

GRiEFNAEAL
HF) oXid BT HE T, BT PR

meke install

AT A BB, CRUESEHIER R R B0, TN ROIRE 74
PERCRT AT I BRSO pE, HAE,  eBaX e T kRSO s TR AN R T
BRI F 2 RIRN I H 3R

HERA D E RS

[root @eep]# cd /var/tnp
[root @eep]# rm-rf sxid-version/ sxid_version_tar.gz

“rm” SR BT K12 AN 228 sXid BAT BT IRUESCE,  IFHE sXid B
4 B o

BLE

A LARIIX L N3 “foppy.tez” 3CAF:

http://pages.infinit.net/lotus1/doc/opti/floppy.tez. & “floppy.tez” AT L G, 7]
PATERI NG H s N A AT HERRA A A A B A OB E SO IR0
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FBNE: RAREKHF—LINUX SXID

LT LHOH A SOX LS, B 9% DRI IR A e A RS B B S 2. A
EORATH A Cal T ARG B S DL, ARAR 22y H DB B ST
HATHCESCPHP DRIERAI H 5 o N IPRERAR B .

K TIBAT sXid, WAILE “/ete” Hak FOIEE “sxid.conf” BEE IR “sxid.conf”
S VLR “Jere” HE T o AILAE “floppy.tez” M2 G, 2] “sxid.conf” SCHF,
FEHE LR “ferc” HFET, B3 VORI 57 AT HERIG . “sxid.conf”
A

Bl'E Jetc/sxid.conf Xt

7 sXid AL E AE “Jete/sxid.conf” H, WLABEE sXid FEFPK—SSE IRz, T
Jrae IXEEHRAR ] B ELLEAH DY 3 7 # R E RS IR 4 .

F—0 RIETT G “sxid.conf” X (vi Jete/sxid.conf) o

# Configuration file for sXid

# Note that all directories nmust be absolute with no trailing /'s
# Where to begin our file search

SEARCH = "/ "

# Wi ch subdirectories to exclude from searching

EXCLUDE = "/proc /mt /cdrom/fl oppy"

# Who to send reports to

EMAIL = "root"

# Al ways send reports, even when there are no changes?
ALVWAYS_NOTI FY = "no"

# Where to keep interimlogs. This will rotate 'x' nunber of
# tinmes based on KEEP_LOGS bel ow

LOG FI LE = "/var/l og/ sxi d. | og"

# How nmany | ogs to keep

KEEP_LOGS = "5"

# Rotate the | ogs even when there are no changes?
ALWAYS_ROTATE = "no"

# Directories where +s is forbidden (these are searched
# even if not explicitly in SEARCH), EXCLUDE rul es apply
FORBI DDEN = "/ hone /t np"

# Renove (-s) files found in forbidden directories?
ENFORCE = "yes"

# This inplies ALMAYS NOTIFY. It will send a full list of
# entries along with the changes

LI STALL = "no"

# lgnore entries for directories in these paths

# (this neans that only files will be recorded, you

# can effectively ignore all directory entries by

# setting this to "/"). The default is /honme since
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# sone systens have /hone g+s.

| GNORE_DI RS = "/ hone"

# File that contains a list of (each on it's own |ine)

of other files that sxid should nonitor. This is useful
for files that aren't +s, but relate to system
integrity (tcpd, inetd, apache...).

EXTRA LI ST = "/etc/sxid.list"

Mail program This changes the default conpiled in
mailer for reports. You only need this if you have changed
it's location and don't want to reconpile sxid.

MAI L_PROG = "/usr/bin/mil"

H OH O OH OH OH OB OH®

b AE “root” W crontab (R E R T K —284F4%) HoinN—T, ¢ sXid
VEA—IE B TAE.

sXid ¥ crond daemon 1847 . ‘EFHEREE SUID/SGID SCAEES H sk AT 284k,
Fetm: A5 T SUID/SGID 3. SUID/SGID U7 IR PR R N 287215 &
AT T H, sXid SHXEAR R Hisk . 3 sXid i BIH AT TS+,
NI 294 crontab:

[root @leep]# crontab -e

IMANIZ AT 2

# Sanple crontab entry to run every day at 4am
04 * * * [usr/bin/sxid

EZ KR
URAR A FR AN IR nT LU man iy A BY UL, SREGHISCLE B -
$ man sxid.conf (5) — sXid [FJHCE 5 E

$ man sxid (1) — WA A3k SUID/SGID SCAFATH 3% .

sXid IEETERE

sXid A& FERMON & HIPATIHITSS (cronjob) 84T FERMINEIT—IR, W
Vi ) T KRS A RERELS T IR . WA LT TIE1Te,

H T4, T L1847 sXid:

[root @eep]# sxid -k
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gyt v] e IXAE -

sXid Vers : 4.0.1

Check run : Wed Dec 29 12:40:32 1999
This host : mail.openarch. com

Spot check : /home/adm n

Excluding : /proc /mmt /cdrom /fl oppy
Ignore Dirs: /home

For bi dden : /hone /tnp

No changes found

AR 20T H s AT T H ke AERH G0, AR email #1545
R, FURTEASHERTE (stdout) IWongh

RIREI ARG HRIXH

/ et ¢/ sxi d. conf
/fusr/bin/sxid

/fusr/man/ manl/sxid. 1

VvV V V V

/usr/ man/ man5/ sxi d. conf . 5
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Linux SSH1 Client/Server

BEiz

SSH (Secure Shell) #&%: rlogin Fl rsh IXFERIAN LA (PR EGSFL T AL T,
S LA KA M SSH B T8 ki 4, EAMUE 24 s i 6 ok i
J77, 1 Ho R P R 2% LA — IR AR . B ek s IR,
IRBm I S LR s, RO “HERSCERE #ar S, DAORIIE
HAni) 22 A SSH1 o RIIEF AL AN B ] ORI R ML ] 5 5 4 S 2 )

AT A EE 2, FATHE sshdl daemon BB S HF tep-wrappers (inetd

GRS5a) o SSH2 ISt ny, (ERBAEHINE i AVl Pl RS BATIHR 2
I RIRRAS Y SSH HURCE,, (HA2IE R B SSH1 (93D AN SSH2 (R

pE I T

NHFTA A Unix FEAM 2

UREEARHR R Jvar/tmp”  CHSRAESEBRIG L o DU B2 .
LR RedHat Linux 6.1 FIIELL .

LEH “root” HIP AT %3¢

sshl (IRRASIE 1.2.27,

B RIFRIR

SSH1 M ETT: http://www.ssh.fi/ .

T ssh-1.2.27.tar.gzo

REDHEFREERYE)M

IO PE TR e A — SR RGP T OB, KA “dift” i 2
AT, FH LA (R ZE 00 0 2 AR A2 e E W . B R PR G i T
14T N4 “find /* >sshl” , fEGRFE RSB 2 JRISATfr % “find /* > ssh2”,
a4 “diff sshl ssh2 > ssh” AR
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RNt

ORI Ctargz) fRIE4A:

[root @eep]# cp ssh-version.tar.gz /var/tnp
[root @eep]# cd /var/tnp

[root @eep]# tar xzpf ssh-version.tar.gz

AL
W) ssht IOBTH R, BB 2 04 25

CC="egcs" \

CFLAGS="-® -funroll-loops -ffast-math -mali gn-doubl e -nctpu=penti unpro
-mar ch=pentiunpro -fomnit-frame-pointer -fno-exceptions" \
./configure \

--prefix=/usr \

--with-etcdir=/etc/ssh \

--without-idea \

- - enabl e-war ni ngs \

--without-rsh \

--with-1ibwap \

--di sabl e-server-port-forwardings \

--di sabl e-client-port-forwardings \

--di sabl e-server-x11-forwardi ng \

--di sabl e-client-x11-forwardi ng \

--di sabl e-sui d-ssh

XS i s A R i 5 SSH1 -

© G H R RSB )

® (EfifiH] gec/eges I, AH-Wall IR K

® TEALFIEIL N AZIY rsh fir4

® Y lEIESZHY libwrap (tep_wrappers)

® & LRSS LT I (X11 RSN ek (port forwarding)
® XA PHL LA M (X11 BRAN Hk (port forwarding)
® IR bdrds X1 Bk
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® PP X1k
® %% ssh AN SUID 47

GwEH N2

[root @eep] # nake cl ean
[ root @eep] # nake
[ root @eep]# nake install

“make clean” , MHIBRETA LAY SwiE 1 I B8 R R ] S0, DAk A A £,
Pt “make” iy Q\Tﬁdﬁf}?ﬁ AT AT BERIFE Y, )5 “make install” ZZBEHK
o

RN Z SO
FH I T MR AN A B2 S

[root @eep]# cd /var/tnp

[root @eep]# rm-rf sshl-version/ ssh-version.tar.gz

“rm” A MR T G AN 2225€ SSH Il SRR, I HAE SSH1 #ATH) s
A M B

BCE

ATLABE S R “foppy.tez” ST
http://pages.infinit.net/lotus1/doc/opti/floppy.tez. & “floppy.tgz” XHAEITZ G, Al
DAFEARD ) H 3% N A BA T EIZ A A A A P A R B SO SRR
TP LA OX S, s HI#S DRIt e TR S &b 25, A
EORATH A Cal T ARG B S DL, ARER 22 H DB B ST
HACHC B S DREM R o B o N IRRE RSB .

N T84T SSH1 Client/Server, WAZR BT T I SCATF5 DLRIFIN A H xR
® ! “sshd_config” SCIFHEILE] “ /etc/ssh” HET
® ! “ssh_config” SUAFHE UIF] “/etc/ssh” H3T

W LT “floppy.tgz” filflks 2 Ji, KB EIBIHORKISCIE, IFP5 U] “/etc/ssh”
H 1, BE P DURG IR T i AAS TS o BRI 1
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BiE /letc/sshissh_config ({4

“/etc/ssh/ssh_config” & sshl (IBCE SCHF, VPR E Sk IER AR ) ikt
FPREATIrae IR SRR AT AL “ O8I — {8 MIULES, Horp “OCHEHR” 2
RMEKNE o TN IHZH R TS O8N, H man ar S EFWBIHT (ssh (1)
ATLAS RN R 515K

iR “ssh_config” A (vi /etc/ssh/ssh_config) » JMA:

# Site-wide defaults for various options
Host *

For war dAgent no

Forwar dX11 no

Rhost sAut henti cati on no
Rhost sRSAAut henti cati on no
RSAAut henti cati on yes

TI SAut henti cati on no

Passwor dAut henti cati on yes
Fal | BackToRsh no

UseRsh no

Bat chMbde no

Conpr essi on yes

Strict Host KeyChecki ng no
IdentityFile ~/.ssh/identity
Port 22

KeepAlive yes

Ci pher bl owfi sh

EscapeChar ~

N HRAT YL A
Host *
HEI “Host” RN REMSVLACIA 7 H T EHE R “*” FonBr i S L.
ForwardAgent no

“ForwardAgent” W EIEFE AU (WIERAFAE) Hekammfevt bl
ForwardX11 no

“ForwardX11” BE X11 EEHE S #E B30 e n) B 241l iE A on e
(DISPLAY set) o

RhostsAuthentication no
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“RhostsAuthentication” & ESE T HEET thosts [ IE
RhostsRSAAuthentication no

“RhostsRSA Authentication " B A& 38 F FH RSA VAL T rhosts 1224 K0 1E
RSAAuthentication yes

“RSAAuthentication” 5 ELA& 77 H RSA BIERIAT 2250 00E
TISAuthentication no

“TISAuthentication” W E &L TIS 4%k,
PasswordAuthentication yes

“PasswordAuthentication” 15 B A& 8 H A0 IE
FallBackToRsh no

“FallBackToRsh” #E WA H] ssh B4 H AR D2 5 A B I rsho
UseRsh no

“UseRsh” WE GRS HHENL LA “dogin/tsh” .
BatchMode no

“BatchMode” WA “yes” , passphrase/password (A& H.AHIA L) 14
AR AREASH A A IR, IXASE IO JASC AL AR BEAT 55+
A

Compression yes
“Compression” BB AT H4E o HAA e H il (5 d i
StrictHostKeyChecking no

“StrictHostKeyChecking” WA E L “yes” , ssh stAZ A BT AL %
A “$HOME/ ssh/known_hosts” ({1, Jf H—HIFMEHLSRORE T4, Hidh
YIERL

IdentityFile ~/.ssh/identity
“IdentityFile” ¥ E MBIRAN ST U P ) RSA 2430 UEbR i
Port 22

“Port” BLELEFEFIZAL LN H .
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KeepAlive yes

“KeepAlive” Wi RAUETRIE “keep alive” MM, WK “keep alive” (1]
WL WSER R BT — & NN, SRR S e 2.

Cipher blowfish
“Cipher” ¥ I3 F 309,
EscapeChar ~

“EscapeChar” 15E escape F 1o

BtE /letc/sshisshd_config ({4

“/etc/ssh/sshd_config” J& sshdl FUBCE SCAE, FOFR B IEDTNARIX S daemon
R3eAT e AR RE—AT R O8N —8” IMULHS, o “OCHkE” & 20K
NER) . NHAIHRE & R E IO, H man fg @ EAHTRIIL (sshd (8)) AT
(GETIERARORTIE N

iR “sshd_config” U (vi /etc/ssh/sshd_config) » JIA:

# This is ssh server systemn de configuration file.
Port 22

Li stenAddress 192.168.1.1
Host Key /etc/ssh/ ssh_host _key
Randonteed /et c/ssh/ ssh_random seed
ServerKeyBits 1024

Logi nGraceTi ne 600
KeyRegener ati onl nterval 3600
Per m t Root Logi n no

I gnor eRhost's yes

Strict Mbdes yes

Qui et Mbde no

X11Forwardi ng no

Fasci st Loggi ng no

Print Motd yes

KeepAlive yes

Sysl ogFacility AUTH

Rhost sAut henti cati on no

Rhost sRSAAut henti cati on no
RSAAut henti cati on yes

Passwor dAut henti cati on yes
Per m t Enpt yPasswor ds no

Al owUsers admin

Al owHosts 192.168.1.4
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AT U A IR
Port 22

“Port” W& sshd W T 13 5
ListenAddress 192.168.1.1

“ListenAddress” 1% & sshd JRGs 840 1] 1P Huhk,
HostKey /etc/ssh/ssh_host_key

“HostKey” W B E THENIFANE LI ST
RandomSeed /etc/ssh/ssh_random_seed

“RandomSeed” A RF5AF VL EBEHLE IR 1, XA SCA - s G A0 B8 o
ServerKeyBits 1024

“ServerKeyBits” & XM 55 a5 LI Lo
LoginGraceTime 600

“LoginGraceTime” BEEUWHRH P ABE I E S, FEVIWER: 2 B R 5548 5 B a5
FREISTa] CLARD g Bf7)

KeyRegenerationInterval 3600

“KeyRegenerationlnterval” WEAE 2 /DI 2 5 AN BB ARG 23 1L CaniR
iR o T R R IE A T BT 1 FH 3 (1 %85 R i R T IR

PermitRootLogin no

“PermitRootLogin” & & root EARE ssh H 3o IXANEI—E AN LR “yes” o
IgnoreRhosts yes

“IgnoreRhosts” B ELIG UL & A “rhosts” F “shosts” SCAFs

StrictModes yes

“StrictModes” T B ssh FEFRINCE SKIH K Z Ak H 7 5 H s Fil thosts X
PIRPRFNT AR . Xl Z N E, PUAH T S A i H SRS 5 o
NI SRR

QuietMode no
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“QuietMode” WHERGETT “Liff” Mg, 78 “&i” B, REHER
SCAFER TR AN, ANEsR BRI

X11Forwarding no
“X11Forwarding” % E A& FLVF X11 K.
FascistLogging no

“FascistLogging” WEEMT TR k. RS R RIALH T EEFL, Pl
A
PrintMotd yes
“PrintMotd” W& sshd JE 17 7EH PSR IIHE B/ “/etc/motd” FHIE B
KeepAlive yes

“KeepAlive” WHEHRIIETTKIE “keep alive” IR, WHRKIE “keep alive” )
MR, WANEBRINEE A — SR, SURE SR,

SyslogFacility AUTH
“SyslogFacility” WE ALK H sshd FITH RN, JEATZ5H “facility code” -
RhostsAuthentication no

“RhostsAuthentication” ¥ E HH rhosts 8% “ /etc/hosts.equiv” BT % A HIE & 77
[REZSY IR A

RhostsRSAAuthentication no

“RhostsRSA” W B 1E15 LV rhosts 8% “ /etc/ hosts.equiv”’ L RSA #4724
’\_\L)UTE o

RSAAuthentication yes

“RSAAuthentication” % B &1 FLVF A RSA ZA&KHIE,
PasswordAuthentication yes

“PasswordAuthentication” ¥ B A& 15 SLVF A5 IE
PermitEmptyPasswords no

“PermitEmptyPasswords” B E A&7 SLVFH H 4 23 K56 5% o

AllowUsers admin
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“AllowUsers” I J& 0 A LERAATE BRI A HIVEEC R (patterns) BY
user@host IXFEMIULHC R, IXELFARF BB 2B . M4 nT LUE DNS 4488 1P Hihik,

AllowHosts 192.168.1.4

“AllowHosts” )5 T AJ LARRAG AF 2 A5t 1) EHLAA IR VL IE H (patterns) Hh
2SRRI WERVE T, HAEH “shosts” o “.thosts” Fl “ /etc/hosts.quiv” H
LI LA RIIEACH (patterns) HEAFUCHL. 2P LI M4 BERIRE R B - skt
SCAFR I AL o AR VLA ABEXT Y, ZER] 1P Hbdil,

Bl E sshd {#31# ] TCP-WRAPPERS inetd ## %% IR %-2%

TCP-WRAPPERS KB shH115: 1 F sshdl HkGs. 24 inetd IB1 TG, B2 MC &
S (CERIAK “ete/inetd.conf” ) FIRARCEAS B ERCE S AE—AT AN R]IT
&M TAB 875850 IT o

sk

ke “inetd.conf” XA (vi /etc/inetd.conf) FENIAIX—4T:
ssh streamtcp nowait root /usr/shin/tcpd sshd -i

ER: “H47 SHUREZL, B sshd B4 inetd BT fEMARX—AT/E, 18
& I%—A~ SIGHUP {55 (killall -HUP inetd) SKEEHT “inetd.conf” SCfF-

[root @eep /root]# killall -HUP inetd

sy — 1

GO
it “hosts.allow” X (vi /etc/hosts.allow) FFIIANIX—T:

sshd: 192.168.1.4 w n. openarch. com

XTI TP HihER “192.168.1.47 , THLHAN “win.openarch.com” [ITHEHL
SV ssh v i) RSS2 o

NHIXAE “daemon” FAFHT (T TCP-WRAPPERS) # sshd1 f#i ]

sshdf wd- X11 ( fif/ 251k X11 # %) .
sshdf wd- <port - nunber > (TCP#%).
sshdf wd- <por t - name> (port-name 7£/ etc/ servi ces & X. T TCP#X).

R WCORUERAEH] ssh, @ BEUFEFTA MRS 4% Lo IR G 2k ss as
M—B AL NS HIAE I, iR B A% st
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FEEAi g
TR AR A FREN PR T LA man fy & A8 B0, BRUHSME L :
$ man ssh-add1 (1) — Z5Z2WUFFACELIN FARIR
$ man ssh-agent1 (1) — ZAKHIFRHE
$ man ssh-keygenl (1) — ZERZEAIAIE )% Rk
$ man ssh1 (1) — SSH H% i/ CRFEEsR)

$ man sshd1 (8) — SSH ) daemon

SSH1 S8R PFEE

B—P
NAHAR S5 25 QURAAAT A2 e, AT R I 2

[ root @eep]# su usernane

[ usernane@leep] $ ssh-keygenl

BT, W HORI S R ] e

Initializing random nunber generator...

Generating P ..o ++ (di stance 430)
Generating q: ..........c. .. ++ (di stance 456)
Conputing the keys...

Testing the keys...

Key generation conpl ete.

Enter file in which to save the key (/hone/usernane/.ssh/identity):

3
Ent er passphrase:
Enter the sane passphrase again:

Your identification has been saved in /hone/usernane/.ssh/identity.

Your public key is:
1024 37

(% TFE%E

1493775751125195553369112031847729386229004939471513651114580610887000176437

8494676831

2975778431585322723612061006231460440536487184367748423324091941848098890786

0997175244

4697758964712775703072877997370856999301704314156353633306888894403817846160

8592483844

175



BHE: RELRLSHRM—LINUX SSH1 CLIENT/SERVER

590202154102756903055846534063365635584899765402181

user nane@leep. openar ch. com
Your public key has been saved in /hone/usernane/.ssh/identity. pub

FE: WERA 2K S TN B S G — M.
PRATEESE NN I R 55 s Qe

® Mail IR554%

® Web %54

LRGP NIE

XV IR LR S AR B T BRI U5 1), i, AN SevFH] Mail HR S5 &0k 57 ikl
Web 55 A B M55 A% o AR n] ARSI 2 axth,  RIERD SRR R AT — A
WA T, WA IR E RS

=D

TEAHURI A %R (identity.pub) #8 DIZIEHE ALK “ /home/username/.ssh” H
x K, i, fEH “authorized_keys” XN

TR $ VU AT fip 5%, 53— DNIMIEE A HIERLA email (2
7 “~/.ssh/identity.pub” SCAFIINEE) K4 RAE B L.

WAGEEAREVT IRV, AT EE AR NI LS v AR T
® ZHx

® “~/ssh” Hx

®  “~/ssh/authorized_keys” CIF

HAE A EAAF G Mg — M1, ZIHX SRR, AT 2
%ﬁ—F:

[ adnmi n@leep] $ cd

[adm n@eep admin]$ Is -1d . .ssh .ssh/authorized_keys
drwx------ 5 admin admin 1024 Nov 28 07:05 .

drwxr-xr-x 2 admin admin 1024 Nov 29 00:02 . ssh

-rwr--r-- 1 admin adnmin 342 Nov 29 00:02 .ssh/authorized_keys
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(A pass-phrase {RIZRLK) L4

o b« —p” ZHH) “sshkeygen” 7%, FEATATINEHASA] LAXAE pass-phrase.
M NI @4, U8 pass-phrase:

[ root @leep]# su usernane
[user nane@eep] $ ssh-keygenl —p

Enter file key is in (/home/usernane/.ssh/identity): [ FHl%45
Enter ol d passphrase:

Key has comment 'usernanme@eep. openarch. com

Ent er new passphrase:

Enter the same passphrase again:

Your identification has been saved with the new passphrase.

SSH1 ARIR

N LR BRI a2, BRIETIRZIE ML, HiEdl
HfE B T AT man B 0B e 30

ssh1

ssh1 (Secure Shell) A& HIRE SRV HEHN AR THENL AT 2 IR .
”Eﬁﬁﬁﬁm@ﬁmm,H&TT§%MM%%ﬁTE%éﬁﬁMZE%ﬁ§%
RIS EAS T X111 A TCP/IP Ui 11 A] DL /31— 24 il i B

RN Tk T g WK1

[ root @eep]# sshl <l ogi n_nanme> <host nane>

i -

[ root @eep]# sshl usernane www. openar ch. com

user nane@leep. openar ch. conli s passwor d:

Last login: Tue COct 19 1999 18:13:00 -0400 from gate. openarch. com
Wel cone t o www. openar ch. com on Deepf orest.

<login_name> & RG>k ssh k854 )7 44, <hostname>s2& ssh JIkR554% AL
SELLRI
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scp1

A DUHIEA iy A E AT AL DB R TSR, B ez, HAanlbl
FEN B IR EHLZ ] “sep1” ar#8 UISCHF. JERCFE =N APPSR =4
H SRR —ANR] L R 50 R

HI R R i ST MG RE RS D RIAB L E

[ root @leep]# su usernane
[usernane@leep] $ scpl -p <l ogi n_nane@ostnane>:/dir/for/file

localdir/to/filelocation

fitn:

[user nane@leep] $ scpl -p usernane@mil:/etc/testl /tnp
Ent er passphrase for RSA key 'usernane@mil . openarch. com :
testl | 2 KB| 2.0 kB/s | ETA: 00:00:00 | 100%

JR IR i 2SO AASHE AT DRI iE AL L

[ root @leep]# su usernane
[usernane@leep] $ scpl -p localdir/to/filelocation
<user nane@ost nane>: /dir/for/file

fitn:

[user nane@leep] $ scpl -p /usr/bin/test2 usernane@mil:/var/tnp
usernane@mi |l ' s password:
test2 | 7 KB| 7.9 kB/s | ETA: 00:00:00 | 100%

TR “p” PRI ST SR ) I Ta] Jg P LA R, AEFS DU RS
DRPE o 0 T XA o

RIRBI ARG HRIXH

/etcl/ssh

/et c/ssh/ssh_host _key

/et c/ ssh/ssh_host _key. pub
/etc/ssh/ssh_config
/etc/ssh/sshd_config

/root/.ssh

V V V V V V V

/root/.ssh/random seed
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> [usr/bin/sshl

> [usr/bin/ssh

/usr/bin/slogin

/usr/ bi n/ ssh-keygenl

[ usr/ bi n/ ssh-keygen
/usr/bin/ssh-agent1l

[ usr/ bi n/ ssh-agent

[ usr/bin/ssh-addl

[ usr/ bi n/ ssh-add

/usr/bin/scpl

/usr/bin/scp

[ usr/ bi n/ make- ssh- known- host s1
[ usr/ bi n/ make- ssh- known- host s
/usr/ man/ manl/scpl. 1

/usr/ man/ manl/ ssh- keygenl. 1
/usr/ man/ manl/ ssh- keygen. 1
/usr/ man/ manl/ ssh-agent 1.1
/usr/ man/ manl/ ssh-agent. 1

[ usr/ man/ manl/ ssh-addl. 1

[ usr/ man/ manl/ ssh-add. 1

/usr/ man/ manl/scp. 1

/usr/ man/ manl/ sl oginl. 1

/usr/ man/ manl/slogin. 1

/usr/ man/ manl/sshl.1

[usr/ man/ manl/ssh. 1

[ usr/ man/ manl/ make- ssh- known- hosts1. 1
[ usr/ man/ manl/ meke- ssh- known- hosts. 1
[ usr/ man/ man8/ sshdl. 8

[ usr/ man/ man8/ sshd. 8

[ usr/sbin/sshdl

V V V vV V V V V V V V V V V V V V V V V V V V V V V V V V

/usr/ sbin/sshd

Windows & FBY% % SSH TR IEF

putty

PuTTY & Win32 ‘-4 _E(FF Win95 F1 WinNT 280, HE5i7E Win98 F1 Win2000
FWIEATAHRER) IR 2R1 telnet FIT SSH FE7,

L7 GG

Putty FUL:  http://www.chiark.greenend.org.uk/~sgtatham/putty.html,
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Tera Term Pro A1 TTSSH

TTSSH & Windows V-5 52 SSH % FEF . ' JEAF A Teraterm Pro ) DLL
ik o Teraterm Pro & Windows V-5 _FAEF LTS 1) Fa o i U AR AT telnet 25 FET
TTSSH 1475 Teraterm Pro LA SSH [ INBEIN A 520 Teraterm Pro (RS, TTSSH
AU N, e R ny DS R 1.

KHa
Teraterm Pro 3T http://hp.vector.co.ip/authors/VA002416/ teraterm.html

TTSSH [FTT:  http://www.zip.com.au/~roca/download.html
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Linux SSH2 Cient/Server

BEiz
SSH2 JEfi AN A — S NIAEfE AT e, PrCABATHBA 24— | SSH2 HYL
Ho N TIRIEZRYE, FRATHE sshd2 BCE SR top-wrappers (inetd #EZRSS#) ©

pE I

NHFTA A Unix FEAM 2

UREEARHS R var/tmp” CHSRAESEBRIG L o DU B2
LR RedHat Linux 6.1 FIIELL .

LEH “root” HIP AT %3¢

ssh2 [FIARAS & 2.0.134

B RIHRIR

SSH2 E@Eﬁ% http://www.ssh.fi/

T ssh-2.0.13.tar.gz

RERHEFREERYE)M

IO PRI MR e HA— sk RGP T SO IIPIEE, KA “dift” i 2
AT, R H LA (R 200 0 2 AR A2 e el . B R PR G i T
14T N4 “find /* >sshl” , fEGRFE RSB 2 JRISATfr % “find /* > ssh2”,
a4 “diff sshl ssh2 > ssh” AR

RIFFNLLE

AT (targz) RS-
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[root @eep]# cp ssh-version.tar.gz /var/tnp
[root @eep]# cd /var/tnp

[root @eep]# tar xzpf ssh-version.tar.gz

g AL
HE) sshl (03T HRF, Se BB PR I B4

CC="egcs" \

CFLAGS="-® -funroll-loops -ffast-math -mali gn-doubl e -nctpu=penti unpro
-mar ch=pentiunpro -fomt-frame-
poi nter -fno-exceptions” \
./configure \

--prefix=/usr \

--w t hout - ssh-agent 1- conpat \
--di sabl e-sui d- ssh-si gner \

--di sabl e-tcp-port-forwardi ng \
--di sabl e- X11-f orwardi ng \
--enabl e-tcp-nodel ay \

--with-1ibw ap
IXBCY 1R H0 A VR 1R A WA G 19 SSH2:
®  [RFFAHI ssh-agentl [KIFHEFF
® %% ssh-signer ANBEE SUID A7
® ZE b 14K (port forwarding)
® ZEIbX11 %k (X11 forwarding)
® {fi TCP_NODELAY ] socket IR
® i L libwrap Ctep_wrappers) [+
G N T A2

[root @eep] # nake cl ean
[ root @eep] # nake
[ root @leep]# nmake install

“make clean” , MHIBRATE LARTSmisE s B R R I TR S, DB Tl £ iR,
B H “make” a2 ORI PE R T HATI 3RS, BeS “make install” 23
wAt
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B RRANLE IS
FH T i MR AN 6 ) S+

[root @eep]# cd /var/tnp
[root @eep]# rm-rf ssh2-version/ ssh-version.tar.gz

“rm” TS MIBR BT G AT 2% SSH2 Pl BERIUERE S, I HAT SSH2 A 1
A OB o

BLE

A PARIX 2R3 “floppy.tgz” A
http://pages.infinit.net/lotus1/doc/opti/floppy.tez. & “floppy.tez” AFMEIT LG, 7]
PAERI NG H SN A EAT THERRA A A A B A OB E SO IR
TP TIPS, B T VORISR it e DR 2RO B SO 250 A
BREATE A BT ARG E SRS VUL, RS EEA 4 A DB B S F
HAERCE S DUBIERIN HS R R PR RS

oA T 1847 SSH2 Client/Server, WAZRANAEEGHI K SCAHH5 DUBIAHNIR H 3% F

® il “sshd2_config” ICAFHEULE] “/etc/ssh2” H F

® ! “ssh2_config” CAHHEDIF] “/etc/ssh2” HET

® it “ssh” SCIHEUIE] “/etc/pamd” HXF

AL “floppy.tgz” MR S5, $RFI LIS RSO, 85 DB H 3%
N, BEE S VORI 5 E DA B HR G o

BlE letc/ssh2/ssh2_config ({4

“Jetc/ssh2/ssh2_config” & ssh2 HIFCE SO, AV E —LLE Ik lote 0 P i
FEFFHIAEAT Iy ae AR AT “ R — (B MIVLRS, b “ ok ”
& Mg R INE R N THIF R e f FE ) R R], H] man fir & BB T (ssh (2)
CIEDRCEE R I[Sap7IE 8

D “ssh2_config” A (i Jetc/ssh2/ ssh2_config) , A

# ssh2_config
# SSH 2.0 Cient Configuration File

* -

Port 22
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C phers AnyStdC pher

Conpr essi on yes

IdentityFile identification

Aut hori zationFi | e authori zation
RandonteedFi | e random seed

Ver boseMbde no

For war dAgent no

Forwar dX11 no

Passwor dPronpt "%J s password: "
SshlConpatibility no

Ssh1lAgent Conpatibility none
NoDel ay yes

KeepAlive yes

Qui et Mbde no

N AT eI
Port 22
“Port” W H sshd2 MW 1% 5
Ciphers AnyStdCipher
“Cipher” BE NPT Y. “AnyStdCipher” 7R H Fa S FIARUHER) 264 o
Compression yes
“Compression” W E A& 18 H K40
IdentityFile identification
“IdentityFile” W& H ARSI 47
AuthorizationFile authorization
“ Authotization” W B B E SO 44
RandomSeedFile random_seed
“RandomSeedFile” W& H " BENLIEFF ¥ (randamseed) LA 44
VerboseMode no

“VerboseMode” &I A] DLk ssh2 sl s B XAEIRER:. BWUFFC &
e ) B i H

ForwardAgent no
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“ForwardAgent” B EAE TS I IFACB ) IE B ke BT

ForwardX11 no

“ForwardX11” WHE X11 WIEBSEAHE A 3)H K 2N HIE (channel) 2
NEE (DISPLAY set) o

PasswordPrompt "%U's password: "

“PasswordPrompt” WE 42 4e7r, Wl g P IERE AU ITE 2. “%U”
L “o%nH” SR P SR ENLA .

Ssh1Compatibility no
“Ssh1Compatibility” 1B A2 771 SSH1 FHeZ
Ssh1AgentCompatibility none

“Ssh1AgentCompatibility” &5 & SSH1 AAHLER .
NoDelay yes

“NoDelay” MMRBEE K “yes” #4fiff TCP_NODELAY IXA™ socket ZEIAERL. HE
g v P 25 RV RE o

KeepAlive yes

“KeepAlive” WHERIIETKIE “keep alive” IR, WHRKIE “keep alive” [
R, WS RIS — S RN, IR A S = 2.

QuietMode no

“QuictMode” Mg P AT NI E S ARZWRE S,  FAT™ ENEHRA S U7m HK.

BiE /letc/ssh2/sshd2_config ({4

“ Jetc/ssh2/sshd2_config” J& sshd2 FIFCE SCH, SR BRI AR XS daemon
R3eAT e AR AT R OB — 8" IMULHS, o “ Q%" & 208K
INE . R RA RIS E N O], ] man @ AEHBIIT (sshd2(8)) AL
FRBTEANIN B3R

L “ssh2_config”  (vi /etc/ssh2/ssh2_config) ST :

# sshd2_config

# SSH 2.0 Server Configuration File
*:

Port 22

Li stenAddress 192.168.1.1
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C phers AnyStdC pher
IdentityFile identification

Aut hori zati onFi | e authori zation
Host KeyFi | e host key

Publ i cHost KeyFi | e host key. pub
RandonteedFi | e random seed

For war dAgent no

Forwar dX11 no

Passwor dGuesses 3
MaxConnections 5

Per m t Root Logi n no

Al | owedAut henti cati ons publ i ckey, password
Requi r edAut henti cati ons publ i ckey, password
Ver boseMbde no

PrintMotd yes

CheckMai | yes

User ConfigDirectory "% .ssh2"
Sysl ogFacility AUTH
SshlConpatibility no

NoDel ay yes

KeepAlive yes

User KnownHost s yes

Al'l owHosts 192.168.1.4
DenyHosts *

Qui et Mbde no

# subsystem definitions

subsystem sftp sftp-server

N HTIZAT U B AT s
Port 22
“Port” W HE sshd2 MW 1% 5
ListenAddress 192.168.1.1
“ListenAddress” BE sshd2 RS2 40 € 1) 1P Hutik
Ciphers AnyStdCipher
“Cipher” BE NPT Y. “AnyStdCipher” 7R H FR V8 FIARUER) 264 o
IdentityFile identification

“IdentityFile” & M bRiE ORI 45
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AuthorizationFile authorization
“ Authorization” B ] 45 U445
HostKeyFile hostkey
“HostKeyFile” W B S NG RS (BRIASE “ete/ssh2/ hostkey” ) »
PublicHostKeyFile hostkey.pub

“PublicHostKeyFile” Bt 5 1WA I BEREHI SO BRI
“/etc/ssh2/hostkey.pub” ) o

RandomSeedFile random_seed

“RandomSeedFile” 1 & H ' BENLEF T~ (randamseed) A4 5o

ForwardAgent no

“ForwardAgent” WEEHIE AT (NRAAE) Rk miE vt Bl

ForwardX11 no

“ForwardX11” BE X11 EEHE T #E B 80 e n) B 241l iE A g on e
(DISPLAY set) o

PasswordGuesses 3

“PasswordGuesses” W B UG RIS SRV P S A LR 4.
MaxConnections 5

“MaxConnections” W B sshd2 UV i[RI AbFE /DN iEERE, KA K22 iidds
B FEARAE AT E BN

PermitRootLogin no

“PermitRootlogin” W B AE T FLVF root H ssh B3 T ANEHUIXIN AL “yes” o

AllowedAuthentications publickey,password

“ AllowedAuthentications” B E ZRAIER) J7 5. A ABOE HE S “password”
“ publickey 7 F “hostbased” , HAJHE ST BAHK “ password, publickey 7.5
“ Required Authentications PRENCATH , ARG D n] DL P sk 22 ORI 2 A AT

RequiredAuthentications publickey,password

187



BNE: RELLS%MF—LINUX SSH2 CIENT/SERVER

“ Required Authentications 7 Y “AllowedAuthentications” F1CIF, WEH T
BRI BN 2 ERAE . XANEBAEIME, 11 HJG S Hb e
“ AllowedAuthenticatons” ZHH T8, G, IRESZA RV IER.

VerboseMode no

“VerboseMode” &I AT PLik ssh2 BonififE 8. XAERIER:, UEFIfd e
ISP E S A SR

PrintMotd yes

“PrintMotd” ¥ & sshd2 2 AEH ) BRI EEIR “/ete/motd” HRIfF B
CheckMail yes

“CheckMail” BB 27 K KINHR,  ssd A& 5z A FT BT
UserConfigDirectory ""%D/.ssh2"

“UserConfigDirectory” BB M4 J7 SRS IR EAE B FIXAN I
A AR E P IO EAR e XML “ULPcH” B9 CE . P 8k ig sshd2
SN T, “%D” MHPHFEHSR, “%U” AHPRExRHA, “%lu”
AHPIUID, “%IG” A P4 ID (GID) .

SyslogFacility AUTH

“SyslogFacility” ¥ B ALK H sshd2 [ITH B IRAR, &4 H “facility code” o
Ssh1Compatibility no

“Ssh1Compactibility” ¥ E & 75 M SSH1 HE 4 o
NoDelay yes

“NoDelay” WMRBEE K “yes” #4filff TCP_NODELAY 1XA™ socket ZEIAERL. HE
g v P 45 RV RE o

KeepAlive yes

“KeepAlive” WHERIIETKIE “keep alive” IR, WHRKIE “keep alive” [
MR, WANEBRINEE A — RN, SURE ST E R,

UserKnownHosts yes

“UserKnownHosts” B 41 “hostbased” ¥uF 77 20 HiE, J&15 68 MH
JH “$SHOME/ .ssh2/knownhosts”  H s 3REL AL A H R

AllowHosts 192.168.1.4
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“ AllowHosts” J& [ 7] DURE LR EE I FHLAMULEC R HASERIT) o #E
2, AP R ARVE NSRS AHICRC A BN B8 5. UCRCH DL «“+” Rl <27
XFEAEBCAT o 0 A IR Ss28 e R P HLENE SN LA BN, G SR A E )
N, A TP HihE T

DenyHosts *

“DenyHosts” J it n] LR AR AR A EHLA OULRCH HZERRRIT) o
SEZ s M RZEIE NS VLR A ATVERC I ERL B K.

QuietMode no

“QuictMode” Mg AT NI E S ARZWREE, FAT™ ENEHRA SR K.

Bl E sshd2 {#H.{# | TCP-WRAPPERS inetd #B4% ik 45 5%

TCP-WRAPPERS KB shH115: 1F sshd2 HkSs . 24 inetd IB1THUIHE, B2 MC &
S CERIAK “ete/inetd.conf” ) FIEARCEA(E B ERCE U AE—4T AN [R]IT
&M TAB 825850 IT o

sk

ke “inetd.conf” XA (vi /etc/inetd.conf) FENIAIX—4T:
ssh streamtcp nowait root /usr/shin/tcpd sshd -i

ER: “47 SHUREZL, B sshd B4 inetd BT fEMARX—AT/5, 18
& I%—A~ SIGHUP 155 (killall -HUP inetd) SKEEHT “inetd.conf” SCfF-

[root @eep /root]# killall -HUP inetd

FL

it “hosts.allow” X (vi /etc/hosts.allow) FFIIANIX—T:

sshd: 192.168.1.4 w n. openarch. com

XTI TP HihER “192.168.1.47 , TN “win.openarch.com” [FITHEHL
SV ssh v i) RSS2 o

NHIXAE “daemon” FAFHT (T TCP-WRAPPERS) # sshd2 f#i 1]

sshd, sshd2 (sshd2 g HPEZF (B R “sshd” ).
sshdf wd- X11 ( fif/ 251k X11 # %) .
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sshdf wd- <port - nunber > (TCP#%).
sshdf wd- <por t - name> (port-name 7£/ etc/ services & X. T TCP#X).

TR WORUERAEH] ssh, — @ BEUAEFTA MRS 4% Lo IR G 2k s as
M—B AL NS AL, iR B A% st

BlE Jetc/lpam.d/ssh ({4

K TAE R PAM BoE A0 A & “/etc/pam.d/ssh” A,
A “ssh” (touch /etc/pam.d/ssh) FEIMA

#YPAM 1. 0

auth required /1ib/security/pam pwdb. so shadow

auth required /1lib/security/pam nol ogin. so

account required /lib/security/pam pwdb. so

password required /1ib/security/pamcracklib.so

password required /1ib/security/pam pwdb. so use_aut ht ok nul |l ok nmd5 shadow

session required /lib/security/pam pwdb. so

e
IAR AN ZORL AT DU man Ay AR IT, SIRURIEA s

man ssh-add2 (1) - adds identities for the authentication agent
man ssh-agent2 (1) - authentication agent
man ssh-keygen2 (1) - authentication key pair generation

man ssh2 (1) - secure shell client (renote |ogin program

S - A A -

man sshd2 (8) - secure shell daenon

SSH2 §RFPEE

B
AR S5 A QAT A2 R, AT R IR A4

[ root @leep]# su usernane
[usernane@leep] $ ssh-keygen2

B=L
TEH P AT SN S H % “ssh2” R AId “hril” 30ff-
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[usernane@leep] $ cd ~/.ssh2
[user nane@leep] $ echo “ldKey id_dsa_1024_a” > identification

TR R L LI RSO W E Y o
B=®

FEAHLIT) 2~ % RL (id_dsa_1024_a.pub) H] “Local.pub” 44744 VI B FE T 5
PLE) “.ssh2” Hg B

FP
FECFECIEALTT “.ssh2” Hak NI “authotization” SCAF:

[usernane@leep] $ touch authorization

FEHP
R X 4TI “authotization” A (vi authorization) H':

key Local . pub

SSH2 RTHR

N LR BRI a2, BRI IRZ e S, HiEdl
(15 BT AR man 75 ) 5T &S0

ssh2

ssh2 (Secure Shell) &K G RKEFEV HHIFAEZ RV HHL_ EPAT A2 IR
BRI dogin 1 rsh,  PASCATEA LA M IAE FAEM ST L Rl fike
AN E AT X1 R TCP/IP v ] LA, K 21— 2 4 1)

MRS, B aamfe 5L

[root @eep]# ssh2 -1 <l ogi n_name> <host nanme>
i -
[ root @eep]# ssh2 -1 usernane ww. openar ch. com

Passphrase for key "/home/username/.ssh2/id_dsa_1024_a" with conment "1024-bit

dsa,
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user nane@leep. openarch. com Tue Cct 19 1999 14:31:40 -0400":
usernane' s password:
Last login: Tue Oct 19 1999 18:13:00 -0400 from gate. openarch. com

Wel come t o www. openar ch. com on Deepf orest.

<login_name> & R 3K ssh k854 /7 44, <hostname>» 2 ssh i AL
ik,

sftp2

sftp (Secure File Transfer) 52 H] TAE W 2 TP AR SRR 2R AR ftp 18 g 4R A o sftp
H ssh2 BATEaARIE, FrLLSCHEIL R 2. OSEH] ssh2 FERERI AL A 6E
sttp2.

F R i A8 sfip:

[usernane@eep] $ sftp2 <host nane>

i -

[usernane@leep] $ sftp2 www. openarch. com

| ocal path : /hone/usernane

Passphrase for key "/home/username/.ssh2/id_dsa_1024_a" with conment "1024-bit
dsa,

user nane@leep. openarch. com Tue Cct 19 1999 14:31:40 -0400":

usernane's password:

usernane's password:

renote path : /hone/usernane

sftp>

X H <hostname># H sftp2 i ALIE A (IR F 414

RIRBI ARG HRIH

/et c/pam d/ ssh

/ etc/ssh2

/ et c/ ssh2/ host key

/ et c/ ssh2/ host key. pub
/etc/ssh2/sshd2_config

V V. V V V V

/etc/ssh2/ssh2_config
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> /root/.ssh2

\%

/root/.ssh2/random seed
/root/ssh2

/usr/ man/ manl/ssh2. 1
/usr/ man/ manl/ ssh- keygen2. 1
[ usr/ man/ manl/ ssh-add2. 1
/usr/ man/ manl/ ssh-agent 2.1
/usr/ man/ manl/ scp2.1
/usr/ man/ manl/sftp2.1

[ usr/ man/ man8/ sshd2. 8

[ usr/ man/ man8/ sshd. 8
/usr/ bin/ssh2

[ usr/bin/scp2
[usr/bin/sftp2
/usr/bin/sftp-server2
/usr/bi n/ ssh-agent 2

[ usr/ bi n/ ssh- keygen2
/usr/ bi n/ ssh-signer2

[ usr/bi n/ ssh-add2

[ usr/bin/ssh

[ usr/ bi n/ ssh-agent

[ usr/ bi n/ ssh-add

[ usr/ bi n/ ssh-askpass

[ usr/ bi n/ ssh-keygen

[usr/ man/ manl/ssh. 1

[ usr/ man/ manl/ ssh-add. 1
/usr/ man/ manl/ ssh-agent. 1
/usr/ man/ manl/ ssh- keygen. 1
/usr/ man/ manl/scp. 1

/usr/ man/ manl/sftp.1
[usr/bin/scp
lusr/bin/sftp
[usr/bin/sftp-server

[ usr/ bi n/ ssh-si gner

[ usr/ sbi n/ sshd2

V V V vV V V V V V V V V V V V V V V V V V V V V V V V V V V V V V V

/usr/ sbin/sshd
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Linux Tripwire 2.2.1

it

Tripwire F -1 1.0 UAAETE 1992 -8R Tripwire 2.0 WU 58 2 FFT T,
M HANAAIEAE S . S (policy) FIBCEA ARG ESCAF, 1y SRS 5tk
T AR FET 64 A7 IR AD AN EORM AN —HE . Tripwire2.0 LA A I DUA N
Y. ASRARHET 8 M. “no signature” TTIEII DL S HE I 22 44 1) fig
B, DIIAERIARHERE £~ ASR 24410 A 55 5 1.

HRHE Tripwire B 75l s EH, Tripwire IBATTEEAE RAMNIRE, AT LALRY 4 AL
ARV (A R S5 AN A« Tripwire 1 56 EAARIVHEENIIF BUEAT SSRGS I EL
Yale, WHUE RS CRII L ARESH—A “PRIE” (snapshot) o /™l LURKE A
AL E Tripwire, REW]LIEE MRS UHENLEARF ORI Hax, ST EAEIEE—
APRUERIE,  IFCE Tk B L

— HILHERPEPE (baseline database) #5371, R PR 51 A LAAEATAAT o iz FH
Tripwire fll RGEM— 2k MRLFAH TR ARG T HATECH 2 45 B R
Tripwire W] UABLIFAR G AE PR E U F 28k, RGEPAETIAI . IHERAT AL . dn2RiX
SO IR N, B O AT DU e . AR DX AR S S 1), RSt
R Yy bl ] DAKITE X 245 R R 8 2 52 B2

BXAMEAHY Tripwire BRI Tripwire 76527 THA T ARKHI R S35
4

® AR MR SO VAR i R R LA S

®  syslog JXMIEIUR] LABCE A A FEVIAR L . Hcale P SR Seingg ST
AN S AL AR A& 45 sysloge

o fufb AR ENPERE, W DMRABERT T bRl i ex .
® MRMIAFE Y nl LUAGE S AN A I3

® SCRRH] SMTP AKX email 4.

®  cmail PR ] AT email (19 B2 A5 IEH

® HENLAE S S BB AT I AN R )

pE I T

NPT R #E Unix HER M2
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VEEEARER D« var/tmp”  CHIRTESERRIG LR AT UL B2
AEAE RedHat Linux 6.1 N R R .
B “root” HIPHHAT 2%

Tripwite [FIRAE 2.2.10

B RIFRIR

Tripwire [F] 3= U1: http://www.tripwiresecurity.com/

8 Tripwire_221_for_Linux_x86_tar.gzo

=4 Tripwire

ORI Ctargz) fRIE4E:

[root @eep]# cp Tripwi re_version_for_Linux_x86_tar.gz /var/tnp
[root @eep]# cd /var/tnp

[root @eep]# tar xzpf Tripw re_version_for_Linux_x86_tar.gz

TR WIRSE Tripwire ZJm, WAE /var/tmp” H N H) N HIXEEA 5 Tripwire
IS4 : License.txts README. Release_Notes- install.cfg. install.sh+ pkg Sl Tripwire
A Tripwire_version_for_Linux_x86_tar.gz.

L BOE LI

2. UHRILF Al AN A B R E IS (passphrase)
3. IBATRHMA

4. SR E SCA AN S SO

5. AR AR TR SR SO 1 ) R

6. WAL Tripwire % 22
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BlE Ivartmplinstall.cfg (14

AT D4 Tripwire 2.2.1 JRIFAZ I HGEARS I BE, A BER L e B F
HSREgRERI ke, MBI Tripwire (1] “installcfg” SCAF (HB)%2%E Tripwire FL1HH)
BRI  BOEBAFI 2R AE. T H, EEARYE RedHat SUIF RGNS, B
XA, U Tripwire (1 —RERISCAF220AE “PATH” IABTAS RARE MFEAE 1.

F—D

Yl “install.cfg” A (Vi /var/tmp/install.cfg) , FESCAFEUK:

#

# install.cfg

#

# default install.cfg for:

# Tripwire(R) 2.2.1 for Unix

#

# NOTE: This is a Bourne shell script that stores installation
# paraneters for your installation. The installer wll

# execute this file to generate your config file and also to
# |l ocate any special configuration needs for your install.

# Protect this file, because it is possible for

# malicious code to be inserted here

#

# To set your Root directory for install, set TWROOT= to sonething
# other than /usr/TSS as necessary.

#

#

# If CLOBBER is true, then existing files are overwitten.

# If CLOBBER is false, existing files are not overwitten.
CLOBBER-f al se

# The root of the TSS directory tree.

TWROOT="/ usr"

# Tripwire binaries are stored in TWBIN.

TVBI N=" ${ TWROOT} / bi n*

# Tripwire policy files are stored in TWPQOLI CY.

TWPOLI CY="${ TWROOT}/ TSS/ pol i cy"

# Tripw re manual pages are stored in TWVAN.

TWWAN=" ${ TWROOT} / man”

# Tripwire database files are stored in TVDB.

TVDB="${ TWROOT}/ TSS/ db"

# The Tripwire site key files are stored in TWSlI TEKEYDI R
TWSI TEKEYDI R=" ${ TWROOT} / TSS/ key"

# The Tripwire local key files are stored in TW.OCALKEYDI R
TW.OCALKEYDI R=" ${ TWROOT} / TSS/ key"
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# Tripwire report files are stored in TWREPORT.

TWREPORT="${ TWROOT} / TSS/ r eport "

# This sets the default text editor for Tripwre.

TVEDI TOR="/ bi n/ vi "

# TWLATEPROMTI NG control s the point when tripw re asks for a password.
TW.ATEPROVPTI NG=f al se

# TW.OOSEDI RCHK sel ects whether the directory should be nonitored for
# properties that change when files in the directory are nonitored.
TWLOOSEDI RCHK=f al se

# TWWAI LNOVI OLATI ONS det erni nes whether Tripwire sends a no violation
# report when integrity check is run with --emil-report but no rule
# violations are found. This lets the admi n know that the integrity

# was run, as opposed to having failed for some reason.

TWVAI LNOVI OLATI ONS=t r ue

# TWEMAI LREPORTLEVEL deternines the verbosity of e-mail reports.
TWEMAI LREPORTLEVEL=3

# TWREPORTLEVEL determines the verbosity of report printouts.
TWREPORTLEVEL=3

# TWSYSLOG det ermi nes whether Tripwire will | og events to the system| og
TWBYSLOG=f al se

HHHHHBHBH B HH BB BB R H R R

# Mail Options - Choose the appropriate

# method and comment the other section

HHHHHBHAH BB HAH B H AR R R R

HHHHHBHAH B HH B HAH B H AR R R R

# SENDMAI L options - DEFAULT

#

# Either SENDMAIL or SMIP can be used to send reports via TWVAI LMETHOD.
# Specifies which sendmail programto use.

HHHHHBHAH BB HAH B H AR AR H R R

TWVAI LMETHOD=SENDNAI L

TWVAI LPROGRAM=" /usr/ 1i b/ sendmail -oi -t"

HHHHHBHAH BB HAH B H AR R H R R

# SMIP options

#

# TWSMIPHOST sel ects the SMIP host to be used to send reports.

# SMIPPORT sel ects the SMIP port for the SMIP mail programto use.
HHAHHBHAH B HH B HAH BB A R R R

# TWWAI LMETHOD=SMTP

# TWBMIPHOST="rrai | . domai n. cont

# TWBMIPPORT=25

HHHHHBHBH A H BB BB AR R A R R R A R R R R R R R
H#i##

# Copyright (C) 1998-2000 Tripwire (R) Security Systems, Inc. Tripwire (R) is
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a
# registered trademark of the Purdue Research Foundation and is |icensed

# exclusively to Tripwire (R) Security Systenslnc.

FL

AR BRI s U BCE,  BIAE W] LUISAT 4 A 2225 Tripwire AT T
F R THI) fir 2 2238 Tripwire:

[root @eep tnp]# ./install.sh

HERE: “installsh” ZLHEHA, HIK %3 Tripwire.

Sepe —

%:y/l:

WHEE Tripwire Z 5, ZHREFE A “Licensetxt” « “README” Hl
“Release_Notes” CHFEDIIH] “ /ust” HE Fo 28K, scixsey 2 Jgal LU T
I 240 AT I B g

[root @eep tnmp]# rm-f /usr/Lincense.txt README Rel ease_Notes

TR RRANL BRI
FH T i R A6 B S

[root @eep]# cd /var/tnp
[root @eep]# rm-rf License.txt README Rel ease-Notes install.cfg install.sh

pkg/ Tri pwi re_version_for_Li nux_x86_tar.gz

“rm” i S MIERPTH %k Tripwire Frg ZHUEREY, JF HAE Tripwire BT
Aa LB R T o

BCE

A LLABIX 22 R4 “foppy.tgz” SCAF:
http://pages.infinit.net/lotus1/doc/opti/floppy.tez. & “floppy.tgz” XHAEITZ G, A
PAFERIN R H = N AL BAT HEIXAAS A AT A IR B SO IR ERUAAT
LT LI A SOX LS, B F#% DURI IR A e A RS B S 2. A
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BT B OBl T ARSI B SCPFIEEFE DULIN, AR 2 A DB SO E AT
HATHCE SO DLRIERA H 5 o N IPRERAR B .

T 1847 Tripwire for Linux, DAZRANEE B T 1] 19 SCAFHE DIBAHRNT H 3%
® i« twpol.txt” SO DLR “ Just/TSS/ policy” H3x Fo

T LE “floppy.tez” MRS )5, $RE LA RSO, JFHE DRIATN ) H sk
N BEE I ORI R R A BRI o

BtE /usr/TSS/policy/twpol.txt {14

“ Just/TSS/policy/twpol.txt” SCAFIEAE SCAS R HEME AT, B Tripwire 7 220
WIRLESC AT H o (PRGNS o HAA— RN E D rr ko il 2 A R0 42,
WA= (property) B WA . FrtEHERS (property mask) € BEAT—2
PEASTIG: I Ik BRSO REYE (property) o JETE (Attributes) #5221 S
Wiat . EE RS g S SO — AT S SRR, AR R TR 2R
P SEFREEIG S 45 Y Tripwire HREH RS 045 H

F—D

WIS AR BRI SR S B S oF ) S o TLAR A Just/TSS/policy” Hk b
[ “policyguide.txt” A4 . HISCAGERSITIT “ewpolxt” KIS (vi
Just/TSS/policy/twpol.ext) T AR B

@ecti on GLOBAL

TWROOT="/ usr";

TWBI N="/usr/bin";

TWPCOL="/ usr/ TSS/ pol i cy";

TWDB="/usr/ TSS/ db";

TWBKEY="/ usr/ TSS/ key";

TW.KEY="/ usr/ TSS/ key" ;

TWREPORT="/usr/ TSS/ report";

HOSTNAME=deep. openar ch. com

@mection FS

SEC CRIT=$%(lgnoreNone)-SHa; #Critical files- wecan't affordtom ss any changes.
SEC SUI D = $(1gnoreNone)-SHa; # Binaries with the SUD or SG@D flags set.

SEC TCB = $(ReadOnly); # Menbers of the Trusted Conputing Base.

SEC BIN = $(ReadOnly); # Binaries that shouldn't change

SEC CONFI G=$(Dynamic); # Configfiles that are changedinfrequently but accessed
of ten.

SEC LOG = $(Gowing); # Files that grow, but that shoul d never change owner shi p.
SEC | NVARI ANT = +pug; # Directories that should never change perm ssion or
owner shi p.

SIGLOWNVN= 33; # Non-critical files that are of mininmal security inpact
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SIG MED = 66; # Non-critical files that are of significant security inpact
SIGH = 100; # Critical files that are significant points of vulnerability

# Tripwire Binaries

(emailto = adm n@penarch.com rulename = "Tripwire Binaries", severity =
$(SIGH))
{

$(TWBI N)/ si ggen -> $(ReadOnly);

$(TVWBIN) /tripwire -> $(ReadOnly);

$(TWBIN)/twadnmi n -> $(Readnl y);

$(TVWBIN)/twprint -> $(ReadOnly);

}

#TripwireDataFiles- ConfigurationFiles, PolicyFiles, Keys, Reports, Dat abases
(emailto = adm n@penarch.com rulename = "Tripwire Data Files", severity =
$(SIGH))

NOTE: Renoving the inode attribute because when Tripw re creates a backup
it does so by renanming the old file and creating a new one (which wll

have a new i node nunber). Leaving inode turned on for keys, which shoul dn't
ever change.

NOTE: this rule will trigger on the first integrity check after database

initialization, and each integrity check afterward until a database update

H O OH O OH OH OH OH

is run, since the database file will not exist before that point.
$(TWDB) -> $(Dynanmic) -i;

$(TWPQAL) /tw. pol -> $(SEC BIN) -i;

$(TWBIN) /tw.cfg -> $(SEC BIN) -i;

$( TWKEY) / $( HOSTNAME) - | ocal . key -> $(SEC BIN) ;

$(TWBKEY) /site. key -> $(SEC BIN) ;

#don't scan the individual reports

$(TWREPORT) -> $(Dynanic) (recurse=0);

}

# These files are critical to a correct system boot.

(emai |l to = adm n@penarch.com rul ename = "Critical systemboot files", severity
= 100)

{

/boot -> $(SEC_CRIT) ;

'/ boot/ System map ;

!/ boot/ nmodul e-info ;

}

# These files change the behavior of the root account

(emailto = adm n@penarch.com rul enamre = "Root config files", severity = 100)
{

/root -> $(SEC CRIT) ;

/root/.bash_history -> $(SEC LOG ;

}
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# Commonly accessed directories that should remain static with regards to owner
and group

(emailto = adm n@penarch.com rulename = "lnvariant Directories", severity =
$(SI G_MED))

{

| -> $(SEC_| NVARI ANT) (recurse = 0);

/honme -> $(SEC | NVARI ANT) (recurse = 0);

/etc -> $(SEC | NVARI ANT) (recurse = 0);

/ chroot -> $(SEC | NVARI ANT) (recurse = 0);

/ cache -> $(SEC_| NVARI ANT) (recurse = 0);

}

(emailto = adm n@penarch. com rul ename = "Shell Binaries")

{

/bin/bsh -> $(SEC BIN);

/bin/csh -> $(SEC BIN);

/bin/sh -> $(SEC BIN);

}

# Rest of critical systembinaries

(emai |l t o =adm n@penarch. com rul ename =" OCSexecut abl es andlibraries", severity
= $(SIGH))

{

/bin -> $(ReadOnly) ;

/1ib -> $(ReadOnly) ;

}

# Local files

(emai | to = adm n@penar ch. com rul enane = "User binaries", severity =$(SI G MED))
{

/sbin -> $(SEC BIN) (recurse = 1);

lusr/sbin -> $(SEC_ BIN) (recurse = 1);

/usr/bin -> $(SEC BIN) (recurse = 1);

}

# Tenporary directories

(emai |l t o =adm n@penarch. com rul ename =" Tenporary di rectories", recurse =fal se,
severity =

$(SIG LOW)

{

/usr/tmp -> $(SEC | NVARI ANT) ;

/var/tmp -> $(SEC | NVARI ANT) ;

/[tp -> $(SEC_I NVARI ANT) ;

}

# Libraries

(emailto = adm n@penarch.com rul enane = "Libraries", severity = $(SI G MED))

{
Jusr/lib -> $(SEC BIN);
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}

# I ncl ude

(emailto = adm n@penarch. com rul enane = "0OS Devel opnent Files", severity =
$(SI G_MED))

{

/usr/include -> $(SEC BIN);

}

# Shar ed

(emai | t o =adm n@penarch. com rul enane =" OS Shared Fi l es", severity =$(SI G_MED))
{

/usr/share -> $(SEC BIN);

}

# Kernel headers files

(emailto = adm n@penarch. com rul enane = "Kernel Headers Files", severity =
$( SIGH))

{

fusr/src/linux-2.2.14 -> $(SEC BIN);

}

# setuid/setgid root prograns

(emai | to = adm n@penar ch. com rul ename = "setui d/ setgid", severity =$(SIG H))
{

/bin/su -> $(SEC_SU D);

/ sbi n/ pwdb_chkpwd -> $(SEC SUID);

/ sbin/ dump -> $(SEC SUI D);
/sbin/restore -> $(SEC SU D);
[usr/bin/at -> $(SEC SUID);

[ usr/ bin/ passwd -> $(SEC SUID);

[ usr/ bin/suidperl -> $(SEC SUID);
/usr/bin/crontab -> $(SEC SUI D);

[ usr/sbin/sendmail -> $(SEC SUID);
/usr/bin/man -> $(SEC SUID);

[ usr/ bin/sperl5.00503 -> $(SEC SUID);
/usr/bin/slocate -> $(SEC SUI D);
/usr/sbin/utenpter -> $(SEC SUID);

/ sbin/netreport -> $(SEC SUID);

}

(emailto = adm n@penarch. com rul enamre = "Configuration Files")
{

/etc/ hosts -> $(SEC CONFI G ;

/etcl/inetd.conf -> $(SEC CONFI G ;

/etcl/initlog.conf -> $(SEC CONFI G ;

/etc/inittab -> $(SEC CONFI G ;

/etc/resolv.conf -> $(SEC CONFI G ;

/etc/sysl og. conf -> $(SEC CONFI G ;
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}

(emailto =

{

adm n@penar ch. com

/etc/group -> $(SEC CRIT);

/etc/security/

/1iblsecurity/

-> $(SEC CRIT);
-> $(SEC CRIT);

/var/spool/cron -> $(SEC CRIT);

}

(emailto =

{

adm n@penar ch. com

rul enane = "Security Control")

rul enanme = "Login Scripts")

/etc/csh.login -> $(SEC_CONFI G ;
letc/profile -> $(SEC CONFI G ;

}

# These files change every tine the system boots

(emailto =
$(SIGH))
{

/ dev/l og -> $(Dynanmic)
/ dev/ cua0 -> $(Dynami c)

adm n@penar ch. com

/ dev/ consol e -> $(Dynami

/dev/tty2 -> $(Dynamic)
/dev/tty3 -> $(Dynamic)
/dev/tty4 -> $(Dynamic)
/dev/tty5 -> $(Dynamic)
/dev/tty6 -> $(Dynamic)

/ dev/ urandom - > $( Dynami

/dev/initctl

/var/run -> $(Dynanmic)
/var/log -> $(Dynanmic)
/etclioctl.save -> $(Dynanic)
/etc/.pwd. | ock -> $(Dynamic)
/etc/ntab -> $(Dynamic)

-> $(Dynani

/var /| ock/subsys -> $(Dynami c)

c) ;

rul enane = "System boot changes", severity =

# tty devices

# are extrenely

# vari abl e

# daenon Pl Ds

/1ib/modul es -> $(Dynamic) ;

}
# Critical
(emailto =
severity =
{

/ etc/ conf. modul es -> $(ReadOnly)

configuration files

adm n@penar ch. com

$(SIGH))

/etc/crontab -> $(ReadOnly)

/etc/cron. hourly -> $(ReadOnly)
/etc/cron.daily -> $(ReadOnly)
/etc/cron. weekly -> $(ReadOnly)

rulename = "Critical

configuration files",
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/etc/cron.nonthly -> $(ReadOnly) ;
/etc/default -> $(ReadOnly) ;
/etc/fstab -> $(ReadOnly) ;
/etc/group- -> $(ReadOnly) ; # changes shoul d be infrequent
/etc/ host.conf -> $(ReadOnly) ;
/etc/hosts.allow -> $(ReadOnly) ;
/ etc/ hosts. deny -> $(ReadOnly) ;
letc/lilo.conf -> $(ReadOnly) ;
/etc/logrotate.conf -> $(ReadOnly) ;
/ etc/ pwdb. conf -> $(ReadOnly) ;
/etc/securetty -> $(ReadOnly) ;
/etc/sendmail.cf -> $(ReadOnly) ;
/etc/protocols -> $(ReadOnly) ;
/etc/services -> $(ReadOnly) ;
letc/rc.d/init.d -> $(ReadOnly) ;
letc/rc.d -> $(ReadOnly) ;
/etc/motd -> $(ReadOnly) ;

/etc/ passwd -> $(ReadOnly) ;

/etc/ passwd- -> $(ReadOnly) ;
letc/profile.d -> $(ReadOnly) ;
letc/rpc -> $(ReadOnly) ;
/etc/sysconfig -> $(ReadOnly) ;
/etc/shells -> $(ReadOnly) ;
/etc/nsswitch.conf -> $(ReadOnly) ;
}

# Critical devices

(emai | t o =adm n@penar ch. com rul enane ="Critical devices", severity=$(SIGHl),
recurse = fal se)

{

/ dev/ kmem -> $(Device) ;

/ dev/ mem -> $(Device) ;

/dev/null -> $(Device) ;

/dev/ zero -> $(Device) ;

/ proc/ devi ces -> $(Device) ;

/ proc/ net -> $(Device) ;

/proc/tty -> $(Device) ;

/ proc/sys -> $(Device) ;

[ proc/ cpuinfo -> $(Device) ;

/ proc/ modul es -> $(Device) ;

/ proc/ mounts -> $(Device) ;

/ proc/dma -> $(Device) ;
/proc/filesystens -> $(Device) ;
/proc/ide -> $(Device) ;
/proc/interrupts -> $(Device) ;
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/proc/ioports -> $(Device) ;
/ proc/scsi -> $(Device) ;

/ proc/ kcore -> $(Device) ;
/proc/self -> $(Device) ;

/ proc/ kmsg -> $(Device) ;
/proc/stat -> $(Device) ;

/ proc/ ksyns -> $(Device) ;

/ proc/ | oadavg -> $(Device) ;
/ proc/uptime -> $(Device) ;
/ proc/l ocks -> $(Device) ;

[ proc/version -> $(Device) ;
/ proc/ menminfo -> $(Device) ;
/proc/cndline -> $(Device) ;
/ proc/ misc -> $(Device) ;

}

TR XA S SO, AR S BRI DU LAAZ
I
25— A S SCAE RN, T T A 222

[root @eep] # twadnin --create-polfile /usr/TSS/ policy/twpol .txt

Pl ease enter your site passphrase:

Wote policy file: /usr/TSS/ policy/tw. pol

{RAE Tripwire for Linux [ %4

—EERIE R AN —BUEASE RN . A T B KRR RIE 22 A, A
Linux KAT AR UL 2230 3R E RS, XAEUR] A3 — AN i SR 2l
o BUFHEAE  Jusr/bin” HX FINAA “owcfat” SSCAR Tripwire e E SCEFMH
i, AL LRGSR Tripwire SCAF222E 107, AT LR (kA3 NI 534Nl
A

FI I TP iy 2 AE2ESCAN ) Tripwire BC 8 S Ml

[root @eep]# rm-f /usr/bin/twfg.txt

e
AR A AN ZORL T LU man Ay BRI IT, SIBURIEA s
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siggen (8) - signature gathering routine for Tripwire

tripwire (8) - afile integrity checker for UN X systens

twadmin (8) - Tripwire adnministrative and utility tool

tweconfig (4) - Tripwire configuration file reference

twfiles (5) - overview of files used by Tripwire and fil e backup process
twintro (8) - introduction to Tripwire software

twpolicy (4) - Tripwire policy file reference

twprint (8) - Tripw re database and report printer

L

N LR BRI a2, BRIETIRZIE ML, HiEdl
15 BT AR man 75 ) DT &S0

B IRAIEEMERIEF

FERAR PEYIG LRI, Tripwire ARYE SN SCPE P RN O T3 R G rhoxt
NP C/TE N

AEHEEAR A 5 — SR A RN . WA 2 (R TEE 2 -

[root @eep]# tripwire { --init }

HI T iy A0 2R e A

[root @Qleep]# tripwire --init

Pl ease enter your |ocal passphrase:

Parsing policy file: /usr/TSS/ policy/tw. pol

Cenerating the database. ..

*** Processing Unix File System ***

Wote database file: /usr/TSS/ db/deep. openarch.comtwd
The dat abase was successfully generated.

HE: AXmPITRZ G, BAREERAESLT T, iy DU A RGN 2T
BHEMWERT

AT -ERE

R A A ST RGP R G S B AN Tripwire 25048 22 P RIREA T ELAL
— BRI E GO, Statibrdiit ERR sk, WSS ok, BlUS
ATLAH “twprint” fip & &
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— B B

[root @eep]# tripwire { --check }

F I T i AT — AR A
[root @eep]# tripwi re —check

W] IAEAS A MEH] Tripwireo £EAZHARIT, AT LA i H B 58T 2458
284k, N b “—interative” 234, WESAE—DICAGELA T I

FH I T ) i 2 AT A8 L A -
[root @eep]# tripwire --check --interactive

.k« ——emaﬂ—report” ZH Uil Tripwire 2R email KOIERE . 2 H AL
TGS E L), A LEE BRI B S BCE

RN A @ 34T — B A T email AIEHRER:

[root @leep]# tripwire --check --enmil -report

—EMRE A E IR E

IR ARG AR, Bl e BOPR SR VRAE Sl S A i ST
Tripwire (R0 o 2k e X0 S0 ol AT AR 2 1IN, AN PR B A il /28 1
G 0PSB L R T B i o T TG 5 SV -V 6 0 v p oy il =S oY PPN
1E Tripwire [FBCE SO AT M IS T T (A AT M IRR N SO 44, IR A
I A SR MRS T KR ASOATE AR H N 1 SV S| RGN T2
KA . N TIPSR, gy PR A I E 7 B “—twrfile” S,

ST TR L A2

[root @Qleep]l# tripwire { --update -r}

FII T i ST S
[root @leep]# tripwire --update -r

[ usr/ TSS/ report/ deep. openar ch. com 200001- 021854. t w

“o” BHOATEIARE AREE U (deep.openarch.com-200001-021854.twr) o [AIA
R HINCE S REPORTFILE 2 BEATHSOATE), Frih “+«” EANSEHE LN .
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TR AR PR A AR BN, Tripwire (ARG RN ROK
W SCAT A B SCR R FRI I 5 0 b —ANIEBEAE . nI R BRI “x” , SRRz
XA WIRHCEFEE R “x” Bod, R BdlEA S B AR . AFIR S
AR I ALY passphrase (R 2 )5, Tripwire 52 SR HORAFEAR 2 -

BE B AR S

A LA SR S SO e SCIRREN, IR 822 Tripwire B AR ST T3, 1M
HATEE TR A A s nT LR e . IXRERT DI B2 I, S S A2 Rl
S SO R e ()20 ] DLORAIE R GT) 22 4t

s EOPTR TET :

[root @eep]# tripwire { --update-policy /path/to/new policy/file}

FHI I T PR iy 2 BEOFT S S

[root @eep]# tripwire --update-policy /usr/TSS/ policy/newt wpol .txt

TEBRNIEDL T, SR SR H “ —secure-mode high” o WA RGEE il
() — O e SR 2 Jm R A T A, i HAXAN AR 2 S SR SO e SCHIARN,
IBAAE Ry Z AP IR BT R ] RE s B ) — 2L )l IRt ol HABRE
PGPSO SO IR T, S TS O T ARG IR, S A e R A
AR N AT AR AR IS IE R K2 T DR R ) 2 A s shems SCA

I T ity 2 AEAR R ) 22 4B I B SR S

[root @leep]# tripwire --update-policy --secure-node | ow
[ usr/ TSS/ pol i cy/ newt wpol . t xt

RIEE R HRIH

> [usr/TSS

> [usr/bin

> [usr/ bi n/siggen

> [usr/bin/twprint

> [usr/bin/twadni n

> [usr/bin/tripwire

> [usr/bin/twefg.txt

> [usr/bin/tw cfg

> [usr/TSS/ policy

> [usr/ TSS/ pol i cy/ policygui de. t xt
> [usr/ TSS/ policy/twpol .t xt
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> [usr/ TSS/ policy/tw. pol

\%

[usr/ TSS/ pol i cy/twpol .t xt. bak
/usr/TSS/ report

[usr/ TSS/ db

[ usr/ TSS/ key

[ usr/ TSS/ key/ site. key

[ usr/ TSS/ key/ deep. openar ch. com | ocal . key
[ usr/ man

[ usr/ man/ man4

[ usr/ man/ man4/ twconfi g. 4

[ usr/ man/ man4/ twpol i cy. 4

[ usr/ man/ man5

[usr/ man/ man5/twfiles.5

[ usr/ man/ man8

/usr/ man/ man8/ si ggen. 8
/[usr/ man/ man8/tripwire.8

[ usr/ man/ man8/ t wadni n. 8

[usr/ man/ man8/twintro. 8

/usr/ man/ man8/twprint.8

[ usr/ README

/usr/ Rel ease_Not es

V V V vV VvV V V V V V V V V V V V V V V V

/usr/License.txt

209



BHE: RELZLE%RMF—LINUX TRIPWIRE ASR 1.3.1

Linux Tripwire ASR 1.3.1

it

B PR AR Unix RGEMBARBOAMGAZR, BORGBRA, thgiBoks 247 —
i T H B A L S S 8]« Tripwire HUSXFER) T, ATRAF IR S
RO IR MR ISR AT 38 . n R IHEAT Tripwire, AL 7ESCA
RIS S Jr ARG By, XA RERVE TR AR

Tipwire & — MR Hx— 8 &4 (checker) , @dtda e —4A 3
HH 555 AR AR B SR ERC 2 b (9045 DA T LU R A AT S flbmic I
ok MoK, BOFEMIER B InSCrF el H 5. WE WHIaAT Tripwire, —H IR RS
PR, Et e LRI AR, XA RE SN ORI R it . 2 Tipwire JATHR
AL, RGUE PR G0 AEAR R B 18 i) — S R AR AR
A1 .

pE I T

NHFTA A Unix FEAMH 2

UREEARHR R« Jvar/tmp” CHIRAESEBRIG LB o DU B B2 .
LR RedHat Linux 6.1 FIIERL .

LEH “root” HIP AT 3¢

Tripwire FIRRA S 1.3.1-1,

B BIHRIR

Tripwire [F] 3= U1: http://www.tripwiresecurity.com/ o

N Tripwire-1.3.1-1.tgzo

REDHEFREERYE)M

SRR PTG SR IR ARG P SIS IR, SRR “diff” A& 25
e ], $RH A R ZERD RIS R RIC AT A e B o S B S g 132 T
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BT N “find /* >tripl” , FEGRPERI 222 5¢ 8 AF 2 JG 121 T a2 “find /* > tip2” ,
BeJr A4 “ diff tripl tip2 > trip” AR

RIFFNLLE

AT (targz) fEHHE:

[root @leep]# cp Tripwire-version.tar.gz /var/tnp
[root @eep]# cd /var/tnp
[root @eep]# tar xzpf Tripw re-version.tar.gz

G EARLAL
3| Tripwire [FHT H 3 T
ke “utils.c” AT (vi +462 src/utils.c) , X N IHIX—AT:

else if (iscntrl(*pcin)) {

BOSE

else if (!(*pcin & 0x80) && iscntrl(*pcin)) {

Y’ “configparse.c” XA (vi +356 src/configparse.c) , R N IHIIX—4T:

rew nd(fpout);

BOSE

el se {
rewi nd(fpin);
}

i “configh” M (vi +106 include/configh) » PARIXJLAT:

#defi ne CONFI G_PATH "/usr/local /bin/tw'
#def i ne DATABASE_PATH "/var/tripwire"

BN
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#defi ne CONFI G_PATH "/etc"
#defi ne DATABASE_PATH "/var/spool /tripw re"

i’ “configh” U (vi +165 include/configh) , MURIX—AT:

#defi ne TEMPFI LE_TEMPLATE "/t nmp/ t wz XXXXXX"

BOSE

#defi ne TEMPFI LE_TEMPLATE "/var/tnp/ .t wzXXXXXX"

i’ “configpre.y” A (vi +66 src/configprey) , ARIX—17:

#i fdef TW LI NUX

BOSE

#i f def TW LI NUX_UNDEF

Y “Makefile” CAF (vi +13 Makefile) , FEHURIXE64T

DESTDIR = /usr/local /bin/tw

BOSE

DESTDI R

/usr/sbin

DATADIR = /var/tripwire

BOSE

DATADI R = /var/spool /tripwire

LEX = | ex
A -
LEX = flex
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CC=gcc

BN

CC=egcs

CFLAGS = -O

E'OSE

CFLAGS = - -funroll-1oops -ffast-nmath -nalign-doubl e -ntpu=pentiunpro
-mar ch=pentiunpro -fomt-frame-pointer -fno-exceptions

BT M2

[ root @eep] # nake

[ root @eep]# nake install

[ root @eep]# chnod 700 /var/spool /tripw re/
[ root @eep]# chnod 500 /usr/sbin/tripwire

[ root @eep]# chnod 500 /usr/sbin/siggen

[root @eep]# rm-f /[usr/sbin/tw. config

R “make” A1 “make install” 7] ARG E AT LAORUE R 8 - AT G DT 2210 R
U, ORJEACHTAT R SRS 8 rT AT 10 RIS, e m =R AT
B2 RAN IR H 5 L

“chmod” T4l “tripwire” HsRIMIBRIABPR R 700 (drws—-) , HELE ]

B2 A RIBESHOBEIH I “root” $UT. “chmod 500 /ust/sbin/tripwire” 441

BEFISCAE Just/sbin/ tripwire” R PR XSRS T SEFI AT BB L < root " PAT (tx-——)

A “chmod” A4, L “/usr/sbin” Hx N “siggen” FEFF IR el ] A
“root” ﬁhﬁ‘%ﬂliﬂﬂo

“om” A fust/sbin” FIRFH “ovconfi” SR, BAVAHEEA
P, BUOBTAISEE “ferc” Hk FRIE—MHIO.
R ERAN L Z SO

[root @eep]# cd /var/tnp

[root @eep]# rm-rf tw ASR version/ Tripw re-version.tar.gz
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“rm” i MR G IEAN 28 Tripwire Jrifq ZAUERER, JFHAE “ /var/tmp”
H = 1[4 Tripwire BAF 0 M4 B MR L

BLE

AT LARIX 2 N3 “floppy.tgz” SCAF:
http://pages.infinit.net/lotus1/doc/opti/floppy.tez. & “floppy.tez” AT L G, 7]
PATERI NG H s N A AT HE XA A A B A OB E SO IR0
TP TIPSO, B T VORISR it e A DR 2RO B SO 250 A
BT A OB T AR E S LS VIR, AR H DB SR E S
HAERCE S DUBIERIR H R N IHPR RS

N TI84T Tripwire, WZREIEEECEAL N IR SCAFPE DIRIAINI H > F
® ! “tw.config” A IIF] “/etc” HEF
® I “tripwireverify” JHIAFE NIF| “/etc/crondaily” Hg F

ATLUE “floppy.tgz” WIS Jm, kB EIRAIHRA AT, 585 DLRIFIN H %
N BE HIFE DURSIU ) 7 VAR B RR I H

BlE letc/tw.config ({4t

Tripwite IZAT{EVURIRA T . B A S — BRI Hicds B A< B A
Bro AT AT PRI, Tripwire A0 Z0UEAT — M EAMERHE PR LA TLLAS. L, 1
SE WIS 52 T 2L Tripwire WRFSWIBLE S IXEESCAF PR IRATAE « et/ tw.config” 3L
PEHL. “/etc/tw.config” SCATHLE SCT FITA e MR A SCA AN H %

Paxaol | =N

L i

el “tw.config” A (touch /etc/tw.config) A NN TR S R 0 S
FH . BUE SO AR S S man 0T “tw.config(5)” A TE AN

# Gerhard Mourani: gnourani @i deotron. ca
# | ast updated: 1999/11/12

# First, root's "home"

/root R

I'/root/.bash_history

/I R

# OS itself

/ boot/vminuz R

# critical boot resources
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/ boot R

# Critical directories and files
/chroot R

/etc R
/etcl/linetd.conf R
/etc/nsswitch. conf R
letc/rc.d R
letc/nmab L
/etc/motd L
/etc/group R
/etc/passwd L

# ot her popular filesystens
/usr R

lusr/local R

/dev L-am

lusr/ietc R

# truncate hone

=/ hone R

# var tree
=/var/spool L
/var/log L

/var/lib L
[var/spool /cron L
I'/var/| ock

# unusual directories

=/proc E

=/tnp

=/ mt/cdrom

=/ mt/fl oppy
B

Ay 22 R AL Y T i A SO IRANBR B 0600:

[ root @eep]# chnod 600 /etc/tw config

BoE letcltripwire.verify JHiA<

HHAL Tripwire BCE ] email TIREAIRLL RGUEH O ARIMT, FEIEH RO R
RGP S AR B, AL BOFT Tripwire IR . “tripwire.verify”
SO MINEIAIA SO, BB B crond SEWIHAT,  FHSRAS AR AL rh SR
FSR AR T email FEET R 45 RGUE L DL
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vt

g
B “tripwire.verify” A (i Jetc/ cron.daily/tripwire.verify) , IO X JUAT

#!/ bi n/ sh

fusr/sbin/tripwire -loosedir -q | (cat <<ECF

This is an automated report of possible file integrity changes, generated by
the Tripwire integrity checker. To tell Tripwire that a file or entire
directory tree is valid, as root run:

/fusr/sbin/tripw re -update [pathname|entry]

If you wish to enter an interactive integrity checking and verification
session, as root run:

lusr/sbin/tripwire -interactive

Changed files/directories include:

EOCF

cat

) | /bin/fmail -s "File integrity report" root
7

HI I T iy 2 AL BAEAS ] AT HLAERR ok 0700:

[root @eep]# chnod 700 /etc/cron.daily/tripwire.verify

R Tripwire F %4

N TEINARGE N 22, Bl Tripwire HIEHEE (tw.db_[hostname]) A%
NRILEHTr G D ZFEASE NSCRE . PSR X Tripwire /R
B, AU NOHBAEERE

SFAB PER PO AT BT OR . PRI, 0 S et P — B AT bEE
A AT TSR P RIAT B R 0 SCREAT HOBE
e

AR A AN ZORL T LU man Ay BRI IT, SIBURIEA s

siggen (8) - signature generation routine for Tripwire
tripwire (8) - afile integrity checker for UN X systens

tw.config (5) - configuration file for Tripwire
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PN
Ap ¢

NS LA EH RIS, SRR B, I
I E AT EAAE man 5 B 5l L e S0y

AL B AR T IZ4T Tripwire

FEASH AR NI&AT Tripwire, RBHE —SMHIE R — HIC ek H s
s MEREESAR, Tripwire 23 ) FH 2 77 BOFEUEIZE . USRS AT LR DS (8
W EOF R, (HR BRI Ingk “AEREEa B

L oais

T EEHEAT “ripwire —initialize” 74 XM STEVREE 1) H XK NI N
“tw.db_[hostname]” [EHEZE A (X H [hostname & VAL ML) o A TEHT
— PRI, Tripwire 75 EE— AN EEMERUR P

FI T i 1 R TR 0

[root @leep]# cd /var/spool/tripwre/
[root @eep]# /usr/sbin/tripwire --initialize

FAVFE RIS BRI SR o R, SRR B T A i R A e o

KSe ——

;7

TR BEDBT Tripwire B PR K7k 2 Mo A8 B, Tripwire S5 H )™
AT ST PR LU N R G A BT HRAS . S ROER AT R, AEIsA TR
o415 5 W L8 T 2 5T o

HY R fir AT AL AR

[root @eep]# cd /var/spool/tripw re/database/

[ root @eep]# cp tw. db_myserverhost name /var/spool /tripwre/

[ root @eep]# cd ..

[root @eep]# /usr/sbin/tripwire --interactive

Tripwire(tm ASR (Academ c Source Release) 1.3.1

File Integrity Assessnent Software

(c) 1992, Purdue Research Foundation, (c) 1997, 1999 Tripwire
Security Systems, Inc. Al Rights Reserved. Use Restricted to
Aut hori zed Li censees.

### Phase 1: Reading configuration file
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### Phase 2: Generating file list

### Phase 3: Creating file information database
### Phase 4: Searching for inconsistencies

#it#

### Total files scanned: 15722

### Fil es added: 34

### Files deleted: 42

### Files changed: 321

#it#

### Total file violations: 397

#it#

added: -rwx------ root 22706 Dec 31 06:25:02 1999 /root/tnp/firewall

--->File: "/root/tnp/firewall’
---> Update entry? [ YN(y)nh?]

A H AR, Tripwire 2RI IMERASCAAG S, i H AV g
B ACET S R I0

TEBE E ST a2 4T Tripwire

Tripwire SCREIETRESCH/ H N “ ew.config” IR 30 4 8T . Tripwire 1F
HAREP AR “ew.config” HIIAHICHIE o /RS B AR N BT Tripwire Fl
il “tripwire.verify” JIASCFIESE T email $R75 45 RGCEBLRALEARER, ALY
FARHEA RGN R] o oA T A A2 B A R IZAT Tripwire 117 HAESIH S5 R Hif
& FARKHINE],  “eripwire.verify” JIASSCAF AT ARG RS0 TT HH email R 7745
R ORI RGE B O AT LR RS 1 SRR AT s e ) #RA

fltn:

S REAAL, I HIXAMRAGRIER K, ] U N DA & BORr 4t
i

[root @eep]# tripwire -update /etc/newy.installed.file

B, WERAE “ew.config” SCPFR R SRR AL 1424, AT LU R &
KEE B -

[root @leep]# tripwire -update /usr/lib/Package D r

TEIXPIFIELL T, Tripwire A4 € ) SCAF ST AR BB 22 e s . TH I 2
FESHE 2540 1) . /databases” BT HE T
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RIEEN R PRI H

> [etc/cron.daily/tripwire.verify
> [etc/tw. config

> [usr/ man/ man5/tw. config.5

> [usr/ man/ man8/ si ggen. 8

> [fusr/man/ man8/tripwire. 8

> [usr/sbhin/tripwire

> [usr/sbin/siggen

> [var/spool /tripwire

> [var/spool /tripwre/tw db_TEST

Tripwire B4

ViperDB

ViperDB b Tripwire /N7 HIEE PR ViperDB BAME] “all-in-one” I,
MR — MR H S T QIR 2SO B e . IR AR S0 St Bty
Mo WIRAE 5 73 BHEAT—IK ViperDB (M cron) , BN AR & L4 M #2165
Ral H AT Rett

LT

ViperDB =01 http://www.resentment.org/projects/viperdb/ o

FCHECK

FCHECK A& —/MEHTE N PERL JIA, FRISFATAT AT IFH syslog.
console B EARE REE LR . WA RS IR A AR /N, k] DURERS — 238
Pk, ZFERRIR I ORIE RGN 2 2. FCHECK & “Tripwire” I, 1M
HAFFHEAS . 2o KRNI H 32 S e EAEA .

B

FCHECK )01 http://sites.netscape.net/fcheck/ fcheck.html.

Sentinel

Sentinel & P IS/ REAL AT A, ZRALT Tripwire M Viper.ple {55 Tripwire
AL B, (E 248 ] RIPEMD-160bit MAC B CANSZRRAFRED , 11 HLIE
SZRRAL PRI ] MD5 128bit ARG B 224, e n] AAE 431 Unix FIZE4T,
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AR
sentinel f{] 3= 1L ; http://zurk.netpedia.net/zfile.html.
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Linux GnuPG

1Btk

GnuPG (GNU Privacy Guard) & {RUEEBIRARAMAAE 22 GNU TH. &n]
DU TN Bl MBI B 72544 o GnuPG G T i 20 ) 2 A B 1 L vty LA
RFC2440 IR OpenPGP [ [E Frbrife.

M GauPG AMEFEATE LARIFRHIRHL, Frle Al PGP2 A& NMRAFFA I
7% PGP 2.x H A IDEA (FEAtH FERI=A LR F1 RSA (723 H I LAPEAE 2000
9 H 20 H& IR &

pE I T

NHFTA A Unix FEAM 2

UREEARHR R Jvar/tmp” CHIRAESEBRIG LB o DU B2 .
LR RedHat Linux 6.1 FIIERL .

LEH “root” HIP AT 3¢

GnuPG FIRAIE 1.0.1.

B BIHRIR

GnuPG [FJFTL: http://www.gnupg.org/ »

T gnupg-1_0_1_tar.gz.

RERHEFREERYE)

IR Sm PERT AN B G H— TR R A U IIBIER, ARG “dife” Al 2
PR, R b 0 22 S 0 B AR e e R L . B R S A e B I
IBAT— T4 “find /* >pgl” » EGIERILERTEA 2 JGI8 TS “find /* > pg2”
a4 “diff pel pe2 > pg” R HIAELL .
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PRIFFNZRE

ORI Ctargz) fRIE4A:

[ root @eep]# cp gnupg-version.tar.gz /var/tnp
[root @eep]# cd /var/tnp

[root @eep]# tar xzpf gnupg-version.tar.gz

gr AL
§e$) GouPG (3T H T, BB A% B4

CC="egcs" \

CFLAGS="-® -funroll-loops -ffast-math -mali gn-doubl e -ncpu=penti unmpro
-mar ch=pentiunpro -fomt-frame-

poi nter -fno-exceptions” \

./configure \

--prefix=/usr \

- -enabl e-shared

IEAT NI A2

[ root @leep] # nake

[root @eep]# nake check

[ root @leep]# nmake install

[ root @eep]# strip /usr/bin/gpg

“make” AT 2O ITE TIPS SCA TG BT PAT I —BERISCAE, “make check” %
B2 ATHHATINR, /5 “make install” @y 23T ) BRI SO 22 BAE AN 1 H sk L.
“strip” T LI “gpg” FEFIISCAFRANE/DS, IR O] IR SRR IR RE -
B REA DB

FH TR i 2 B B AN 0 B 1) 34«

[root @eep]# cd /var/tnp
[root @eep]l# rm-rf gnupg-version/ gnupg-version.tar.gz

“rmn” AT MR IE % GouPG P ZIIERER?,  IF HAE “/var/tmp”
H %TE’J GnuPG FAH 1 4 oM ft o
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PN
Ap ¢

N R R A, MR RZ IS S, R
SATELEE man 7B 5L &S0

AR
B UAET] GruPG JRAFIIIHE, Bl LA F CLOITRE 3R L,
B
JH T 1) i 4 QR — 0 BT 1

[ root @leepl# gpg --gen-key

gpg (GwuPG 1.0.1; Copyright (C) 1999 Free Software Foundation, Inc.
Thi s program cones with ABSOLUTELY NO WARRANTY.

This is free software, and you are welcone to redistribute it

under certain conditions. See the file COPYING for details.

gpg: /root/.gnupg: directory created

gpg: /root/.gnupg/options: new options file created

gpg: you have to start GiluPG again, so it can read the new options file

Thi s asks sonme questions and then starts key generati on.

o, 7

H R a2 FXIE4T GnuPG (LA root S5 -

[ root @leep]l# gpg --gen-key

gpg (GwuPG 1.0.1; Copyright (C 1999 Free Software Foundation, Inc.
Thi s program cones with ABSOLUTELY NO WARRANTY.

This is free software, and you are welcone to redistribute it
under certain conditions. See the file COPYING for details.
gpg: /root/.gnupg/secring.gpg: keyring created

gpg: /root/.gnupg/ pubring. gpg: keyring created

Pl ease sel ect what kind of key you want:

(1) DSA and El Gamal (default)

(2) DSA (sign only)

(4) El Gamal (sign and encrypt)

Your selection? 1

DSA keypair wi |l have 1024 bits.

About to generate a new ELG E keypair.
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m ni mum keysize is 768 bits

default keysize is 1024 bits

hi ghest suggested keysize is 2048 bits

What keysize do you want? (1024) 2048

Do you really need such a | arge keysize? y

Request ed keysize is 2048 bits

Pl ease specify how | ong the key should be valid

0 = key does not expire

<n> = key expires in n days

<n>w = key expires in n weeks

<n>m = key expires in n nonths

<n>y = key expires in n years

Key is valid for? (0) O

correct (y/n)? vy

You need a User-1D to identify your key; the software constructs the user id
from Real Nane, Comment and Email Address in this form

"Heinrich Heine (Der Dichter) <heinrichh@uessel dorf.de>"

Real nane: Gerhard Mourani

Emai | address: gnourani @i deotron. ca

Comment: [Press Enter]

You sel ected this USER-I D

"Cerhard Mourani <gnourani @i deotron.ca>"

Change (N)ame, (Qoment, (Eymail or (Okay/(Quit? o

You need a Passphrase to protect your secret key.

We need to generate a |lot of randombytes. It is a good idea to perform
sone ot her action (type on the keyboard, nove the nouse, utilize the

di sks) during the prime generation; this gives the random nunber
generator a better chance to gai n enough entropy.

T S o S S TS S S
+++
e S o A S S S
++

+

B e e Sttt L. <ttt

+H+++HAAAA

public and secret key created and signed.

£ “root” MZEHK T (~/root) , —XFHINERL CRAATHERLAI 2 L) 481
K,
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FAE R

UERARICE] TN R, Rl DA e BE PRI 2 P R P L, XAt

A7 (ML AP e . BRI “ SN Cimporting)
IR T 4300 35 5 N 28 T 3

[ root @leepl# gpg --inport <file>

ftn:

[ root @eep]# gpg --inport redhat?2. asc

gpg: key DB42A60E: public key inported
gpg: /root/.gnupg/trustdb. gpg: trustdb created
gpg: Total nunber processed: 1

gpg: inported: 1

IR AN 218 R B T LS e e OB SR o TRV E R GnuPG AN A

BEFRRL  key signing

AFARHERGT HE XN NFUE AN AZHNE D Bl

HI R IR i 20T L5 o B TN B3 R K RedHat 23 7] 1358 -

[ root @leep]# gpg --sign-key <U D>

filtn:

[ root @eep]# gpg --sign-key RedHat

pub 10240/ DB42A60E created: 1999-09-23 expires: never trust: -/q
sub 20489/ 961630A2 created: 1999-09-23 expires: never

(1) Red Hat, Inc <security@edhat.con

pub 10240/ DB42A60E created: 1999-09-23 expires: never trust: -/q
Fi ngerprint: CA20 8686 2BD6 9DFC 65F6 ECC4 2191 80CD DB42 A60E
Red Hat, Inc <security@ edhat.conr

Are you really sure that you want to sign this key

e HIREIE (self-signed) &L, 7F LIHIIH]F AT RedHat Mx5 T 3H K1)
N HVEEREAT “redhat2ase” P AFRATTI S L%

A

S
Y3
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with your key: "Gerhard Mourani <gnourani @i deotron.ca>"
Really sign? y

You need a passphrase to unlock the secret key for

user: "Gerhard Mourani <gnourani @i deotron.ca>"

1024-bit DSA key, |D E92D6C97, created 1999-12-30

Ent er passphrase:

AAFEIHE XA SR 5 10, ARSI IXAN . T )7 SR T8

IR
TEARSE BA T T LA E 5E GouPG 25, W DUFAR A AR T .
NI a4, ATRAAZ PR ZE AR U RedHat (R R HEA TN 250 2l

[root @eep]# gpg -sear RedHat <file>

i -

[ root @leep]# gpg -sear RedHat nessage-to- RedHat .t xt

You need a passphrase to unlock the secret key for
user: "Gerhard Murani (Open Network Architecture) <gnourani @i deotron.ca>"
1024-bit DSA key, |D BBB4BA9B, created 1999-10-26

Ent er passphrase:

“s” RRZAT Gsigning)  CH T A NE MR, ST IFa I mEds)
“e” ?%Tbﬂfﬁ (encrypting) , “a” RN ASCIT F4FIIHIE ( “asc” AT
R email ££31£) ,  “+” % ﬁﬁFE’ﬁT N4, <file>RRAHE I 1 A4 .

I T R i s b«

[root @eepl# gpg -d <file>

ftn:

[ root @eep]# gpg -d nessage-to- Gerhard. asc

You need a passphrase to unlock the secret key for

user: "Gerhard Mourani (Open Network Architecture) <gnourani @i deotron.ca>"
2048-bit ELG E key, |ID 71D4CC44, created 1999-10-26 (nmain key | D BBB4BA9B)
Ent er passphrase:

226



BNE: RAREKHF—LINUX GNUPG

“d” RN, <file> Ko RENE I ST

FANERL

GnuPG A1 L8R I B T AT s L. XY fig “ 2 ih” Bk, i S
R, ATLLAEEZ I ANENEIRI AR . PTDEE SRR 0, s ks 4s,
e SR TR,

FH R T2 7] LA ASCIL TR A F %5 e -
[root @leep]# gpg --export --armor > Public-key. asc

“—export” RN FHFREBURIRII A Z R, “—armor” /R B ASCI
TER R, XA AR A IR HBARE DT T . “>Publickey” 3R
bR H B 1A 2] “Public-key.asc” SCAFHL.
BEME

BEANFUE IR 2~ HIRE O] DASE A SRS s i 25 el 2 0 D i #mT
DR B0 A5 BRI IR AT

FH I T ) iy 288 5 AR B BRI S A
[ root @leep]# gpg --detach-sign --arnor <Data>

“_detach-sign” FTRZEATBALMPI AR . Bl R XF A, Rl e T — ikl
SRR, “—armor” FRRIRUEA B —FF, EXBEAEEAH. <data>
PR R BRI, AR tar S0P

JH T T 1 i A 2 el ) 2544 «
[root @eep]l# gpg --verify <Data>

GnuPG R B84 2 1 e AR s AN S B WERZEAZ AR, b

INURIAE 23 HY 3 RO N R RAAT 3R . WERINE T B RE LT T, s it (1 i
o B A RS o AL AT R B AL I A BN 2~ A o

RIEE R HRIH

> [usr/bin/ gpg
> [usr/lib/gnupg
> [usr/1ib/gnupg/rnduni x
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/usr/1ib/gnupg/rndegd
[usr/1ib/gnupg/tiger
/usr/ man/ manl/ gpg. 1

[ usr/ shar e/ gnupg

VvV V V V V

[ usr/ shar e/ gnupg/ opti ons. skel
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ARSSeFr e
Linux DNS and BIND f45-3%

Btit

GRS H VL EMNRR w2 )G, NP BT H s B 5525 1)
WIEEPERE. DNS X 1P 25 18 THOR e B T B 48 k%5, A ITA Y Linux 257 4L
(client) Z/DHERERCE AT ZEM (caching) e NAHIKZ S im it 7. 22
MRS AT AR 384 Mk 55 #% - (primary server) M7, —% “caching only” (44
JK 55 2 T LA T S0 44 BB T 45 S sk B ok N G ZEH 21X 44 I I gl AN 24 e
TRACI TRIENT 7o IX ] AFRAR KRR S b4t~ O34 A iR Ik 1)

DA Ay 22 4 T TR (R T, PRAEAE AR MY P 8 P R LR A Mb AR IR SEA L Tl AN A
DNS X — gl B, AR 1P HhEEERARM AN L, R 22 T .

TERATHIRC BN 2R P FATIBAAE “root” HIJHE “chrooted” FABEHIZAT
BIND/DNS. AL T =FAFEFIBCE : 1) & “caching only” 144 %545 (%
FUi) 5 2) A IRSSAE (secondary server) 5 3) FIHAMS4 (primary server) o

P £ 187 P11 “ caching only” 3844 k55 TR IR 45 i A Ao FHAAI = /a4 i 252 1)
S T340 55 25 B AL IR 55 28 A 75 200 B E 1A B A kg5 . RIS o0 N
H—BMRGEAEN T RS, B RSSEVEGEA IkSs, HE kS
HIAE A a7 HL “caching only” B bl 4 IR
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Caching DNS FDNS é%g]\?&l 186. 2
208. 164. 186. 3 208. 164. 186. 1 I
B=

0lli
0lli

A S 1
192.168.1.0/24

TR THEX AT A2 DNS [P E B R o BATEAN R R g5 HAgE
TAFRIFIBEE (caching only DNS. 3= DNS flfli DNS) o fESERatEul H A 1R ZRpn]
REAFAE,  FT LAEERR R 5 M 0 2% S R R B

i

NPT i AL Unix AR 2

UREEARHR )« var/tmp” CASRAESERRNG LR AT U B AR .
HEAE RedHat Linux 6.1 NI .

L “root” FF AT,

bind [FJARA S 42 8.2.2-patchlevel5.

R BRI

bind FUL:  http://www.isc.org/ o

T4%: bind-contrib.tar.gz, bind-doc.tar.gz, bind-src.tar.gz.
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RESHEEETFERCIE

U Gm I R AN G 8 Ja A5k R T SRR, ARG “diff” dd2
FEAEAT, R A 1 2 ) Sl B AC A e AR . B ] F AR S i 2 T
BT R “find /* >dns1” , FEGRIFER LR G847 4 “find /* > dns2”
a4 “diff dnsl dns2 > dns” $H A4k

PRIEF N

AT (targz) RS-

[root @eep /]# nkdir /var/tnp/bind

[root @eep /]# cp bind-contrib.tar.gz /var/tnp/bind/
[root @leep /]# cp bind-doc.tar.gz /var/tnp/bind/
[root @leep /]# cp bind-src.tar.gz /var/tnp/bind/

BATONE TN “bind” MH, HRAI ar SCRY.
FEFIH “bind” Ht (cd /var/mmp/bind) , f#IE tar SO0

[root @eep bind]# tar xzpf bind-contrib.tar.gz
[root @eep bind]# tar xzpf bind-doc.tar.gz
[root @eep bind]# tar xzpf bind-src.tar.gz

Ao E Ak

e “Makefile.set” CAF (vi/ stc/port/linux/Makefile.set) , FEIMA

' CC=egcs - D_GNU_SOURCE

' CDEBUG=-® -funroll-loops -ffast-math -malign-doubl e -ncpu=penti unmpro
-mar ch=pentiunpro -fomt-
frame- poi nter -fno-exceptions’

' DESTBI N=/ usr/ bi n’

' DESTSBI N=/ usr/ sbi n’

' DESTEXEC=/ usr/ sbi n’

' DESTMAN=/ usr/ man’

' DESTHELP=/ usr/1i b’

' DESTETC=/ et c'

' DESTRUN=/ var/ r un’

" DESTLI B=/usr/1ib/bind/lib’

" DESTI NC=/ usr/1i b/ bi nd/ i ncl ude'
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"LEX=flex -8 -1'
' YACC=yacc -d

' SYSLIBS=-Ifl"
"I NSTALL=i nst al |
" MANDI R=rman

" MANRCFF=cat '

" CATEXT=$$N
'"PS=ps -p

" AR=ar crus'

" RANLI B=:"'

AT UHBRATH I gcc giiF 24 T/ eges, 2 AT NS HL“DESTLIB="
X—4TUtH bind R EMEREH S, “DESTING=" ¥ bind ] “include” HF:7E
W B

g AL
YN RS

[ root @eep bind]# make -C src

[root @eep bind]# make clean all -C src SUBDI RS=../doc/ man
[root @eep bind]# make install -C src

[ root @eep bind]# make install -C src SUBDI RS=../doc/ man

“make” ATIELITAT ISP SCAFARG B —JERISCAE, 545 “ make install” #E 3
TSCAERIAR SR R B SO 22 BRI F Sk

[root @eep bind]# strip /usr/bin/addr

[root @eep bind]# strip /usr/bin/dig

[root @eep bind]# strip /usr/bin/dnsquery
[root @eep bind]# strip /usr/bin/host

[root @eep bind]# strip /usr/bin/nslookup
[root @eep bind]# strip /usr/bin/nsupdate
[root @eep bind]# strip /usr/bin/nkservdb
[root @eep bind]# strip /usr/sbin/nanmed

[ root @eep bind]# strip /usr/sbin/nanmed-xfer
[root @eep bind]# strip /usr/sbin/ndc

[root @eep bind]# strip /usr/sbin/dnskeygen
[root @eep bind]# strip /usr/sbin/irpd

[ root @eep bind]# nkdir /var/naned

“strip” AT AR AR SAE S R BRI RS N2,
LR REEPITERE . “mkdic” @rGIEE—A “/var/named” H %o
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RERAN L Z SO

[root @leep /]# cd /var/tnp
[root @eep tnmp]# rm-rf bind/

XLy MR PSR G A 22 BIND/DNS FRIYESCA T

BLE

ANTRIIR S s BRI B SR ANAR IR, AR 5 SRR X 288 4 R ) S B i DU P o
I REAE R B H B2 46— “caching only” [Y] DNS J45#s, 75w Bk n] e aede -
DNS. %li DNS fil “caching only” DNS.

A PARX 2 3 “floppy.tgz” A
http://pages.infinit.net/lotus1/doc/opti/floppy.tez. & “floppy.tgz” AT L G, 7]
PATERI NG H SN A AT THERRA A A A B A OB E SO IR0
TP TIPS, B T VORISR it e A DR 2RO SO 250 A
BREATE A BT ARG E SRS VUL, AR EEA 4 A DB B S F
HLABACESCPFS DURIIERR H o o N IRPRERAR B .

M T IEAT “caching only” WA MRS, a5 UL TR SO 2R Y
EBF

® ' “named.conf” SCAHE L] “/etc” HEKT

® i “db.127.0.0” SCAFFEULE] “/var/named” H3X B

® i “db.cache” LI ULE] “ /var/named” H3k B

® % “named” JIASCAEFE DLE] “/ete/red/initd” HF
N T IBAT B A NS4, NGB PE UL SO SN H o R
® i “named.conf” SCAHE L] “/etc” HEKT

® i “db.127.0.0” SCAFFEULE] “/var/named” H3X B

® i “db.cache” JC/FHEULE] “ /var/named” H3k F

® {8 “db.208.164.186" CAFH5 ILF “ /var/named” H3x N
® {8 “db.openarch” S ULE] “/var/named” Ha% K
® % “named” JIASCAEFE DLE] “/ete/red/initd” H R
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BT RHSBEM—LINUX DNS AND BIND fR554%
AT ISATHIR A IG5 2%, ALZR G HE B S DU T SCA BRI H 5% R
® i “named.conf” CAFFE L] “/etc” HKT
® ! “db.127.0.0” SCAFEILE] “ /var/named” H3% B
® ' “db.cache” LA ULE] “ /var/named” H3k F
® ! “named” JIASCAFHE NLF] “/etc/red/initd” HF

T LE “floppy.tez” MRS )5, $RE LA RSO, JFHE DRIAIR ) H
N, BEEHIFE DURSIG ) D5 2 AR5 A BRI H o

Caching—only 15Z R %28

“caching-only” 34 HRES #ALKR T XF “0.0.127.in-addr.arpa” R, K HE T
JETCRUM . “caching-only” A4 RS AEEAEIXIH, (zone) WENAEX AN HRINA
UG AL IR S5 AR A IR S5 28R o PR AS IR /2 “ caching-only” 4544 IR 55 4%
THRAEX BN A A4 (g, BRI — & T4 Ik 55 s e 4 IRk 55 4
AT .

PRGN TR “ caching-only” 48k 44 4545 7 5 ¥ SCA 4 -
® named.conf

® db.127.0.0

® db.cache

® named HIAS

HfE ] caching JREGABRECE Jletc/named.conf 3Cff

HEAE T 1AL MR G5 AR A e 554, T RAAEI 48 BRI e iR g5 4 LA
X AMECE . AR 2 i U SZ AT “ caching” RS54 AT LADAR T804
S5 BT o VFZ4R T IR 2 DR DR I Tt RS IR £

A “named.conf” A (touch /etc/named.conf) , LA IIANIXLEST .

options {

directory "/var/ named";

forwarders { 208.164.186.1; 208.164.186.2; };
forward only;

b

/1
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/1 a caching only nameserver config
zone "." in {

type hint;

file "db. cache";

}

zone "0.0.127.in-addr.arpa" in {
type master;

file "db.127.0.0";
H

1 “forwarders” IX—4T, “208.164.186.1” Fl “208.164.186.2” & EIM A 4528
G AL MR 552517 1P il W] AT ISP 411K DNS k45 a5 i DNS Jligs
8o

A T $& 5 BIND/DNS R4S # it 224, fi22i b2 3 /440 e o5 s i Ll
WA SN R “caching” WS e E A e RS 48 . 78 “named.conf”
AP RE T “forward only” XANSHE,  ATLART IEIXRMELL A A, i
“forwarders” T8 SIIHAL IS5 A AT SN Aige, 5044 Ik 5% s AN 2 B B
5545 o

Al caching JRSSESECE  /var/named/db.127.0.0 3L

i

SEEAME N B34 RS e ik 42 I 25w, T DAZERI 2 b2 ik g5 2 A A
EX—ECE. “db127.0.07 CAFEEE A (oopback) MW%%. 7 “/var/named” H3%
T S

B “db.127.0.0” 3 (touch /var/named/db.127.0.0) , £E3CAF N FHIIX
AT

$TTL 345600

@I N SCA | ocal host. root.|ocal host. (
00 ; Serial

86400 ; Refresh

7200 ; Retry

2592000 ; Expire

345600 ) ; M nimum

IN NS | ocal host .

1 IN PTR | ocal host.
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HTE ) caching ARS#SECE I/var/named/db.cache (1%

TEJA 3)) DNS k55 o5 2 A A —A> “db.cache” SCAFRIFE DL, FEIXASCAH%
DR “/var/named” Hk Fo  “db.cache” HYFARSS 28R IX R (rootzone) ZEWFHL .

HI R ) i AR E ) Unix LB db.cache”3CfF» 84 M RedHat Linux
PRACH e DA

HI R i 2R N8R “db.cache” SCAF:

[root @leep]# dig @aroot-servers.net . ns > db.cache

ABE THE “db.cache” SCIHHS DLRIF EEXANSCAFHIARSS AR “ /var/named” H
K N

FER: NEMAHEE, 0 “192.168.1/24” R A 224 n) SANGE L ELZE DNS HHED
B B RAR R, g B BN RIS EALZ AN REAAE DNS.

EigaksSE

T M 55 A SO A SR X s, XS X A X R AR e H A BURL
P

N T N AEBA G5 i I b 2B ) SCA I«
® named.conf

® db.127.0.0

® db.208.164.186

® db.openarch

® db.cache

® named script

AEBL RS BREE letc/named.conf {4

FEAE R 34 I RS ds P A PR E IO EL . SR 5¢ DNS 2 Ji5, T B g5 ak it
SLEBAG . AT “openarch.com” FEA )4, BUEIL IP Hihik ol : 208.164.186.0. A
TSEHIEAS HIAE “/ete/named.conf” AR IMAIZJLAT:
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options {

directory "/var/named";

f et ch-gl ue no;

recursi on no;

al l ow query { 208.164.186/24; 127.0.0/8; };
al lowtransfer { 208.164.186.2; };
transfer-formt many-answers;

b

/1l These files are not specific to any zone
zone "." in {

type hint;

file "db. cache";

b

zone "0.0.127.in-addr.arpa" in {
type master;

file "db.127.0.0";

b

/'l These are our primary zone files
zone "openarch. cont in {

type master;

file "db. openarch”;

b

zone "186.164. 208.in-addr.arpa" in {
type master;

file "db.208.164. 186" :
H

“fetch-glue no” 5 “recursion no” MEIH—EC A HI LAB 1H IR 5% s 22 X
RERVAZR 5t SRR R TR R 10 R 25w BB, EA AR e A PRk
G5 A MERESR M AOEUE K o BRI A ARS8 A A AOE TR A AN G2 A7
TR, W IRMERER S . 10— .

7E “allow-query” 1TH “208.164.186/24” Fl “127.0.0/8” FRANS 25 So v ) H:
TR 1P Hutik

7 “allow-query” 1771 “208.164.186.2” FI/RAMSS o3 LV X A7 E R 1) 1P Hh
Hko RIS DR AT AL IR G545 A T LABSUIR IR DCRP RS o IR AT AT e L6
1P J B P TR o

HERE: “named.conf” SLAFHIEIT “recursion no”, “allow-query” F “allow-transfer”
e T IR
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R 1AL RS A G4 RS2 ECE  /var/named/db.127.0.0

CAF

AL E G T B4 RS g Al 44 g s . “db.127.0.07 ST FEIRIER
(loopback) ML E, & FHH TG SR BT AR R RthE . 78
“ /var/named/” HHAIE N3

A7 “db.127.0.0” 1 (touch /var/named/db.127.0.0) FEMn_E4n R JUAT:

; Revision Hi story: April 22, 1999 - admi n@mil . openarch. com
; Start of Authority (SQA) records.
$TTL 345600

@ IN SOA deep. openar ch. com admi n. mai | . openarch. com (
00 ; Seri al

86400 ; Refresh

7200 i Retry

2592000 ; Expire

345600 ) ;. M nimum

; Nane Server (NS) records.
NS deep. openarch. com
NS nmil.openarch.com
; only One PTR record.
1 PTR | ocal host .

K E WA RS A A RS A B
Ivar/named/db.208.164.186 (/{4

ARCESAHE AT B IRS . SUPF “db.208.164.1867 A T-WL LA FI 1P
kb, 7E “/var/named/” "I TS

Agd “db.208.164.186” M (touch /var/named/db.208.164.186) FF-HIA:

; Revision History: April 22, 1999 - admi n@mil . openarch. com
; Start of Authority (SQA) records.
$TTL 345600

@ IN SOA deep. openar ch. com admi n. mai | . openarch. com (
00 ; Seri al

86400 ; Refresh

7200 i Retry

2592000 ; Expire

345600 ) ; M nimum

; Nane Server (NS) records.
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NS deep. openarch. com
NS mai | . openarch. com

; Addresses Point to Canonical Names (PTR) for Reverse | ookups

PTR deep. openar ch. com
PTR mai | . openar ch. com
PTR www. openar ch. com

hEIA RS S E Ivar/lnamed/db.openarch ({4

ABCE G T F 88 RS54 . SUIE “db.openarch” FHT-BS AL H 1P Hy
ke 1F “/var/named/” HBIE A0

B « db.openarch” A (touch /var/named/ db.openarch) FEIMA

; Revision Hi story: April 22, 1999 - admi n@mil . openarch. com
; Start of Authority (SQA) records.
$TTL 345600

@ IN SOA deep. openar ch. com admi n. mai | . openarch. com (
00 ; Seri al

86400 ;. Refresh

7200 ; Retry

2592000 ; Expire

345600 ) ;M ni mum

; Name Server (NS) records.
NS deep. openarch. com

NS mai | . openarch. com

; Mail Exchange (MX) records.
MX 0 nmail.openarch. com

; Address (A) records.

| ocal host A 127.0.0.1
deep A 208.164.186.1
nai | A 208.164.186.2

VWY A 208.164.186.3
; Aliases in Canonical Nane (CNAVE) records.

T WA CNAME  deep. openarch. com

KL RGBS LRGSR ECE  /var/named/db.cache X

i

LEARTTUE S5 5 DNS RS 2% 2 BIRIAIAE “ /var/named/” H 3 P30 S
“db.cache” «  “db.cache” CAFEVRRIIIR S 2RI IR 52511 “HR” XAy AV B o
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FHULR A a2 LB 1 UNIX EHLE ORI 1842 R 2528 B8 MARIE) Red Hat
Linux CD-ROM KATYREL SR —1145 UL .

[root @eep]# dig @aroot-servers.net . ns > db.cache

RO JE ANEEISLE db.cache % DLEIRIK) DNS k554 “/var/named/” H
K N

“ R ARG (e RS e

YA RS A VI AT DL E A A SS A I e B R SS A AU R
G5 a0 AR . —ZR3Eaa g5 T LA 2Bl (el da i 25 s Aok i Bl (G
R R RS o RN XA

FENT A A RS54 Bl (K S A
® named.conf

® db.127.0.0

® db.cache

® named A

BB RS ZRECE  letc/named.conf (44

AP E G T IR A S5 2% o IR AVE I — 44 Ik 554 AL BT
“named.conf” . fEER T “0.0.127.in-addrarpa” PAAMEHEILE “primary” 5Ch
“secondary” JfUS b I8 A RSSAs AL TP Mk IR0 5%

A3 “named.conf” A (touch /etc/named.conf) FFIN U~ JLAT:

options {

directory "/var/nanmed";

fetch-gl ue no;

recursion no;

al | owquery { 208.164.186/24; 127.0.0/8; };
al lowtransfer { 208.164.186.1; };
transfer-format many-answers;

b

/1 These files are not specific to any zone
zone "." in {

type hint;

file "db.cache";
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H

zone "0.0.127.in-addr.arpa" in {
type master;

file "db.127.0.0";

b

/'l These are our slave zone files
zone "openarch. comt in {

type sl ave;

file "db. openarch”;

masters { 208.164.186.1; };

b

zone "186. 164. 208.in-addr.arpa" in {
type sl ave;

file "db.208.164. 186";

masters { 208.164.186.1; };

s
DL BB IR A IS5 43 A Xl “openarch.com” B A IS4, 1 HE Wixt
“208.164.186.1” NI RAF I X i (5 AR FF— 2.

YA S5 A AL 2% EARIUITAT (1 db SCPEs SRS, “dba27.0.0” A
“db.cache” 55 T84 Mk 55 AR, BT LURUUE — 2040 ik g5 ds b R Bt A DL

MEIRA RS DL “db127.0.07 SO = G4 i ds-4s o
MEIRA MRS UL “db.cache” SCIF 3 = 203844 Ik 5545 -

KT LHRIREREE  letc/rc.dlinit.d/named  JHIA A4

ARCE G T AR ARG (S 7 T FiafRes4s) - BlE
“ Jetc/rc.d/init.d/named” BEIA SO LLE 3 A1{E 1FE DNS/BIND 4528 519 R

B “named” JIAS AL (touch /etc/rc.d/init.d/named) FF¥S I

#!/ bi n/ sh

naned This shell script takes care of starting and stopping
naned (Bl ND DNS server).

chkconfig: - 55 45
description: named (BIND) is a Domain Name Server (DNS) \
that is used to resolve host nanes to | P addresses.

probe: true

H OHF OH OH OH OH OH OH

Source function library.

. letc/rc.d/init.d/functions
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# Sour ce networking configuration.
/ et c/ sysconfi g/ net wor k

# Check that networking is up.

[ ${NETWORKING} = "no" ] && exit 0

[ -f /usr/sbin/naned ] || exit O
[ -f /etc/named.conf ] || exit O
RETVAL=0

# See how we were call ed.

case "$1" in

start)

# Start daenons.

echo -n "Starting named:

daenon naned

RETVAL=$?

[ $RETVAL -eq 0 ] && touch /var/l ock/subsys/ naned
echo

st op)

# Stop daenons.

echo -n "Shutting down naned:

kill proc named

RETVAL=$?

[ $RETVAL -eq 0 ] & rm-f /var/l ock/subsys/naned
echo

st at us)

[ usr/sbin/ndc status

exit $?

restart)

$0 stop

$0 start

rel oad)

[ usr/sbin/ndc rel oad

exit $?

pr obe)

# nanmed knows how to reload intelligently; we don't want |inuxconf
# to offer to restart every tine

/usr/sbin/ndc rel oad >/dev/null 2>&1 || echo start
exit O

*)
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echo "Usage: naned {start|stop|status|restart}"
exit 1

esac

exit $RETVAL

0F 7, DUE S SUEA R s BRAE L T LA AT

[ root @eep]# chnod 700 /etc/rc.d/init.d/ naned

AT PL T s 268 BIND/DNS 2 re.d IR 58

[ root @eep]# chkconfig --add naned

BIND/DNS JIAANSHE N X EAH &I F 515 3) named SFH73ERE . FRAT L
AT LA i A5 RO B B

[ root @eep]# chkconfig --1evel 345 naned on

PATEL T 1T T3 30 DNS g5 s

[root @eep]# /etc/rc.d/init.d/ named start

fins& BIND/DNS L4

Rl BIND 217 F #8 chroot ¥EET

ASER > VEE B 11 BIND #8% A R A i e M ENR SN VIA . BIND
TSR T R AR D fg, - DRI 22 4075 i AR e Jsilel EE A A it LA
e S L, AMITE SR BIND HFskBe ) Bk NMa e 553817 BIND
(¥ =M LSRR K17 AR

BIND 1] LUE A FE root P IEAT, IXAE AT DL RS BRI AR,  nT AR 3355 R
A P AEAH Shell FTRERS RS S TG R W 28R, RRFEA VI8
SWITEM R ZH DNS RG24, NI 0 BER A 3E—D 48 R & —E

“HE” WIAEEHIZET BIND,

KR MRS BN SAAE T e ) DLRR Iy P RE PR WA 10 SCAF R 5
15 “He” MRZWA o T H, BUGREA “RE” MROUISCRF BIND,  “H” RN I kR
PP AR A IR S BB R B L B H R P R P ia s n] DA il it
AR BB AT M2RA T “ K™ AR AR BR A o
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FE: “named” FEFDLL TURIF) PATH S5 48 & T4 I H k2 N W5
PRI P, T HOS 23T BIND, X H @ AR, EEMERT, TiMoe
YRE) named FEFAE T “/ust/sbin/named” o

P SHFFIEAT “named” PIAURILEPESCHT, IXEESCPFRTEPEIE “ /2 AR

[root @eep]# | dd /usr/sbin/named
libc.so.6 => /lib/libc.so.6 (0x40017000)
/1ib/ld-1inux.so.2 =>/lib/ld-linux.so.2 (0x40000000)

i b w3, o) L EEA

F—D:

HIEAT “named” WII—SBIIH AR P Ao SRR R, B LR
JIEAT BIND A8 “fe” ARZTRSCe DI K 575 2y i el 55 2 1A
HARVT T 080,  AFT 22 0w 4t

NHEGEH AL id T, R ¢ ete/passwd” H1 ¢ Jete/group” PRANSCAT
e M ARAT T R id, FRATTER 53,

[ root @eep]# groupadd -g 53 naned
[ root @leep]# useradd -g 53 -u 53 naned

i) 7

WE M7 ARIAEL, BRI A “ Y MR H ko BATTEHER: “/chroot/named” ,
PR A BRAT B & WL AER B I S RGN LA 1E SO R TE RN B o AE L e FRAT ]
(et R XA B A T — MR 43X “/chroot” o

[root @eep]# /etc/rc.d/init.d naned stop (1% nanmed SFHREFEZEIZATIN
[root @eep]# nkdir -p /chroot/named

AT, MR H ok

[root @eep]# nkdir /chroot/naned/ dev

[root @eep]# nkdir /chroot/naned/lib

[ root @eep]# nkdir /chroot/naned/etc

[root @eep]# nkdir -p /chroot/named/ usr/shin
[root @eep]# nkdir -p /chroot/named/var/run
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UL RO E SO, X SO, named, named-xfer FE7:

[ root @eep]# cp /etc/named. conf /chroot/naned/etc/

[ root @eep]# nkdir /chroot/named/ var/ named

[root @eep]# cd /var/named ; cp -a . /chroot/nanmed/var/ named/
[ root @eep]# nknod /chroot/named/dev/null ¢ 1 3

[ root @eep]# chnod 666 /chroot/ named/ dev/ nul |

[ root @eep]# cp /usr/sbin/named /chroot/naned/ usr/ shin/

[ root @eep]# cp /usr/sbin/naned-xfer /chroot/named/ usr/ sbin/

FEPR: H3 “/chroot/named/var/named” JH: H kW A X R T
TRBE R IR A4 RS54 R 4470 “named” WIHERE, JF H U 088044 IR 5% 2% v] LAE
TR, MR A COASBE HRRAE.

WAFH X “/chroot/named/var/named” ;¢ H 3 N FTA SO JE BB — 2
RS T LR “named” [PEEFRE, HUTLL s

[ root @eep]# chown -R naned. naned /chr oot/ nanmed/ var/ naned/

A “named.conf” W B AN A] AT

[ root @eep]# cd /chroot/named/ etc/

[root @eep]# chattr +i named. conf

75 DURT IR A 3 I C ESCPR R “ i RN b H %

[root @eep]# cp /lib/libc.so.6 /chroot/naned/!lib/
[root @eep]# cp /lib/ld-linux.so.2 /chroot/naned/lib/

D1 “localtime” and  “nsswitch.conf” SCAFE] “Rg” R MY H & SCAF1I4H
TR 2 i B ] -

[root @eep]# cp /etc/localtime /chroot/naned/etc/

[root @eep]# cp /etc/nsswitch.conf /chroot/naned/etc/

4 “nsswitch.conf” W B ANA] 5 547«

[ root @eep]# cd /chroot/naned/ etc/
[root @eep]# chattr +i nssw tch. conf

BT 47 JRPERSCIPR RS EG: SRR AT S, ARSI
PRASERE, RREIICASOES A, AR P e B BRI
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St ——
Eﬁ:ﬂj/l:;

EUF syslogd SFAPUERERTI) “HE” HRMRSS

WA, HRREE “/dev/log” ] syslogd KIETHE. HTHE” MR,
ERPIEE AL PR syslogd SO T “/chroot/named/dev/log” o FRATTHT LA
T I Gl syslog 1A SEIAN SR8 B i I T b A o

gL syslog A (vi +24 /etc/rc.d/init.d/ syslog) YEUn T Sesh:

daenmon syslogd -m O

BN

daenon syslogd -m 0 -a /chroot/nanmed/ dev/ | og

FHID:

il “named” AN (vi /etc/rc.d/init.d/named) FEWI T X5h:

[ -f /usr/sbin/naned ] || exit O
MR
[ -f /chroot/named/usr/sbin/named ] || exit O
[ -f /etc/named.conf ] || exit O
MR
[ -f /chroot/named/etc/nanmed.conf ] || exit O

daenon naned

BN
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daenon /chr oot/ named/ usr/sbin/named -t /chroot/named/ -unaned -gnaned

® “t” W€ named £ “ME” MWRIABEIT)EE,
o “u MEBITHHFERH .

o “o” PUEIBITHRINAL

Red Hat R JE SIIIA) daemon() sEA SEVFRILE B PID SCAF o (HIXAN S 520
named VIR IIA R R s L, DUSEATEN “/” HRESMEAT.

7E 8.2 WUASHK) BIND 7 “nde” find & gm e —HEHACAS, DISEAK E J,
RATHEI nde A SZhr & . AT LA gk BIND Y5 SCH3E TR A

MZTIH 1 IX 15 B AN nde AR URARTTEL—/ VBT named M named xfer,
I AZR HH BRI B

M T SRR — R, ARSI T H sk
XTF nde:

[root @eep]# cp bind-src.tar.gz /vat/tnp

[ root @eep]# cd /var/tmp/

[root @eep]# tar xzpf bind-src.tar.gz

[ root @leep]# cd src

[root @eep]# cp port/linux/ Makefile.set port/linux/Mikefile.set-orig

ke “Makefile.set” AF (vi port/linux/Makefile.set) FAlcm ezl

' CC=egcs - D_GNU_SOURCE

' CDEBUG=- -funroll-loops -ffast-math -malign-doubl e -nctpu=penti unpro
-mar ch=pentiunpro -fomnt-frame-pointer -fno-exceptions'
' DESTBI N=/ usr/ bi n’

' DESTSBI N=/ chr oot / naned/ usr/ sbi n’

' DESTEXEC=/ chr oot / naned/ usr/ sbi n’

' DESTMAN=/ usr/ man’

' DESTHELP=/ usr/1i b’

' DESTETC=/ et c'

' DESTRUN=/ chr oot / named/ var/ run'

" DESTLI B=/usr/1ib/bind/lib’

' DESTI NC=/ usr/1'i b/ bi nd/ i ncl ude'

"LEX=flex -8 -1’

' YACC=yacc -d'

' SYSLIBS=-Ifl"
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"I NSTALL=i nstal |
" MANDI R=man’

" MANRCFF=cat '

' CATEXT=$$N

' PS=ps -p'

" AR=ar crus'

" RANLI B=:"'

B X Makefile Al Ji BTy >R AR AL S FRAT 5038 T“DESTSBIN: 7 “DESTEXEC="
A “DESTRUN=" =47, ISR IEMT “R” RE. LdB8U5, nde BT
NTE 3R - T4 “named”

[root @eep]# nake cl ean

[ root @leep]# nake

[ root @eep]# cp bin/ndc/ ndc /usr/shin/

[root @leep]# cp: overwrite “/usr/shin/ndc™? vy
[root @eep]# strip /usr/shin/ndc

TA TR — eSO, JFHEGRIE “ndc” FRFPINEE KPS VLR “ /ust/sbin” H
K MR EAR . BATBA S Pt Re e A .

T “named” —HERICHHR — A RHEIO R, BB “named” A
“nde” FATATIIORIA S .

X named:

[root @eep]# cd /var/tmp/src
[root @eep]# cp port/linux/ Makefile.set-orig port/linux/Mkefile.set

[root @eep] # cp: overwite “port/linux/Makefile.set ? vy

Gt “Makefile.set” 3CF (vi port/linux/Makefile.set) AN R Xizh:

' CC=egcs - D_GNU_SOURCE'

' CDEBUG=- ™ -funroll-loops -ffast-math -nali gn-doubl e -ncpu=penti unpro
-mar ch=pentiunpro -fomt-
frame- poi nter -fno-exceptions
" DESTBI N=/ usr/ bi n'

' DESTSBI N=/ usr/ sbi n'

" DESTEXEC=/ usr/ sbi n'

" DESTMANE/ usr / man'

' DESTHELP=/usr/Ili b’

' DESTETC=/ et c'

" DESTRUN=/ var / run'

" DESTLI B=/usr/1ib/bind/lib’
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" DESTI NC=/ usr/1i b/ bi nd/ i ncl ude
"LEX=flex -8 -1’
' YACC=yacc -d

' SYSLIBS=-Ifl"
"I NSTALL=i nst al |
" MANDI R=rman

" MANRCFF=cat '

" CATEXT=$$N
"PS=ps -p

" AR=ar crus'

" RANLI B=:"'

[root @eep]l# rm-f .settings

[ root @eep] # nake cl ean

[ root @eep]# nake

[ root @eep]# cp bin/nanmed/ naned /chroot/ naned/ usr/shin

[root @leep]# cp: overwrite “/chroot/nanmed/ usr/shin/ naned? y

[ root @eep]# cp bin/ nanmed- xf er/ naned- xfer /chroot/named/ usr/shin
[root @leep]# cp: overwrite “/chroot/naned/ usr/sbhin/naned-xfer? y
[root @eep]# strip /chroot/nanmed/ usr/sbhin/naned

[ root @leep]# strip /chroot/named/ usr/ sbi n/ naned- xf er

Kk 2 e R G0 v] LLGAATAR i, FRATRTLAMNIER: “ settings” SCAFo 384T “make clean”
i A LA PR A T I BB R B o 9 E5¢ “named” » “named-xfer” ZJ5#5 DX
PIANSCAER] “RE” RERZT, I HAZECOUATS D i PP fe.

TRIBRAS A Z 1) B A4

[root @eep]# rm-f /[usr/sbin/naned
[root @eep]# rm -f /usr/sbin/naned- xfer
[root @eep]l# rm -f /etc/named. conf

[root @eep]# rm-rf /var/naned/

FRATIM “ Jusr/sbin” HMIERE T “named” ,  “named-xfer” (A, BFEATRMNICE
AL “HE” MR H R PR VR SERURIFE IR Le H 3 TAE. KT “named.conf”
SCAER “ Jvar/named” H3x, UVEMLH,
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MRRLLT “RE” MRIAEE NIOBCE RO SR 3) “syslogd” P EERE:

[root @eep]# /etc/rc.d/init.d/ syslog restart

JAZN “RE” ARPAET R HY BIND:

[root @eep]# /etc/rc.d/init.d/ named start

A LUR LU named 1IEAER VBTN S EOEAT

[root @eep]# ps auxw | grep naned

nanmed 11446 0.0 1.2 2444 1580 ? S 23:09 0:00 /chroot/naned/ usr/sbin/naned -t

/ chr oot/ nanmed/ -unaned -gnanmed

F—HINI%E “named” , FRBITEANMFEFRET. BJG—FINIZA “named
-t /chroot/named/ -unamed -gnamed”

HETAE

[root @eep]l# rm-rf /var/tnp/bind/

TR T2 E, EVANIBRASNE AL AL DNS. 414
I TP MR Al A R [R] S SRR ACK IR R K3 i R G 1 2 ax

X# (Zone) #%#

BRAID H A% o

B A DX e % ] AT -

® b N A HA ASSEE
® HEIIHIX N

PLR 22— “named.conf” A2 P {us “allow-transfer” ZEI )] 1
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options {
al lowtransfer { 208.164.186.2; };
b

PAE B 1 0IRE — 2dnli 42 ik 55 4% T LA (5 4ui42 IR 55 A B aRE XAl ek PR
DOFHAS TR AMUEAE I R S5 as EIRMIDCTHRS, 1 JuliA i dsasth 2
BRAIX AT FeAS o

RITFEA

B il sk A4 I 254 BT 32 (1 A m ] ARESE -
® VA A A 545K 1P bkl o
® LI LLEX A,

U A2 “named.conf” SCAFZ HE0HE “allow-query” eI )41

options {
al l ow query { 208.164.186/24; 127.0.0/8; };
b

PAUERIE T HEWS ) AS 464 IRk 55 s A HEARSRIK TP Ml [l Fpilid, X 1s4T
7E Internet B KA Z WAL TS ABATIAT—Foloet - F M tH S Baoml e A% 522 ) ) 22
R, AR RN N AbAT ] SRS AT BRI B P S kA ik 55 o

e & R

PRRT BT SEAEAR B R IR S5 2 ) LA AT W 25 R I fige AN Bty 12 AT
o “forward only” HEIA] LASLILIX —ThfE.

PAUF 22— named.conf X2 P ALFE “forward only” eI KI5

options {
forwarders { 205.151.222.250; 205.151.222. 251; },;

f orward-onl y;

H

1E “forwarder” —4TH, “205.151.222.250” F1 “205.151.222.251” 43 HAREK AR
] ISP A2 34T DNS 25281 1P Huuhik,
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SRk

AT RBCEVEA R B, AT BABEEE LU T 0T

$ man dnsdomai nname (1) - show the systemi s DNS domai n nane

$ man dnskeygen (1) - generate public, private, and shared secret keys for DNS

Security
$ man dnsquery (1) - query domain name servers using resolver
$ man nanmed (8) - Internet domain name server (DNS)
p.r
DNS E#TH

LU N IXSEar S, S ATH W YE AR 2 220 (BRI T L 2 i
RBATEATHIN, WL N T ONHAR 27 30K, U RERSAS 2 SN vR4N 1
H A

dig

“db.cache” SAFMSE T “H” X HFARSS 2RO E o B LAIE TR . AR “HR”
DX A R 25 BN W AR S, AEAT IR S B AR BERE — R A HK & — R “db.cache”
S AN ANEE I SEERAT

FHLL R ir 4 AR I DNS g5 #efrif)— N “db.cache” I

[root @leep]# dig @aroot-servers.net . ns > db.cache

REN “db.cache” XA II'ESR] “/var/named/” HX .

[root @eep]# cp db.cache /var/nanmed/

HH @.aroot-servers.net JEVRFHARIERK “M” X5 B3CHE (db.cache) AR554s,
M« db.cache 7 SAERARIEET “db.cache” SCAFIIAFR

ndc

XA SUVFRGUE PO A I 5 A KA TG Dl WARBLA v 24, nde
Regs H3oRtT, HRRERSCIFETRAT EOF ik,

TEVRI 2 EBEN nde M help 7] LUE 245l 2o
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[ root @eep]# ndc
[ root @eep]# ndc hel p

DNS FIRTH

PN, R PATH WY TR 2 E R HEIEAVFFZ 21 br
RBATBA LN, THPERCL RTINS 3R, DR RS AR IRl
fr o

nslookup

nslookup /&N HIKA ] Inernet #8544 Ik 55 % 1S HIFER o nslookup 1 FNIZAT
(LA = W I e o W s e S W W B DR LI BU R R & e
BAIENL, FFal BATEVH ENARRSIZR . AR 2GBTS T DT R A5
FEHLI R A5 S

A “nslookup” A HAIBATEI, 21T FHKIAr2:

[ root @eep] # nsl ookup (#EA hel p 3KECA L nsl ookup iy 2 HIVEAN(ER) .
Def ault Server: deep. openarch.com
Address: 208.164. 186. 3

BEN nslookup JEAE HAEATAL, &84T N 1A 2
[ root @eep] # nsl ookup www. redhat . com
A AT R TR DT ZE AN 0L 1P kb sk B HLARR I 1%,

IBEFAER “nslookup” AT WIS NSHL, 5 —ADSHCEH A1 55431 TP H
HEER LA AR

dnsquery

dnsquery FEFFHEAL T — ANt 1 H BIND R FEk v in) 38k 44 He 554 14038 FH S 0T
N FANFE P H FIEE N “nslookup” FEIFIIFN B RTEEAR

M fRE A U ) kA ik g5 s, AEHT A4

[ root @eep]# dnsquery <-n naneserver> <host>

ftn:
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[root @eep]# dnsquery -n | ocal host 192.168.1.2

Hi<-n nameserver>AXR AU BT FH IR IS4, & 0T LU 1P bk e
woxy.z BRI (BETE  Jetc/resolv.conf” XAHFHHEE ) <host>fXFE Internet
R AL A

host

“host” FEFH TR Internet FIFENUE B o & WAL TH A2 1) B AHER:
FE—HL IR 525 R R BUX L6155 Bl S O T, ‘EAGE s A 1P Mkl 2 [R] ) e,
SR, “t” M “-a” AN T AW eIk S 2 W I ENLR T A 15 B

IR S A A ENLAFR, ALV e

[root @eep]# host <FQDN, donmi n nanes, host nanes, or host nunbers>

filtn:

[ root @eep]# host deep. openarch. com

H:H<FQDN, domain names, host names, or host numbers>#& 7~ 1A PLi& FDQN,
4 (deep openarch.com) , 34, Ul (openarch.com) , FHLAFK, FIUW (deep) »
R B2 P Hhik, i (192.168.1.1) .

AEMEHRIATEE, a2

[root @leep]# host <-a donain nanes >

filtn:

[ root @eep]# host -a openarch.com

H.rh<domain names>FK 73844, il (openarch.com) o IXANEIIF T4k 4k
ZARN KT E FNUMITEE R,

AR AN A, AR NS4

[root @eep]# host <-I donmain nanes >

ftn:
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[ root @eep]# host -1 openarch.com

Hrf<domain names>3K 73844, #141 (openarch.com) o IXNEIHH] TR
1k Copenarch.com) LATEL M I ORAIIDC T K, RSG5 Nk X & BRI A (5

/o

R 7 Bl T RS DO AL IR I E R P B ROk sE
U BIiar < RATAEL BN A A H]

RIEB ARG HRIH

> [etc/rc.d/init.d/ named

> [etc/rc.d/rc0. d/ K45naned
letc/rc.d/rcl. d/ K45nanmed
letc/rc.d/rc2.d/ K45naned
/etc/rc.d/rc3. d/ K45nanmed
/etcl/rc.d/rc4. d/ K45naned
/etc/rc.d/rch. d/ K45naned
/etc/rc.d/rc6. d/ K45nanmed

/ et ¢/ nanmed. conf

[ usr/ bi n/ addr

[ usr/ bi n/ nsl ookup

lusr/bin/dig

[usr/ bi n/ dnsquery

[ usr/ bi n/ host

[ usr/ bi n/ nsupdat e

[ usr/ bi n/ nkservdb

/usr/1ib/bind

[usr/1ib/bind/include
[usr/1ib/bind/include/arpa
[usr/1ib/bind/include/arpal/inet.h
[usr/1ib/bind/include/arpal/ naneser. h
[usr/1ib/bind/include/arpal naneser_conpat. h
[usr/1ib/bind/includel/isc
{usr/1ib/bind/include/isc/eventlib.h
{usr/1ib/bind/include/isc/mnisc.h
lusr/1ib/bind/include/isc/tree.h
[fusr/1ib/bind/include/isc/logging.h
/usr/1ib/bind/include/isc/heap.h
[usr/1ib/bind/include/isc/mencluster.h
lusr/1ib/bind/include/isc/assertions.h
lusr/1ib/bind/include/isc/list.h
[usr/1ib/bind/include/isc/dst.h

V V V vV V V V V V V V V V V V V V V V V V V V V V V V V V V
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> [usr/1ib/bind/include/isc/irpmarshall.h
> [usr/1ib/bind/include/netdb. h

> [usr/lib/bind/include/resolv.h

\%

/fusr/1ib/bind/include/res_update.h
fusr/1ib/bind/include/irs.h
/fusr/1ib/bind/include/irp.h
[usr/1ib/bind/include/hesiod. h
[usr/1ib/bind/include/sys

\%

[usr/1ib/bind/include/ net
fusr/lib/bind/lib
fusr/lib/bind/lib/libbind. a
fusr/lib/bind/lib/libbind_r.a
[usr/1ibl/nsl ookup. hel p

/usr/ man/ manl/dig. 1

/usr/ man/ manl/ host . 1

/usr/ man/ manl/ dnsquery. 1
/usr/ man/ manl/ dnskeygen. 1

[ usr/ man/ man3/ hesi od. 3

[ usr/ man/ man3/ get host bynane. 3
/usr/ man/ man3/inet_cidr.3

[ usr/ man/ man3/ resol ver. 3
/usr/ man/ man3/ get netent. 3
/usr/ man/ man3/tsig.3

/usr/ man/ man3/ get addri nfo. 3
/usr/ man/ man3/ get i pnodebynane. 3
[ usr/ man/ man5/ resol ver. 5
/usr/ man/ man5/irs.conf.5

[ usr/ man/ man5/ naned. conf . 5

[ usr/ man/ man7/ host nane. 7

[ usr/ man/ man7/ mei | addr . 7

[ usr/ man/ man8/ naned. 8

[ usr/ man/ man8/ ndc. 8

[ usr/ man/ man8/ naned- xfer. 8

[ usr/ man/ man8/ naned- boot conf . 8
[ usr/ man/ man8/ nsl ookup. 8

[ usr/ man/ man8/ nsupdat e. 8

[ usr/ sbi n/ ndc

[ usr/ sbi n/ named

[ usr/ sbi n/ named- xf er
[usr/sbin/irpd

[ usr/ sbi n/ dnskeygen

/ usr/ sbi n/ naned- boot conf

V V V vV V V V V V V V V V V V V V V V V V V V V V V V V V V V V V V V V V V

[ var/ naned
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Linux Sendmail Jp&38

it

Sendmail & —Fi#) 2 R I HBAFALHACBIAE T (Mail Transport Agent, MTA) ,
M A AR BERE P S STHEHE T N — S LS AOE B 53 4h— BB . Sendmail A7l
HIF TR BRI K2 P RE o Sendmail 7RI ATAE 5 & (1] FIEORIK B3 I k9 25
RILE| Internet b, 24BN HIMHIPFET . Sendmail [ 2IIAIRZ, &M
ZI R NZIIVIAN R S, sendmail RYEE )\ JRAS R e 0BRGP AL BGE & I e
KRBT

FEBA A LR E AR, FATPRAR AL IR ANFI ) Sendmail 2240
B, — Bl R L, T3ROS T AT S )5 LIRSS A

H BB Ad D RO E ] s E - B IS4 SRR AR N T
PN, WIEAMEL. AR LRSS 28 A0E . 0. Feftiisrt. AbHL.
B % P LRSS B A2 AR IT A IBAT sendmail I HAR MBI MBAFS G k% 2]
PMBEERAE L, IR EAERERIA TR . Si8t, BRI T HLAIRGS S DA E
M Internet b FHRGAEWCHBE, BUARZ 92 b SRS A it O S o SR DA S
o FEARIKI LS Z P BEE A h R IR PER A bt RIS XFMA RS
A LA R LRI S5 s R BN A AT o O HL AT SR s AR (st n 0 22 421k

PRT EABC EARIRBE L sendmail, A8 BEROKR B ASHBIRIHEAT, A R] A
KBRS TToR,  AIERAF AP 224tk WRIIRST#s (0 TR ki Abaiz F)
AU SICHLR GG A ZhRE . E 9 orHOk BN IE A n AR GBIk
WO R R g R A 0 e TR SRS AR AT B R A s L
sendmail —#F, EMRAENOR ASMBIIHELE.  (Internet)

WebiR 425 MXIR 555 IR 555
www. openarch. com deep. openarch. com mail.openarch. com
=] =] =]
= = =
ARG M 2R R4 ‘
JIR 5585 Iﬂﬂﬂﬂﬂﬂ&% U P ( Mail Hub)
e & bt MR
Y E [ P31 4 9 PF ____
R IR 4% e e A 3 T
MR IR S5 &
e, K S
it R 3
B AR 528
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TR EEAECE ) Sendmail BEE NGOl FATFEARIIHRSS & EAEANFK

BEE CRREBPERAE L, AR WSS 4%) o MRIEIR A L4k
R AT ARG DURAT 2R E 1K) ] REPEAF 7

i

NPT i AL Unix AR 2

URHEARH D« var/tmp” CASRAESERRNG LR AT U B4R .
HEAE RedHat Linux 6.1 NIRRT .

L “root” FF AT,

sendmail [FJiRASAE 8.9.3,

R BRI

sendmail [ 3= 11 : http:/ /www.sendmail.org/ o

WAAFAR F4K: sendmail.8.9.3.tar.gz

RERGEFE ISR

SR AN G R S F sk RGP SRR, ARG “diff” ar 2k
A eAr],  FRH b 1 22 00 A0 B IR A e e el H . I B R SR G i i
BT M “find /* >sendl”, TEGPEAN LR AN 2 JaiaAT a2 find /* > send2”,
)G HS “diff sendl send2 > send” F&HARL .

IiF

A, CarZ) iR R4

[root @eep]# cp sendnmil .version.tar.gz /var/tnp
[root @eep]# cd /var/tnp

[root @eep]# tar xzpf sendmmil.version.tar.gz
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I P B
od HEAHH) Sendmail FI3t, M5 7ELH LA R iy 4

Y “linux.md4” P (Vi +16 cf/ostype/linux.m4) FARAT T 43):

define(  LOCAL_MAI LER PATH , /bin/mail.local)dnl

BOSE

defi ne(” PROCMVAI L_MAI LER_PATH , “/usr/bin/procmail')dnl

dnl define(  LOCAL_MAI LER FLAGS , " ShPfn')dnl

dnl define(® LOCAL_NAILER ARGS', “procrail -a $h -d $u')dnl
define(  STATUS FILE' , “/var/log/sendmail.st')dnl

HER: XLEPIROO o Sl fi rhoOo ), BT sendmail SR procmail
VERMBA R ROERE, T2 F sendmail ‘& PR “sendmail.st” 7T  /var/log” H
Ko

i “linux.md” S (vi+16 cf/ostype/linux.m4) FNIN AT

define(  STATUS FILE , “/var/log/sendrail.st')dnl

EE: XEOPIRAOS AR ELAS R 1R LRSS A 2 L, e 55 1F sendmail
EHPRES M “sendmail.st” 7T “ /var/log” H3xo

ik “header.m4” Y (vi +26 BuildTools/M4/header.m4) FFAn izl

define( confLI BSEARCH , “db bind resolv 44bsd')

E'OSE

define(  confLI BSEARCH , "dbl bind resolv 44bsd')

Y’ “makemap.c” M (vi +30 makemap/makemap.c) FHARAN T KB

# include <db. h>
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A :

# include <db_185. h>

Yt “map.c” XM (vi +29 src/map.c) FHARMT T B):

# include <db. h>

BOSE

# include <db_185. h>

Yt “udb.c” XM (vi +28 src/udb.c) FARTT M-

# include <db. h>

BOSE

# include <db_185. h>

Y’ praliases.c XA (vi +37 praliases/praliases.c) FEAMUIT R izl

# include <db. h>

BOSE

# include <db_185. h>

A DYALAES), 48 T %Z34AE Linux E¥) Berkeley DB A RAS 5

Zi%E Linux 30 (vi BuildTools/OS/Linux) M2 F %147
2 R FIAT
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define( confSTDIR , “/etc')
define('confHFDIR , “/usr/lib")
define(” conf DEPEND TYPE , "CC-M)

defi ne(” conf MANROOT' , “/usr/ man/ man')

Zn%E Linux 304 (vi BuildTools/OS/Linux) JF¥4 01 R 2147

RGN R AAT

define("confSTDIR, “/var/log')
define("confHFDIR , “/usr/lib'")
define(  conf DEPEND TYPE', "CC-M)
define(” conf MANROOT', “/usr/man/ man')
define( confSBINGRP', “root')

define( conf SBI NMODE', “6755')
define("confEBINDIR , “/usr/shin")

IXEEG 5 T — 2R, Wi: log 3, lib,, man HRMIALE AT “sbin” H
3K N sendmail — HBEFRIRE A A4 FRAIABLER o

i “daemon.c” XM (vi +1452 src/daemon.c) FHSTT HBh:

nleft = sizeof ibuf - 1;

E'OSE

nleft = sizeof (ibuf) - 1;

il “smrsh.c” 0 (vi +61 smrsh/smrsh.c) FFAUF oiez):

# define CVMDDIR "/usr/adni sm bin"

E'OSE

# define CMDDIR "/etc/snrsh”

LA ESSIHRE T BT i IPTER) F 3K
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e “smrsh.c” 0 (vi +69 smrsh/smrsh.c) FAUN T oiez):

# define PATH "/bin:/usr/bin:/usr/uch"

E'OSE

# define PATH "/bin:/usr/bin"

LA R E T84T “smesh” FEFRIIBAE LR a2 1812

AL

Sendmail FE A RVFGER  “—f”  FR&dEE—ANE ARG E SO (Build
-f../BuildTools/Site/siteconfig.m4) » SE S E ST R 2B e Lo TATTEE
—MNEBBAN LRGN sSEE S, JF i T oL N A S Mo s
BRI T RE, DI RS H 3K Sendmail AT I SCAF - H
X “BuildTools/Site” Z T

cd FEAHTI Sendmail H kM 5 A “siteconfigm4” A (touch
BuildTools/Site/siteconfig.m4) FHAE A I LU JLAT

define(  conf MAPDEF' , "-DNEWDB') (Require only for Mail Hub configuration)
define(  conf ENVDEF' , " -DPlI CKY_QF NAME_CHECK - DXDEBUG=0')

define( confCC, “egcs')

define(confOPTIMZE , - -funroll-loops -ffast-math -malign-double

- ncpu=pent

i unpro -nmarch=pentiunpro -fonmt-frane-pointer -fno-exceptions')
define("confLIBS, “-lnsl')

define( confLDOPTS' , "-s')

define(  conf MANOAWN , “root')

define(  conf MANGRP', “root')

define(” conf MANMODE , "644')

define( conf MANLISRC , "1')

define( conf MANGSRC , "5')

define(  conf MANBSRC , "8')

PL B “siteconfigmd” X T AL H OB E N

define('confMAPDEF', -DNEWDB")
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AIFEIEIHRE Sendmail 7344 SCAFAN—FELBER i FH OB PR AL e AERATTH T
HLIRATTRH Berkeley db3)BEH hash 4544 X H btree &5,  “define('confMAPDEF,
-DNEWDB')” A6 H1 S i rhoCa a2 2R o 0T AS BB AR F 12 P B A IR 55
B Lo U A MR S5 175 LRI S5 A58 A HB S AN 45 1 1) 44 2
e, Nt hATE “-DNEWDB” Lifig.

define("confENVDEF', -DPICKY_QF NAME_CHECK -DXDEBUG=0')
A I A R AR E S AT DA 0 Sk, BB Rt & @ X
“ DPICKY_QF_NAME_CHECK” sendmail ¥ BEREAIAS B RIK “ of” SO e 2 H &S

HLJe, JHE “of” SUHESCh “Qf” XfF.  “-DXDEBUG=0" ZH2% 1E 4 PR BN
R ex .

define("confCC', "egcs')

AT EE SRR E Gt 75 Sendmail BT C GiiFas. AIRIFCKH] “eges” 4
[EE S SR AL

define("confOPTIMIZE', *-O9 -funroll-loops -ffast-math -malign-double
-mcpu=pent

iumpro -march=pentiumpro -fomit-frame-pointer -fno-exceptions')

ATIRITRRE A4y CC g FEas L REVEARIEFAT I CPU S5t BEA Tk .

define("confLIBS', “-Insl')

ATIRITHRRE T L1845 1d (NS KL

define('confLDOPTS", *-s')

AFAEIHGE T ARG 1d ERAR LIS AL

define("'confMANOWN', “root")

ATIRITHRE T 2T P
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define("'confMANGRP', ‘root')

ATIRITHRE T 2T P 4.

define('confMANMODE', "644")

ATIRITHRRE T 22 BT DA o

define("'confMAN1SRC', *1")

AFIEIHRE T 2T T confMANT FRIYESCAF

define(*confMAN5SRC', *5')

AFAEIHGE T 22T I confMANS IS SCA

define('confMANSSRC', 8")

AFAEIHGE T 22T I confMANS FRIUESCH

[ root @leep] #
[ root @eep] #
[ root @eep] #
[ root @eep] #
[ root @eep] #
[ root @eep] #
[ root @eep] #
[ root @leep] #
[ root @leep] #
[ root @leep] #
[ root @leep] #
[ root @leep] #
[ root @leep] #
[ root @eep] #
[ root @eep] #
[ root @eep] #

cd
cd
sh

cd ..

cd
sh
cd
cd
sh
cd
cd
sh

cd ..

cd
sh

/var/tnp/sendmnai | - versi on

src

Build -f ../BuildTool s/Site/siteconfig.nd

mai |l stats

Build -f ../BuildTool s/Site/siteconfig.nd

makemap (X HEEREE g LR EE)

Build -f ../BuildTool s/Site/siteconfig.md (1 Jelifpfy4e 0T 5)
praliases ({3 MR i 0 75 2E)

Build -f ../BuildTool s/Site/siteconfig.md (1 JelipfR4e o7 5)
snr sh

Build -f ../BuildTool s/Site/siteconfig.nd

cd ..
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FER:  “shBuild” XA sendmail A S AEARE— MR ELCRFEF 107 H ok N
N H %, B 1A F LT objyourOS.youOSkernelversion.yourCPUarchitecture ”
{11 obj. Linux.2.2.13.4686 o 111 J5 AEIX L H 35 HL A 200 E KU RERE R Makefile
PER

[root @eep]# nake install -C src/obj.Linux.version.architecture
[ root @eep]# nmake install -C mail stats/obj.Linux.version.architecture

[root @eep] # make install -C makemap/ obj. Li nux.version. architecture (4 s
PFEEAE L)

[root @eep] # make install -C praliases/obj.Linux.version.architecture ({Xlde
-2 it )
[root @eep]# nake install -C smrsh/obj.Linux.version.architecture

[root @eep]# In -fs /usr/sbin/sendmail /usr/lib/sendmail
[root @eep]# strip /usr/sbin/mailstats
[root @eep]# strip /usr/sbin/makemap (A Jelifpf:4EfE drr)

[root @eep]# strip /usr/sbhin/praliases (T Jlipflif )
[root @eep]# strip /usr/sbin/snmsh

[root @eep]# strip /usr/sbin/sendmil
[root @eep]# chown 0.0 /usr/sbin/mailstats
[root @eep]# chown 0.0 /usr/sbin/ makemap (A gl k46 )

[root @eep]# chown 0.0 /usr/shin/praliases (kT Jelipfli )
[ root @eep]# chown 0.0 /usr/sbin/snmrsh

[ root @eep]# chnod 511 /usr/sbin/snrsh
[root @eep]# install -d -n¥55 /var/spool/mueue
[ root @eep]# chown root.nail /var/spool/ mueue

[ root @eep]# nkdir /etc/snrsh
[root @eep]# mkdir /etc/mail (P JeliBEf:4e4 )

“sh Build —f” 7212 sendmail KRG AT “ obj.Linux.version.architecture ”
W22 sendmail [0S IRARKAF R R

“make install -C” 17 %1% %% sendmail, mailstats, makemap, praliases; smrsh

BRI SR S AN T O

“Is £s” T2 HTHE “Just/lib” HaEH I sendmail —3EHISCHF)ERE . XA
SIS ELIY], DA SR P EEAE XA H 3% (Just/lib) F1 83 sendmail —3EH 314

“strip” 772 P LAYE/N mailstats, praliases, sendmail, smrsh A makemap &5 i

BSCPE AR, i REETERE

“install "fT 2 HGAE” /var/spool” H 3 MM 755 18T H 3%“ mqueue”
HBAF T BE DS A 25 b IR AT ISP AN BRI, A A DR AIS 69 Bl B 25 Re 8 A IE A b P s
sendmail FEATTIRAFE > H BASI B B BA I D % H 2
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“chown” T2 ¥ LA mailstats, makemap, praliases, smrsh [¥] UID Al GID ¥
B “root” 5 HF mqueue H3KM UID & “root” GID &k “mail” .

“mkdit” WM ARG BIEE “ /etc/mail” Fl “/etc/smrsh” AN H 3%

HER: AT R Lok U, PR “makemap” FI1 ¢ praliases” A& A0 o
“makemap” FOVF A sendmail G @E s FEMERTUN “ /etc/aliases” Fi1 “/etc/mail /access”
XL, “praliases” F T 27~ RG24 3L C“ etc/aliases” SCAFRIAZE) o
BESRTRAT T3 1 A — S Bt —— SRS 2 fit oo o FH 7 B IO 8% A P IS AP 5090 12 S
, FEHE W ENL AT “makemap” F “praliases” M db SCAFHLAA LT .

BLE

FEAAS “Linuxsos.pdf” H PRI P A HAFARRAT B CRPE i Ha &1 H =,
— M tar IRAARISCAT “floppy.tgz” WAREANIERFE F P IR E MFCE SO F. g
PRAEASC S ARBAN BB T LA T XL B S s A S Bl e AT 12
PRIGECESCAF R T o A ARARFT AL A I 4 S R B SCAERIPE DL, ARAZIAR
AR TFEAE IEFEE— T, A 98 Sendmail FAFBEMRISS % L I—ANEIE I
By WP IS Aic ESCrF Il 2 -

http:/ /pages.infinit.net/lotus1/doc/opti/floppyv.tez

AT IBAT SRR DRSS, BA R SO, i H A e dAE s
DIBIEER H3ZH

® Ul “access” SCAFEI/ctc/mail/” H 3

® UL “aliases” BIASCIEF] </etc/” Hit

® Ul “sendmailew” SCIFE] et/ Hi

® %0l “sendmailme” SCIFH] “/ewc/” Hi

® Ul “sendmail” SCHFE] “/eic/sysconfig” Hit

® U1 “sendmail” IATLAES] /etc/red/initd/” H 3%

AT IBATASH AR (2 LRSS 4, LU SO ZiE A, iy Hre AT 48l
FEBE VB G TE R H a2

® Ul “nullmc” SCAFR] “/etc/” H
® Ul “sendmail” SCHE] “/etc/sysconfig” H 3k

® 4l “sendmail” AR «/etc/re.d/init.d/” H 3
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ATLLAN “floppy.tez” SCRYHZREX A X Eec A, MWRIERT “foppy.tez” SCRSH
P DRSSO RIE I AL B, B AT 48 DUFERGIG 2 M. () S

S S pR A O AR R Jetc/maillaccess 1 access.db

A

BN “access” i e T LA SKAR P BEAF )Ry e & R b e e A 1. 4
i, ARAT LR BRSO AN BT IR A . an SRR e R S bR it b ok
BRI R MIE, X TS, “access” Al “access.db” PIAN LA E A
o A% FE A TR IR A A2 g oo il DABR s RG24, HnT BATRIL
K T BT sendmail R ML B,

L
A3 “access” XA (touch /etc/mail/access) FFIIALLT JLAT:

Description showing bellow for the format of this file cones from
the Sendnmil source distribution under "cf/READVE" file.

The table itself uses e-mmil| addresses, donain nanes, and network

nunbers as keys. For exanple,

spammer @ol . com REJECT
cyber spamer. com REJECT
192. 168. 212 REJECT

woul d refuse mail from spanmer @ol .com any user from cyberspanmer.com
(or any host within the cyberspammer.com domain), and any host on the
192.168. 212. * networKk.

The value part of the map can contain:

(04 Accept mail even if other rules in the
running ruleset would reject it, for exanple,
if the domain nane is unresol vable.

RELAY Accept nmil addressed to the indicated domain or
received fromthe indicated domain for relaying
t hrough your SMIP server. RELAY al so serves as
an inplicit OK for the other checks.

REJECT Reject the sender or recipient with a general
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pur pose nessage.
DI SCARD Di scard the nmessage conpletely using the
$#di scard mailer. This only works for sender
addresses (i.e., it indicates that you shoul d
di scard anything received fromthe indicated
donai n) .
### any text where ### is an RFC 821 conpliant error code
and "any text" is a nessage to return for

t he command.

For exanpl e:

cyber spamer. com 550 We don't accept mail from spanmers
okay. cyber spanmer. com (04

sendmai | . org (04

128. 32 RELAY

woul d accept mail from okay. cyberspamer.com but would reject mail
fromall other hosts at cyberspamer.comw th the indicated nessage.
It would allow accept mail fromany hosts in the sendnail.org donain,

and allow relaying for the 128.32.*.* networKk.

You can al so use the access database to bl ock sender addresses based on

the usernanme portion of the address. For exanple:

FREE. STEALTH. MAI LER@ 550 Spam not accept ed
Note that you nust include the @after the username to signify that
this database entry is for checking only the usernane portion of the
sender address.
If you use Iike we do in our "sendmail.nt macro configuration:

FEATURE( " bl ackl i st _reci pients')

then you can add entries to the map for local users, hosts in your

domai ns, or addresses in your domain which should not receive mail:
badl ocal user 550 Mail box di sabled for this usernane
host . mydomai n. com 550 That host does not accept mail

user @t her host . mydomai n. com 550 Mai | box di sabled for this recipient

This woul d prevent a recipient of badl ocal user @ydonai n. com any

H OHF OH OH OH OHF OH OH OFH OH OH OH OHF OH OH OH OH OH OH OH OH OH OH OH OH OH OH OH K OH OH OH K OH OH OH OH OH OH K OH OH K K

user at host.nydonmain.com and the single address
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# user @t her host . mydomai n. com fromreceiving mail. Enabling this
# feature will keep you fromsending nails to all addresses that
# have an error message or REJECT as val ue part in the access map.

# Taki ng the exanple from above:

#

# spamer @uol . com REJECT

# cyberspammer.com REJECT

#

# Mail can't be sent to spamrer @ol . com or anyone at cyberspanmer.com

#

# Now our configuration of access file,

# by default we allow relaying fromlocal host. ..
| ocal host. | ocal dormai n RELAY

| ocal host RELAY

127.0.0.1 RELAY

sy — 1

GO
A “access.db” A4

T et /il access™ S NEURIE, BOLAERIESELL EAOSCASCHF G2
12T “makemap” R A HEE S ZEMLT o

LA N 20153 “access database map 7 B PR

[ root @leep]# makemap hash /etc/mail/access.db < /etc/mail/access

Krh R E RO ERE  Jetc/aliases F1 aliases.db ({4t

AL BRI 4 e — T MBS TR R FR e e il ) A —Fh A R e — TG A
EIRAEAFR (BN root) Heli— NSERRITH 44, Hbb— g et — 2 ks
PR T IIPIER AP o T RE— MBI E R R Ao,
sendmail #REEM “aliases” CAFHP A HBAE H 7 HHT sendmail ZEM “aliases” ST
T TR, A AT — AN R B A U S “db” TR
KPR AW o W ARk e K A SR g R oo A BRI R GG, XA
Rl AR R LIRSS 2 =, “aliases” Rl “aliases.db” PN SUAHAS A o

L oais

A “aliases” XM (touch /etc/aliases) FEIIALL R JLAT:

# @#)aliases 8.2 (Berkel ey) 3/5/94
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Aliases in this file will NOT be expanded in the header from

Mail, but WLL be visible over networks or from/bin/mail.

>>>>>>>>>> The program "newal i ases” nust be run after

>> NOTE >> this file is updated for any changes to

H OH OH OH OH OH R

>>>>>>>>>> show t hrough to sendmail .

#

# Basic system aliases -- these MJST be present.
MAI LER- DAEMON:  post mast er

post mast er: root

# General redirections for pseudo accounts.

bi n: root

daenon: root

nobody: root

# Person who should get root's mail

#root: admn

TR RN S eI 2, RSk, BB o 14 St
K1 Fbdpe M

o, g “aliases.db” XA

HHT “etc/aliases” & NEHRAE, Bl EaIE e LU ERSCASOF DL 5 24T
“makemap” /AN FE L .

HUL R in 20 “aliases database map” I R

[ root @eep]# makenmap hash /etc/aliases.db < /etc/aliases

b RO ECE  Jetc/maillvirtusertable

domaintable mailertable #0 virtusertable.db
domaintable.db mailertable.db {4

A U A A ORI AL D I 2 A Ay . BRIk
RS IH ISR ARSI T L

JERUHT P 2 F R B R R A BB b b R W o e —PiRR s TR 44 S
JOVFE— B blds EORE 2 RIS
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HEPFARRE RS — R, & 58N “host.domain” 2 FRBIFEEE A HATH 4
X o e ) LA o S 6 o

HUL R g2 4E Jete/mail” H 5% F A5 “ virtusertable ” « “ domaintable” . “ mailertable”
JAHN “.db” SCAF:

[root @eep]# for map in virtusertabl e domaintable mailertable

> do

> touch /etc/ mail/${mp}

> chnod 0644 /etc/ mail/ ${ map}

> makemap hash /etc/mail/${map}.db < /etc/ mail/${map}
> chnod 0644 /etc/ mail/${map}. db

> done

RO AR E  Jetc/sendmail.cw XX

“Jetc/sendmail.cw” SCAFHEREEEUCANLI A4 o & B—F &2 A B —AN L
PIRATANAE NI MX Bl . tWNIEHE,  “sendmail.ew” ST S BE L
RAE NI B A (P N 55 8] n v SRS AL 2 i P 2 ) o R —RREA L 1710 75 FRAT 1A
FAEMB A LT “ Jete/sendmail.ow” SO _ENLERAFRRIR] . DU 2415

A3 “sendmail.ew” X (touch /etc/sendmail.ew) FEIIALL T JLAT:

# sendnail.cw - include all aliases for your nmachi ne here.
openar ch. com

deep. openar ch. com

www. openar ch. com

Wi n. openar ch. com

mai | . openar ch. com

R RAIC EAL T R B R IE I “openarch.com™ &A% HHRIK . 1T
A RIEH] “www.openarch.com” B FAL EIHELEAHEFEH: 2] “ mail.openarch.com”
— AR B A L

A RZNERE, WRIREH] T e, s MR R G A BRI R St
T2l AR B DA VR A4 P L E2e ltn, X BT A TEBCH cron SP4PE
FEJRI R3] “ root@www.openarch.com” FRIHIB{E 4 A ik 2]

“root@mail.openarch.com” o
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Kb iR OEE  letc/sendmail.me 3

SRR it oL AR AR SR, SOV RF 2 2R AR, i L
BT EM MR, EMBRCESCIEMRE S . 5 8 JRAT Sendmail KM m4 %%
TGP P B Sendmail FRIFC & SCI o md 2 TG BEG AR P 1 AL RS, 2 mce”
SAFRBIEE “/ete/sendmail.of” BUE Ao FAPRANEEEAN A (sendmailme) FFHf
B MG NIEA Ao DMELE md T2 REAE AL BRIXEEA N, AR 25 1) s
B e NIAS A, TR A AR EIE “sendmail.cf” (1T AERIPEAIS
Ko TSR 8 WA Sendmail PR SCAFAATH 7 H 3% 1 3CREAT README
A

“sendmail.cf” FE 21817 sendmail I A sendmail 2B EE — NS0 1XAS
ARG A B SR, XS AR AT sendmail 1847 BT RG240 H 3o
BASH BN sendmail TAE 7 UKL

B
A% “sendmailmc” X (touch /etc/sendmail.me) FFIIALL R JLAT:

divert(-1)

dnl This is the nacro config file used to generate the /etc/sendnmil.cf
dnl file. If you nodify this file you will have to regenerate the

dnl /etc/sendmail.cf by running this macro config through the nm4

dnl preprocessor:

dnl

dnl cp sendnmil.8.9.3.tar.gz /var/tnp

dnl cd /var/tnp

dnl tar xzpf sendnmil.8.9.3.tar.gz

dnl cd /var/tnp/sendnail-8.9. 3/cf/cf

dnl m .. /m4/cf.mt /etc/sendmail.nt > /etc/sendnuil . cf

dnl

dnl You will need to have the sendmail source distribution for this to
dnl wor k.

di vert (0)

define( confDEF_USER ID , " 8:12'")

OSTYPE( " |'i nux")

define(  conf AUTO REBUI LD )
define(  conf TO CONNECT', ~1ni)

define(  conf TRY_NULL_MX_LI ST' , true)

defi ne(” conf DONT_PROBE_| NTERFACES' , t r ue)

define(” PROCMVAI L_MAI LER PATH , "/ usr/bin/procmail ")
FEATURE( " snrsh', "/ usr/shin/smsh")
FEATURE( mai | ert abl e)
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FEATURE( "virtusertable', hash -o /etc/mail/virtusertable')
FEATURE( r edi rect)

FEATURE( al ways_add_donai n)
FEATURE(use_cw_file)

FEATURE(| ocal _procnail)
FEATURE( nouucp)

MAI LER( pr ocnai | )

MAI LER( snt p)

FEATURE( " access_db')

FEATURE( " bl ackl i st _recipients')
FEATURE( " rbl ")

IXLLEIR “sendmail.me” SCAF, X TN € BB HL % B
divert(-1) and divert(0)

divert(-DIMERET R SCAF IR, divert(0) DRAFTE & 1BC & SCAT

define('confDEF_USER _ID', "8:12'"")

IERCE IR S B P id, MR “mail” o (B “/ete/passwd”
7" .

OSTYPE(linux’)

mé4 Ay IS OSTYPE ZHCKSHF A FIIEAE RS P “me” A2
AL IZAN i K A E R GE . IR A “me” SCPFPTL R 1 B/ M R

define('confAUTO_REBUILD")

SR FE R TP R T SR 0t 1 8l Rl 44 SCA

define('confTO_CONNECT", '1m")

IEE BRI 2 WA — R AR I I T R A1 o SN ACH A e N T i) B 15
BAERENIZ BN BT € — DRI TR RIS RG24 .
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define("confTRY_NULL_MX_LIST"true)

VERC IS AR — G BRI MX, Jf BB e 2k, wLk
AR HRGERI S THL.

define("'confDONT_PROBE_INTERFACES' true)

U R BT BE » sendmail K ANEAEAT AL S 181 1) 4 FRAHLIE TS A $=w
class (VA1 “equivalent” Hidik) o

define(PROCMAIL_MAILER PATH'," /ust/bin/procmail')

IHC BT B procmail F2FHIEEAE. B H T FEATURE (local_procmail)

FEATURE('smrtsh'," /ust/sbin/smrtsh')

m4 Z A DMEH “smrsh”  ( sendmail 52 R shell (sendmail restricted shell)) o g
Sendmail LIHH “ /etc/aliases” Fll “/etc/aliases” AN ORI REI L4 T,
BN TR B B B SRR ESS . A T PR Sendmail A LUSATIRRY, 55 8 BRCAS
(] Sendmail L7 T “smrsh”  ( sendmail 2B shell) F2/7. Xt T A H Gk 5
e-mail IFEPHIFEE].  “smrsh” FEFIIGEE BRIEAE « /ust/local /etc/smrsh” , HIT-3%
AT “smrsh” HHRA ek AT, TRATTFLEL smrsh N II— 24K

“/ust/sbin/smrsh” o CERT #EfFHATH “smresh” ,  DRIHERA TER AR AT eI
FHIXANIE I

FEATURE (mailertable)

mé4 R D] “ Bl FEE BB I A BOBACEE ™ mf A QRS —Ph e 7,
BB “host.domain” A4 FKFIBHACBAERA 0 WL o Frivsssds 1 T,
(EIXIFANTE M L Kl o

FEATURE( virtusertable', hash -o /etc/mail/virtusertable')

m4 ZAT DA “ B SR, AU SR AR B i AU BBk ()
R o
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FEATURE (redirect)

m4 ZXAT DAE ] “Us il 5 € 0] SR (add support for address. REDIRECT) 7
O R PE R DA VR BB “IBA%” AR BB 4 o XL 4 BREL BRI A
fdtbht 250 A00E, JHEURH “H7 LR, MAERERN . ANk
LB o

FEATURE (always_add_domain)

m4 7] DAE ] “AEARHMB AP A1, ( “add the local domain even on local
mail” ) RFPE. BRI R R ), BAHEERH 2. iR AR PLS
I 5E 4 Bk

FEATURE (use_cw_file)

md ZZ0[LMEH “/etc/sendmail.ow” SCHFETHRANHINLAR o use_cw_file FIHRFIHEATHL
FRIE N BEEL “ Jete/sendmail.ow” SCHSRIRIG AR ALK “H4Z7 o IXMRFER—A
MR AR BRI —AEHPIEE, AHPUAE S —A MX %W% .

FEATURE((local_procmail)

mé4 ] AAEH] “ procmail” AEAAHBERAFBOSEACEE . procmail FEFFH] L E B4
B IR (i, AR R RAE RIA R H b 5D, iy gl LA
Sendmail BEHACELKIPARE

FEATURE (nouucp)

m4 Z A LIVHBRFT “UUCP” SZFF. USRI AL FRATA UUCP By ik,
PRAT LR nouucp FFMEAER BITEE % UUCP (1% #2005 .

MAILER(procmail) and MAILER(smtp)

PO IBAAREEAE A . F8L b, AR LT MAILER m4 723k 48 7%
UEPINCRE, BEETT DIRE 206 . MAILER (procmail) FI MAILER (smtp) fiff sendmaﬂ
WFF procmail, smtp, esmtp, smtp8, I HALE T HARROBIIRE
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FEATURE( (access_db")

FIFFViA) Caccess) FHEFELRE. Vila] Caccess) Hda ARl PRAE v DLEAG $457H
ABLCRLEa] LB, ARSesf 2 dbi g, flhn, FRnT LEFREL T R B CAnrik
B2 PR B4

FEATURE('blacklist_recipients')

FIOTIXI D) fe n] ISR, EALath s NBgiseE. Biltn, 4] e
PIERTA KRBT “nobody” , FHL “foo.mydomain.com” FlHikL:
“ guest@bar.mydomain.com” [FIHEA

FEATURE('1bl")

TXFHAT sendmail FE A5 H SN R B E 2 b BB sl s R A iR e
SHOEEB NI RSy . AT R “rblmaps.vix.com” o 1X HLRAFA R
(] DNS e . RGBS W “htp://maps.vix.com/rbl/”

R AR, AT RERUNTE RPL F2 A Mg AR BT b wi i 7R XA B4k s it
IRR . ATREXARIN 75 54T blacklist [FIHEANH IR AR EEN . fEXFEO T
sendmail FEVFH 55 X SeI I R VFRC AT T IR o B — T SCHRRE M
SEARIAT,

bl ackl i st ed. domai n (0.4

sy — 1

Hoob

IAERN IO AN T 200 S S “sendmailme” » Bl 10T LLR NI a2 4]
2 sendmail FRJHCE A

[root @eep]# cd /var/tnp/sendmail -version/cf/cf/
[root @leepl# M4 ../ md/cf.md /etc/sendnail.nt > /etc/sendnmil . cf

TR XM /m4/cfmd” 15 F ma FERe S0 2 SHRAAT TR dhag e B SO HE R

HARERARE R E LRSS E  /letc/nullme X

HH ML AR G IRSF a1 LA EuG %% B ACEE B QRIS EA I BT oK
PR S5 A AL ER AT (RIS o JXAE AR S5 A BB PE b Ly BB AE L A A AT
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® A IIRAG A ACERIMBAFrh Lo AN ERAGE R L

® Ty A HUA R AT AE BT AL, i e BB R O IR A
Bl H .

® iU IR AR L St N B R Ss A EAROR I B, Sk
EEDE S IRy INDEA N S

O K NIATTEIZAT sendmail 5P HEFE R WS W 1B o
B4

& PHLRAN T BRI, i H A s O iR e A DT . B

fif i, PUEAT AT O — M “nullme” BISCHF, FF4 ma A3 S5 A
R0 1K 2 LR R S5 s 2B s NI A 2 i 2R T E A

A “null.me” X (touch /etc/nullme) 5 FFIIALL T JLAT:

divert(-1)

dnl This is the nmacro config file used to generate the /etc/sendmail . cf
dnl file. If you modify this file you will have to regenerate the

dnl /etc/sendmail.cf by running this macro config through the nmd

dnl preprocessor:

dnl

dnl cp sendrmil.8.9.3.tar.gz /var/tnp

dnl cd /var/tnp

dnl tar xzpf sendmmil.8.9.3.tar.gz

dnl cd /var/tnp/sendmail -8.9. 3/ cf/cf

dnl m ../mi/cf.mt /etc/null.nc > /etc/sendmail . cf

dnl

dnl You will need to have the sendmail source distribution for this to
dnl worKk.

di vert (0)

OSTYPE( " | i nux")
FEATURE( nullclient', mail.openarch.com)
undefi ne(” ALI AS_FILE")

PAESS YRS, R AR O B0 ke

divert(-1) and divert(0)
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divert(- DIIER S5 RSB, - divert(O) PRAFIEH I BC &S0

OSTYPE('linux’)

m#4 fir ST IEHE OSTYPE ZHOKSHF AR RS AT “me” SO
AL IXA SR PIEAE RS, RIS “me” SCIFPTAZIIN i/ IME R

FEATURE( nullclient',"mail.openarch.com')

PSRV 1 P AU SS s RAN TG S B R, i B B e A
MR 554 BT RIE . IR, IXFME UL R R —— A A — M5 T SMTP 5
S5l X B AT AL i IS A2 i o o PR RS T R B SRR R o e ISR
DA T-. S0 “mail.openarch.com” KRB AFRIITE. 188, X TR
M, NN A SUSAR B SR AR S S5 2 Bk . i
FEATURE( nullclient',” my.mailhub.com').

undefine(CALIAS_FILE'")

ARV B LI KT 1E2 % AT sendmail i V5 7] “/etc/aliases” Fil
“ Jetc/aliases.db”

PSSO JAT I IIANIZ AT, WANDAEIRI TR W% DL A “aliases”
A “aliases” SCAFANAE D TTE BRI HEANS RIZS I AT RIIRAE hCo i 5525 42 ) o

IAETRATT LN B TR A B AR R (R 5 P ML R S5 s R T T 2 e S A
“sendmailmc” , FRATTAT LA R I 2 A2 sendmail [T E SCH

[root@lient]# cd /var/tnp/sendnmail -version/cf/cf/
[root@lient]# md ../md/cf.m /etc/null.nmc > /etc/sendmail . cf

FL

BAEFTA S AN S BB BRI L L T o BEARBAT T RO %%,
PRAR AR B A7 b BEAEARIK A BG40 J5 K25 7 B LIRSS i 384T sendmail (5747 HERE
i

AT AEAHBEGAR Ja 1R 2 LIRSS 45 1B AT sendmail [RSFAPERE,  Ghifi

“ Jetc/sysconfig/sendmail” LA, IFHE N —AT/ELL M)

DAEMON=y es
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A :

DAEMON=No

HR:  “/etc/sysconfig/sendmail” CAFH “QUEUE=1h" i sendmail &Ef7 1 /)5
iy AL R BB o FRAT T2 T DARR B 3K —AT A2 PR R Oy LTI % sendmail
)55 JE 1A 1 A BRI BA S

sy — 1k

Sy =y

HIFAMHINAKA S 24 U5 ) BRAERH W Bl 2 . BeaR Rk A e
A IR IS B IR IR S5 2R BRAIIEAT, AT LR R A& 2
AT DA A LA e«

/usr/ bin/ newal i ases
/usr/ man/ manl/ newal i ases. 1
/usr/ man/ man5/ al i ases. 5

A A MBS LR 3K 230

[root@lient]# rm-f /usr/bin/newaliases
[root@lient]# rm-f /usr/man/ manl/ newal i ases. 1

[root@lient]# rm-f /usr/man/ man5/al i ases. 5

UL

WARITA AcHl sendmail J15-8H15 PHLAF SRR Procmail B IR
AN ML 257 R AT D IS P L5 3, 3R VRS B
5 L LA Procmail BOREUTHEAT ABPFBOBARI, IXTTTAR.2 (02BN DRI

“ bin/mail” FEI¥

i Ay 2 MHER Procmail 3L

[root@lient]# rpm-e procnail

HETEKINEEECE  Jetc/sysconfigilsendmail U1

“ [etc/sysconfig/sendmail ” A RYE ® SENDMAIL f—SEii B A5 B il
sendmail A& 77 WA LLSFARERE I 77 s A Tk MW X 2% BB, an SRz S A
SR T 2 /DI 2 G 0B B BB st B s — RS A

B “sendmail” A (touch /etc/sysconfig/sendmail) FHIA:
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DAEMON=yes
QUEUE=1h

“DAEMON=yes” 51§ sendmail LASFHPREREN 7 isfT. X—ATIRAH, 34
PRIIZAT sendmail (125 HLAEHC B AN NS M T BSOS I BT A s R AT
MBI, A T RIS B I e, Bt AN EELE sendmail PLSFAPRERER) 77
FEAT. (R T, BT R TR 3 A “DAEMON=yes” 0%

“DAEMON=no” .

HFTERIVIESECE  letc/rc.dlinit.d/sendmail A<

Be'E “/etc/re.d/init.d/sendmail” ST KA ) FME 11 Sendmail SFH3ERE
A “sendmail” A LA (touch /etc/re.d/init.d/sendmail) A

#!/ bi n/ sh

sendrmai | This shell script takes care of starting and stopping

sendmai | .

chkconfig: 2345 80 30

description: Sendmail is a Mail Transport Agent, which is the program\
that nmoves nmail from one nachine to another.

processnane: sendnai l

config: /etc/sendmail. cf

pidfile: /var/run/sendmail.pid

H OHF OH OH OH OH OH OH OFH OB OH

Source function library.

. letc/rc.d/init.d/functions

# Sour ce networki ng configuration.
. letc/sysconfig/ network

# Source sendmmil configuration.
if [ -f /etc/sysconfig/sendmail ] ; then
. letc/sysconfig/sendnai l

el se

DAEMON=yes

QUEUE=1h

fi

# Check that networking is up.
[ ${NETWORKING = "no" ] &% exit O

[ -f /usr/sbin/sendmail ] || exit O

RETVAL=0
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# See how we were called

case "$1" in

start)

# Start daenons.

echo -n "Starting sendni |

[usr/bin/newaliases > /dev/null 2>&1

for i in virtusertable access donmmintable mailertable ; do
if [ -f /etc/mail/$i ] ; then

mekemap hash /etc/mail/$i < /etc/mil/$

fi

done

daenon /usr/sbin/sendmail $([ "$DAEMON' = yes ] && echo -bd) \
$([ -n "SQUELE" ] && echo - q$QUEUE)

RETVAL=$?

echo

[ $RETVAL -eq 0 ] && touch /var/l ock/subsys/sendnai
st op)

# Stop daenons.

echo -n "Shutting down sendnai |

kill proc sendnai

RETVAL=$?

echo

[ $RETVAL -eq 0 ] && rm-f /var/lock/subsys/sendmai
restart|rel oad)

$0 stop

$0 start

RETVAL=$?

st at us)

status sendnail

RETVAL=$?

S

echo "Usage: sendmmil {start|stop|restart|status}"”
exit 1

esac

exit $RETVAL

UESA A B AR, AEBIAS AT AT -

[ root @eep]# chnod 700 /etc/rc.d/init.d/ sendmai
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FHUL R i A 6% re.d links 21| Sendmail 14551442

[ root @eep]# chkconfig --add sendmsil

HUL N ar2 T 1. )3 30 Sendmail 5525 o

[root @leep]# /etc/rc.d/init.d/ sendmail start

HETE

[root @eep]# cd /var/tnp

[root @eep]l# rm-rf sendnmil-version/ sendnmail.version.tar.gz

“rm” A RHEITA I TGNk sendmail (FTATIESCATEMIRR . S 2 MIbR
“/var/tmp” H 3% N AR

{RiF Sendmail Bi&%

Sendmail 3[R shell smrsh

smrsh F2FI H 2 EN7E mailer 114 sendmail € X “/bin/sh” X shells
smrsh J&— P32 [ shell TH, Bl “/ete/smrsh” HRIHTEE 7T AT A1
Fo WMEZ, BME—A “IRE” nTLUHE sendmail AN 44 SCHFNEG K SCA-kiz
ATHCER, smrsh PR T ABER AT DIHATIIREEE . 298 S sendmail #2775kl H]
(PG, smrsh A RLIIHRF sendmail P LAAAT R PP V0 L BRBIE smesh H3RZ R
AR I T IS REBRAE IS, smesh FEFE O 20 g AN 2B BRI TSI
“ Just/sbin/smrsh” HKZ T

F—D

SAMBTAEROF BRI stmrsh 7T EUARVF sendmall IEATHOAr & 51,
BTN PR AL F g, VR ks 4

“I'bin/mail” (WARIERIRG T 2T 1)
“lusr/bin/procmail ” (WRERMRG R 2L T 1I1F)

ER: AZAERB 2 A 2 7R BRI e AR, #I1 sh(1), csh(l),
petl(1), uudecode(1) MU gmiHA% sed(1)o
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A — 1

Y, 7

TRIEA EAE “ Jetc/smrsh” F3r N ERC SRV sendmail IB1TI0FE . 0 T @SR AER
FERAE LA SE5E, BB AR HE DR “ /etc/smrsh” H, 12 EXAH
K QI ISR P AT 5%

I LA R i S VF mail 27 “/bin/mail” 1847

[root @eep]# cd /etc/snrsh

[root @eep]# In -s /bin/mail mail

HLL R A4 SU1F procmail F£/7 “ /ust/bin/procmail” 1817

[ root @leep]# cd /etc/snrsh
[root @eep]# In -s /usr/bin/procmail procnail

XF SRV T “ forward” FIl “aliases” HIJH PR | program” 187KIEAT
mail & procmail F£/7.

Sp —
7

IAEFRATTAT LA sendmail i 22 A 2[R shello mailer F£FAE sendmail [ E ST
A« Jete/sendmail.cf” AL HE T—A4T. FRLIMEEL “sendmail.cf” XA “Mprog”
JESHI—AT o K “/bin/sh” Ay /ust/sbin/smrsh”

i “sendmail.cf” A (vi /Jetc/sendmail.cf) FHEEah FIHIX—47:
Bl

Mprog, P=/bin/sh, F=I sDFMbgeu9, S=10/30, R=20/40, D=%z:/, T=X-Unix, A=sh -c $u

IVAZALSCA -
Mpr og, P=/usr/shin/snrsh, F=l sDFMogeu9, S=10/ 30, R=20/40, D=$z:/, T=X- Uni x, A=sh
-c $u

WAEH LU R ir 2 F L HE sendmail JEFE:
[root @eep]# /etc/rc.d/init.d/ sendmail restart

TR AERA ML O ECE R “sendmailme” SCAFHIATTEZH] m4 %

“FEATURE( smrsh'," /ust/sbin/smrsh)” #85 “Mprog” HIATHCE K T AT SZFR shell
“/ust/sbin/smrsh” , RIHANEE R 7 DL B i oo BC B SCA “/ete/ sendmail.of
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HHIE] “ Juse/sbin/smrsh” JEPE O W 5B KB TF . SEbs b, AT I7E EPrRmE
ARTEN T Mg EIHE R CARHMERAR IR P LIRS AR A AT
1) sendmail IIFCE S “/ete/sendmail.cf” & “/ete/sendmail.cf” 7720 & SCAFA
e

letc/aliases /&

R BAT ML IERAARU™ R R BRI U, 344 SCP R HIRR U il 1RZ
FATIRAAE A A “decode” 44 IMAEXFMHHUBR DT .

EREMRT B R A P AN mail &% BE RSO TR R T . ZERE
PRI, AR RSO “auencode” HEHR ASCIT AR R, 45 S HE
5O “decode” 4 o FSAN TN A2 I A AR BRI A B  Just/bin/uuencode”
TR, HIXAMEFE RS2 ASCIT % B 31 46 () — i S 1 TAE .

B “decode” H44 . FALURT, XFTFrA H T HATEAABUIRALE smesh Hx FIRE
PRI 4, RACEATAIR A, A RE e ARG I N MR E A T BEARMSARIT
AR, TREIEAT:

[ root @eep]# /usr/bin/newaliases

Uit 44 SCIE (i Jetc/aliases) FFMMBRELT #4T:

# Basic system aliases -- these MJST be present.
MAI LER- DAEMON:  post mast er

post mast er: r oot

# General redirections for pseudo accounts.

bi n: r oot

daenon: r oot

ganes: r oot MBRIx—A4T

i ngres: r oot MBRX—4T
nobody: r oot

system r oot MBRIx—A4T
t oor: r oot MBRIX—AT

uucp: r oot MHBRX—4T

# Wel | -known al i ases.

manager : r oot MBRX—4T
dunper : r oot MERIx—A4T
oper at or: r oot MERIx—A4T

# trap decode to catch security attacks

decode: r oot MERIE—4T
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# Person who should get root's mail

#r oot : mar ¢
SIS TI8AT “ Jusr/bin/newaliases” F2FPAH ) -2

G AR K Sendmail BRI il

HHTHRAY) Sendmail (8.9.3) I T ARSI B L3RI (14 o S AT TRT LA LEARIFIHR
PRS2 B ARAA T P I o G AR “ Jete/sendmail.of” SCAF, ABE— FIXAME
B, AERI A IR 552 BE 08 25 3 g 44

ik “sendmail.cf” A (vi /Jetc/sendmail.cf) FEEEC NI4T

O PrivacyOpti ons=aut hwar ni ngs

MR
O PrivacyOpti ons=aut hwar ni ngs, noexpn, novrfy

WE “noexpn” fifl sendmail 25 1ETH SMTP [f) “BEXPN” 4, ‘Bl sendmail
AT SMTP [1]“ VERB i 2« % B novefy "l sendmail 2% 117 SMTP [{“ VREY
e XA ST LAB I B ] “EXPN” F1 “VRFY” i, X 4640
& NS S E PN e
SMTP H il (5 &

4 sendmail #5Z2—A> SMTP BEHE IR, B3 a8 G AAE K,
HEE SAEAAR G FHIFRR, 1 BB s — ot S o 75 B DAt 4
T

ke “sendmail.cf” XM (vi Jetc/sendmail.cf) FFEE SN IHI—4T:

O Snt pGreeti ngMessage=%$j Sendmail $v/$Z; $b

BOSE

O Snt pGreeti ngMessage=$j Sendmail $v/$Z; $b NO UCE C=xx L=xx

PUHET T HHEE— N sendmail BEFE, AHNIA BT SESUE R

[root @leep]# /etc/rc.d/init.d/ sendmail restart
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DL 19 5 OB 21 Sendmail 70— MBI P /R AR R o ARNAZAE
“Coxx Lexx” S HH “xx” 3R e (1) B SR ARAS . filtan, T3 5
PR “C=CA1.=QC” FIRINEX, BT . Joh s LSS R A 2 78
{HIX/E “news.admin.net-abuse.email” #7IH ZH AR AT IHERE R SV A0 %

PR Al AT LA A R A S P9 A B

WHTFCR, AT ANHEAT LI “mailq” v R AH BEAS N 2R . A TR
[T L AT BAS TN A B AE “ /ete/sendmail.ef” SCAFFRHRIE “restrictmailq” 1%
THEIA] o AEIXMEOL T, sendmail R ARVFSIEAN AT PTAE H 34L& FARA R H -
A UEB BN X5 AR A 0700 RIBBEEBAS H s e gk, k]
PEE BIEE - TR AT LU B E N 2

it “sendmail.cf” XM (vi Jetc/sendmail.cf) FFEE S NI4T

O PrivacyOpti ons=aut hwar ni ngs, noexpn, novrfy

BOSE

O PrivacyOpti ons=aut hwar ni ngs, noexpn, novrfy, restrictmilq

PUAETRAT TS SO BAA] S B R A & e A DR ok

[ root @eep]# chnod 0700 /var/ spool / nqueue

HER: BATCELE sendmail.of F1#) “PrivacyOptions=" 47HE N T “noexpn” Fl
“novefy” WEIH, HAEAEIX AT AN “ restrictmailq” 30

AT — B R ] an s B A BAA 0 Y A2 i 281 T A R

[user @eep] $ /usr/bin/ milq

You are not permitted to see the queue

PR 1] A B HR 4 BA B AR BR A root

MW, ARTNHETLMER] “-q” TFoRAEBIBAEIASY, O BRIAL I‘EEEHMEFIKJ\?UE’J
BBR “root” %Dmﬂﬁly\ﬂﬁiﬁ'ﬂﬁff “/etc/sendmail.cf” SAFHHRE “restrictqrun”
AT

ik “sendmail.cf” A (vi Jetc/sendmail.cf) FEEESC NI4T
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O PrivacyOpti ons=aut hwar ni ngs, noexpn, novrfy, restrictmilq

BN

O PrivacyOpti ons=aut hwar ni ngs, noexpn, novrfy, restrictnailqg,restrictqrun

AEAT—ANBA RO L S SR T A B A BA S ) Y A Wi ) T -

[user @eep] $ /usr/sbin/sendmail -q

You do not have permission to process the queue

FEEEN) sendmail ST % B AN W] B L

AT PLERAEH “chatee” iy 2 1AL B2 Sendmail SCHEANSHAE HE X, v LA
RN LZENE. BA “+H7 BRSNS EA MRS S, A6E
IR BN SRR, AR S NS . B A fe e EAE bR
AN EME.

J “sendmail.cf” SCAFBEE AT HE A«

[root @eep]l# chattr +i /etc/sendmail.cf

1 “sendmail.cw” SCAFRE AN A] B S :

[root @eep]# chattr +i /etc/sendmail.cw

A “sendmail.me” SCAFECE AT BE EA .

[root @eep]# chattr +i /etc/sendmail.nt

K “null.me” SCHERCE AN AT B A :

[root @eep]# chattr +i /etc/null.nt

A “aliases” AT E ANV S AT :

[root @leep]# chattr +i /etc/aliases

y‘j “ aCCesSs 7 i’f*&%xﬂ%&{j:
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[root @eep]# chattr +i /etc/mail/access

225 30k
b CIEA ) SO TIPS BT
$ man aliases (5) - sendmail 7144 AT
$ man makemap (8) - M sendmail G E WIS i ds
$ man sendmail (8) - B A R
$ man mailq (1) - FTERHBAERAA

$ man newaliases (1) - FLR MBS 44 £ ds 22

$ man mailstats (8) - WORHBFGETHE R
$ man praliases (8) - WORRGH 4
Sendmail EETH

PUN IR, R PATH W4 TR N HEIEAVFFEZ 21 dr
RBATBA BN, THPERCL RTINS 3R, DR RS AR I RN
fr o

newaliases

Newaliases T 514 “/etc/aliases” XA 44 SCAF B HEBENL VT 0 B EE . BEX
B etc/aliases” SCAFRS AL ST — IR A2, DIAEFTARUT) S BE S 2R R0

“newaliases” T2 5 “sendmail -bi” iy 2 HIIhRETE4AHIA]

T PA N iy 21247 newaliases:

[root @eep]# /usr/bin/newaliases

makemap

Makemap HIREIEHE sendmail HEAT ICHE ] WG AG = IS T . & BRTEER)
SN EE A KRR JE TS A B B 2 7 L 2% o HARITHONZ aliases. access
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il domaintable. mailertable F1 virtusertable G &N B ZE IR, VRNV AZIBLT

makemap 74>

A ) A2 KA makemap KA access BIEE— o 14

[ root @eep]# nmakemap hash /etc/mail/access.db < /etc/mail/access

Ho<hash> & —Fh B R, makemap A UG = RIS B ERR R,
{115 “hash” “ btree” Fl “dbm” o </etc/mail/access.db>F 78 HT 808 2 A B AN 44
PR, </etc/mail/access>3 7N makemap FIr B I N ST

mailq
mailq T HHRIT A B A I FE BB URIT B R
I TR iy 4 oRA T B E s B0 R E(E R AT B e B

[root @eep]l# mailq

Sendmail FRITH

PUN IS, S BATH WY LA 2% 22 (ESEH VA2 2 1y
RBATBABINL, PR, R T IO S5 3R, DR A5 B IR
i

mailstats

mailstats | FH R BRI T1HE B

RN T AN E I N2 E SN

[root @eep]# mail stats
Statistics from Tue Dec 14 20:31:48 1999
M nmsgsfr bytes_from msgsto bytes_to nsgsrej msgsdis Miler

8 7 7K 7 7K 0 0 | ocal
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T

7 K 7

praliases

praliases T FHR 25 1T &

7K 0 O

4

T4, BT, IR HBAH R

HI T8I R i A s 24 1 AR GEH 1R 44 -

[root @leep]# praliases

post mast er: r oot

daenon: r oot

root:admn

@@

mai | er - daenon: post mast er

bi n: root

nobody: r oot

WWW. I 00t

RIRBIRGHRINH

Sendmail Ay B4 HR O ) 22 58 34

>

V V V vV VvV V V V V V V V V V V V

/etc/rc.d/init.d/ sendmail

letc/rc.d/rcO.
letc/rc.d/rcl.
letc/rc.dl/rc2.
letc/rc.d/rc3.
letc/rc.dlrc4.
letc/rc.d/rch.
letc/rc.d/rc6.

d/ K30sendnmi |
d/ K30sendnmi |
d/ S80sendnmi |
d/ S80sendnmi |
d/ S80sendnmi |
d/ S80sendnmi |
d/ K30sendnmi |

[ etc/sysconfi g/ sendnai |

/etc/ mail

/etc/ mail/access

/etc/mail/virtusertable

/etc/mail/virtusertabl e.db

/etc/ mail/donai ntabl e

/etc/ mail/donmai ntabl e. db

/etc/mail/mailertable

/etc/mail/mailertable.db
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> [etc/ mail/access. db
/etc/snrsh

/etclaliases

/etc/sendnuil . cw
/etc/sendnuil . nc
/etcl/aliases.db
/etc/sendnail . cf

[ usr/bi n/ newal i ases
/usr/bin/milqg

[ usr/ bi n/ host st at

[ usr/ bi n/ pur gest at
lusr/1ib/sendnail . hf
lusr/1ib/sendmail

/usr/ man/ manl/mail q. 1

[ usr/ man/ manl/ newal i ases. 1
[ usr/ man/ man5/ al i ases. 5

[ usr/ man/ man8/ sendmai | . 8
/usr/ man/ man8/ mai | stats. 8
[ usr/ man/ man8/ makemap. 8
/usr/ man/ man8/ pral i ases. 8
[ usr/ man/ man8/ snrsh. 8

[ usr/ sbi n/ sendmai |
[usr/sbin/milstats

[ usr/ sbi n/ makemap

V V V vV V V V V V V V V V V V V V V V V V V V V

/usr/sbin/praliases

\%

/usr/sbin/snrsh
> [var/| og/ sendnai | . st

>/ var/ spool / nqueue

Sendmail 2 A Hi iR 5523 /0% P WL 2238 304

> [etc/rc.d/init.d/ sendmail

> [etc/rc.d/rc0. d/ K30sendnui |
> [etc/rc.d/rcl. d/ K30sendnai |
> [etc/rc.d/rc2.d/ S80sendnui |
> [etc/rc.d/rc3.d/ S80sendnui |
> [etc/rc.d/rc4. d/ S80sendnui |
> [etc/rc.d/rch. d/ S80sendnui |
> [etc/rc.d/rc6. d/ K30sendnui |
> [etc/sysconfig/sendmil
> [etc/null.nc
> [etc/sendnail . cf
>

/usr/ bi n/ newal i ases
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> [usr/bin/mailq

\%

[ usr/ bi n/ host st at

[ usr/ bi n/ pur gest at
lusr/1ib/sendnail . hf
[usr/1ib/sendnai

/usr/man/ manl/mail q. 1

[ usr/ man/ manl/ newal i ases. 1
[ usr/ man/ man5/ al i ases. 5

[ usr/ man/ man8/ sendmai | . 8
/usr/ man/ man8/ mei | stats. 8
[ usr/ sbi n/ sendmai
/usr/sbin/milstats

/var/| og/ sendnai | . st

V V V V V V V V V V V V

[ var/ spool / nqueue
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Linux OPENSSL fR%3s

it

OpenSSL WU H & —MNEERIIH . HHFRE A — MR RVAEZ. 5e
HER T APAIS R AL, PSRRI SR S 22 4 ) Socket 7% (Secure Sockets
Layer, SSLv2/v3) MUEHZ) % (Transport Layer Security, TLSv1) o

XA H A A R E B, AT Internet AHE AT il THRIFN
FF K OpenSSL T HALFIAH A

nERRE

B R

e B I L S SCAS R AN SO I s S R A s s (¥ SCAF LSS 1)
OR%E . I R R ZEH] B RO S Bs o Je e . ey T, UETA T
IR . BEhne e, RAERE A2k it i gl
PAATTHIARIE o

s ) — 2k

I REORUEZSHR RS0k 9140 : In2s R As, RS0 R IR UEMD (Message
Authentication Code, MAC) , AEBEAIH U HEAIINE A5 B . I A MAC
AL, FCE T DU MAC RAI A 2, ORUE 5 e 4 B e
it
g8e oL ATl

I 8 53 A —A g 2 R DA NIARIR, - ™ B R mT LU D At i) 22 42 56
UEAIARIH

T

BRIEFE 22 W AE AT SR SRR LA AR s Sk i
AL N IXANFATBA 2 BIA LR AR A s 3R R 15
% CRTREAHRTD -
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RSA Data Security 7£ 5 [E Al H A4 RSA Al RC5 FHILMILH]. 55F1 RSA Data
Security B R M RNV Al 4649, H A 002 hep://www.rsa.com /[

RC41RSA Data Securityl | LU CITT DI EICICIE LT RSA Data Security | L L

IDEA SAAERAMIE. vEE L FEE . BN, A, s, PHEEF . Fndl,
fiiite BEEASEEZ LR RY . WUREAMHIXAN A LA RIVF], BT

http://www.ascom.ch/[]

i

NPT AL Unix AR 2

UEHEARHR )« var/tmp” CASRAESERRNG LR AT U B4R .
HEAE RedHat Linux 6.1 NI .

ZH “root” FF AT,

OpenSSL IR RA A 0.9.4.

RERHEFREERYE)M

IO g PR TR e e HA— SR RGP T OB, KA “dift” A i 2
FEBCEATT, R e 0 22 ) I B AT A 2 e L . B ] B b A G B T
BT N4 “find /* >ssll”, (RGNS 2 JFIsAT i “find /* > ss2”
B a4 “diff ssll ssl2 > ssl” &k HAR L o

B RIFRIR

OpenSSL [N FTT4E:  http://www.openssl.org/ »

T openssl-0.9.4.tar.gz

IiF

A, CarZ) iR R4
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[ root @eep]# cp openssl _version.tar.gz /var/tnp
[root @eep]# cd /var/tnp

[root @eep]# tar xzpf openssl_version.tar.gz

e 5IAL
#:%) OpenSSL H3E T o

Yaxand

B4
e “c_rehash” M (vi +11 tools/c_rehash) , 0:

DI R=/ usr /1 ocal / ssl

E'OSE

Dl R=/ usr

XA AL AN 222 OpenSSL I AL “ /use” IXANERINH =%

KSe ——

;7

FEBRINIEOL T OpenSSL 2 Perl FEFPHT H R E A “/ust/local/bin/ perl” Hko
NIRRT BIAS HR) “#1 Juse/ local/ bin/perl” 1X—A4T, KIATE RedHat Linux H' Perl
EI’JE s “/ust/bin” o HIRIHIIfT4

[root @eep]# perl util/perlpath.pl /usr/bin (where your perl programreside).

1=

P i

N T NG PE OpenSSL, DAZIANITE BREUZEFTAEI A2 . I R IR T2 W PATH
EGAR

[ root @eep]# export LD LI BRARY_PATH="pwd’

BB Y i o M9 240

CC="egcs" \
./ Configure linux-elf -DSSL_FORBI D ENULL \
--prefix=/usr \

--openssl dir=/etc/ssl
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R K247 I SR R A | AN s, Bl “-DSSI._FORBID_ENULL”
BHIE I

It “Makefile.ssl” XM (vi +52 Makefile.ssl) 5 JIA:

CFLAG= - DTHREADS - D_REENTRANT - DSSL_FORBI D_ENULL - DL_ENDI AN - DTERM O - 09
-funroll-loops -ffast-math -malign-doubl e -ncpu=penti unpro -march=penti unpro
-fom t-frame-pointer -fno-exceptions -Wall -DSHA1_ASM - DMD5_ASM - DRMD160_ASM

XL OpenSSL IS HL
il “Makefile.ssl” SCAE (vi +77 Makefile.ss) , B

PROCESSOR= 686

HER: W CPU & Pentium, HI 586 %7K, PentiumPro/I1/11T F 686, 486 F 486

[root @eep]# nmake -f Makefile

[ root @eep] # nake test

[ root @eep]# nake install

[root @eep]# nv [etc/ssl/msc/* [usr/bin/

[root @eep]# rm-rf /etc/ssl/msc/

[root @eep]l# rm-rf [etc/ssl/1ib/

[root @eep]# rm-f /usr/bin/CA pl

[root @eep]# rm-f /usr/bin/CA sh

[root @eep]# install -m 644 |ibRSAglue.a /usr/lib/
[root @eep]# install -m 644 rsaref/rsaref.h /usr/include/openssl/
[root @eep]# strip /usr/bin/openssl

[root @eep]# nkdir -p /etc/ssl/crl

“make —” T2 OpenSSL BRELZE (liberypto.a F1 libssla) LA OpenSSL )
BB “openssl” o GniFTEZ A BREEETZE H, iR PAE “apps” T H
Ko TEIMEZ G,  “make test” MNRPREFE ST IER . B,  “makeinstall” Z25E
OpenSSL.

“mv” Al “/etc/ssl/misc” H FRIFTA AR “ Juse/bin” H R
AAEBA I AR GEH AT B I SCAFERAE “ /use/bin” H N, P EAEHEHERICIF
R RNZA ko

“rm” AWM “/etc/ssl/misc” H“/ete/ssl/lib” H 3, PURIEAS H L
PEESZERIIHTT T o “CApl” Al “CAsh” SCIE/NFIBIA S SIRAIE CA NIE.
XANEIASAN “ openssl ca” fir 2 AHIS, 11 HAT —SE3 BE 2K 7EBRIAEDL B, OpenSSL
FIBCEAGEIR A S HUATH “openssl ca” o FTLAFRAN TGS “sign.sh” A ey
file
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TR B SO

[root @eep]# cd /var/tnp

[root @eep]# rm-rf openssl-version/ openssl_version.tar.gz

“rm” A MR 20 R 225 OpenSSL A IT TR HIUESCAF, FHHE OpenSSL
BRAE O s B AR o

BCE

A PLABIX 2R 4 “floppy.tgz” SCAF:
http://pages.infinit.net/lotus1/doc/opti/floppy.tez. & “floppy.tgz” XHAEITZ 5, A
LAFEARRIR H 5% N AEA HEE A A R AR T AT ARG E S SRR
LT LI A SOX LS, B 7% DURI IR A e A RS B B S 2. A
BT A OBl TR E SRS DU, IR EE o B B E ST
HATHCE SO DRIERAI H 5 o N IPRERAR B .

N T 1847 OpenSSL w5545, /G ERBIE 0 T 1 SCA+5 DIBIAH R H &
® i « openssl.cnf” SCAHFEDLR] ¢ etc/ssl” HE T
® ! “signsh” UL UIE]  Jusr/bin” HX T

T LE “floppy.tez” MRS )5, $RE LA RSO, JFHE DRIAIR ) H
N B ORI R VE A BRI o

BoE /etc/ssllopenssl.cnf U

XS openss! P/ S AL E SO, AT ATC B3 Ut B 1) A R] I AHK. Hikilk,
G TrEMUR IS I E A [CA_default] Fll[req_distinguished_name]iX > section HL,

e “openssl.cnf” A (Vi Jete/ ssl/openssl.cnf) I8 .

# QpenSSL exanpl e configuration file.

# This is nostly being used for generation of certificate requests.
#

RANDFI LE = $ENV: : HOVE/ . r nd

oid_file = $ENV:: HOWE . oi d

oi d_section = new_oids

# To use this configuration file with the "-extfile" option of the
# "openssl x509" utility, name here the section containing the

# X.509v3 extensions to use:

# extensions =

# (Alternatively, use a configuration file that has only
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# X.509v3 extensions in its main [= default] section.)

[ new_oids ]

# We can add new O Ds in here for use by 'ca’ and 'req' .
# Add a sinmple O D Ilike this:

# testoidl=1.2.3.4

# O use config file substitution like this:

# testoi d2=${testoidl}.5.6

HHHHHBHBH A BB R B A R R A R R A R R R
[ ca]

default_ca = CA default # The default ca section

HH#HHBHBH A H BB B A R R R A R R A R R R
[ CA default ]

dir = /etc/ssl # Where everything is kept

certs = $dir/certs # Wiere the issued certs are kept

crl_dir = $dir/crl # Where the issued crl are kept

dat abase = $dir/ca.db.index # database index file.

new certs_dir = $dir/ca.db.certs # default place for new certs.
certificate = $dir/certs/ca.crt # The CA certificate

serial = $dir/ca.db.serial # The current serial nunber

crl = $dir/crl.pem# The current CRL

private_key = $dir/private/ca.key # The private key

RANDFI LE = $dir/ca.db.rand # private random nunber file

x509 extensions = usr_cert # The extentions to add to the cert

# Extensions to add to a CRL. Note: Netscape conmuni cator chokes on V2 CRLs
# so this is conmented out by default to | eave a V1 CRL.

# crl _extensions = crl _ext

default_days = 365 # how long to certify for

default_crl_days = 30 # how | ong before next CRL

default _nd = nmd5 # which nd to use.

Preserve = no # keep passed DN ordering

# A few difference way of specifying how sinmilar the request should | ook
# For type CA, the listed attributes nust be the sane, and the optional
# and supplied fields are just that :-)

policy = policy_match

# For the CA policy

[ policy_match ]

countryNane = match

stateOr Provi nceName = match

or gani zati onName = mat ch

or gani zati onal Uni t Name = opti onal

conmonNane = supplied

enmai | Address = opti onal

# For the 'anything' policy

# At this point in time, you nust list all acceptable 'object’
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# types.

[ policy_anything ]

countryNane = optiona

stat eOr Provi nceNanme = optiona

| ocal ityNane = optional

or gani zati onName = opti onal

or gani zati onal Uni t Name = opti onal

conmonNane = supplied

enmai | Address = opti onal

HHHHHBHBH A H BB R B AR R R A R R A R R R
[ req]

default_bits = 1024

defaul t _keyfile = privkey. pem

di stingui shed_nane = req_di stingui shed_nane

attributes = req_attributes

x509_extensions = v3_ca # The extentions to add to the self signed cert
[ reqg_distingui shed_nane ]

countryNane = Country Name (2 letter code)
countryNanme_default = CA

countryNane_mn = 2

countryName_max = 2

stateOrProvi nceName = State or Province Name (full nane)
st at eOr Provi nceNane_default = Quebec

| ocalityNane = Locality Name (eg, city)

| ocalityNane_default = Montreal

0. organi zati onNane = Organi zati on Nanme (eg, conpany)

0. organi zati onNane_default = Open Network Architecture
# we can do this but it is not needed normally :-)

#1. organi zati onName = Second Organi zati on Nane (eg, conpany)
#1. organi zati onName_default = Wrld Wde Wb Pty Ltd

or gani zati onal Uni t Name = Organi zational Unit Name (eg, section)
or gani zati onal Uni t Name_default = Internet Departnent
conmonName = Common Name (eg, YOUR nane)
conmonNane_default = waww. openar ch. com
commonNanme_nax = 64

enmai | Address = Email Address

enmai | Address_default = adm n@penar ch. com

enai | Address_nmax = 40

# SET-ex3 = SET extension nunber 3

[ reg_attributes ]

chal | engePassword = A chal | enge password

chal | engePassword_min = 4

chal | engePassword_max = 20

unst ruct uredName = An optional conpany nane

299



FBTE: RFESBHM —LINUX OPENSSL flg554%

[ usr_cert ]

# These extensions are added when 'ca' signs a request.

# This goes agai nst PKI X guidelines but some CAs do it and sone software
# requires this to avoid interpreting an end user certificate as a CA
basi cConst r ai nt s=CA: FALSE

# Here are sonme exanpl es of the usage of nsCertType. If it is onmitted
# the certificate can be used for anything *except* object signing.
# This is OK for an SSL server.

# nsCert Type = server

# For an object signing certificate this would be used.

# nsCert Type = objsign

# For normal client use this is typical

# nsCertType = client, emuil

# and for everything including object signing:

# nsCertType = client, email, objsign

# This is typical in keyUsage for a client certificate.

# keyUsage = nonRepudi ation, digital Signature, keyEnci phernent

# This will be displayed in Netscape's comrent |i stbox.

nsComrent = "OpenSSL Generated Certificate”

# PKI X recommendations harmess if included in all certificates.
subj ect Keyl denti fi er =hash

aut hori tyKeyl denti fi er=keyi d, i ssuer: al ways

# This stuff is for subjectAl tName and issuerAltnane.
# lnport the ermmil address.

# subj ect Al t Nane=enai | : copy

# Copy subject details

# i ssuer Al t Nanme=i ssuer: copy

#nsCaRevocati onUrl = http://ww. domai n. donf ca-crl. pem
#nsBaseUr |

#nsRevocati onUr |

#nsRenewal Ur |

#nsCaPol i cyUr |

#nsSs| Ser ver Name

[ v3_ca]

# Extensions for a typical CA

# PKI X reconmendat i on.

subj ect Keyl denti fi er =hash

aut hori tyKeyl denti fi er =keyi d: al ways, i ssuer: al ways

# This is what PKI X recommends but sone broken software chokes on critical
# extensions.

#basi cConstraints = critical, CAitrue

# So we do this instead.

basi cConstraints = CA'true

# Key usage: this is typical for a CA certificate. However since it wll
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prevent it being used as an test self-signed certificate it is best
left out by default.

keyUsage = cRLSi gn, keyCert Sign

Sone mi ght want this also

nsCert Type = ssl CA, email CA

Include email address in subject alt nane: another PKIX recomendation
subj ect Al t Nane=enai | : copy

Copy issuer details

#

#

#

#

#

#

#

#

# i ssuer Al t Name=i ssuer: copy

# RAW DER hex encodi ng of an extension: beware experts only!
# 1.2.3.5=RAW 02: 03

# You can even override a supported extension:
# basicConstraints= critical, RAW30:03:01:01: FF
[ crl_ext ]

# CRL extensions.

# Only issuerAltNane and authorityKeyldentifier make any sense in a CRL.
# i ssuer Al t Nanme=i ssuer: copy

aut hori tyKeyl denti fi er =keyi d: al ways, i ssuer: al ways

ER: i %3E5E OpenSSL AT )G, “opensslenf” SUAFFENRSS 4 & AE
FE T, ATLME “et/ssl” Hae RS BAT D ESPRIXA S PHATIREROARCE., £
T BB T H & [CA_default] il [req_distinguished_name]iX ™ sections

filz  Jusribin/sign.sh A< SC {4

“opensslca” T —LEEFRRMNEIR, OpenSSL ERIA AL B IARIRAE S) %
i “openssica” , PRIFRATTH] “sign.sh” BIASSCARFANE

At “sign.sh” JHA (touch /ust/bin/sign.sh) 5 A

#!/ bi n/ sh

#i#

## sign.sh -- Sign a SSL Certificate Request (CSR)
## Copyright (c) 1998-1999 Ralf S. Engel schall, Al Rights Reserved.
#i#

# argument |ine handling

CSR=$1

if [ $# -ne 1 ]; then

echo "Usage: sign.sign <whatever>.csr"; exit 1

fi

if [ ! -f $CSR]; then

echo "CSR not found: $CSR'; exit 1

fi

case $CSR in
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* . csr ) CERT=""echo $CSR | sed -e 's/\.csr/.crt/'™" ;;
* ) CERT="$CSR. crt" ;

esac

# make sure environment exists

if [ ! -dca.db.certs ]J; then

nkdir ca.db.certs

fi

if [ ! -f ca.db.serial ]; then

echo '01' >ca.db.seria

fi

if [ ! -f ca.db.index ]; then

cp /dev/null ca.db.index

fi

# create an own SSLeay config

cat >ca.config <<EOT

[ ca]

default_ca = CA_own

[ CA_own ]

dir = /etc/ssl

certs = /etc/ssl/certs

new certs dir = /etc/ssl/ca.db.certs
dat abase = /etc/ssl/ca.db.index
serial = /etc/ssl/ca.db.serial
RANDFI LE = /etc/ssl/ca.db. rand
certificate = /etc/ssl/certs/ca.crt
private_key = /etc/ssl/private/ca.key
defaul t _days = 365

default_crl _days = 30

default_nd = nd5

preserve = no

policy = policy_anything

[ policy_anything ]

countryNane = optiona

stat eOr Provi nceNanme = optiona

| ocalityNane = optiona

or gani zati onName = opti onal

or gani zati onal Uni t Name = opti onal
conmonNane = supplied

enmai | Address = opti onal

ECT

# sign the certificate

echo "CA signing: $CSR -> $CERT:"
openssl ca -config ca.config -out $CERT -infiles $CSR
echo "CA verifying: $CERT <-> CA cert"
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openssl verify -CAfile /etc/ssl/certs/ca.crt $CERT
# cl eanup after SSLeay

rm-f ca.config

rm-f ca.db.serial.old

rm-f ca.db.index.old

# die gracefully

exit O

U, XA HIAS AT I SR e R ER AR -

[ root @eep]# chnod 755 /usr/bin/sign.sh
HEE: MRIT “floppy.tez” XA )G, AILAE “mod_ssl-version/pkg.contrib” H 3%

THRE] “sign.sh” 3O EARYE LRI S [CA_own] X1, 1T HANELS T ae
“openssl verify -CAfile Zetc/ssl/certs/ca.crt SCERT” iX—4T.

{RiF OPENSSL #y%%¢
BV B R REREL T “root” WTRITT'S o MAURIEHAD AASRET 1]

XA

FH R iy A A2 L L BERE “root” A HATAIR] S .

[ root @eep]# chnod 600 /etc/ssl/certs/ca.crt

[ root @eep]# chnod 600 /etc/ssl/certs/server.crt

[ root @eep]# chnod 600 /chroot/httpd/etc/ssl/private/ca. key

[ root @eep]# chnod 600 /chroot/httpd/ etc/ssl/private/server. key

PN
AP <

ISR LA EH RIS, HRETIRZ B aS, HIE
(K B LA man 3 B OB &30

R IHIX A7, AR SURUIT A Apache Web HR45 B AIE:
HEE: THPTERaTSHEAE “/etc/ssl” Hx NBATI,

7 Apache 5543 H O OR3P H) RSA FA N #5 L

[ root @leep]# openssl genrsa -des3 -out server. key 1024
Cenerating RSA private key, 1024 bit |ong nodul us
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e is 65537 (0x10001)
Ent er PEM pass phrase:
Verifying password - Enter PEM pass phrase:

T “serverkey” ALK, WCAE AR A BERIA IS

FAAR %25 ) RSA FA N % LA Certificate Signing Request
CSR

[ root @eep]# openssl req -new -key server.key -out server.csr

Ent er PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Nane or a DN.
There are quite a few fields but you can | eave sonme bl ank

For sone fields there will be a default val ue,

If you enter '."', the field will be Ieft blank.

Country Nane (2 letter code) [CA]:

State or Province Nane (full nane) [ Quebec]:

Locality Nane (eg, city) [Montreal]:

Organi zation Nane (eg, conpany) [Open Network Architecture]:

Organi zational Unit Name (eg, section) [Internet Departnent]:

Common Nane (eg, YOUR nane) [www. openarch. con:

Emai | Address [adm n@penarch. coni:

Pl ease enter the following '"extra' attributes

to be sent with your certificate request

A chal | enge password []:.

An optional conpany nane []:.

PRAERT LAIX S CSR - (Certificate Signing Request) AIEZIENLAY (Certifying
Authority, CA) , B2 XA CSR. CSR #2511 2 J& » WA FAEMIUE T (Certificate ) »
AT LA Apache (. A NHPIFIESE. 55— FTELERDVE CA, Wl: Verisign 5%
Thawte 251] CSR. 5 T 2EAE Web 80 CSR, ARG AT i 2e I, 5%
REBAT TG IAET, B WERE BHUE AT server.crt X 55— WU HCH CA
KEATUEYS . N4 A i CA 251] CSR.

B EN OpenSSL PORBIN “CommonName” MBS, g AJRSS#51) FQDN
(Fully Qualified Domain Name, 582 &AL o Bl diREH 45
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http:/ /www.mydomain.com Ui 0]k 2 A CSR,  FIX Lt i Eidm A

www.mydomain.como

3 H el CA 412 RSA FAN % L

[ root @leep]# openssl genrsa -des3 -out ca. key 1024

Cenerating RSA private key, 1024 bit | ong nodul us

e is 65537 (0x10001)
Ent er PEM pass phrase:

WS cakey SCAF. ERIAAELERIHITA RERA L2

F CA ] RSA # Rt G5E BRI HIET x509 45ty

[ root @eep]# openssl req -new -x509 -days 365 -key ca.key -out ca.crt

Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Nane or a DN.
There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '."', the field will be Ieft blank.

Country Nanme (2 letter code) [CA]:

State or Province Nane (full nane) [ Quebec]:

Locality Nane (eg, city) [Mntreal]:

Organi zation Nane (eg, conpany) [Open Network Architecture]:

Organi zational Unit Nanme (eg, section) [Internet Departnent]:CA Marketing
Conmon Nane (eg, YOUR nanme) [www. openarch. coni:

Emai | Address [adm n@penarch. coni:

[ root @leep]# nv server.key private/

[root @eep]# nv ca. key private/

[root @eep]# nv ca.crt certs/

EE: A “x509" ZHININE,  “req” MG T HEET IS,

305



FBTE: RFESBHM —LINUX OPENSSL flg554%

BAT—MEBER AT CA

HEEE— DT AT UE T A 201, KA “opensslca” g —L84RPEIT)
SR HAEERAE DL N OpenSSL IR EAEIRA: 2y 5 il LLEHAE ] “openssl ca”
LA BN “signsh” BIBIASCAE, T “floppy.tez” Z el rl AZEAHR ) H
sk E HIRXAN A TESAET

PUAE XA CA BT R45 #3110 CSR, IXAFEAEA Apache R4S #5078 ELIE 1) SSL
WP REREEH T “serverest” XA

[root @eep]# /usr/bin/sign.sh server.csr

Usi ng configuration fromca.config

Ent er PEM pass phrase:

Check that the request matches the signature

Si gnat ure ok

The Subj ects Distinguished Nane is as foll ows

countryNane : PRI NTABLE: ' CA

st at eOr Provi nceNane : PRI NTABLE: ' Quebec'

| ocal ityNane : PRI NTABLE: ' Montreal '

or gani zati onName : PRI NTABLE: ' Open Network Architecture’

or gani zati onal Uni t Nane : PRI NTABLE: ' | nt ernet Depart ment’
conmonNane : PRI NTABLE: ' www. openar ch. coni

enmai | Address : 1 ASSTRI NG ' adm n@penar ch. con

Certificate is to be certified until Dec 1 14:59:29 2000 GMI (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, comit? [y/n]y
Wite out database with 1 new entries

Dat a Base Updat ed

CA verifying: server.crt <-> CA cert

server.crt: K

AT T CSRIHELERAERL “serverere” SCfFs

[ root @eep]l# mv server.crt certs/

AWM “serverkey” Fll “server.crt” o T LAE Apache [FHCE SCAF
“httpd.conf” SCEFHIN L
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SSlLCertificateFile /etc/ssl/certs/server.crt

SSLCertificateKeyFile /etc/ssl/private/server.key

“server.cst” AFRTDIANEE T,

[root @leep]# rm-f server.csr

RIRBI ARG HRIH

\%

/ et c/ ssl

\%

/etc/ssl/crl

\%

/etc/ssl/certs

\%

/etc/ssl/private

\%

[ etc/ ssl/openssl . cnf

[ usr/ bi n/ openss
/usr/bin/c_rehash
/usr/bin/sign.sh

[ usr/ bi n/ c_hash
lusr/bin/c_info
/usr/bin/c_issuer

[ usr/ bin/c_namne

[ usr/ bi n/ der _chop
/usr/include/ openss
/usr/include/ openssl/e_os.h
/usr/include/ openssl/e_os2.h
/usr/include/openssl/crypto.h
[usr/include/openssl/tndiff.h
/usr/include/ openssl /opensslv.h
[usr/include/ openssl /openssl conf. h
[usr/include/ openssl/ebcdic. h
[usr/include/ openssl/md2. h
[usr/include/ openssl/md5. h
/usr/include/ openssl/sha. h
/usr/include/ openssl/ndc2. h
/usr/include/ openssl/hmac. h
[usr/include/ openssl/ripend. h
/usr/include/ openssl/des. h
/usr/include/openssl/rc2. h
/usr/include/openssl/rc4.h
/usr/include/openssl/rc5.h
/usr/include/ openssl/idea.h

[usr/include/ openssl /bl owfish.h

V V V vV VvV V V V V V V V V V V V V V V V V V V V V V V V V

/usr/include/ openssl/cast.h
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> [usr/include/ openssl/bn.h
> [usr/include/ openssl/rsa.h

> [usr/include/ openssl/dsa. h

\%

/usr/include/ openssl/dh. h

\%

[usr/include/ openssl/buffer.h
/usr/include/ openssl/bio.h
/usr/include/ openssl/stack. h
/usr/include/ openssl / saf est ack. h
/usr/include/ openssl /| hash. h
/usr/include/ openssl/rand. h
/usr/include/openssl/err.h
/usr/include/ openssl/objects. h
[usr/include/ openssl/evp. h
/usr/include/ openssl/asnl. h
[usr/include/ openssl/asnl_mac. h
/usr/include/ openssl/pem h
/usr/include/ openssl/penR. h
/usr/include/ openssl/x509. h
[usr/include/ openssl/x509_vfy.h
[usr/include/ openssl /x509v3. h
/usr/include/ openssl/conf.h
[usr/include/openssl/txt_db.h
/usr/include/ openssl/pkcs7. h
[usr/include/ openssl/pkcsl2. h
/usr/include/ openssl/conp. h
[usr/include/openssl/ssl.h
/usr/include/ openssl/ssl2.h
/usr/include/ openssl/ssl3.h
/usr/include/ openssl/ssl 23. h
/usr/include/openssl/tlsl. h
[usr/include/openssl/rsaref.h
/fusr/lib/libcrypto.a
fusr/lib/libssl.a
/fusr/lib/libRSAgl ue. a

[ var /| ock/ subsys/ nanmed

V V V vV V V V V V V V V V V V V V V V V V V V V V V V V V V
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Linux Imap & Pop 55

RS

FTBIREE RS %%, W FRIZITI F—Fhs LR IR S RS 4%, BlIZ4T IMAP Ml
%%, POP3 Hlt5s, POP2 IR45ukE SMTP kS, FIRFEITIHENW & IMAP4, POP3,
POP2 k%%, JITfa X eeti sk H—ANAFL, T Sendmail & — Ml 72 K SMTP
J55 4% o

POP #& Post Office Protocol 4’5, " 3CRI “HE Rt ” , & R 2 A0 b,
Wit MIERIBAT, 7 Linux tPRAE T 28 POP JIRS54%. PR HU K, &
A Linux AATHRT B A0 04 2% T, IMAP ilk5552 POP RSP eSS e fif,
A LLT7 (A BE AN SRR S, T DAk 2 AN P 3 AR, B 2 AR A
RS O 1 11 6 B/ S I I B N = el M oA AN =1 i G B S B
P,

T HER A BRI AR 55 75 K 1 5, IMAP J2— R AR E#E . K24 Linux K
ATAAT A 1B POP AT IMAP k554 CEANNHRERAE—FIFR O Imapd AL
O R BA AR R ER I 2K

pE I

NPT B AU Unix HEAI4

UEEEATHRA “ /var/tmp”  CHIRIESERRIGOLH L n] DU LB 848D
EAE RedHat Linux 6.1 FIR#ER .

T “root” FH AT AL,

Imap HIIRAS S22 4.5

B IRIR

Imap F01: http://www.washington.edu/imap
AR imap-4.5.tar.Z
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8 RS RPN~ LINUX IMAP & POP JR%-5
RN EFE TSGR

224 imap RTGARAE— R SO R AR, TS diff Hee
TSI TR imap (SR B R 22 T, i AL 2% imap 2 )
SEAT—F “find /*>imapl” , TIAEZESE imap IR 2 JFIZAT “find /* > imap2” , 4
FHUTAA “diffimap] imap2 >imap” » TS5 SCPEHI

SRIFFNZRE

OHAAL CarZ) i HH:

[ root @eepl# cp imap-version.tar.Z /var/tnp
[root @eep]# cd /var/tnp
[root @Qeep]# tar xzpf imap-version.tar.Z

G PE S AL
B cd A RN Tmap I3k, TRAELSH LR Fard

Yl “Makefile” S (vi+689 src/osdep/unix/Makefile) FFAHAN T 43

sh -c "(test -f /usr/include/sys/statvfs.h -a $(0S) != sc5 -a $(0S) != sco) &&
$(LN) flocksun.c flockbsd.c || $(LN) flocksv4.c flockbsd.c'

A s

sh -c '"(test -f /usr/include/sys/statvfs.h -a $(0S) != sc5 -a $(0S) != sco -a
$(0S) !'=1nx) & & $(LN) flocksun.c flockbsd.c || $(LN) flocksv4.c flockbsd.c'

XTI “sys/starvfs” U, 1E linux F1 glibe 2.1 FFFHF XA SCAE L Sun
Pt B SCA AN ]
kg — T “Makefile” Ao (vi+355 stc/ osdep/unix/Makefile) , T ™ s

BASECFLAGS="-g -fno-om t-frane-pointer -06 - DNFSKLUDGE" \

MR s
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BASECFLAGS="-® -funroll-loops -ffast-math -mali gn-doubl e -ncpu=penti unpro
-mar ch=pentiunpro -fomt-frame-pointer -fno-exceptions - DNFSKLUDGE" \

X JEGPE IMAP/POP H 457 —FMILAL B

Y’ “Makefile” LI (vi+112 sre/osdep/unix/Makefile) , FFEAUWT R izh:

BUI LDOPTI ONS= EXTRACFLAGS="$( EXTRACFLAGS) "\

A s

BUI LDOPTI ONS= EXTRACFLAGS= - DDl SABLE_POP_PROXY=1 - DI GNORE_
LOCK_EACCES_ERRORS=1" $( EXTRACFLAGS) "\

FEGRAE DL N, ipop2d/ipop3d k55 a2 E¥) POP—~IMAP V5 i ALEE, ¥ POP
12 P I POP JiR&5-#s 7 1] IMAP R4, w) DS IL 13 e
“DDISABL-POP-PROXY=1" JETiZE | FIX T LhfE

“ DIGNORE_LOCK_EACCES_ERRORS=1"3ETH4A | |75 K it B A gt — > s
R VB SO IO 74 EACCES 8 B “Mailbax vulneralbe — directory must

have 1777 protection” 15 H .

ke “Makefile” X (vit+58 sve/ osdep/unix/Makefile) , FAcn ™ sl

ACTI VEFI LE=/ usr/1i b/ news/ acti ve

A s

ACTI VEFI LE=/ var/1i b/ news/ acti ve

SPOOLDI R=/ usr/ spool

A s
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SPOOLDI R=/ var / spool

RSHPATH=/ usr/ ucb/ rsh

A s

RSHPATH=/ usr/ bi n/ rsh

“ACTIVEFILE=" iX47# ] Linux "' IMAP/POP W53 H K45,
“SPOOLDIR="" /& Linux IMAP/POP H45 2% IZ% Mt H sk 415, “RSHPATH="
KT RGP rsh HZMIEAR, DT HIE, REBRAIAM sh k5%, BV

BT rsh H M IERHER AT

Y’ “Makefile” L/ (vi+85 src/osdep/unix/Makefile) FFMLUN T 4zh:

CC=cc

A s

CC=egcs

X—ATARIA 19015 IMAP/POP Rk 5525 T GCC Zmias 4K, b &
(eges)

[ root @eep]l# nmake | np

[root @eep]l# mv ./c-client/c-client.a ./c-client/libimp.a

[root @eep]# install -m644 c-client/libimap.a /usr/lib/

[root @eep]# install -m 644 ./src/ipopd/ipopd.8c /usr/ man/ man8/i popd. 8c
[root @eep]# install -m 644 ./src/impd/imapd. 8¢ /usr/ man/ man8/i napd. 8c
[root @eep]# install -s -m 755 ./ipopd/ipop2d /usr/shin/

[root @eep]# install -s -m 755 ./ipopd/ipop3d /usr/shin/

[root @eep]# install -s -m 755 ./imapd/imapd /usr/shin/

[ root @eep]# nkdir -p /usr/include/imp

[root @eep]# install -m644 ./c-client/*.h [usr/include/inmap/

[root @eep]# install -m 644 ./src/osdep/tops-20/shortsymh /usr/include/imp/
[ root @eep]# chown root.mail /usr/sbin/ipop2d

[ root @eep]# chown root.nmail /usr/sbin/ipop3d

[ root @eep]# chown root.mail /usr/sbhin/inmpd
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e BEHIARAT LA ORAE R G P RS A I AR AT B PIT 5 1 B
HONGEEE s STPCI G B HERIA T JE R AT SRR SR SO 22 2 1 1
(AR

W N B “make Inp” #r4, ERHEVRI Linux ZR G0 HAT A AUEAR
(Pluggable Authentication Modules(PAM)) fg 7, IXFEHA HIFI1 L4 .

“mkdir” #FA(E “usr/include” H3 NI FIY Imap FIHTH 3, XN H %
HTAf# C-Client/* ¢ shartsym.h, X288 5 imapd F27A S S 30

“chown” T2 pop2d, pop3d Fl imapd HIFTARECA P root A mail H
ariip

HE: BT RAeHE: W RITEA imapd ]S, 5 pop2d, pop3d MR,
W FARRNINHAEH] ipop IRGFIEHE imapd MR, G RARIR] 48 imapd T ipopd ARk55
ST AR oK

R R E S

[root @eepl# cd /var/tnp
[root @eep]# rm-rf inmap-version/ imap-version.tar.Z

rm A A T4 23 IMAP/POP HRSS I AT A R S B, [N
IMAP/POP {4 LA “var/tmp” H SR .

BcE

ATLARIIX 25 3 “floppy.tgz” SCAF:
http://pages.infinit.net/lotus1/doc/opti/floppy.tez. & “floppy.tgz” XAMIT L )G, 1E
FHRZH H 3% N I BAHERXA A A AP AT RIBCE SO IR b2
T L BRSSO, B P8 VORI At e T IR B E S b 2. AVE
FefTH A Cal TR B e P VUL, IRHARE S A4 A DB E ST B
JEAC B SO RERI Ha Fo M IEPRERARIEI]
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X TIEAT IMAP/POP [ 44111 5, T ISR A AE T AU E A 1002
s DU BIYEIE 24110 F

® UIRATHH] imapd k55, #% D1 imapd SCAFE] “ /etc/pam.d” Hixo

® WIARATHH popd s, #5 U1 pop XA “Jetc/pam.d” H%o.

A LA floppy.tgz H4i SRR B R HIRCE SO, S TMARER floppy.tez 3C
PR RE S H s, B BB A R BImG BIAH O

fcHl etc/pam.dfimap (5
Kol “/etc/pam.d/imap” SCAFAEILAT L] pam TAIIE.
A5t “imap” CAF(touch /etc/pam.d/imap)FF 0 AR JLAT:

#9%PAM 1. 0
auth required /lib/security/pam pwdb.so shadow nul | ok
account required /1lib/security/pam pwdb. so

R A HALEH] IMAP RS54 & A .

fcHl Jetc/pam.dlpop A
e “/etc/pam.d/pop” SCAFAFHIETL pam TAIE.

B pop A (touch /etc/pam.d/pop) T IN_EUT K JLAT:

#9PAM 1. 0
auth required /1ib/security/pam pwdb. so shadow nul | ok
account required /1lib/security/pam pwdb. so

TR A RALEH] POP S5 N A JE A2 1) o

IMAP/POP [{jZ4fZ 8

S EMNFE IMAP/POP k4?2

FELYRRIE) IMAP/POP FE/¥> FRAFAE™ BRI SR  DOE AR DR, 7T DAAER M K A

“root” BPAT LTS HITRCLICHATFIATI R 4.5 B . A LR

POP 55w ANt S R L IS Bl n] AAE AR S E AT IO &0
SRATRRR Y . AR BLZRP GO0, 15 RARTH AT
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T B N 21 IMAP/POP FEPAEGRAE [R5 L T AT B SO7 AL 1L 3505, A4
— AN NFAT LA F 8 RAERRE T Csniffer) WEWT IS I SREUR IO H 7 22 Fsshd, 1t
MU 5% AEATH] Linux REEIMECF B A (0 Ii%,  JFATR 28847 — AN ACHI)
IMAP/POP fRS5FE . faar— MRIIELE, WRAEAT R as MY IMAP/POP k45
a%, IR EER A SRR (daemon) o

11 H AR TSI Internet A Web FHEKIIEEAEA, SR SSL HRSCRINE R
55 IMAP/POP 55 Z I8 (¥ RATHURG 2 FAME I 5. S WA LRy, AR
KRINSETM, ST, RESHPAE, 15 Linux Apache JR4548— AT HIE N4

BRI TR
ASPCE IR RS, AT BAZ UL R HLAS man B0
$ man imapd (8C) - Internet Message Access Protocol server

$ man ipopd (8C) - Post Office Protocol server

RIEE R PRIH

[usr/include/imp
/usr/include/imap/dumy. h
/usr/include/imp/env.h
/usr/include/imp/env_unix. h
/usr/include/imp/fdstring.h
/fusr/include/imp/flstring.h
/fusr/include/imp/fs.h
/fusr/include/imap/ftl.h
[usr/include/imp/imp4rl.h
/usr/include/imp/linkage.h
[usr/include/imp/lockfix.h
/fusr/include/imp/mil.h
[usr/include/imp/ nbox. h
/usr/include/imp/ nbx. h
/usr/include/imp/mh.h
/usr/include/imp/msc.h
[usr/include/imp/ mdf.h
/usr/include/imp/ntx.h
/usr/include/imp/nx.h
/usr/include/imp/ netnsg. h
[usr/include/imp/ news. h

/usr/include/imp/ newsrc. h

vV V V vV vV V VvV V V V V V V V V V V V V V V V V

/fusr/include/imp/nl.h
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> [usr/include/imp/nntp.h
/usr/include/imap/os_a32.
/usr/include/imp/os_a4l.
/usr/include/imap/os_ai x.
/usr/include/imap/ os_aos.
/usr/include/inmp/os_art.
/usr/include/imap/os_asv.
/usr/include/imap/ os_aux.
/usr/include/imap/os_bsd.
/usr/include/imap/os_bsi.
/usr/include/imap/os_cvx.
/usr/include/imp/os_d-g.
/usr/include/imp/os_drs.
/usr/include/imap/os_dyn.
/usr/include/imap/ os_hpp.
/usr/include/inmp/os_isc.
/usr/include/imap/os_I nx.
/usr/include/imp/os_|yn.
/usr/include/imp/os_ntt.
/usr/include/imp/os_mt.
/usr/include/imap/os_nxt.

/usr/include/imap/ os_os4.

/usr/include/imap/ os_pt x.
/usr/include/imap/ os_pyr.
/usr/include/imap/ os_qgnx.
/usr/include/imap/ os_s40.
/usr/include/imap/os_sch.
/usr/include/imap/os_sco.
/usr/include/inmp/os_sgi.
/usr/include/imap/os_shp.
/usr/include/imp/os_sl x.
/usr/include/imp/os_sol.
/usr/include/imap/ os_sos.
/usr/include/imap/os_sun.
/usr/include/imp/os_sv2.
/usr/include/imap/os_sv4.

/usr/include/imp/os_ult.

> o o o o o OO o o o -©» » » » » » »™ » » » » -» » -©» » -©» -»™» -S| -S| " °©-°/ o o oD o o o T =T

>
>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

> [usr/include/i map/ os_osf.
>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

> [usr/include/imp/os_vu2.
> [usr/include/imap/ osdep. h
> [usr/include/imp/phile.h
> [usr/include/imp/ pop3.h

> [usr/include/imp/ pseudo. h
>

/fusr/include/imp/rfc822.h
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> [usr/include/imp/sntp.h
> [usr/include/imp/tcp.h

> [usr/include/imp/tcp_unix.h
> [usr/include/imp/tenex.h

> [usr/include/imp/unix.h

> [usr/include/imp/utf8.h

> [usr/include/imp/shortsymh
> [usr/lib/libimp.a

> [usr/ man/ man8/ i popd. 8c

> [usr/ man/ man8/ i mapd. 8c

> [usr/sbin/ipop2d

> [usr/sbin/ipop3d

> [usr/sbin/impd

> [etc/pam d/imap

>

/ et c/ pam d/ pop
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Linux MM =75

BhAR

U HRAEALE Apache/EAPT H HAT I PO A7 0 SCRF, 04t B8 7 MM AL A7
FERXFIEOL R, R SCF mod_ssl A —F U2k T RAM 16 (session) 2847
BT HERL I S TEGAT
EEEmM

ST T 2 Unix AEA 2

UEEEATHRA “ /var/tmp”  CHSRAESERRIGOLH L AT U LB 84D
ZEAE RedHat Linux 6.1 FRER .

T “root” FH AT %L,

Mm FIRRASE 1.0.12,

BB R
MM [ 351 : http://www.engelschall.com/sw/mm/
AR a3 mm-1.0.12.tar.gz
ZERPHEEEETER R

PE 225 MM A JE R — R SRS AR VS — /N R, 1T 5 H Diff i —
TFPRANSCEES IR IR Y MM (SO e R B 2 T, VR % MM Z e
T—F “find /4>MM1” , TITELEE MM RS Z 1847 “find /* > MM2” , A7
T4 “diff MM1 MM2 >MM” , M1 82250 1h 5136

IIFEET

AR Ctargz) fifR4E:
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[root @eep]l# cp mmversion.tar.gz /var/tnp
[root @eepl# cd /var/tnp

[root @eep]# tar xzpf mmversion.tar.gz

IRIFFNZRE

cd BEAFTI MM H S8R 1 285 BB iy

./lconfigure \
--di sabl e-shared \

--prefix=/usr

XA R MM T TR R ZER

[ root @eep] # make
[ root @eep]# nake test

[ root @eep] # make install

E% “make test” TR LT AR, MIMAEZRATET 2 HUiHE e
Refl IR 10 TAE, JH i s i

TR ERAN LB S

[root @Qeepl# cd /var/tnp

[root @eep]l# rm-rf mmversion/ nmyversion.tar.gz

m AT T %3 mm &S A ISCARERR, RIS MM 1) 46
RN “var/tmp” HxHHIERRH 2

CE2:0 e

A SRBCEINMEA (45 S, rTRAZ W LA man B8

MM (3) — Shared Memory Library

mm-config (1) — MM library configuration/build utility
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RIRBI ARG HRIXH

>usr/ bi n/ nm config
>usr/incl ude/ nm h
>usr/lib/libmmla
>usr/lib/libmma

>usr/ man/ manl/ mm config. 1

>sr/ man/ man3/ nm 3
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Linux Samba J[R%3:

RS

Samba A& —Ff PC Z [MIFLZSCAFFT EOHL A A5 B L. N, & nf DAgRfE
M SRR T NSRS H . ARG SCREXAMM U E R G
Windows95/98/NT+ OS/2 Fl Linux. HEH—L4E R4 41 DOS. Windows. VMS.
F AP UNIX. MVS 038 o 88 ik s /i e

Apple Macs RFITHUHLFIHELE Web 31 B 251 0] i H X AN SMB L=
§fi Netware, NFS, AppleTalk, Banyan Vines, Decnet 655, ‘eI & AL, H
WA PR A NRRAE, 1 H 2 e e 6 AL,

pE I

NPT AT A Unix A2

UEEEATHRA “ /var/tmp”  CHIRIESERRIGOLH L n] DU LB B84
ZEAE RedHat Linux 6.1 FIRRER .

T “root” FH AT %L,

Samba FJiA S & 2.0.6

B IRIR

MM [FJFETL: http://usl.samba.org/samba/samba.html

WA R N samba-2.0.6.tar.gz

RERGEFREEREM

TE24% Samba JIJEPRAF— F SCAFFIRIMR B2 — N R, Ja A diff EbAR
— WA SCAEFIR N Samba [FSCAF# 2225 BIREL L T, V24 %¢5% Samba
ZHNIEAT—F “find /*>smb1” , WIAEZ%% Samba fRSSZ JGIE4T “find /* > smb2” ,
BEHATATS “diff smb1 smb2 > smb” M52 223 AR 36
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FIFIRE

UL Ctargz) fRIRYA:

[ root @eep]# cp sanba.version.tar.gz /var/tnp
[root @eepl# cd /var/tnp

[root @eep]# tar xzpf sanba.version.tar.gz

AoE
cd BEAHI Samba H 3, SRJG1ELS A fird-

Gl “Makefile” SCPF i +28 Makefile.in) JAn T iksh:

SBINDIR = @indir@

BOSE

SBINDIR = @bindir@

VARDIR = @ocal stadir@

BOSE

VARDI R = /var/| og/ sanba

Fmi R —BERISCPER bin H B4 “ /use/sbin” F3K M Samba (1] H &30
7T “/var/log/Samba ¥” H3x.

Yl convert_smbpasswd” A (vi+10 script/convert_smbpasswd) FAfan ™ 4
I

nawk ' BEG N {FS=":"}
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BOSF

gawk ' BEG N {FS=":"}

EARHEE M GNU WA awk SCPFAEH T B Bell AFFE2 50 S ARAN K awk F2
JFRAEEE “smbpasswd” U, XA “convert_smbpasswd” FH TR A Smb1.9.18
£] “smbpasswd” A P Samba2.0 A% 2 “smbpasswd” PN

i “includeh” XAF,  (vi +655 include/include.h) FEMHIER ) LAT
WHIE R 1 JUAT

#i f def strcat

#undef strcat

#endif /* strcat */

#define strcat(dest,src) _ ERROR XX _ NEVER USE STRCAT__ ;

gl “smbmount.c” X, (vi +99 client/smbmount.c) ST AR

static void close_our_files(int client_fd)

{

int i;

for (i =0; i < 256; i++) {
if (i == client_fd) continue;
close(i);

}

BOSE

static void close_our_files(int client_fd)

{

struct rlimt limts;

int i;
getrlimt(RLIMT_NOFILE & inmts);
for (i =0; i <limts.rlimmax; i++) {
if (i == client_fd) continue;
cl ose(i);
}
DL X PR AE “includeh” FT “smbmount.c” U1 RedHat glibe 2.1 5
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SRIFFAL
1E L RN Ay

CC="egcs" \

./lconfigure \

--prefix=/usr \

--libdir=/etc \

--wW th-1ockdir=/var/| ock/sanba \
--with-privatedir=/etc \

--W th-swatdir=/usr/share/swat \
--w th-pam\

--w t h- mmap

TR I “—with-mmap” FEXEEHLES Bl ISR IS s N IR IO TERE, 72
Lebld b, eANREMER, AP R ERE .

X LB E 5 F Samba X T4 FT AT A
® {UE PAM FASHE FEU IR SO
o CE IR MMAP WAZS R (BN HFE AR

[ root @eep]# make all

[ root @eep] # make install

[root @eep]# install -m 755 script/nksnmbpasswd. sh /usr/ bin/
[root @eep]l# rm-rf /usr/share/swat/

[root @eep]l# rm -f /usr/sbin/swat

[root @eep]l# rm -f /[usr/man/ man8/ swat . 8

[root @eepl# nkdir -p /var/l ock/sanba

[root @eep]# nkdir -p /var/spool /sanba

[ root @eep]# chnmod 1777 /var/ spool / sanba/

“install” A “ mksmbpasswd sh” JEIAZZLR] “ Just/bin/” HK, XA
FEBCE Samba SRV P IELRE “smbpasswd” SCHSERERIFRAT RS 4030 2 WA
SRR A RSB BN Samba 2%

“tm” T MIBE “/ust/share/swat” H 3 AT SR, RIS IIERAL T
“ /usr/sbm/ ” 1 Swat ) HERISCE . SWAT ¥ & —FhFET web IBCE LH, &
VI Web it E “smb.conf” CF. XA T HIGUTARSS #1901 i 1, 44K
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N TAEH] SWAT TH, Wi —A> web R 28/E )5 51847, #ll: Apaches SWAT
RS2 LATIF T — A2, B AR B B e e R

“mkdir” S LERGE P AT ILESTEN TAEGIE A “ /var/spool/samba/” H
3K, RIEAN H AU ARFT A Samba 1380 SE S TETH LI A SR 201 . BEAR
BATAITHMLE Samba IRESERILZATEINL, WAL & EOTEEZA H 3k

(vat/spool/samba/) , T HAH “chmod” 4l iit AR “var/spool/samba/” )kl
PE Csticky) 7 ARALLUOR A SO T 25 A4 AT DA ARAN H sk A i 30A

ER: I BUEE RS IEIT T (Shadow)  passwords/pam  (Tf HARY
ZIXFEO  ARAZIA T TR 28 Linux, 1X—E CATEWEL T .
BRI E S

[root @eepl# cd /var/tnp
[root @eep]l# rm-rf sanba-versi on/ sanba. version.tar. gz

rm AT T2 1% 2 2E Samba JR 55 I BTAT IR SCA TSRS, RN AE Samba (1444
SCPEAN < fvar/imp” HsHH R 2

fcE
ANTRI AR 55 (AT B SCAF AR s SR WA 2 AL IR AN TR 25 B R kv, R T DS
Samba 554 LRI SRVE— A8 E R, 1] LR 2R e v 1000 M%) 1%

ATLARIIX 22 3 “floppy.tgz” SCAF:
http://pages.infinit.net/lotus1/doc/opti/floppy.tez. & “floppy.tgz” XAMIT LG, W]
DATEAHN ) H 5 B RIEA HEX A A A A RO E SO X
LT LR E X LS, s P DURIS IR it e AT R BIRC B S b & A
ERATE A Cal T A O B SR 248 DU, AREREL 25 H OB & ST
HACHCE SCHP DURERI Fok o N IEPREE ARSI .

N T84T Samba 55, LA R ICARLAAEAE, I HE AT B AR BE DB 1)
HarkZ

® P2l smb.conf Al Imhosts L3 “/etc/” HE
® Ul smb JIASAFR]  /etc/red/initd/” Hx
® 2Dl samba H-F| et/ logrotate.d/” H K

® Ul samba CAFE] “/etc/pam.d/” HE
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ATLAA “floppy.tgz” SCRYHFHREL LA X e s, M) “foppy.tgz” SCRYH
P UK EC SR RE S A, B A 8 DU R I SR R 1) S

Bi'E Jletc/lsmb.conf (14

“/etc/smb.conf” A Samba RSS2 00 T BACE SO, EE TWRES H S n]

DA Windows HLAS T IH], WRLE 1P M4 AANEAE, 1 [globall— T R AT AL S T4

Jalc EAE R bﬂ]EX]ﬂ:FﬁﬁE/J EEHAHMGEE,  (BRAFEI I m ki
), RIS [share] —

EBATIB 7, BATEIEE T —AH 3 [tmp], H ARV 1P #ihbZE$:3] Samba
5548, 1 HAFTHAE Samba Fl Windows 2 [A) 48 - ZFTEIHL

Zn%E “smb.conf” jCﬁ#ﬁd/eujsnﬂmconﬁj$%§bﬂ:

[ gl obal ]

wor kgr oup = OPENARCH

server string = Sanba %

encrypt passwords = True

security = user

snmb passwd file = /etc/snbpasswd

log file = /var/l og/sanba/l og. %n
socket options = | PTOS_LOADELAY TCP_NODELAY
domai n master = Yes

| ocal naster = Yes

preferred master = Yes

os level = 65

dns proxy = No

nane resol ve order = | nhosts host bcast
bind interfaces only = True

interfaces = ethO 192.168.1.1

hosts deny = ALL
hosts allow = 192.168.1.4 127.0.0.1
debug level =1

create mask = 0640
directory mask = 0750
| evel 2 opl ocks = True
wi de |links = no

read raw = no
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[ hones]

conment = Hone Directories
browseabl e = no

read only = no

invalid users = root bin daenon nobody named sys tty di sk mem kmem users

[t np]
conment = Tenporary File Space
path = /tnp

read only = No
valid users = admn

invalid users = root bin daenon nobody named sys tty di sk mem kmem users

NIHBEA T B XL

[global]

workgroup = OPENARCH

2% U5 ) IR PR R 55 s IR 954 B Sl (R 20 42

server string = Samba %h

TEALEZR TN, “%h” LoRIRIHERTHEALN TN LA .

encrypt passwords = True

XU ER S 5 S LR RIE D s R A SO Y, TR ANBE A LA
IR E . T 28, XA LI E A True.

security = user

FEHI P R 20N b, — NI AR R R AE S — MR T 44
VR, SNNZERCRAAE A, X EWRAETE Samba [R5 451/ ete/passwd” LA 1
IAFAEIXAN R I — AN R P A RN E S, 5 XA IR IE R W T
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smb passwd file = /etc/smbpasswd

IXANEI “smb passwd file” BCE N 1] “ smbpasswd” S EEAE, “smbpasswd”
A “ete/passwd” I DL, AL EERE Samba Ml SS#8 I R A 2000 H -
PAE . AEATERARKIN, Samba PAFREERIBOZAN SO DUE - (it

log file = /var/log/samba/log.%m

IXANEI “log file” A7 &AL “Yom” SEVFANFIIIH T 8% 7 LAE Samba AR 554
EIES AR H &S

socket options = IPTOS_LOWDELAY TCP_NODELAY

AL “socket options” WM JEI A 134z,  LASEH; Samba Il 55 #5 1S 1A%
Hine s

domain master = Yes

IXANMEI “domain master” , FH7E (nmbd) Samba J 4554 FRFAE 1% TAEALR)
T b, IX AT TR AN A B AN RIS TR T Samba iS5, H—
A RES ARV E R Yeso

local master = Yes

XANEIN “local master” RV (nmbd) Samba AR 25 573 B2 7 2l L s I
F Rl NS Wi LR, JRAE [ R N ) Samba Al 854 21> Samba
IR 55 5% F Ay J 0 00 W o

preferred master = Yes

IXANEIN “ preferred master” 5 7E Samba 45 PR — N TAELI LSBT
TR R A, ARLBEER M N B E A Samba ARG E —AME
LS B B2 o

os level = 65
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IXANEIN “oslevel” ¥RE T Samba MRS SFH RS AN A —A TAEL4)
PRI DRI IR R i 2s, 307 65 B e Lot AT NT JRgea%, WRAERI )=
B PR AEAE NT IR45%%, 1 HATEE Linux Samba RS 24055 T NT B TAEH T +%
DX 35k P 11 3 Jegdakanl s, B ARBILA IR B os level JEIIA 65, i HIXNMEIAZN 15

FAE A Linux Samba 5545 1, 7ERIZS A AJILE Linux Samba Ak 55 a0 045 H ttide
Tt

dns proxy = No

IXANMEIR “dns proxy” , UWHREN Yes, WIFEE (nmbd) Samba 5574 2R 4
—~ WINS k4548, FEHATTAEHAZICH Net BIOS ZFK, 2 Net BIOS 44 F-AF 4
DNS %5, HAE I — M2 E il 27 DNS k45481 £5if) DNS 485, FA19F
ANFTEA Samba HRSS AR ECE B WINS HRZSa%, BATAUIEIXFIEINE K, Yeso

name resolve order = Imhosts host bcast

IXANEI “ name resolve order” ¥R xE A IR 4 A AR SR 7 S AT B AT IIpL e it
P RAEAT AR LA R 1P ik

bind interfaces only = True

XML “bind interfaces only” UIHRE A True, SLVFFRBIHLAT ERIEA R 2% 5+
AT BLA Smb WEKREEMEARSS, IXE— MR 7R . N IHIACE “interfaces = eth0
192.168.1.17 W4 58 X AL o

interfaces = eth( 192.168.1.1

XAMELN “interfaces” FOVFH 7 HE 2K, Samba IRESFE I W FH R4 D0) W6 X 288 3t
[l AREICAILE NBT & . SISO T, Samba F7 i) N % A S0
[P Z FE 0T, K AIHER T 127.0.0.0 DAAMNAPET REMZE S, X T-3X LT Samba
PR MEWT 192.168.1.1 1 “eth0” FHfl, K& AR, FHFoes Bl E (bind

interfaces only =True).

hosts deny = ALL

£ “hosts deny” I FIAH K EHLRBEE IE VT R] Samba,  BRAFRE IR
EACVFENBIROR TR, SENEoL FROEEEIHART L, RV BN
—ANEIHFEE (hosts allow =),
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hosts allow = 192.168.1.4 127.0.0.1

I “hosts allow” & —4IANIE S 25K, B FRITH NI 1%, EA
B 77 19) Samba RS 2E, FRATT AT 192.168.1.4 FIAMHL 127.0.0.1 5 17] Samba RE
5o VEREL, localhost MR B, T3 MRasi 8 S deal s B,

debug level =1

1T “debuglevel” FAVFAE “smb.conf” U REE RGN (HEZD , 4N
FARBCE AN =T 2, AR R PERER R BRAIS, X MRS a4k
VE#0Rs = A KR IR E BB AN H &S, AR R =) .

create mask = 0640

LT “create mask” ¥ E M DOS BT 2] UNIX AR ERA AR, 4k
3 0640 B, T M Windows 2248 AL 2 Unix 2248 SCHEE R T B 0640
IRLRR -

directory mask = 0750

IR “ directory mask” BEE A DOS B F Unix AL A1 BFE U1 H S
¥ 8 BEHIBCAR, XA E N 0750, P M Windows Z2GEH QIEAIFE D121 Unix
RGP HRAESETE DL ELRAT 0750 AR

level2 oplocks = True

LT “level2 oplocks” Al e AR 7 XS St v se (lan, N R,
EXE )

wide links = no

I “wide links” $#¥HIHE Unix SCIFRGEH RS e OB T LAV Rl 7ERSS
S PTi R P SR P B S T T IR, IS Pt H S LA R BE
BRvse), U T8, A .
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read raw = no

JEIR “read raw” ¥EHI/E Samba HR4S 25 4E [ 25 LIS S s I 2 A5 S L F ik
B read )SMB k. TERE, E “read ™ SEIFFHSAT I PRSI, 4%
TSRS “rcad raw” WET, EIVREUMETAT) “No” Y, e RIAEHI Py 77k
UNp el RS

[tmp]

comment = Temporary File Space

HET “ comment” JEAL T I 5501 — AN ORI A5 58, RIS R4
network BY “net view” 15K Samba k55251, RSS2 T2 9] RS 05 AT R 1
ZFK o

path = /tmp

IR “path” Fig5E 0 P SR AIR S5 IK) H 3K

read only = No

IR “read only” 8 5E AT HI AU SR VU B A7 ) S0

valid users = admin

IR “valid users” F1J 1 BEWS B Mk 55 0O 913K

invalid users = root bin daemon nobody named sys tty disk mem kmem users

IR “invalid users” ARG HI, XML “Iidh”
I CAZER DRAEAN S IE R BB S BIRARI R G 2 4
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fidtkl letc/lmhosts ({4

Fctl] “/etc/Imhosts” A,  “lmhosts” SCAF AL Samba Net BIOS ZFR 2 1P
HobiE (PR R SO, B Jete/hosts” SCAFRE AL, Mg WA AT Net
BIOS ZFr#% 2,

Bt “/etc/Imhosts” SCAEFFASIN:

# Sanpl e Sanba | nhosts file.

#

127.0.0.1 | ocal host
192.168.1.1 deep
192.168.1. 4 W n

AEFRAT I 7 HL SR A5 = A TP B Net BIOS 44 7, localhost (127.0.0.1)+
—/NA deep 1) (192.168.1.1) &L, — A win (1) (192.168.1.4) 1% ) Bl

fic 1 “/etc/re.d/init.d/smb” JHl A< 3044

]« Jete/re.d/init.d/smb” JHAS UL B AIE 1 Samba /4525 smbd 11 nmbd
SRR

B2 smb AL (touch /etc/re.d/init.d/smb) , FFEERIN:

#! / bi n/ sh

#

# chkconfig: - 91 35

# description: Starts and stops the Sanba snbd and nnbd daenons \
#

used to provide SMB network servi ces.

# Source function library.
. letc/rc.d/init.d/functions

# Source networking configuration.
. letc/sysconfig/network

# Check that networking is up.
[ ${NETWORKING = "no" ] &% exit O

# Check that snb.conf exists
[ -f /etc/smb.conf ] || exit O
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RETVAL=0

# See how we were called

case "$1" in

start)

echo -n "Starting SMB services: "
daermon snbd -D

RETVAL=$?

echo

echo -n "Starting NVB services: "

daermon nnbd -D

RETVAL2=$?

echo

[ $RETVAL -eq O -a $RETVAL2 -eq O ] && touch /var/lock/subsys/smb || \
RETVAL=1

st op)

echo -n "Shutting down SMB services: "
killproc snbd

RETVAL=$?

echo

echo -n "Shutting down NMB services: "

kill proc nnbd

RETVAL2=$?

[ $RETVAL -eq O -a $RETVAL2 -eq O ] & & rm-f /var/l ock/subsys/snmb

echo
restart)

$0 stop

$0 start

RETVAL=$7?

rel oad)

echo -n "Rel oadi ng snb. conf file: "
killproc -HUP smbd

RETVAL=$?

echo

st at us)

status smbd

status nmbd

RETVAL=$7?

*)

echo "Usage: $0 {start|stop|restart]|status}"”
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exit 1

esac

exit $RETVAL

DAL A S AT I 2R L AR -

[ root @eep]# chnod 700 /etc/rc.d/init.d/snb

FELR (72 KA Samba F re.d AT 5 HERE

[ root @eep]# chkconfig --add snb

Samba JIAAE N IREJA A S5 it T2 A8 3) smbdy nmbd ~y372E 2

(daemon) -
AJ DU ek AT TP i 2R S s i

[ root @eep]# chkconfig --1evel 345 snb on

H R i 2ok F L 5) Samba R4S %

[root @eep]# /etc/rc.d/init.d/smb start

BiE letc/pam.d/samba ({4

BLE “/etc/pam.d/samba” SCAHAFHAER A pam AR
B “Samba” A (touch /etc/pam.d/samba) , FF¥HN:

Auth required /I1ib/security/pam pwdb.so nul | ok shadow

Account required /lib/security/pam pwdb. so

BiE letc/logrotate.d/samba ({4

BlE “/etc/logrotate.d/samba” SO H & SO BB IR
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A5t “Samba” X (touch /etc/ logrotate.d/samba) FF N

/var/| og/ sanba/l og. nnmb {
notifenpty

nm ssi ngok

postrotate
fusr/bin/killall -HUP nnbd

endr ot at e

}

/var/| og/ sanba/l og. snb {
noti fenpty

nm ssi ngok

postrotate
fusr/bin/killall -HUP snbd

endr ot ate

}

Samba Bi&= £

B —/M I i) password (A4

“/etc/smbpasswd” SCIE Samba INE AV ERSSCAE, BRI 4, Unix )7
A5 SMB I i F bl e B AR B S o H 3

BEEER: G0 Samba M7, WAUE S MTRUN Linux k5, A0
T “/etc/passwd” SCAFRAIEE smbpasswd A

[ root @eep]# cat /etc/passwd | nksmbpasswd. sh > /et c/snmbpasswd

QI K

[ root @leep] # snbpasswd - a user nane (renenber t hat “user nanme” nust be a valid Li nux
account).

New SMB passwor d:
Ret ype new SMB passwor d:

Password changed for user usernane.
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[ root @eep]# chnmod 600 /etc/snbpasswd

[root @eep]# testparm (this will verify the snmb.conf file for error).
ER: TFAEE SN “samba/doc/texts/” H1] ENCRYPTION.txto

PRIEEERCE I R 2
B AN A S K T A7 RS MR s e B2 L SO T AT 3

NBRRIE RTS8, —HACE L “smb.conf” Fl “Imhosts” X4, F Iy
A EA 1 ISR AR ANEE T R

[root @eep]# chattr +i /etc/snb. conf
[root @eep]# chattr +i /etc/lmhosts

EXryFER

AIPCEVEN 45 S, rTRABEELL R man 35 8):

$ man Sanba (7) - A Wndows SMB/CIFS fileserver for UN X

$ man snb.conf (5) - The configuration file for the Sanba suite

$ man snbclient (1) - ftp-like client to access SMB/ Cl FS resources on servers
$ man snbd (8) - server to provide SMB/CIFS services to clients

$ man snbmt (8) - nount snb file system

$ nman snbnount (8) - nmount snb file system

$ nman snbpasswd (5) - The Sanba encrypted password file

$ nman snbpasswd (8) - change a users SMB password

$ man snbrun (1) - interface program between snbd and external prograns

$ man snbsh (1) - Allows access to Wndows NT filesystem using UNI X conmands
$ nman snbstatus (1) - report on current Sanmba connections

$ man snbtar (1) - shell script for backing up SMB shares directly to UNI X tape

drives

$ man snbunount (8) - urmount for normal users

$ man testparm(1) - check an snb. conf configurationfilefor internal correctness
$ man testprns (1) - check printer name for validity with smbd

Samba HEET R

NS LR S, S E 2SR TBAA N, DA man T
B S ASRECPEAR 7 R
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smbstatus

smbstatus & —/MAEULF H 24 1T Samba ZEFL T ] AL

H LU R 2 Wos 2487 Samba 1E$%:
[ root @eep] # snbstat us
Sanba version 2.0.6

Servi ce uid gid pid machi ne

tnp webmast er webrmaster 3995 gate (192.168.1.3) Sat Sep 25 19:40: 54 1999
No | ocked files

Share node nmenory usage (bytes):
1048464(99% free + 56(0% used + 56(0% overhead = 1048576(100% total

Samba AR IER

AR I S, AT 2 A S BA AT, AR man
B SO LSRRI (E R

smbclient

smbclient &% /A1 SMB/CIFS fikg5as “AZW” L H. gt 7R3k
(7S SN RS VA i TGk PE S (RO YN &t S il = S BN IR | W el o 3°
PERUMIR S5 25 L3R4S H R A5 R AR

FHLL T A% WINDOWS HlLas:

[ root @eep]# snbclient //sbmserver/sharenane -U usernane

[root @eep]# snbclient //gate/tnmp -U webmaster

Passwor d:
Domai n=[ OPENARCH] OS=[ W ndows NT 4.0] Server=[ NT LAN Manager 4. 0]
Smb: \>
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oA “//sbmserver” JEPRATIEFEIIRSS 2512 FK . /sharename” JEfRSS 4 LIt
FHEMAIR, “U” REENSN—MH %o

RREIRGHRIXH

letc/rc.d/init.d/snmb
/etc/rc.d/rcO.d/ K35snmb
/etc/rc.d/rcl. d/ K35snmb
/etc/rc.d/rc2.d/ K35snmb
/etc/rc.d/rc3.d/ K35snmb
/etc/rc.d/rc4. d/ K35snmb
/etc/rc.d/rch. d/ K35snmb
/etc/rc.d/rc6. d/ K35snmb
[ et c/ codepages

/etc/l mhosts

/ et c/ pam d/ sanba

/ etc/ smb. conf

/ et c/ MACHI NE. SI D
/etcl/logrotate. d sanba
/ et c/ smbpasswd

[ usr/ bi n/ snbcl i ent

vV V. V vV VvV V VvV V V V V V V V V V

\

[ usr/ bi n/ snbspoo

\

[usr/bin/testparm

\

[usr/bin/testprns

\

[ usr/ bi n/ snbst at us

\

[usr/bin/rpcclient
[ usr/ bi n/ smbpasswd
[ usr/ bi n/ make_snbcodepage

\

\

\

[ usr/ bi n/ nnbl ookup

\

[ usr/ bi n/ make_pri nt er def
[ usr/ bi n/ snbt ar

\

\

[ usr/ bi n/ addt osnbpass

\

[ usr/bin/convert_snbpasswd
[ usr/ bi n/ ntksnmbpasswd. sh
[ usr/ man/ manl/ nnbl ookup. 1

\

\

\

[ usr/ man/ manl/ make_snbcodepage. 1

\

[ usr/ man/ manl/ snbclient. 1

\

/usr/ man/ manl/ snbrun. 1

\

/usr/ man/ manl/ snbsh. 1

\

[ usr/ man/ manl/ snbst at us. 1

\

/fusr/ man/ manl/ snbtar. 1

\

[usr/ man/ manl/testparm 1

\

/usr/ man/ manl/testprns. 1
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> [usr/ man/ man5/ | mhosts. 5
> [usr/ man/ man5/ smb. conf. 5
> [usr/ man/ man5/ snmbpasswd. 5
> [usr/ man/ man7/ sanba. 7

> [usr/ man/ man8/ nnbd. 8

> [usr/ man/ man8/ snbd. 8

> [usr/ man/ man8/ smbmt . 8

> [usr/ man/ man8/ smbnount . 8
> [usr/ man/ man8/ smbpasswd. 8
> [usr/ man/ man8/ snbspool . 8
> [usr/ man/ man8/ smbunount . 8
> [usr/sbin/snbd

> [usr/sbin/nnbd

> [var/| og/ sanba

>

/var/ | ock/ sanba
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Linux OpenLDAP fk&%5:

iz

LDAP (Lightweight Directory Access Protocol) & FHKV; i 5 SR S5 RIFRAER o
XAMBGEHITE Internee AL FTHMX L, f1: TCP, BEMS VT Ir) S0 H 5558k X500
E
EEEWM

NPT AT A Unix A2

UEEEATHRA “ /var/tmp”  CHIRIESERRIG O n] DU LB R4
“EAE RedHat Linux 6.1 FIRRER .

T “root” FH AT RS,

OpenI.DAP FIRA S /2 1_2_8.

B IRIR

Openl.DAP [FJFT1: http://www.openldap.org/

N2k openldap-1_2_8.tgze

RERGEFR IR

IUF ARG PERT IR S5 R R A SR80, SRFEH “diff” s 2¢
EERREATT, et e PR 22 50l 63 B AT A 2B e B o I ] B G T T
IBAT— T2 “find /* >Idapl”, FE NI 2R TE AT 2 JGIBAT T2 find /* > 1dap2”,
BeJr 4 “diff ldapl 1dap2 > 1dap” #&H1AELL .
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iz

UL Ctargz) fRIRYA:

[ root @eep]# cp openl dap-version.tgz /var/tnp
[ root @eep]# cd /var/tnp/

[root @eep]# tar xzpf openl dap-version.tgz

ZREFLAL
B3 OpenLDAP [R13H7 H 3% N

AT “string.h” P (vi +52 include/ac/string.h) MHFiIX L J AT

#el se
/* some systems have strdup(), but fail to declare it */

extern char *(strdup)();

LA TA Linux RGEERA I, 250
N I P A ) G RS

CC="egcs" \

CFLAGS="- -funroll-loops -ffast-math -nali gn-doubl e - ntpu=penti unpro
-mar ch=pentiunpro -fomt-frane-
poi nter -fno-exceptions" \
./lconfigure \

--prefix=/usr \

--1ibexecdi r=/usr/sbin \
--local statedir=/var/run \
--sysconfdir=/etc \

--enabl e-shared \

--wi th-gnu-1d

SCE P O VR A AT AR OpenT DAP:
o lipitup

® iE CHiFa i GNUId

T -
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[ root @eep] # make depend
[ root @eep] # make

[ root @eep]# cd tests/

[ root @eep] # make

[ root @eepl# cd ..

[ root @eep] # make instal

“make depend” ML E A IS, “make” FOUR SCAGR PR R AT HAT I
RIS “ make install” A8 HERI SCHEAAH IS IC B R BIARN ) H b 2
TE “test” H3 NI “make” fr7E%3E LDAP JIRG5# Z BT — LB KA ORAIE
B2 5E A REIE T84T o AART I RIS E SR S8 20 25 2 i 5 SR RIX A8 ) 7L

[root @eep]# install -d -m 700 /var/|dap

[ root @eep] # echo | ocal host > /etc/openl dap/| dapserver
[root @eep]# strip /usr/lib/liblber.so.1.0.0
[root @eep]# strip /usr/lib/libldap.so.1.0.0
[root @eepl# strip /usr/lib/libldap.a

[root @eepl# strip /usr/lib/liblber.a

[ root @eep]# strip /usr/sbin/in.xfingerd

[ root @eep]# strip /usr/sbin/go500

[ root @eep]# strip /usr/sbin/go500gw

[root @eep]# strip /usr/sbin/mil500

[ root @eep]# strip /usr/sbin/rp500

[ root @eep]# strip /usr/sbhin/fax500

[root @eep]# strip /usr/sbin/rcpt500

[ root @eep]# strip /usr/sbhin/slapd

[root @eep]# strip /usr/sbin/ldif2ldbm

[ root @eep]# strip /usr/sbin/ldif2index
[root @eep]# strip /usr/sbin/ldif2id2entry

[ root @eepl# strip /usr/sbin/ldif2id2children
[root @eep]# strip /usr/sbin/ldbncat

[root @eep]# strip /usr/sbin/ldif

[ root @eep]# strip /usr/sbhin/centipede

[ root @eepl# strip /usr/sbin/ldbntest

[ root @eep]# strip /usr/sbin/slurpd

[ root @eep]# strip /usr/bin/ud

[ root @eep]# strip /usr/bin/ldapadd

[ root @eep]# strip /usr/bin/ldapsearch

[ root @eepl# strip /usr/bin/ldapnodify

[ root @eep]# strip /usr/bin/ldapnodrdn

[ root @eep]# strip /usr/bin/ldappasswd

[ root @eep]# strip /usr/bin/ldapdel ete
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FHIR “install” f2AE “ /var” Ha FEIEE—N 4400 “Idap” BB H 30F Hate
(K MBS RERGEE ST )™ “root” B2, HARIPAT

“seeip” IR FARSCF P A 0TS (5 B IRRERTHUT SO b, e
Wi SRR
TR FRA L Z RSO

PRI T MR AS A ) S+

[root @eepl# cd /var/tnp
[root @eep]l# rm-rf |dap openl dap-version.tgz

“rm " A MR T J PR %2 Openl DAP TR Z2 (P IRFEST , 3 HAE /var/tmp”
H 3 1 Open.DAP 344 1) Hs A Eo M Rt o

fcE

ATLARIIX 22 3 “floppy.tgz” SCAF:
http://pages.infinit.net/lotus1/doc/opti/floppy.tez. & “floppy.tgz” XAMIT L )G, W]
DATEAHN ) H 5 RIEA HEX A A A P A RO E SO X
LT LR E X LS, s P ORI IR it e AT RS B B S h & A
ERATE A Cal T A O B SR 248 DU, AR 25 H B B ST
HACHCE SCHP DLRERI Fsk o N IEPREE ARSI .

N TIE4T OpenL.DAP, W2 QI BT 1 SCAFH% DUBIR R H 3R

® ! “slapd.conf” ICAFHE IR “/etc/openldap” Hg T

® ! “Idap” CHFHE IR “/etc/red/initd” HET

AL “foppy.tgz” MR )i, #RE EIIFIHRMSCAE, 45 D] “/etc/ssh”
Hax N, Bl FEE DURI 1 5 AR F b R

BiE letc/ldap/slapd.conf (14

“ Jetc/openldap/slapd.conf” LA TDAP Hi 45 % i B BT B S0, Bic EAURR.
14 Bl e SRR PR Ao 5 25

Y’ “slap.conf” M (vi /etc/openldap/slapd.conf) HHA:

#

# See sl apd.conf(5) for details on configuration options.
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# This file should NOT be world readabl e.

#

i ncl ude /etc/openl dap/ sl apd. at. conf

i ncl ude /etc/openl dap/ sl apd. oc. conf

schemacheck of f

#referral ldap://ldap.itd.umnmch.edu

pidfile /var/run/slapd.pid

argsfile /var/run/slapd. args

HHBH AR H B HBH A H BB R R A R A R A R R R R R R R
# | dbm dat abase definitions

HHBH AR HHHAH B H BB R R R A R R A R R R A R R R
dat abase | dbm

suffix "o=openarch, c=cont

directory /var/ldap

rootdn "cn=admi n, o=openarch, c=coni

r oot pw secr et

# cl eartext passwords, especially for the rootdn, should
# be avoid. See slapd.conf(5) for details.

# | dbm i ndexed attribute definitions

i ndex cn, sn, uid

i ndex obj ectcl ass pres, eq

i ndex default none

# | dbm access control definitions

def aul t access read

access to attr=userpassword

by self wite

by dn="cn=adni n, o=openarch, c=com’ wite

by * conpare

NIRERE— & LR E S ) — L B
suffix “o=openarch, c=com”

suffix (JEZR) W E ARG &1 IR DN (distinguished name) o AT,
AR N R 2 A 4

directory /var/ldap

BCH LDAP s ARG SCFPTAER) H sk OBCE N “ /var/Idap” A FRAT
FE M Br D4R E T LDAP (1) &5 8% .

rootdn “cn=admin, o=openarch, c=com”

WHEEH LDAP HMB& ) DN XM 4 (admin) IFAZEHBLE
“Jetc/passwd” CAFHL,
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rootpw secret

BTN R B G R RAE Ty e W2 BT “rootdn” BB
FIAS . THAZHW SO T HAARAE, — @2 H 4.

index cn,sn,uid | index objectclass pres,eq | index default none

X = AR E AR T ORI  ERE IR T, “indexcensnyuid) A eny sn Al

uid BB RG], “index objectclass pres,eq” A objectclass J& P AIAHSEZR 5|

(equality indexes) , “index default none” F/RAAAIKBIEEIHERG. EFEHT
PSS I F A IS

“slapd.conf” SCFH R a0 2 A1 LDAP H sk (95 R 2 HIAH S o

def aul t access read

access to attr=userpassword

by self wite

by dn="cn=adni n, o=openarch, c=com wite

by * conpare

XA B “o=openarch, c=com” THHHFIFFATIARIEA 0. (LT A
BRI, BRT “uscrpasswd” JRPEATIK I 0] A B A O R
“userpassword” JEEFUAEHE admin B3, ELRLATMAT AT BALCEE . #67 F FAbl
SR CEIDIE AN

BCE  letc/rc.dlinit.d/lidap A SC4F
BLE “/etc/re.d/initd/Idap” JEIAS SO >R 8 A 11 1dap MRS -
B “ldap” BIASCE (touch /ete/re.d/initd/Idap) FEIIA:

#!/ bi n/ sh

| dap This shell script takes care of starting and stopping

| dap servers (slapd and sl urpd).

chkconfig: - 70 40

description: LDAP stands for Lightweight Directory Access Protocol, used \
for inplementing the industry standard directory services.

processnane: sl apd

config: /etc/openldap/sl apd. conf

pidfile: /var/run/slapd.pid

H O OH OH O H OH OHF OH OH H

Source function library.
. letc/rc.d/init.d/functions

# Source networking configuration.
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/ et c/ sysconfi g/ net wor k
# Check that networking is up.
[ ${NETWORKING = "no" ] &% exit O

[ -f /usr/sbin/slapd ] || exit O
[ -f /usr/sbin/slurpd ] || exit O
RETVAL=0

# See how we were call ed.

case "$1" in

start)

# Start daenons.

echo -n "Starting | dap:

daenmon sl apd

RETVAL=$?

if [ SRETVAL -eq O ]; then

if grep -q "“replogfile" /etc/openldap/slapd. conf;
daenmon sl ur pd

RETVAL=$?

[ SRETVAL -eq 0 ] && pidof slurpd | cut -f 1 -d "
fi

fi

echo

[ $RETVAL -eq 0 ] && touch /var/l ock/subsys/| dap
st op)

# Stop daenons.

echo -n "Shutting down | dap:

killproc sl apd

RETVAL=$?

if [ SRETVAL -eq O ]; then

if grep -q "“replogfile" /etc/openldap/slapd. conf;
killproc slurpd

RETVAL=$?

fi

fi

echo

if [ SRETVAL -eq O ]; then

rm-f /var/l ock/subsys/| dap

rm-f /var/run/slapd. args

fi

st at us)

status sl apd

RETVAL=$?

if [ SRETVAL -eq O ]; then

t hen

> [var/run/slurpd

t hen
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if grep -q "“replogfile" /etc/openldap/slapd.conf; then
status slurpd

RETVAL=$?

fi

fi

restart)
$0 stop
$0 start
RETVAL=$?

r el oad)

killproc -HUP sl apd

RETVAL=$?

if [ SRETVAL -eq O ]; then

if grep -q "“replogfile" /etc/openldap/slapd.conf; then
killproc -HUP sl urpd

RETVAL=$?

fi

fi

)

echo "Usage: $0 start|stop|restart]|status}”
exit 1

esac

exit $RETVAL

FEAPIAAS r] AT I 22 AR -

[ root @eep]# chnod 700 /etc/rc.d/init.d/|dap

7 re.d HHP 8 OpenL.DAP JHA 75558

[ root @eep]# chkconfig --add | dap

HHCHTG [ FRGMINR, OpenLDAP JIAANE: HE))RZ) slapd JIAS . w] LA R 1
N NECI DY SV SEE

[ root @eep]# chkconfig --1evel 345 | dap on

FE R T fir 42 AT LT 13 Openl DAP JI745-5%-

[root @eep]# /etc/rc.d/init.d/ldap start
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FEZi)Ae s
UURAE AT YR T DU man fr4 AR DT, SRR AR

$ man | dapd (8) - LDAP X. 500 Protocol Daenpn

$ nan | dapdel ete (1) - |dap delete entry too

$ man ldapfilter.conf (5) - configuration file for LDAP get filter routines
$ nan ldapfriendly (5) - data file for LDAP friendly routines

$ nan | dapnodi fy, |dapadd (1) - Idap nodify entry and | dap add entry tools
$ nan | dapnodrdn (1) - ldap nodify entry RDN too

$ nan | dappasswd (1) - change the password of an LDAP entry

$ nan | dapsearch (1) - |dap search too

$ man | dapsearchprefs.conf (5) - configuration file for LDAP search preference
routines

$ nan | daptenpl ates.conf (5) - configuration file for LDAP display tenplate
routines

$ man Idif (5) - LDAP Data |nterchange For mat

$ nman slapd (8) - Stand-al one LDAP Daenpn

$ man sl apd. conf (5) - configuration file for slapd, the stand-al one LDAP daenon
$ man slurpd (8) - Standal one LDAP Update Replication Daenon

$ man ud (1) - interactive LDAP Directory Server query program

{RiE OpenLDAP %&£

18 EE A I E AT AR

AT S0 T LA 0 R SO RO S 38 o 2 BB 1
A NSRS R e, — L “Sapdconf” ORI T 2J5, FIFIif)
i A B BT R

[root @eep]# chattr +i /etc/openldap/slapd. conf

OpenLDAP HfEFniiip TH

BRI B E

RN RS T TR Centry) , XAV AR T, PO H]“Idapadd”
T IBANS INEEAE DA AR IR T IXAN T H BRI slapd FRC & SCA AT SCAR ORI
W& AT T I IR A S “I1dif2ldbm” [ A TR R -

[root @eep]# Idif2ldbm-i <inputfile> -f <slapdconfigfile>
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<input>E/RAISCA ] LDIF i NS ST 44 « <slapdconfigfile># 71 slapd U E:
SRRSO, XA I E SR BT AR B R S| B ARG, F545%,

i

[root @eep]# Idif2ldbm-i my-data-file -f /etc/openl dap/sl apd. conf

AUSCAS [ AN SR SO A48 my-data-file”

ER: SLOEEI RN % slapd daemon ANEEIZAT .

IDIF SIS FSCARIR BT A SO

H— IR %HE Openl. DAP W K H A AE A Openl. DAP FIEH 2L . Bl
FEX LA FH ASCAR I SRR R, T R T Ay 2408 NN Openl.DAP %{
PP

Bl “ my-data-file” A (touch / tmp/my-data-file) , N HEINA R X LT R IAE
NZ

dn: o=openarch, c=com

0o: openarch

obj ectcl ass: organi zation

dn: cn=Ronald Smith, o=openarch, c=com
cn: Ronald Snith

sn: Smith

t el ephonenunber: (480) 757-5856

title: Operator.

obj ectcl ass: top

obj ectcl ass: person

dn: cn=Ant hony Bay, o=openarch, c=com
cn: Ant hony Bay

sn: Bay

homephone: (410) 896- 3786

nobi | e (410) 833-0590

mai | : abay@penarch. com

obj ectcl ass: top

obj ectcl ass: person

dn: cn=George Parker, o=openarch, c=com
cn: George Parker

sn: Parker

t el ephonenunber: (414) 389-5695

fax: (414) 778-8785

nobi | e: (414) 470-8669
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description: E-Commrerce.
obj ectcl ass: top

obj ectcl ass: person

B SCPREAR TR T e R R SRR SO AE L, FHEX
SE5 EINA OpenLDAP Bfia [t o IR (e B IUR] LA AL IRIN T 2, THEE
OpenL.DAP [ 3R H54E, LI L2 fE .

5 LDAP 6l &85

ST DA SR P IS SRE, T BAA “1dapadd” i 7E TLDAP HHIIA
i, f5tn: H“1dapadd” A ImA« Europe Mourani” 1% —Tij, GG/ tmp/newentry”’
A

f) g “newentry” A (touch /tmp/newentty) LESCAEROIN R THI N 2%

cn=Eur ope Mourani, o=openarch, c=com
cn=Eur ope Mour ani

sn=Nbur ani

mai | =enour ani @! d. com

descri pti on=Marketing rel ation.

obj ect d ass=t op

obj ect C ass=per son

FH R A4 LDAP Hrhp A X — I :

[root @eepl# | dapadd -f /tnp/newentry -D "cn=adm n, o=openarch, c=coni -W

Enter LDAP Password :

A A B R R B SR 1 B “ rootdn” A “ ecn=admin, o=openarch, c=com”,
“rootpw” WE N “secret” o MRS HFEREIALL

Idapmodify

“Idapmodify” fir A F LDAP AR5 SINER, J0E. BUmALdE.
AL “-£7 20T DL R Wb NI SCE A3 2 s T £

T “Idapmodify” fir& (A ST
fBUE “/tmp/entry” SCPFAEAE, 1 HICPFI R
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cn=Eur ope Mourani, o=openarch, c=com

- mai | =emour ani @Il d. com# wil| delete the ol d nmail address for Europe Mourani inthe
dat abase.

+mai | =enour ani @ew. com # will add the new nail address for Europe Muurani in the

dat abase.

H R IR i 2 LDAP H )2 -

[root @eep]# | adpnodi fy -D ‘ cn=Adm n, o=openarch, c=com -W-f <inputfile>

XL T “Burope Mourani” 1) mail JEVE, XA EMEELSCN -

emourani(@new.com.

OpenLDAP BRI A

NS R E A RIS, RIS IRZ e i<, B
[R5 ST A man 5 B OB & 30

2% LDAP 548 T
“Idapsearch” iy E 2 LDAP & # 0%, 9h I pEAs it TR,
FH R THI) fir 24822 LDAP Bk A i B 0.

[root @eep]# | dapsearch -b <dn> <attrs>

[ root @eep]# | dapsearch -b ‘ o=openarch. com ‘cn=a*’

AP LLTRE “a” JFRMEdE 5 B wonfeE b Eo

RREIRFEPRIH

/ et c/ openl dap

/ et c/ openl dap/ | dap. conf

/ et c/ openl dap/ | dap. conf. def aul t

/ et c/ openl dap/ | dapfilter.conf

/et c/ openl dap/ | dapfilter.conf.default

/ et c/ openl dap/ | dapt enpl at es. conf

/ et c/ openl dap/ | dapt enpl at es. conf . def aul t

/ et c/ openl dap/ | dapsear chpr ef s. conf

vV V V VvV V V V V V

/ et c/ openl dap/ | dapsear chprefs. conf. default
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> [ et c/ openl dap/ sl apd. conf

> [ et c/openl dap/ sl apd. conf. def aul t
> [ et c/openl dap/ sl apd. at . conf
> [ et c/openl dap/ sl apd. at . conf. def aul t
> [ et c/openl dap/ sl apd. oc. conf
> [ et c/openl dap/ sl apd. oc. conf. def aul t
> [ et c/openl dap/ | dapserver
> [etc/rc.d/init.d/|dap
> [etc/rc.d/rc0. d/ K40l dap
> [etc/rc.d/rcl. d/ K40l dap
> [etc/rc.d/rc2.d/ K40l dap
> [etc/rc.d/rc3.d/ S70l dap
> [etc/rc.d/rc4.d/ S70l dap
> [etc/rc.d/rc5.d/ S70l dap
> [etc/rc.d/rc6. d/ K40l dap
> [usr/bin/ud

> [usr/ bin/l dapsearch
> [usr/ bin/l daprodi fy
> [usr/bin/ldapdel ete
> [usr/ bi n/ | daprodr dn
> [usr/ bi n/| dappasswd
> [usr/ bi n/| dapadd

> [usr/include/ldap.h
> /usr/include/lber.h

> [usr/include/l dap_cdefs. h

> [usr/ man/ man3/ | dap_open. 3

> [usr/ man/ man3/ | dap_errlist.3

> [usr/ man/ man3/ | dap_err2string. 3

> [usr/man/ man3/| dap_first_attribute.3
> [usr/ man/ man3/ | dap_next _attribute. 3

> [usr/ man/ man3/| dap_first_entry. 3

> [usr/ man/ man3/ | dap_next _entry. 3

> [usr/ man/ man3/ | dap_count _entries. 3

> [usr/ man/ man3/| dap_friendly. 3

> [usr/ man/ man3/ | dap_friendl y_nane. 3

> [usr/ man/ man3/ | dap_free_fri endl ynap. 3
> [usr/ man/ man3/ | dap_get _dn. 3

> [usr/ man/ man3/ | dap_expl ode_dn. 3

> [usr/ man/ man3/ | dap_expl ode_dns. 3

> [usr/ man/ man3/ | dap_dn2ufn. 3

> [usr/ man/ man3/ | dap_i s_dns_dn. 3

> [usr/ man/ man3/ | dap_get _val ues. 3

> [usr/ man/ man3/ | dap_get _val ues_l en. 3

>

/usr/ man/ man3/ | dap_val ue_free. 3

352



BTE: RFEHPMF—LINUX OPENLDAP fR 5543

> [usr/ man/ man3/ | dap_val ue_free_l en. 3

> [usr/ man/ man3/ | dap_count _val ues. 3
> [usr/ man/ man3/ | dap_count _val ues_l en. 3
> [usr/ man/ man3/| dap_getfilter.3
> [fusr/man/ man3/ | dap_init_getfilter.3
> [usr/man/ man3/ | dap_init_getfilter_buf.3
> [usr/ man/ man3/| dap_getfilter_free.3
> [usr/ man/ man3/| dap_getfirstfilter.3
> [usr/ man/ man3/| dap_getnextfilter.3
> [usr/ man/ man3/| dap_setfilteraffixes.3
> [usr/ man/ man3/| dap_build_filter.3
> [usr/ man/ man3/ | dap_nodi fy. 3
> [usr/ man/ man3/ | dap_nodify_s. 3
> [usr/ man/ man3/| dap_nods_free. 3
> [usr/ man/ man3/ | dap_nodrdn. 3
> [usr/include/disptnpl.h

> [usr/include/srchpref.h

> Jusr/lib/liblber.so.1.0.0
> Jusr/lib/liblber.so.1

> Jusr/lib/liblber.so

> Jusr/lib/liblber.la

> Jusr/lib/liblber.a

> [usr/lib/libldap.so.1.0.0
> [usr/lib/libldap.so.1

> [usr/lib/libldap.so

> [usr/lib/libldap.la

> [usr/lib/libldap.a

> /usr/ man/ manl/ud. 1

> [usr/ man/ manl/ | dapdel ete. 1

> [usr/ man/ manl/ | dapnodi fy. 1

> [usr/ man/ manl/ | dapadd. 1

> [usr/ man/ manl/ | dapnodrdn. 1

> [usr/ man/ manl/ | dappasswd. 1

> [usr/ man/ manl/ | dapsearch. 1

> [usr/ man/ man3/ cl dap_cl ose. 3

> [usr/ man/ man3/ cl dap_open. 3

> [usr/ man/ man3/ cl dap_search_s. 3

> [usr/ man/ man3/ cl dap_setretryinfo. 3
> [ usr/ man/ man3/ | ber - decode. 3

> /usr/ man/ man3/ | ber - encode. 3

> [usr/ man/ man3/ | dap. 3

> [usr/ man/ man3/ cl dap. 3

> [usr/ man/ man3/ | dap_abandon. 3

>

/usr/ man/ man3/ | dap_add. 3
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> [usr/ man/ man3/ | dap_add_s. 3
/usr/ man/ man3/ | dap_bi nd. 3
/usr/ man/ man3/ | dap_bi nd_s. 3
/usr/ man/ man3/ | dap_si npl e_bi nd. 3
/usr/ man/ man3/ | dap_si npl e_bind_s. 3
/usr/ man/ man3/ | dap_ker beros_bind_s. 3
/usr/ man/ man3/ | dap_ker ber os_bi ndl. 3
/usr/ man/ man3/ | dap_ker beros_bi ndl_s. 3
/usr/ man/ man3/ | dap_ker ber os_bi nd2. 3
/usr/ man/ man3/ | dap_ker beros_bi nd2_s. 3
/usr/ man/ man3/ | dap_unbi nd. 3
/usr/ man/ man3/ | dap_unbi nd_s. 3
/usr/ man/ man3/ | dap_set _rebi nd_proc. 3
/usr/ man/ man3/ | dap_cache. 3
/usr/ man/ man3/ | dap_enabl e_cache. 3
/usr/ man/ man3/ | dap_di sabl e_cache. 3
/usr/ man/ man3/ | dap_destroy_cache. 3
/usr/ man/ man3/ | dap_fl ush_cache. 3
/usr/ man/ man3/ | dap_uncache_entry. 3
/usr/ man/ man3/ | dap_uncache_r equest. 3
/usr/ man/ man3/ | dap_set _cache_options. 3

/usr/ man/ man3/ | dap_charset. 3

>
>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

> [usr/ man/ man3/| dap_set _string_translators. 3
> [usr/ man/ man3/ | dap_enabl e_transl ati on. 3
> [usr/man/ man3/| dap_transl ate_fromt61.3
> [usr/ man/ man3/| dap_transl ate_to_t61.3
> [usr/ man/ man3/| dap_t61_to_8859. 3

> [usr/ man/ man3/| dap_8859 to_t61.3

> [usr/ man/ man3/ | dap_conpare. 3

> [usr/ man/ man3/ | dap_conpare_s. 3

> [usr/ man/ man3/ | dap_del ete. 3

> [usr/ man/ man3/| dap_del ete_s. 3

> [usr/ man/ man3/ | dap_di sptnpl . 3

> [usr/ man/ man3/ | dap_nodrdn_s. 3

> [usr/ man/ man3/ | dap_nodr dn2. 3

> [usr/ man/ man3/ | dap_nodrdn2_s. 3

> [usr/ man/ man3/l dap_init.3

> [usr/ man/ man3/| dap_resul t.3

> [usr/ man/ man3/ | dap_mnsgfree. 3

> [usr/ man/ man3/ | dap_search. 3

> [usr/ man/ man3/ | dap_search_s. 3

> [usr/ man/ man3/| dap_search_st. 3

> [usr/ man/ man3/ | dap_searchprefs. 3

>

/usr/ man/ man3/| dap_i nit_searchprefs. 3
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> [usr/ man/ man3/ | dap_i nit _searchprefs_buf.3
/usr/ man/ man3/| dap_free_searchprefs. 3
/usr/ man/ man3/ | dap_first_searchobj.3
/usr/ man/ man3/ | dap_next _searchobj . 3
/usr/ man/ man3/ | dap_sort. 3
/usr/ man/ man3/| dap_sort _entries. 3
/usr/ man/ man3/| dap_sort _val ues. 3
/usr/ man/ man3/ | dap_sort _strcasecnp. 3
/usr/ man/ man3/ | dap_ufn. 3
/usr/ man/ man3/ | dap_ufn_search_s. 3
/usr/ man/ man3/ | dap_ufn_search_c. 3
/usr/ man/ man3/ | dap_uf n_search_ct. 3
/usr/ man/ man3/ | dap_uf n_set prefix. 3
/usr/ man/ man3/ | dap_ufn_setfilter.3
/usr/ man/ man3/| dap_ufn_ti neout. 3
/usr/ man/ man3/ | dap_url .3
/usr/ man/ man3/| dap_i s_|l dap_url .3
/usr/ man/ man3/ | dap_ur| _parse. 3
/usr/ man/ man3/| dap_free_url desc. 3
/usr/ man/ man3/ | dap_url _search. 3
/usr/ man/ man3/| dap_url _search_s. 3

/usr/ man/ man3/ | dap_url _search_st.3

>
>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

> [usr/ man/ man5/ | dap. conf.5

> [usr/ man/ man5/ | dapfilter.conf.5
> [usr/ man/ man5/ | dapfriendly.5
> [usr/ man/ man5/ | dapsear chprefs. conf.5
> [usr/ man/ man5/ | dapt enpl at es. conf. 5
> [usr/man/ man5/1dif.5

> [usr/ man/ man5/ sl apd. conf. 5
> [usr/ man/ man5/ sl apd. repl 0og. 5
> [usr/ man/ man5/ ud. conf. 5

> [usr/ man/ man8/ centi pede. 8
> [usr/ man/ man8/ chl og2repl og. 8
> [usr/ man/ man8/ edb2l di f. 8
> [usr/ man/ man8/ go500. 8

> [usr/ man/ man8/ go500gw. 8

> [usr/ man/ man8/i n. xfi ngerd. 8
> [usr/ man/ man8/ | dapd. 8

> [usr/ man/ man8/ | dbntat . 8

> [usr/man/ man8/ 1 dif.8

> [usr/ man/ man8/ | di f 2| dbm 8

> [usr/ man/ man8/ | di f 2i ndex. 8

> [usr/ man/ man8/ | di f 2i d2entry. 8
>

/usr/ man/ man8/ 1 di f 2i d2chi | dren. 8
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> [usr/ man/ man8/ mai | 500. 8
/usr/ man/ man8/ f ax500. 8
/usr/ man/ man8/ r cpt 500. 8
/usr/ man/ man8/ sl apd. 8
/usr/ man/ man8/ sl ur pd. 8
[usr/sbin/ldif
/usr/sbin/in.xfingerd
/usr/ man/ man3/| dap_init_tenpl ates. 3
/usr/ man/ man3/ | dap_i nit _tenpl ates_buf. 3
/usr/ man/ man3/| dap_free_tenpl ates. 3
[usr/ man/ man3/ | dap_first_disptnpl.3
/usr/ man/ man3/ | dap_next _di sptnpl . 3
/usr/ man/ man3/ | dap_oc2t enpl ate. 3
/usr/ man/ man3/| dap_tnpl attrs. 3
/usr/ man/ man3/ | dap_first_tnplrow 3
/usr/ man/ man3/ | dap_next _t npl row. 3
/usr/ man/ man3/ | dap_first_tnplcol .3
/usr/ man/ man3/ | dap_next _tnpl col . 3
/usr/ man/ man3/ | dap_entry2text.3
/usr/ man/ man3/ | dap_entry2t ext _search. 3
/usr/ man/ man3/ | dap_val s2t ext . 3

/usr/ man/ man3/ | dap_entry2htm . 3

>
>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

> [usr/ man/ man3/ | dap_entry2htm _search. 3
> [usr/ man/ man3/ | dap_val s2htm . 3
> [usr/ man/ man3/| dap_error.3
> [usr/ man/ man3/ | dap_perror.3
> [usr/ man/ man3/1d_errno. 3

> [usr/ man/ man3/| dap_resul t2error. 3
> [usr/ sbin/ go500

> [usr/ sbin/ go500gw

> [usr/sbin/ mil 500

> [usr/sbin/rp500

> [usr/sbin/fax500

> [usr/ sbin/ xrpconp

> [usr/sbin/rcpt 500

> [usr/sbin/sl apd

> [usr/sbin/ldif2l dom

> [usr/sbin/ldif2index

> [usr/sbin/ldif2id2entry

> [usr/sbin/ldif2id2children
> [usr/sbin/| dbncat

> [usr/sbin/centipede

> [usr/sbin/| dbntest

>

/usr/sbin/slurpd
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[ usr/ shar e/ openl dap

[ usr/ shar e/ openl dap/ | dapfri endly

>
>

> [usr/ shar e/ openl dap/ go500gw. hel p
> [usr/ shar e/ openl dap/ r cpt 500. hel p
>

/var/| dap
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Linux PostgreSQL Database fi55+%

A
PostgreSQL f5 i F1 UC Berkley K HHLRIF KN, ERIVFZIEREH] %R

— KRR TSI C2AE e A 7 LA 2 HT - PostgreSQL 32 KF SQLI2/SQL3,
FE SN . BB NET Berkley AU IF 2 TTHIRACHY (1 s 15 o

pE I

NHEFTAT 2 HE Unix SR M2

UREEARHS R Jvar/tmp”  CHIRLESERRIG LB A AR B AR
L HEAE RedHat Linux 6.1 NIRRT .

L “root” I PHEAT%E

PostgreSQL IIMAZ 6_5_3.

10 H— 8 B %% eges-c++-1.1.2-24.1386.0pm BAFAL

B IRIR

PostgreSQL )3 TL:  http://www.postgresgl.org/ «

DR R 2K postgresql-6_5_3_tar.gzo

RERGEFR IR

5222 PostgreSQL B Ja PRAF— T USRIV — M 3, M) diff

P — T AN SCEFFIR TR PostgreSQL (WS 2 e BB L 22 T, Tl e

4% PostgreSQL Z HIEAT—F “find /* > sql1” , TAE %% PostgreSQL k%4 2 JG181T
“find /*>sql2” , BEEPITIA “diff sqll sql2 > sql” MBI L1513
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SRIFFNRE

UL Ctargz) fRIRYA:

[ root @eep]# cp postgresql-version_tar.gz /var/tnp
[root @eepl# cd /var/tnp

[root @eep]# tar xzpf postgresql-version_tar.gz

P AL

Yavand =

ramwig

ﬁf‘i A postgres XML AU 7 (Rt m] LRI 44, ANl H i H
ﬁ.@ )o HU N4 jj

[root @eep]#useradd-M-o-r -d/var/lib/pgsqgl -s/bin/bash-c"PostgreSQ Server"
-u 40
postgres >/dev/null 2>&1 ||

FE: 2>&1 40 stderr FiH 2l stdout .
St — 1

ey, 2

TEGPF PostgreSQL ZHl o E/EHE — F “eges-c++-1.1.2-24.1386.pm” EAJE L
R, WA, B EEEIN,  “eges-c++-1.1.2-24.1386.pm” 4% 1] M Redhat [)
JeAEHARAT, fE “RedHat/RPMS” T

KA eges-cH++-1.1.2-24.1386.0pm A& 75 %35, A4

[ root @eep]l# rpm-q egcs-c++

%5 eges-c++-1.1.2-24.1386.pm, A4

[root @eep]# rpm-Uvh egcs-c++-1. 1. 2-24.i386.rpm

sty — 1

L S i) 2
HE B PostareSQL (AL H 5% -

[ root @eep]# cd src

BB ES L
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CC="egcs" \
./Iconfigure \
--prefix=/usr \

--enabl e-1ocal e

IX SR R R g 1w W] 2 155 PostgreSQL:
® i “locale” H2U
i Makefile.global (vi +210 Makefile.global) , FFAdn N efaz

CFLAGS= -1 $(SRCDI R)/incl ude -1$(SRCDI R)/ backend

A s

CFLAGS= -1 $(SRCDI R) /i ncl ude -1 $(SRCDI R)/ backend - -funroll-loops -ffast-math
-mal i gn- doubl e - ntpu=

penti unpro -march=pentiunpro -fonit-frane-pointer -fno-exceptions

XX PostgreSQL 1) LELib BB . =988, IREHME B QSRRSO e .
IEAT R A2

[ root @eep]# nake al

[ root @eepl# cd ..

[ root @eep]# make -C src install

[ root @eep]# make -C src/man install
[root @eep]# nkdir -p /usr/includel/ pgsql
[ root @leep] #
[ root @leep] #
[ root @leep] #
[ root @eep] #
[ root @leep] #
[ root @leep] #
[ root @leep] #
[ root @leep] #
[ root @leep] #
[ root @leep] #
[ root Qleep] #
[ root @leep] #
[ root Qleep] #
[ root @leep] #
[ root @leep] #
[ root @leep] #

/usr/include/ access /usr/include/pgsql/
/usr/include/ commands /usr/include/ pgsql/
/usr/include/ executor /usr/include/pgsql/
/fusr/include/lib /usr/include/pgsql/
lusr/include/libpqg /usr/includel/pgsql/
lusr/include/libpg++ /usr/include/pgsql/
/usr/include/port /usr/includel/pgsql/
/usr/include/utils /usr/includel/pgsql/
/usr/include/fngr.h /usr/include/pgsql/
/usr/include/os.h /usr/includel/pgsql/
lusr/include/config.h /usr/include/pgsql/
/usr/include/c.h /usr/include/pgsql/
/usr/includel/ postgres. h /usr/include/pgsql/
/usr/include/ postgres_ext.h /usr/includel/ pgsql/
[usr/include/libpg-fe.h /usr/include/pgsql/

3333333333833233233:3

lusr/include/libpg-int.h /usr/include/pgsql/
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[ root @eep] #
[ root @eep] #

/usr/include/ ecpgerrno.h /usr/include/pgsql/

/usr/include/ecpglib.h /usr/include/pgsql/

[ root @leep] #
[ root @eep] #

mv
mv

[root @eep]# mv /usr/include/ecpgtype. h /usr/include/pgsql/
mv /usr/include/sql ca.h /usr/include/pgsql/
mv /usr/include/libpg++. H /usr/include/ pgsql/

[root @eep]# nkdir -p /usr/lib/pgsql

[root @eep]l# mv /usr/lib/*source /usr/lib/pgsql/

[root @eep]l# mv /usr/lib/*sanple /usr/lib/pgsql/

[root @eep]# nkdir -p /var/lib/pgsql

[ root @eep]# chown -R postgres. postgres /var/lib/pgsql/

[ root @eep]# chnmod 755 /usr/lib/libpg.so.2.0

[ root @eep]# chnmod 755 /usr/lib/libecpg.so.3.0.0

[ root @eep]# chnmod 755 /usr/lib/libpg++.s0.3.0

[ root @eep]# strip /usr/bin/postgres

[root @eep]# strip /usr/bin/postmaster

[root @eep]# strip /usr/bin/ecpg

[root @eep]# strip /usr/bin/pg_id

[ root @eep]# strip /usr/bin/pg_version

[ root @eep]# strip /usr/bin/pg_dunp

[ root @eep]# strip /usr/bin/pg_passwd

[root @eep]# strip /usr/bin/psql

[root @eep]l# rm-f /[usr/lib/globall.description

[root @eep]l# rm-f /usr/lib/local1_tenplatel. description

XF F TR A IR

“make” T AUHTH R A HATRERS . KM “make install”
FERHAT AR T A ST S 222 B R Gt ) “mkdie” 7E “/use/include” A1
“Just/lib” REFEFE “pasql” IH RJEH mv SEFTATE “/ust/include” A
“Just/lib” "~ PostgreSQL AH I SCAFAT H 370 A 21 “ /usr/include/pgsql”
F1“ Just/lib/pgsql” T

“chown” AT &KW HE “ /var/lib/pgsql” HgMIEMIAR . “strip” T4
W 2 SO — SR F Shmc L R S AR, IXFE U — . XA LA
e AT SO AR

“tm” T2 2L PostareSQIL AN LI ST

H postgres $ BB 1 58 0 ) 25

[ root @eep]# su postgres
[ postgres@leep]# initdb --pglib=/usr/lib/pgsql --pgdata=/var/lib/pgsql
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We are initializing the database systemw th usernane postgres (uid=40).
This user will own all the files and nust al so own the server process.
Creating Postgres database systemdirectory /var/lib/pgsql/base
Creating tenplate database in /var/lib/pgsql/base/tenplatel

Creating global classes in /var/lib/pgsql/base

Addi ng tenpl atel database to pg_dat abase. ..

Vacuuni ng tenpl atel

Creating public pg_user view

Creating view pg_rules

Creating view pg_views

Creating view pg_tables

Creating view pg_i ndexes

Loadi ng pg_description

[ postgres@leep]# chnod 640 /var/li b/ pgsql/pg_pwd
[ postgres@leep] # exit

FER: AEH “root” M/ LBHHRIE . IXFFSARM™ I 24 )

{7 BRAN L BRI

[root @eepl# cd /var/tnp
[root @eep]l# rm-rf postgresql-version/ postgresql-version_tar.gz

HIf “ eges-ct+-1.1.2-24.i386..pm” AL LA 25 ] :

[root @Qeep]l# rpm-e egcs-c++

“rm " 2K MR ERA THIA REFF (R BT TR AR PostgreSQL 1 tar.gz SCAFo“rpm
—e” R

“egcs-c++” At

BcE

AfLARIIX 25 R4 “floppy.tgz” CAF:
http://pages.infinit.net/lotus1/doc/opti/floppy.taz. & “floppy.tgz” XHEIT L )G, Al
CAFEARRN IR H 3 B A BRAT A EIZ A FR A R K P R B IR B
LT HOR A OX LS, st IS DURSIS 1R A e TR 2 B e A
BEATH A OBl T I E SO DU, ARAREE -2 H B SO B S
HAGHCE SIS LRI IERA H % o N IRPRE R AR BRI
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N T 1847 PostgreSQL Database Server, W20 61 BT T 1 B SCPFHE DA R Y
H P

® it “postgresql” AL IUE]  erc/red/initd/” F .

AcE /etc/rc.d/init.d/postgresql A< 44
B'E “ /etc/re.d/ini.d/postgresql” AT, HISRJH B 11 PostgreSQL k555 -

B3 “postgresql” AT (touch /etc/re.d/init.d/postgresql) FFAIA:

#!' /[ bin/sh

postgresqgl This is the init script for starting up the PostgreSQ

server

chkconfig: 345 85 15

description: Starts and stops the PostgreSQ. backend daenobn that handl es \
al | dat abase requests.

processnane: post naster

pidfile: /var/run/postnaster.pid

T N T S S

Source function library.
/etc/rc.d/init.d/functions

# Get config
/ et c/ sysconfi g/ net wor k
# Check that networking is up.
# Pretty nmuch need it for postnaster.
[ ${NETWORKING} = "no" ] & exit O
[ -f /usr/bin/postmaster ] || exit O
# This script is slightly unusual in that the nane of the daenon (postnaster)
# is not the same as the nane of the subsystem (postgresql)
# See how we were called

case "$1" in

start)

echo -n "Checking postgresql installation:

# Check for the PCDATA structure

if [ -f /var/lib/pgsql/PGVERSION] & & [ -d /var/lib/pgsql/base/tenplatel ]
t hen

# Check version of existing PGDATA

if [ “cat /var/lib/pgsql/PG VERSION !="'6.5" ]

t hen

echo "ol d version. Need to Upgrade."

echo "See /usr/doc/ postgresql-6.5.2/ README. rpm for nore infornmation."
exit 1

el se

echo "l ooks good!"
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fi

# No existing PGDATA! Initdb it.

el se

echo "no database files found."

if [ ! -d /var/lib/pgsqgl ]

t hen

nkdir -p /var/lib/pgsql

chown postgres. postgres /var/lib/pgsql
fi

su -l postgres -c '/usr/bin/initdb --pglib=/usr/Iib/pgsql
--pgdat a=/var/1i b/ pgsql"’

fi

# Check for postmaster already running...
pi d=" pi dof postnmaster’

if [ $pid]

t hen

echo "Postmaster already running."

el se

#all systenms go -- renove any stale lock files
rm-f /tnp/.s.PGSQ.* > /dev/null

echo -n "Starting postgresql service:
su -l postgres -c '/usr/bin/postmaster -i -S -D/var/lib/pgsql’
sleep 1

pi d=" pi dof postmaster’

if [ $pid]

t hen

echo -n "postmaster [$pid]"

touch /var/ | ock/ subsys/ post gresdl

echo $pid > /var/run/postmaster. pid
echo

el se

echo "failed."

fi

fi

st op)

echo -n "Stopping postgresql service:
kill proc postmaster

sleep 2

rm-f /var/run/postmaster.pid

rm-f /var/l ock/subsys/postgresql

echo

st at us)
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st at us post naster

restart)

$0 stop

$0 start

*)

echo "Usage: postgresql {start|stop|status|restart}"”
exit 1

esac

exit O

DUAE LA n] AT I BB I A AR -

[ root @eep]l# chnod 700 /etc/rc.d/init.d/ postgresql

MR a2 “red” H3T PostgresSQL 5 4EH:

[ root @eep]# chkconfig --add postgresdl

H R T2 F 1255 3)) PostgreSQL:

[root @eep]# /etc/rc.d/init.d/ postgresql start

AN
AP~

NS LA RIS, SRR S, A
[R5 BT AAE man H5 B DT EIL &30

7t"pg_hba.conf" LT PG_DATA Bt r] LLH ip M1l A1 FH F 44 BRI BEZH 2 1)
Bz,

® H “createuser” A FEEE A w N H

[ root @eep]# su postgres

[ post gres@leep] $ creat euser

Enter name of user to add ---> admin

Enter user's postgres ID or RETURN to use unix user |ID: 500 ->
I's user "admin" allowed to create databases (y/n) y

I s user "admi n" a superuser? (y/n) y

createuser: adm n was successfully added
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® J “destroyuser” - 7EHHE FEHMIBR -

[ root @eep]# su postgres
[ post gres@leep] $ destroyuser
Enter nanme of user to delete ---> adnin

destroyuser: delete of user admi n was successful.

® [l “createdb” fin A B EH B A

[ root @eep]# su postgres
[ postgres@leep] $ createdb dbnane (the nane of the database).

AT LA postgres 280y (psql) TERK:

[ root @eep]# su adnin

[adm n@leep] $ psql tenplatel

Wl cone to the POSTGRESQL interactive sql nonitor:

Pl ease read the file COPYRICGHT for copyright terns of POSTGRESQ
[ PostgreSQ 6.5.3 on i686-pc-linux-gnu, conpiled by egcs ]

type \? for help on slash conmands

type \q to quit

type \g or termnate with semicolon to execute query

You are currently connected to the database: tenplatel
tenplatel = create database foo;

CREATEDB

HE A AR (psqD) i
® IS SN HR

templatel = \c foo

connecting to new dat abase: foo

foo =
® I —/ K
foo = create table bar (i int4, c char(16));
CREATE
foo =

® futrHrk:
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foo = \d bar

Tabl e = bar

Fommm o Fommmem - oo +
| Field | Type | Length |
Fommm o Fommmem - oo +
| 1 | int4 | 4 |
| ¢ | char() | 16 |
Fommm - Fommmem - F R +
foo =

L )%H&%%%\ %g%l\ %EE!:

foo = drop table table_nane;

foo = drop index index_nane;

foo = drop view view nane;

® i MEREMAILR:

foo = i

nsert

into table_name (name_of _attr1,

foo = values (valuel, value2,

RIRBIRGHRIXH

/etcl/rc
/etcl/rc
/etcl/rc
/etcl/rc
/etcl/rc
/etcl/rc

/etcl/rc
/ usr/ bi
/ usr/ bi
/ usr/ bi
/ usr/ bi
/ usr/ bi
> [usr/ bi

>
>
>
>
>
>
> [etc/rc
>
>
>
>
>
>

> [usr/ bi
> [usr/ bi
[ usr/ bi
/ usr/ bi
[ usr/ bi

\

\

\

.d/init.d/ postgresql

.d/rcoO.
.d/rcl.
.d/rc2.
.d/rc3.
.d/rc4.
.d/rch.
.d/rcé.

d/ K15post gr esql
d/ K15post gr esql
d/ K15post gr esql
d/ S85post gr esql
d/ S85post gr esql
d/ S85post gr esql
d/ K15post gr esql

n/ post gr es

n/ post mast er

n/ ecpg

n/pg_id

n/ pg_version

n/ psql

n/ pg_dunp
n/ pg_dunpal |
n/ pg_upgr ade

n/ pg_passwd

n/ cl eardbdir

val ue3d);

name_of _attr2,

nane_of _attr3)
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> [usr/bin/createdb
/usr/ bin/createl ang
[ usr/ bi n/ createuser
/usr/ bi n/ dest roydb
/usr/ bi n/ destroyl ang
/usr/ bi n/ dest royuser
/usr/bin/initdb
[ usr/ bi n/ vacuundb
/usr/bin/initlocation
[usr/bin/ipccl ean
/fusr/include/lib
/fusr/include/lib/dllist.h
/usr/include/ pgsql
/usr/includel/ pgsqgl / access
/usr/include/ pgsqgl /access/attnum h
/usr/include/ pgsqgl / commands
/usr/include/ pgsqgl / commands/trigger.h
/usr/incl ude/ pgsql / execut or
/usr/includel/ pgsql / executor/spi.h
[usr/includel/ pgsql/libpq
/usr/includel/ pgsql/Ilibpg/ pgconm h
/usr/include/pgsqgl/libpg/libpg-fs.h

>
>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

> [usr/includel/pgsql/libpg++
> [usr/include/ pgsqgl/libpg++/ pgconnection. h
> [usr/includel/ pgsql /1 ibpg++/ pgdat abase. h
> [usr/ man/ manl / begi n. |

> [usr/ man/ manl / cl ose. |

> /usr/man/ manl / cl uster.

> /usr/ man/ manl /conmit. |

> [usr/ man/ manl / copy. |

> [usr/ man/ manl / cr eat e_aggr egat e. |

> [usr/ man/ manl / cr eat e_dat abase. |

> [usr/ man/ manl /create_function. |

> [usr/ man/ manl / cr eat e_i ndex. |

> [usr/ man/ manl / cr eat e_| anguage. |

> [usr/ man/ manl / cr eat e_operator. |

> [usr/man/ manl /create_rule.|

> [usr/ man/ manl / cr eat e_sequence. |

> [usr/man/ manl /create_table. |

> [usr/man/ manl /create_trigger.|

> [usr/ man/ manl / create_t ype. |

> [usr/ man/ manl / creat e_user. |

> [usr/ man/ manl / cr eat e_versi on.

>

[usr/ man/ manl / create_vi ew. |
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> [usr/ man/ manl / decl are. |
/usr/ man/ manl / del ete. |
[ usr/ man/ manl / drop. |
/usr/ man/ manl / dr op_aggr egat e. |
/usr/ man/ manl / dr op_dat abase. |
/usr/ man/ manl / drop_f uncti on. |
/usr/ man/ manl / dr op_i ndex. |
/usr/ man/ manl / dr op_| anguage. |
/usr/ man/ manl / dr op_operator. |
/usr/ man/ manl / drop_rul e. |
/usr/ man/ manl / dr op_sequence. |
/usr/ man/ manl / drop_t abl e. |
/usr/ man/ manl / drop_tri gger. |
/usr/ man/ manl / drop_t ype. |
/usr/ man/ manl / dr op_user . |
/usr/ man/ manl / drop_vi ew. |
/usr/ man/ manl / end. |
/usr/ man/ manl / expl ai n. |
/usr/ man/ manl / fetch. |
/usr/ man/ manl / gr ant .
/usr/man/ manl /insert.|

fusr/man/ manl /1isten.|

>
>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

> [usr/ man/ manl /| oad. |
> /usr/ man/ manl /| ock. |

> [usr/ man/ manl / nove. |

> [usr/includel/ pgsql/libpg++/ pgtransdb. h
> [usr/include/ pgsql/libpg++/ pgcursordb. h
> [usr/includel/ pgsql/libpg++/ pgl object.h
> [usr/include/ pgsql / port

> [usr/include/ pgsqgl /port/linux

> [usr/include/pgsqgl/utils

> [usr/includel/ pgsqgl/utils/geo_decls.h

> [usr/include/pgsqgl/utils/elog.h

> [usr/include/pgsqgl/utils/palloc.h

> [usr/include/pgsqgl/utils/ncxt.h

> [usr/include/pgsqgl/fmgr.h

> [usr/include/ pgsqgl/os.h

> [usr/includel/ pgsqgl/config.h

> [usr/include/pgsqgl/c.h

> [usr/include/ pgsqgl / postgres. h

> [usr/include/ pgsql / postgres_ext.h

> [usr/include/pgsqgl/libpg-fe.h

> [usr/include/pgsqgl/libpg-int.h

>

/usr/includel/ pgsql / ecpgerrno. h
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> [usr/include/ pgsqgl /ecpglib.h
/usr/include/ pgsql / ecpgtype. h
/usr/include/ pgsqgl/sqglca.h
/usr/include/pgsqgl/libpg++. H
/fusr/lib/libpg.a
/fusr/lib/libpg.so.2.0
/fusr/1ib/libpg.so.2
/fusr/1ib/libpg.so
/usr/lib/libecpg.a
/fusr/1ib/libecpg.so.3.0.0
/usr/lib/libecpg.so.3
/usr/1ib/libecpg.so
fusr/1ib/libpg++.a
/fusr/1ib/libpg++.so.3.0
/fusr/lib/libpg++.so.3
fusr/lib/libpg++.so
lusr/1ib/plpgsql.so
/usr/1ib/pgsql
/usr/1ib/pgsql/globall.bki.source
/usr/1ib/pgsqgl/local 1_tenplatel. bki.source
[usr/1ib/pgsql/pg_geqo. sanpl e
/usr/1ib/pgsql/pg_hba. conf.sanple

>
>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

> /usr/ man/ manl/cl eardbdir. 1

> [usr/ man/ manl/ creat edb. 1

> /usr/ man/ manl/ creat euser. 1
> [usr/ man/ manl/ destroydb. 1
> [usr/ man/ manl/ destroyuser. 1
> [usr/ man/ manl/ ecpg. 1

> /usr/ man/ manl/initdb. 1

> [usr/man/ manl/initlocation. 1
> [usr/ man/ manl/i pccl ean. 1

> [usr/ man/ manl/ pg_dunp. 1

> [usr/ man/ manl/ pg_dunpal | .1
> [usr/ man/ manl/ pg_passwd. 1
> [usr/ man/ manl/ pg_upgrade. 1
> [usr/ man/ manl/ postgres. 1

> [usr/ man/ manl/ post master. 1
> [usr/ man/ manl/ psql . 1

> [usr/ man/ man3/ cat al ogs. 3

> [usr/ man/ man3/1i bpqg. 3

> [usr/ man/ man5/ pg_hba. conf. 5
> [usr/ man/ manl

> /usr/ man/ manl / abort .|

>

[usr/ man/ manl /al ter_table.|
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> [usr/man/ manl /al ter _user. |
/usr/ man/ manl / notify.|
/usr/ man/ manl / reset. |
/usr/ man/ manl / r evoke. |
[usr/ man/ manl / rol | back. |
/usr/ man/ manl / sel ect . |
/usr/ man/ manl / set . |
/usr/ man/ manl / show. |
/usr/ man/ manl / sql . |
/usr/ man/ manl / updat e. |
/usr/ man/ manl / vacuum |
/var/libl/pgsql
/var/lib/pgsql/base
/var/lib/pgsql/base/tenpl atel
/var/lib/pgsql /base/tenpl at el/ pg_proc
/var/lib/pgsql /base/tenpl atel/ pg_type
/var/libl/pgsql/base/tenpl atel/pg_attribute
/var/lib/pgsql/base/tenpl atel/ pg_cl ass
/var/lib/pgsql/base/tenpl atel/ pg_inherits
/var/lib/pgsql/base/tenpl at el/ pg_i ndex
/var/lib/pgsql /base/tenpl atel/ pg_statistic
/var/lib/pgsql/base/tenpl at el/ pg_operat or

>
>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

> [var/lib/ pgsql /base/tenpl at el/ pg_opcl ass
> [var/lib/pgsql/base/tenpl at el/ pg_am

> [var/lib/pgsql /base/tenpl at el/ pg_anop

> [var/lib/pgsql /base/tenpl at el/ pg_anproc

> [var/lib/pgsql /base/tenpl at el/ pg_I anguage

> [var/lib/pgsql/base/tenpl at el/ pg_aggregat e

> [var/lib/pgsql/base/tenpl atel/ pg_ipl

> [var/lib/pgsql/base/tenpl atel/ pg_i nheritproc

> [var/lib/pgsql/base/tenpl atel/ pg_rewite

> [var/lib/pgsql/base/tenpl atel/ pg_Ilistener

> [var/lib/pgsql/base/tenpl at el/ pg_description

> [var/lib/pgsql/base/tenpl atel/ pg_attribute_relid_attnam.index
> [var/lib/pgsql /base/tenpl atel/pg_attribute_relid_attnum.index
> [var/lib/pgsql /base/tenpl atel/ pg_attribute_attrelid_i ndex

> [var/lib/pgsql/base/tenpl at el/ pg_proc_oi d_i ndex

> [var/lib/ pgsql /base/tenpl at el/ pg_proc_pronane_nar g_t ype_i ndex
> [var/lib/ pgsql/base/tenpl at el/ pg_proc_prosrc_i ndex

> [var/lib/pgsql/base/tenpl atel/ pg_type_oi d_i ndex

> [var/lib/pgsql /base/tenpl atel/ pg_type_t ypnane_i ndex

> [var/lib/pgsql /base/tenpl atel/ pg_cl ass_oi d_i ndex

> [var/lib/pgsql /base/tenpl at el/ pg_cl ass_r el name_i ndex

>

/var/lib/pgsql/base/tenpl atel/ pg_attrdef
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> [var/lib/pgsqgl /base/tenpl atel/ pg_attrdef _adrelid_i ndex
> [var/lib/pgsql /base/tenpl at el/ pg_rel check

> [var/lib/ pgsql/base/tenpl atel/ pg_rel check_rcrelid_index
> [var/lib/pgsql /base/tenpl atel/ pg_trigger

> [var/lib/pgsqgl /base/tenpl atel/ pg_trigger_tgrelid_index

> [var/lib/pgsqgl /base/tenpl at el/ pg_descri pti on_obj oi d_i ndex
> [var/lib/pgsql /base/tenpl at el/ PG_VERSI ON

> [var/lib/pgsql /base/tenpl at el/ pg_user

> [var/lib/pgsql/base/tenpl atel/ pg_rul es

> [var/lib/pgsql/base/tenpl at el/ pg_vi ews

> [var/lib/pgsql /base/tenpl atel/ pg_tabl es

> [var/lib/ pgsql /base/tenpl at el/ pg_i ndexes

> [var/lib/pgsql/pg_variable

> [var/lib/pgsql / pg_dat abase

> [var/lib/pgsql / pg_shadow

> [var/lib/pgsql/pg_group

> [var/lib/pgsql/pg_| og

> [var/lib/pgsql / PG_VERSI ON

> [var/lib/ pgsql/pg_hba. conf

> [var/lib/ pgsql /pg_geqgo. sanpl e

>

/var/lib/pgsql/pg_pwd
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Linux Squid Proxy fik%+%

H RT3 a5 T g R AR RS2 i — A P A S s H—, fE
HENRARS E D o, AEEASCHR 1ICP. AR Apache Web Jl45-#5 M 1.2 [T
HEFE T — M ARG P, T DA K ZEMAT I web 55+, (H2'E
WASZFE 1CP, - H AL IR B8 16, L1 1RGP IR 5548 Squid AHEE

i
Squid kS5 #s AN A TRE AL
® squid: FRFHRSHE
® dnsserver: — 1 DNS AHAER, SEARIF AN, FHZETT UK DNS #4F
® unlinkd: —/MEJG GIEMRZM H T ISR

Squid ARS5#s T —AN A AL B GUE R web SIS AC B A PERERFETHE B
AT ISR H CGL A2,

Squid & AN AR Z AL LI IR TE R N G 3L R %5 ) 58 i i e RE ARG e
W54 FARTF A i E K 28 3 5T % (the National Laboratory for Applied
Network Research) ] Duane Wessels 45, H NSF H % 251 o Squid FET ARPA
T A R 22 M IR 5525 Harvest research Project T-f#. Squid AMESZELAT Web 12 KL
B gER,  [FFESZHE FIP. Gopher fl HTTP 13K o Squid 7E A7 FLARAT U 1) A1 211
X5, I HARREEE N YE— MR R U7 0N B 288 2 o Squid [RIFESZ Y SSL Sk %
A, JF Bt 7R mvs IS AN, Squid fEAZEE ) (hierarchically
linked) 77 2CHEEHEN 53— LT Squid IRIZEMACIR IR 554 A SIS U ) BT THIFR) S 3L

(streamlined) ZE#H.

LE N S iEle B SA9) T, FHICE Squid A “httpd-accelerator”  (HTTP JHig#s)
AR AR R . AEINIE I TARRA, Squid SR ARSI ThBE o
FA2 K B s 20 i A K, IR T REL ] B S22t NI N BN 27
SR, B AIRSRIELIE H B IR SSA AL A2, Squid AHXT-EE R H Ik
G5 R S ) ARER A Squid DR WWW il 5544 T 80 i 1 CEATAr] Www
MRS5S D) A Squid I ds MEIE T WWW g5 by il Bl G
T2 75 B QAT 15 ) AR WWW)D o T T AN P ki, IR A
DI, XA AR R o
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pE I

NPT T2 #B42 Unix SR

225 LE RedHat Linux 6.1 N8 .
BH “root” FH P AT 2005

Squid FitAS [t 2.3 STABLE1

Squid F GTHHE : http://squid.nlant.net/.

BRSO squid-2_3_STABLE!-src_targze

W}
il

RS FTE TSR

VEBRARARY  /var/tmp”  CHRAESZERTE DL ] IRILEBRES) o

I ORAT R 98 2225 Squid A2 Squid Jo ARG SCIHE R, AR5 EEi AT e At

ARG VB S 22 e AEWIR L . W LU : 71 R G023 Squid LARTIZAT “find
/* >squidl”, ””H:Z}: 1247 “find /* > squid2”, SRJFIEAT: “diff squid1 squid2 >squid”

KIFRIRGSALE R

SRIFFNZRE

A (tar.gz) fi#t =46 «

[ root @eep]# cp squid-version_STABLEz-src_tar.gz /var/tnp

[ root @eep]# cd /var/tnp
[root @eep]# tar xzpf squid-version_STABLEz-src_tar.gz

Ao E AL

Squid ANEELA “root” F P S IEAT, B LAELGIEE—AMRFERIN P oKIZAT Squid

AR 55«
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[ root @eep]# /usr/sbin/useradd -d /cache/ -r -s /dev/null squid >/dev/null 2>&1
[ root @eep]# nkdir /cache/
[ root @eep]# chown -R squid.squid /cache/

He, Y’j?“/etc/passwd”%ﬂﬂﬂq)‘j Squid, IR IGAIEE /cache” H 3% . HEEHE /cache”
T 5 5k squid M.

ER: WH AT LRI A S “/cache” o AR I3 X IR — B L4
TR HEATOE, AR H .

ARG, HENHTIT Squid H 3, ke Makefile (vi +18 icons/Makefilein) CAF:

T

DEFAULT_I CON_DI R = $(sysconfdir)/icons

A s

DEFAULT | CON_DI R

$(1ibexecdir)/icons

X KRR F (sysconfdir) A (libexecdir) o IXMEHCEHAT Squid 1) “icon” H
SKAZA “ Just/lib/squid/”

Zi4h “Makefilein” 3 (vi +34 src/Makefilein)

i

DEFAULT_CACHE_LOG = $(l ocal statedir)/Il ogs/cache. | og

A s

DEFAULT_CACHE_LOG = $(l ocal statedir)/I og/squid/cache. | og

i

DEFAULT_ACCESS LOG = $(l ocal statedir)/| ogs/access. | og

o)

DEFAULT_ACCESS_LOG = $(l ocal statedir)/I og/squid/access. | og
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i

DEFAULT_STORE_LOG = $(local statedir)/logs/store.|log

B

DEFAULT_STORE_LOG = $(local statedir)/log/squid/store. | og

i

DEFAULT_PI D FILE = $(l ocal statedir)/Il ogs/squid. pid

B

DEFAULT_PI D_FI LE

$(l ocal statedir)/run/squid.pid

i

DEFAULT_SWAP_DI R = $(| ocal statedir)/cache

B

DEFAULT_SWAP DIR = /cache

i

DEFAULT_I CON_DI R = $(sysconfdir)/icons

B

DEFAULT | CON_DI R

$(libexecdir)/icons

XA “cachelog” « “accesslog” Fl “storelog” M4 H X MHA
“/var/log/squid/” , RJEHF Squid ) pid SCAAFBUCNTBAE H 3% “ fvar/ran/” T, B
JaEM “icons” H3A “/usr/lib/squid/icons/” o
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malloc

WA Squid AN malloc [ (W1 GNU malloc) #EFATH, nIH#¢mERE. A
T ik Squid A FHAMAT malloc [, M4 R IS FIEEA T

1. &k GNU FJ malloc FEJEACHS: http://www.gnu.org/order/ ftp.htmlo

2. %1% GNU malloc:

[root @eep]# tar xzpf malloc.tar.gz

[root @eep]# cd nall oc

[root @eep]# vi Makefile and uncomment the |ine: CPPFLAGS = - DUSG
[ root @eep]# export CC=egcs

[ root @eep] # make

3. 4 “libmalloc.a” #4 NBIR G H %, JRGHBAA “libgnumalloca” :

[root @eep]# cp libmalloc.a /usr/lib/libgnumalloc.a

4. CAJEEMD 8 GNU “malloch” #5 NBIRGLICAE H I R
“gnumalloch” o IX—BAELIRR, EZEUIRSE DU T KO, Squid Ky
HEAU I mstat() PR AT cachemgr 15 B TR 5 WAFAE I G115 S

[ root @eep]# cp malloc. h /usr/include/ gnunalloc.h

RIEFAAL
IR [9] Squid BTfE H3k, MU R a4

[ root @eep]# export CACHE_HTTP_PORT=80
CC="egcs" \

CFLAGS="-9 -funroll-loops -ffast-math -nmali gn-doubl e - ntcpu=penti unpro
-mar ch=pentiunpro -fomt-frane-

poi nter -fno-exceptions" \

./lconfigure \

--prefix=/usr \

--exec-prefix=/usr \
--bindir=/usr/sbin \
--libexecdir=/usr/lib/squid\

--local statedir=/var \
--sysconfdir=/etc/squid \

--enabl e-cache-di gests \

--enabl e-pol | \
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--di sabl e-i dent - | ookups \
--enabl e-truncate \
--enabl e-underscores \

- - enabl e- heap-r epl acenent

X OGS A R 14 AN T 9 19 SSHIL:

® {fHZEMFE (Cache Digest) HmPER

® i poll() KA select()o

®  “Disable-ident-lookups” i 1l- RG] RECI31 & -G 43 U J5¥2

®  “Enable-truncate” 1§ RGeAEMIBREZ M SO truncate()*kfi unlink()o
Truncate ITERELL unlink B4F—28, 1] Truncate A4 T unlink >R 24
2 1) U R S inodes.

®  “Enable-underscores.Squid” 4 HIFE AT EHLAAH “_7 MENLW
WRG5isK, SHfRERI Tnternet b —F1, 1T LU FREAFF IR 1
Squid FHIELEZ EWLATH “_7 FIENIEK,

®  “Enable-heap-replacement” I RVF RGMH SN LEph BIFL, A
FEARER) LRU 5%,

[ root @eep]# make -f nakefile

[ root @eep]# make install

[root @eep]# nkdir -p /var/log/squid

[root @eep]l# rm-rf /var/logs/

[ root @eep]# chown squid.squid /var/log/squid/
[ root @eep]# chnod 750 /var/ | og/ squi d/

[ root @eep]# chnmod 750 /cache/

[root @eep]# rm-f /[usr/sbin/RunCache

[root @eep]l# rm-f /[usr/sbin/RunAccel

[ root @eep]# strip /usr/sbin/squid

[ root @eep]# strip /usr/sbin/client

[root @eep]# strip /usr/lib/squid dnsserver

[ root @eep]# strip /usr/lib/squid/ unlinkd
[root @eep]# strip /usr/lib/squid/ cachengr. cgi

“make 7 K Gm 1T A FIE SO A T HATARIS . “make install” *EH%J”

T RERHAE AT SR CIniRE S BIRRE R H SRR “mkchr” T
“Ivar/log/” HF FRIE—AH squid T H3e  “mm—f” Ay MR %IJ?TX
JE R EI/J HESH I H 3 “ /var/logs” 5 BRI )y 2B 1980 H &Sk
FH%. “chown” fig24lL “ /var/log/squid/” PR A T squid Ty . 1%
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TS REATH “chmod” a4 “squid” A “cache”  H AT IR 15 E N
(0750/drwxr-x---) o

X HUA R T S0 PLGgrh TAEBI B IE A S 31 Squid PN IEIAS S A
RunCache. RunAccel, FIAIXBIRAMEH T ANHFHIALT “Jetc/red/initd/” H
K NIIN squid BIBIA SO - TARAET H IR, A strip iy 22Kk — BEHUA
PR

fFAREMHHE Cache Digest

22 (Cache Digest) & HIKPIXS G Il 55%% (Internet Object Caching
Server) FTOEM N A — MRS B RURARIIRS SUORAE T “IRST st gl
THA URL %87 e E R e Squid {111 17— M 1E EBFERI AR, Rk
FEAEAREIRAT 1000 IAERE KU B3 FHAR = ) i BE PR 7

R ERAN LB SO

[root @eepl# cd /var/tnp
[root @eep]l# rm -rf squid-version/ squid-version_STABLEz-src_tar.gz

[root @eep]l# rm-rf malloc/ malloc.tar.gz (if your are used the nalloc)

rm A7 MR 2E Squid A malloc YA SR, RIBAEMIBR T “/var/tmp” H
Nl Squid 1 Malloc 45304

BcE

AILARIIX 25 R4 “floppy.tgz” SCAF:
http://pages.infinit.net/lotus1/doc/opti/floppy.tez. & “floppy.tgz” XHMEIT L )G, Al
CAFEAIRIK H 3 N A BRAT AR IR A R A R K P R B IR B
LT IO A OX SO, meE IS DURSIS IR A e PRI 2 B e A
BT A BT B E SO DU, ARAREE A 2 H B SO B S
HAGHC &SP DRI ERA H 3 o N IRPRE R AR BRI

AT I8AT Squid kG54, A B T THIFR) S8 DUBRH R H %R
® il “squid.conf” CAFHEILE] “/etc/squid” HT

® i “squid” JAIASCHHE IR “/etc/red/initd” H3&F

® i “squid” UL IF] “ /etc/logrotated” Hg N

LI “floppy.tgz” MR Jm, KB EHSHKISCAE, IF4% DURIFIN A H sk
N BEE S VORI 15 VE WA R o
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2  letc/squid/squid.conf SCHECE A httpd fniE#s T/E7 3K

W Web k55255 Squid 384T 7ERl— MRS L, i 240 Web SUhizAT7E 81
TN, AL AE B Web k4525 IR0 B ST hetpd.conf RS . WERANZATAE
[l — MRS A b, DA% R )

il “squid.conf” SCAF (Vi Jete/squid/squid.conf) , 0T [P 2%

http_port 80

icp_port O

acl QUERY urlpath_regex cgi-bin \?
no_cache deny QUERY
cache_nem 16 MB

cache_dir ufs /cache 200 16 256
| og_icp_queries off

buf fered_|l ogs on

emul ate_htt pd_|l og on

redirect _rewites_host _header off
repl acenent _policy GDSF

hal f _cl osed_clients off

acl all src 0.0.0.0/0.0.0.0
http_access all ow al

cache_ngr adnmin
cache_effective_user squid
cache_effective_group squid

htt pd_accel _host 208. 164. 186. 3
htt pd_accel _port 80

| og_icp_queries off

buf fered_|l ogs on

AT HH “squid.conf” U S BCE :
http_port 80
“http_port” ZHEER Squid WEUTHI U282 iR IG5
icp_port 0
“iep_port” BHIESE Squid MABJE Cneiohbour) 452348k 4 A AIBEL TCP
TR S o XA 0 2 RDYX FECE Squid iy N Web ARSSAIFTINEESS
PIT AN A FH R0 i e 25 2 (K1 22

acl QUERY urlpath_regex cgi-bin \? and no_cache deny QUERY

FIARSRIIZELRT E IR R AEGRAY, TESE T2 H .
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cache_mem 16 MB

cache_mem Z3}: In-Transit objects,Hot Objects, Negative-Cached objects fBES
BRI AR . X —MCAIE T, B NAAHEA R T 2647« NAZAF RN &: Squid
L K T — BRI RGAH oM AT, WEIZE N (n/)3M.

cache_dir ufs /cache 200 16 256

cache_dir ZHBOEM B RGMNIAL, — GO0 FASRAUNVIZE ufs, 3K
A%t “/cache” , EI%H 3 FEHIKIZEAME 200MB, JEVFAE “/cache” MR
G HaBoh 16, BT 7 Hax M LLBIEE SR 201 H R EEE A 256.

emulate_httpd_log on

FIIT “emulate_httpd_log” IR, W4AH Squid 1/ Web Hrgs-#s kg A& Ui i
Ko WUERATEAEH] Web U7 ik TR, Al 2 XA S

redirect_rewrites_host_header off

B, Squid R SCSAR T EE TSR BN 5 R SEE1T Squid A IS
R, KN ANT BEHE . XS BHE SO IS D0 T 255 3% € A i 47
1177

replacement_policy GDSF

G M E BRI S HE 2T 22 R RS I S R AUk sT (B o 4
Y17 Squid BHH ] T “-enable-heap-replacement” Z 4§, 1% HL v DAIE RS FH N 110
15 ) SR -

GDSF: Greedy-Dual Size Frequency

LFUDA: Least Frequently Used with Dynamic Aging
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SHuid € Hi% rake {(percent? Squid € Hit rates dpercent:
=da] T 53 I
GhsfF —— GhsF —a—
am || LRY H —e— & 28 M LEU H —&— —
| il T T
- 75 : 4 :
-5 | Il P {
Lo \ t] : = 1 d s
A | i 1 H__—'ﬁ-— |
el A e Eas: oan
~ ] BT e g | |
i - =3 i
25 boe 4/:3 ................ L f
.J &0 l..
¥ | | |
| | |
e : ' ' 55 - ;
1@ 2@ =8 4.0 5@ 1] ‘@ 2@ 1@ 2@ =R 40 1 @ 0 2@
Taotal reguestz (thauzsard Total regquests Cthousard?
Figure 1: SPECWeb Hit Rate Figure 2: http Hit Rate

Figures | and 2 show the hit rate of the Squid 2 implementations under the SPECWeb workload and the
http workload. In hit rate there is little difference between the original SPECWeb validation and this

revalidation: the relative ordering has not changed and the shape of the curves is broadly similar. There iz
creater variance in the policies in the SPECWeb version and note that the nun length of the hetp test is

slightly greater.

JXPIA S AR L #R55 T Squid SRR LRU S, =g I B5oa 1
-enable-heap-replacement 4, M| Squid #4414 H] TRU Hel o

GDSF Sl ARG DR BN AL (hot) MBI B malie, M
AR GAT R LA midio {HJ2 GDSF AHX T LFUDA K HP-38 575 st
HEUN—2E, Pl GDSF AR KEIN S (iR i g Bt gzl

LFUDA SKISRE AN RS ORFFAE G, TGRS, AskAs T B
R R Y Rk SRMIANBRAR TR0 SR i, RO RIS SATAT A ol /Nt
BORFFAEG TN I LR

half closed_clients off

B “half _closed_clients” ZEINICHA], i Squid 14 read(Z)XﬁiB@iﬁTEEﬂLjEﬂﬂ\%
% g (PR . I read Q) AN FFIR [P & FH T 328 P SCH] TCP 1B T
DR FFECEGE . T Squid 23 A TCP - PRI 4 K A

acl all src 0.0.0.0/0.0.0.0 and http_access allow all

“acland http_access” MIE X T —MUFIEHIZIR . PEATGHS WA Squid K
PRI SOM o X HL U7 [l IR SRVEITA A RBIR S I U7 1), BRI I B %A Qi
FEINIE web HRE5 25

cache_mgr admin
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“cache_mgr” Fi5E AT BRI, [ 2 p Py BEAE I A A R H sl
2

[EP Y

cache_effective_user squid and cache_effective_group squid

“cache_effective_user” Fll “cache_effective _group ” JRE MRS e AT A
M UID/GID. T2 AR, —MARELARA P S8 1T Squid. X HLLLH
squid [F1E 3 Squid HR%5 4% o

httpd_accel_host 208.164.186.3 and httpd_accel_port 80
TET “httpd_accel_host” Fl “httpd_accel_port” & T HIEM) Web H45# 11 L
RS . EXHELBLE T, BIER HTTP RS 2HE1T/E TP Huht ol 208.164.186.3

(www.openarch.com) FIFHL b, 1B473E 4 80, FHL www.openarch.com s A AT
84T Squid ARk 55 as i A= H L.

log_icp_queries off

EII “log_icp_queries” B EEATHE ICP 1 Rid 52 V5 ) H & X . X HLIHC
EAME ICP, JFrLARH] T %I

buffered_logs on

HiTIFIEI “buffered_logs” P LARHAHHE iy M LE0] H ST E N, 13150
TR SIUACR
fi Squid 24 httpd HniE#ZE TAEEZ K /etc/re.dlinit.d/squid” 4
AFHIACE

BB RS “ ete/re.d/initd/squid” JIASSCAFR A BANEE 1F Squid MRz, #%
JHAR CABAE SAE 2T H sl /cache” TMIANE “/var/spool/squid” .

B2 Squid BIASCAE (touch /ete/re.d/init.d/squid) FFAE A 7%

#! / bi n/ bash

# squid This shell script takes care of starting and stopping

# Squid Internet Cbject Cache

#

# chkconfig: - 90 25

# description: Squid - Internet Object Cache. Internet object caching is \
# a way to store requested Internet objects (i.e., data available \

# via the HTTP, FTP, and gopher protocols) on a systemcloser to the \
# requesting site than to the source. Wb browsers can then use the \
# |l ocal Squid cache as a proxy HTTP server, reducing access time as \
# wel | as bandwi dth consunpti on.
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# pidfile: /var/run/squid.pid

# config: /etc/squid/squid.conf

PATH=/ usr/ bi n:/sbin:/bin:/usr/sbin

export PATH

# Source function library.
/etc/rc.d/init.d/functions

# Source networking configuration.

/ et c/ sysconfi g/ net wor k

Check that networking is up.

${NETWORKING} = "no" ] && exit O

check if the squid conf file is present

-f /etc/squid/squid.conf ] || exit O

determ ne the nane of the squid binary

-f Jusr/sbin/squid ] && SQUI D=squid

-z "$SQUID" ] && exit O

determ ne which one is the cache_swap directory

CACHE_SWAP="sed -e 's/#.*//g" /etc/squid/squid.conf | \

grep cache_dir | sed -e "s/cache_dir//" | \

cut -d "' ' -f 2°

[ -z "$CACHE_SWAP" ] && CACHE_SWAP=/cache

# default squid options

H — — H — H — H

# -D disables initial dns checks. If you nost likely will not to have an
# internet connection when you start squid, uncomrent this
#SQUI D_OPTS="-D"

RETVAL=0

case "$1" in

start)

echo -n "Starting $SQU D

for adir in $CACHE SWAP; do

if [ ! -d $adir/00 ]; then

echo -n "init_cache dir $adir...

$SQUID -z -F 2>/ dev/null

fi

done

$SQUI D $SQUI D_OPTS &

RETVAL=$?

echo $SQUI D

[ SRETVAL -eq 0 ] && touch /var/| ock/ subsys/ $SQUI D
st op)

echo -n "Stopping $SQU D.

$SQUI D -k shutdown &

RETVAL=$?

if [ SRETVAL -eq O] ; then
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rm-f /var/| ock/subsys/ $SQUI D
while : ; do

[ -f /var/run/squid.pid ] || break
sleep 2 & echo -n "."

done

echo "done"

el se

echo

fi

rel oad)
$SQUI D $SQUI D_OPTS -k reconfigure

exit $?

restart)
$0 stop
$0 start

st at us)
status $SQUID
$SQUI D -k check

exit $?

pr obe)

exit O;

*)

echo "Usage: $0 {start|stop|status|reload|restart}"”
exit 1

esac
exit $RETVAL

ORJE s BHASSCA AT AT I S BB -

[ root @eep]# chnod 700 /etc/rc.d/init.d/squid

ST N i A5 “/etc/red” MEE Squid IRF5ER:

[ root @eep]# chkconfig --add squid

FEGRAETEOL N, 7E redhat REGE L ZHOH RSP A Squid BIACKE: F 205 34 QR
Frtiwo LU NI By R AL A N JE 3l

[ root @eep]# chkconfig --1evel 345 squid on
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R AT LR SRS Squid AR 5545

[root Qeep]# /etc/rc.d/init.d/squid start

letc/logrotate.d/squid 3C/ KL E

B “/etc/logrotate.d/squid” >RSEINEEE A ALK UM (rotate log files) o
B Squid 3L (touch /etc/logrotate.d/squid) , FFHEHN:

/var/ | og/squi d/ access. | og {
weekl y

rotate 5

copytruncate

conpr ess

notifenpty

m ssi ngok

}

/var/ | og/ squi d/ cache. | og {
weekl y

rotate 5

copytruncate

conpr ess

noti fenpty

nm ssi ngok

}

/var/|og/squid/store.log {
weekl y

rotate 5

copytruncate

conpr ess

notifenpty

nm ssi ngok

# This script asks squid to rotate its logs on its own.
# Restarting squid is a long process and it is not worth
# doing it just to rotate |ogs
postrotate

/usr/sbin/squid -k rotate

endscri pt

}
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158 Squid MRE 4

Xt AN SCA 2R 58 SE it BE 7™ 2 7

1] PLE R S R GRS S et/ fstab” FIE W noexec, nodev Fl nosuid
RIS ORI 58 Squid et H T E U RG22tk gadl “fstab” X (vi
Jetc/fstab) I :

/ dev/ sda8 /cache ext?2 nosui d, nodev, noexec 1 2

FER: EXHRBOE “/dev/sda8” s20T H P FR M2 IX

<nodev>ZSHIRANEMREZ SN RS I FAPRAR 2 BUURF R B 75 o
<nosuid>FFZ N RGE EASCVF set-uid f7ELE set-groupid &21EH o <noexec>AN LV
FEZIAT RS AT bR . BARTEATS DU LUB L “man fstab” & “man
8 mount” KA

BB A E SR A AT B DA 58 22 4

X SCAE AN B UL ) v B ] LAORS L S, Bl LEAV ORI ERIE 2, iE
A LA LATART P S SOA R e . — FLIC B I — S AN R T B ST ix 285
PEBEE A BT A R S 15

[root @eep]# chattr +i /etc/squid/squid.conf

4t Squid

noatime J& 1%

Linux AT BIH SO RGEBEE — MR “noadme” [IBHL, %BHATBILE A
FATCEIN “ Jetc/fotab” PRE . AL RGAA SSBATRIER, TX i%
SEAE RGN SCAIBE S 46 R 2 SECCPH LA T Caime) HefEik. —Ht
KA RRME A A R, 7S5 b SRR A A A

% “noatime” ZHUBETE, 11T IALEREIA LTI I “atime”
B UYL SO REEHI T . St “Forab” SCHF (vi Jetc/fotab)

/ dev/ sda8 / cache ext?2 nosuid, nodev, noexec, noatine 1 2

ERE: XREESNX “/dev/sda8” f& Squid [NZEMIX H T 7E X
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ER DRI ES

[ root @eep] # reboot

[ root @eep]# cat /proc/ mounts

bdflush %

TN IR T /proc/sys/vm/” H T “sysct” S, T HIEEXT Linux2.2
[ZNIIB

A SCAFREB IO RGN B ALY (VMD (R34 “bdflush” A
IR XA A AT /N S

“bdflush” FEHINIZFIRERE bdflush 14504« Tl B AEHIZ AT K P m AT RS
PEfE. £ “/etc/red/rclocal” REEAIMU NN, MRGH SN HBEIE

echo "100 1200 128 512 15 5000 500 1884 2">/proc/sys/vm bdfl ush

TIEXT bdflush HHFIERAE SN —LEU3E, n] DRSS RGN RS . Wl
%5 R DRSS 0, AT T4 .

2 “ ust/src/linux/Documentation/ sysctl/vm.txt” 7] ISR 20 T R N A
WL T S AT 45y X S T 2 W45 B
ip_local_port_range 2%

XER 2T Linux version 2.2 REEK] “/ proc/sys/net/ipv4/ip_local_port_range/”
HE T “syscd” SCART . IXANICAFRE T TCP. UDP i A A b VG . 25—
RN T EPSERI I, 28 ANCE R R s Ru ) LR — 8k
32768-61000.

1 “/etc/rc/d/tclocal” KEFPESIIUTT N A

echo “2768 61000"> /proc/sys/net/ipv4/ip_local _port_range

YIEAF BT

quid B ZE BRI DEAFAEN L. RGPS AT ELE S, HER
SR TE RERS 2 2 R G
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RIRBI ARG HRIXH

/etc/squid

/etc/squid/mb.txt

/ et c/ squi d/ squi d. conf . def aul t

/ et c/ squi d/ squi d. conf
/etc/squid/ mme. conf.default

/ et c/ squi d/ m me. conf

/etc/squid/errors

/et c/squid/errors/ ERR_ACCESS DEN ED

/et c/squid/errors/ ERR_CACHE _ACCESS DEN ED
/etc/squid/errors/ ERR_CACHE MGR_ACCESS DEN ED
[ et c/squi d/ errors/ ERR_CANNOT_FORWARD
/etc/squid/errors/ ERR_CONNECT_FAI L
/etc/squid/errors/ ERR_DNS_FAI L

/ et c/squid/ errors/ ERR_FORWARDI NG_DENI ED
/etc/squid/errors/ ERR_FTP_DI SABLED
/etc/squid/errors/ ERR_FTP_FAI LURE

/et c/squid/errors/ ERR_FTP_FORBI DDEN
/etc/squid/errors/ ERR_FTP_NOT_FOUND
/etc/squid/errors/ ERR_FTP_PUT_CREATED
/etc/squid/errors/ ERR_FTP_PUT_ERROR
/etc/squid/errors/ ERR_FTP_PUT_MODI FI ED
/et c/squid/errors/ ERR_FTP_UNAVAI LABLE
/etc/squid/errors/ ERR_| NVALI D_REQ
/etc/squid/errors/ ERR_| NVALI D_URL

[ etc/squid/errors/ ERR_LI FETI ME_EXP

/et c/squid/errors/ ERR_NO RELAY
/etc/squid/errors/ ERR_ ONLY_| F_CACHED M SS
/etc/rc.d/rc4.d/ S90squi d
/etc/rc.d/rch.d/ S90squi d
/etc/rc.d/rc6. d/ K25squi d
/etc/logrotate.d/squid

lusr/1ib/squid

/usr/1ib/squid/dnsserver
/usr/1ib/squid/unlinkd
/usr/1ib/squid/cachengr.cg
/usr/1ib/squid/icons
/usr/1ib/squid/icons/anthony-binhex.gif
/usr/1ib/squid/icons/anthony-bonb. gif
/usr/1ib/squid/icons/anthony-box.gif
/usr/1ib/squid/icons/anthony-box2.gif

/usr/1ib/squid/icons/anthony-c.gif
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> [usr/1ib/squid/icons/anthony-conpressed. gif
> [usr/lib/squid/icons/anthony-dir.gif

> [usr/lib/squid/icons/anthony-dirup.gif
> [usr/lib/squid/icons/anthony-dvi.gif

> [usr/lib/squid/icons/anthony-f.gif

> [usr/lib/squid/icons/anthony-image. gif
> [usr/1ib/squid/icons/anthony-imge2.gif
> [usr/lib/squid/icons/anthony-I|ayout.gif
> [usr/lib/squid/icons/anthony-Iink.gif

> [usr/lib/squid/icons/anthony-novie.gif
> [usr/lib/squid/icons/anthony-pdf.gif

> [usr/lib/squid/icons/anthony-portal.gif
> [usr/lib/squid/icons/anthony-ps.gif

> [etc/squid/errors/ ERR_READ ERROR

> [etc/squid/errors/ ERR_READ TI MEQUT

> [etc/squid/errors/ ERR_SHUTTI NG_DOMN

> [etc/squid/errors/ ERR_SOCKET_FAI LURE

> [etc/squid/errors/ ERR_TOO Bl G

> [etc/squid/errors/ ERR_UNSUP_REQ

> [etc/squid/errors/ ERR_URN _RESOLVE

> [etc/squid/errors/ ERR_ WRI TE_ERROR

> [etc/squid/errors/ ERR_ ZERO SI ZE_OBJECT
> [etc/rc.d/init.d/ squid

> [etc/rc.d/rc0.d/ K25squi d

> [etc/rc.d/rcl. d/ K25squid

> [etc/rc.d/rc2.d/ K25squid

> [etc/rc.d/rc3.d/ S90squid

> [usr/lib/squid/icons/anthony-quill.gif
> [usr/lib/squid/icons/anthony-script.gif
> [usr/lib/squid/icons/anthony-sound. gif
> [usr/lib/squid/icons/anthony-tar.gif

> [usr/lib/squid/icons/anthony-tex.gif

> [usr/lib/squid/icons/anthony-text.gif

> [usr/1ib/squid/icons/anthony-unknown. gi f
> [usr/lib/squid/icons/anthony-xbm gif

> [usr/lib/squid/icons/anthony-xpm gif

> [ usr/sbi n/ RunCache

> [usr/sbi n/ RunAccel

> [usr/sbin/squid

> [usr/sbin/client

>

/var/1og/squ
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Linux Apache Web fk555%

AR

Apache & MIIREFKIN web JIRG-#5, SCHF HTTP 1.1 AE, web GURIEHSE0IE
FIHABVFZHEE . Apache & U4 AT web IRg5# 2 —, HAEREW] LLRIEAT R
55 dAH b 5 .

K124 Apache & —MEANRAT, AVFZ2 LB EREI X TANF R H KAy
AVFZ AR, R SETENAE S, W B 32 Unix R Apache 247 1))
SR, XL, JRAFRE e V2 1B 4w PENAL Apache W1 mod_ssl. mod_petl.
mod_php3. LDAP 5555, FIFARUGRE—MERITEAAME SO, AR AT LUR A M [ 352
PRABEP N, . Apache+PHP3, ANTEEE mod_ssl B PostgreSQL....... A
HFEIBE Apache Fl PHP3 3875, W& AR A)

WBIRSTERRIN, ek ad Rerb eV nlaett. ACRAIETL. Bl £E R
T AT B AL U T F R T 28 =5 (KRB . Apache (11795 fRIAGEEIL, FRATT
Xt E—E o WAMBOA IR CLZi AL T RIPE AR, WARANEIXHE, W B QD IR,

AR BT Apache WG GY, A4 223 Apache Ir S5 a il iz
170 RN T — S R RS B LA IR S5 2 ke . AETRAT I e M E
BATELUAE root P IS8T Apache, LA chroot USRS T A NI 2 A5 o

-
EEEIM
fir &4 5 UNIX e

PARRSAL T /var/tmp” - CHABER AR AT LD
2R AE Red Hat 6.1 AR 4TI

LR R R RE— P BRI B 7 5 1
Apache [FRRAE 1.3.9

Mod_Perl FIfRAE 1.21

Mod_SSL fRIARAE 2_4_10-1_3_9

PHP [FIRRAE 3_0_13

MM FIRRASE 1.0.12
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BEERER

Apache T http://www.apache.org/

Mod_ssl = 0: http://www.modssl.org/

OpenSSL. 01 http://www.openssl.org

MM ETL; http://www.engelschall.com/sw/mm/
Imap T http://www.washington.edu/imap/

PostgreSQL F-I1:  http://www.pstgresql.org/index.html

Openl.DAP F11:  http://www.openldap.org

Mod_perl T http://perlapache.org

Mod_php F11: http://www.php.net

k=53

OpenSSL Wi% L2 2eAE T URIITHHENL L ClsRpkids

i
PosgresSQL W% L8 52575 T IRAVHHERL L Chi s
Apache+PHP3+Pgsql) ;

Apache+mod_ssl) ;

Mm V% C& 2 3EAE TORMTHEHL L (AR T EE Apache+mod_ssl+mm)

Openl DAP ¥4 EL 52555 T U SR | gy 2
Apache+PHP3+1L.DAP) ;

Perl W% O A TREITHENL E CUn R ARTT 2 Apache+mod_ssD)
Imap Wi OB TARIITHENL b (WERVRTTES Apache+PHP3+imap) o

AT AFEER MM

URARTTZEAE Apache/BAPL H SCREIL T NAT, AR AT 25T MM A7
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ZEGHEEEFTER O

N INE R ARAT 220 Apache Z FT SRR RN 2362 Ja I SCA 1
R T, RJE ] diff dr AT LERG, AR 2N G I 7 Wik sce AE %
BT, 1847 “find /* ) apachel” , {E%HE)T, 1847 “find /* ) apache2” , SRJGH] “diff
apachel apache2 > apache” KLU SCAFHI R 221k

fERAGLA T tar XA (targz) -

[ root @leep]# cp apache_version.tar.gz /var/tnp

[ root @eep]# cp nod_ssl-version-version.tar.gz /var/tnp
[ root @eep]# cp nod_perl-version.tar.gz /var/tnp

[ root @eep]# cp php-version.tar.gz /var/tnp

[ root @eepl# cp /var/tnp/

[ root @eep]# tar xzpf apache_version.tar.gz

[root @eep]# tar xzpf nod_ssl-version-version_tar.gz
[root @eep]# tar xzpf nod_perl-version.tar.gz

[root @eep]# tar xzpf php-version_tar.gz

SR FAL
# mod-ssl JIA Apache JEAFEHY
BEAFTH mod_ssl B H % (ed mod_ssl-version) FF7E & umm A LL N2

CC="egcs" \

CFLAGS="-9 -funroll-loops -ffast-math -nmali gn-doubl e - ntpu=penti unpro
-mar ch=pentiunpro -fomt-frane-

poi nter -fno-exceptions" \

./lconfigure \

--wi th-apache=../apache_1.3.9 \

--wWith-crt=/etc/ssl/certs/server.crt \

--wi th-key=/etc/ssl/private/server.key

HENBNP) Apache H3% (cd ../apache-version) FF{EZ s A\ LA T iy 4

[ root @eep]# vi +331 src/include/httpd.h

JiiH “heepdh” SCIFIFEAR:
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#define HARD_SERVER LIM T 256

#def i ne HARD_SERVER LIM T 1024

WE PHP3 Z I THSEECE Apache
HEHTH Apache () H3K (cd ../apache-version) F{EZ Ui AW T A4

CC="egcs" \

OPTIM="-@ -funroll-loops -ffast-math -malign-doubl e -ncpu=penti unpro
-mar ch=pentiunpro -fonit-frane-pointer
-fno- exceptions" \

CFLAGS="- DDYNAM C_MODULE_LI M T=0" \
./Iconfigure \

--prefix=/home/ httpd \
--bindir=/usr/bin\
--sbindir=/usr/sbin\
--libexecdir=/usr/lib/apache \
--includedir=/usr/include/ apache \
--sysconfdir=/etc/httpd/conf \

--local statedir=/var \
--runtimedir=/var/run \
--logfiledir=/var/log/httpd \

--datadi r=/hone/ httpd \

- -proxycachedi r=/var/cache/ httpd \

--mandi r=/ usr/ man

BCE PHP3 30 Apache YA
HENB php3 H& (cd../php-version) F7E it AL R i 4
Y’ LA “php3_pesqlh”  (vi +46 functions/php3_pgsql.h) FHAEM FFI4T:

#i nclude <libpg-fe. h>
#i nclude <libpqg/libpg-fs. h>

UG

#i ncl ude </usr/include/pgsql/libpg-fe.h>
#i ncl ude </usr/include/pgsqgl/libpag/libpg-fs.h>
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CC="egcs" \

CFLAGS="-® -funroll-loops -ffast-math -mali gn-doubl e - ncpu=penti unpro
-mar ch=pentiunpro -fonmit-frane-

poi nter -fno-exceptions -1/usr/include/openssl™ \
./Iconfigure \

--prefix=/usr \

--with-config-file-path=/etc/httpd \

--with-imp \

- -enabl e- saf e- node \

--W t h-exec-dir=/usr/bin\

- -di sabl e-debug \

--w t h-apache=../apache_1.3.9 \

--with-pgsqgl \ (if you want database PostgreSQ.)
--with-ldap \ (if you want LDAP database |ight directory)
--enabl e-nenory-limt=yes \

- - enabl e- debug=no

[ root @eep] # make

[ root @eep] # make install

¥ mod_perl BHRINA Apache JEACHERS, EEHZIEIET Per ) mod_perl #5
423

BENGHTIH mod_petl H %(cd ../mod_petl-version) FE Lt N PL R 2

perl Makefile.PL \

EVERYTHI NG=1 \

APACHE_SRC=. ./ apache_1.3.9/src \
USE_APACI =1 \

PREP_HTTPD=1 \

DO_HTTPD=1

[ root @eep] # make
[ root @eep]# nake instal

BN EEHH mod_ssl + mm + mod_perl I PHP3 R Apache
HENBNIP) Apache H 3% (cd ../apache-version) FF{EZ 5 A LA iy 4

SSL_BASE=SYSTEM \  (require for nod_ssl).

EAPI _MVESYSTEM \ (require for mm).

CC="egcs" \

OPTIM="-@ -funroll-loops -ffast-math -malign-doubl e -ncpu=penti unpro
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-mar ch=pentiunpro -fonit-frane-pointer

-fno- exceptions" \

CFLAGS="- DDYNAM C_MODULE_LI M T=0" \

./Iconfigure \

--prefix=/home/ httpd \

--bindir=/usr/bin\

--sbindir=/usr/sbin \

--libexecdir=/usr/lib/apache \

--incl udedir=/usr/include/ apache \

--sysconfdir=/etc/httpd/conf \

--local statedir=/var \

--runtimedir=/var/run \

--logfiledir=/var/log/httpd \

--datadi r=/hone/ httpd \

--proxycachedi r=/var/cache/ httpd \

--mandi r =/ usr/ man \

- - add- nodul e=sr ¢/ nodul es/ experi nental / nod_nmap_static.c \ (if you are intended
to use nmod_mmap).

- - add- nodul e=sr ¢/ nodul es/ st andard/ nod_auth_db.c \ (if you are intended to use
nod_aut h) .

--enabl e- nodul e=ssl \ (require for nod_ssl).
--enabl e-rul e=SSL_SDBM \ (require for nod_ssl).

--di sabl e-rul e=SSL_COWPAT \ (require for nod_ssl).

--activat e- nrodul e=src/ nodul es/ php3/1ibphp3.a \ (require for php).
- - enabl e- nodul e=php3 \ (require for php).

--activat e-nodul e=src/ nodul es/ perl/libperl.a \ (require for nod_perl).
--enabl e- nodul e=per| \ (require for nod_perl).

- - di sabl e- nodul e=i ncl ude \

- - di sabl e- nodul e=stat us \

- - di sabl e- nodul e=userdir \

- - di sabl e- nbdul e=negotiati on \

- - di sabl e- nodul e=aut oi ndex \

- - di sabl e- nodul e=asi s \

- - di sabl e- modul e=i map \

- - di sabl e- rodul e=env \

- -di sabl e- nodul e=acti ons

XLEYCE TR Apache TEEN 1R E MAEPFACE B QBT BE
® A “mod_mmap” R, LUfmithRe

® JIA “mod_auth” FH, DUNGE A4 E 1 2 4

® A “mod_ssl” MEERL, DABEATEGE s A R A e 1) 2 4
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® NN “mod_php3” Hill, fiif4 Apache SZ#F PHP

® JNA “mod_perl” R, {3 Apache SC#F Perl, Perl Lt CGI A T 5
(2 A VRIS L P RE

® riI “include” Bith

® ZEIF “status” FRER

® HEIL “userdir” FEER

e X “negotiation” Wit

® b “autcindex” FREER

® ZE|| “asis” pREBR

o JEIL “imap” Kbk

] %@JJ: “env” *ﬁﬁ%

® Al “actions” MRk

FE: R ATERBYUEER 2R Apache Web J 5545 KITERE .

[ root @eep] # make

[ root @eep] # make install

[root @eep]l# rm -f /[usr/sbin/apachectl

[root @eep]# rm -f /usr/man/ man8/ apachect! . 8

[root @eep]l# rm-rf /home/ httpd/icons/

[root @eep]l# rm-rf /home/ httpd/ htdocs/

[ root @eep]# cd /var/tnp/php-version

[root @eep]# install -m 644 php3.ini.dist /etc/httpd/ php.ini
[root @eep]l# rm-rf /etc/httpd/ conf/ssl.crl/

[root @eep]l# rm-rf /etc/httpd/ conf/ssl.crt/

[root @eep]l# rm-rf /etc/httpd/ conf/ssl.csr/

[root @eep]l# rm-rf /etc/httpd/ conf/ssl.key/

[root @eep]l# rm-rf /etc/httpd/ conf/ssl.prm

[root @eep]l# rm-f /etc/httpd/ conf/srmconf srmconf.default access. conf

access. conf . def aul t

TRRRAS LB S

[root @eep]# cd /var/tnp
[root @eep]l# rm-rf apache-version/ apache-version.tar.gz

nod_ssl -versi on-versi on/ nobd_ssl -versi on-versi on.
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tar.gz php-version/ php-version.tar.gz nod_perl-version/

nod_perl -version.tar.gz

BcE

FETARI H R 28 25k, AR RS HBC B ST e IR R Z0, AL An]
HEZBE T Apache HIPKR I/ Web BT, A48 N NEREAR 1 ssl SEELHL 135
KL, AT, TAIFE— “httpd.conf” A, WET php, petl, ssl, ldap
ARSI LA 7s AN [F] (AT BEE o

FAE RS e A 224 |, TARIBEIR B SRR MBS BrLART
AL RRTTRQIN @ R DS LS 20

FEASC “Linuxsos.pdf” W (0 AT BATHEAT— DML H M7 H %, S
(floppy.tgz) A tar (RS CPRME, W THEE RGRIBCESCIF. WERIRAE] T1X—3C
fF, ATEREA T LAESNEIY), RX LA B SO AN IoE BT A el
HHACSCE NG s b #5 DUHDK, IRTEE QB TR Z B, ARPEIRIN# 2,
A1 Apache BAFIIE AL &, A SALT

http:/ /pages.infinitnet/lotus1/doc/opti/floppy.t
N T84T Apache 45 #5, LUR SO0 dtals UUBIAR S e i die e H %
® i “httpd.conf” SCAFFE DR “/ete/htpd/conf/” H Ko
® i “apache” SUIFFE DIE] “/etc/logrotate.d/” H Ko
® K “heepd” SCAFHEDIF] “/etc/red/initd/” Ho
YRR LATE floppy.tgz FAZE KB R IR VCE SO, SESCHHE DRGSR E L,
B EFAUAS SO IR 245 DL, ORI BAR S SCA

letc/httpd/conf/httpd.conf AR E

BCHE “/etc/httpd/conf/httpd.conf” SCAT,  BAUT )1 27 SSL ¥ ] Apache
5525 R R ARG

Yl “ httpd.conf”  (vi /etc/httpd/conf/httpd.conf) FEIA:

Server Type standal one
Resour ceConfig /dev/null
AccessConfig /dev/null
ServerRoot "/etc/httpd"
PidFile /var/run/httpd.pid
Ti meout 300
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KeepAl i ve On

MaxKeepAl i veRequests 0
KeepAl i veTi meout 15

M nSpar eServers 16

MaxSpar eServers 64
StartServers 16

MaxCl i ents 512

MaxRequest sPer Chi |l d 100000
Port 80

<| f Define SSL>

Li sten 192.168.1.1:80
Li sten 192.168. 1. 1: 443
</|fDefine>

User www

G oup www

Server Admi n adm n@penar ch. com
Server Name www. openar ch. com
Document Root "/ hone/ htt pd/ ona"
I ncl ude conf/ mmap. conf
<Directory />

Opti ons None

Al owOverri de None

O der deny, al | ow

Deny from all

</Directory>

<Directory /home/ httpd>
Opti ons None

Al Il owOverri de None

O der all ow, deny

Al'low fromall

</Directory>

<Files .pl>

Opti ons None

Al Il owOverri de None
O der deny, al | ow
Deny from all

</Fil es>

Di rectoryl ndex index.htmindex. php index. html default.htm

UseCanoni cal Namre On

i ndex. cgi
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TypesConfig /etc/httpd/ conf/ m ne.types
Def aul t Type text/plain
Host nanmeLookups O f

ErrorLog /var/log/httpd/error_|og

LogLevel warn

LogFormat "% % % % \"%\" %s % \"% Referer}i\" \"% User-Agent}i\"" conbi ned
[ etc/ httpd/ conf/httpd. conf

Set Envlf Request URI \.gif$ gif-imge

CustoniLog /var/l og/ httpd/access_|l og conbi ned env=!gif-image

Server Si gnature O f

ScriptAlias /cgi-bin/ "/home/httpd/cgi-bin/"
<Directory "/ home/ httpd/cgi-bin">

Al Il owOverri de None

Opti ons None

O der all ow, deny

Al'low fromall

</Directory>

AddType application/x-httpd-php3 . php3
AddType application/x-httpd-php3-source . phps

Error Docunment 500 "The server made a boo boo.

Error Docurrent 404 http://ww. openarch. conferror. htm

Error Docurment 403 "Access Forbi dden -- Go away.

Browser Mat ch "Mozilla/2" nokeepalive

Browser Mat ch "MSI E 4\.0b2;" nokeepal i ve downgrade-1.0 force-response-1.0
Br owser Mat ch "Real Pl ayer 4\.0" force-response-1.0

Br owser Mat ch "Java/1\.0" force-response-1.0

Br owser Mat ch "JDK/ 1\. 0" force-response-1.0

<| f Define SSL>

AddType application/x-x509-ca-cert .crt
AddType application/x-pkecs7-crl .crl
</|fDefine>

<I f Modul e nod_ssl . c>

SSLPassPhraseDi al og builtin

SSLSessi onCache dbm /var/run/ ssl _scache
SSLSessi onCacheTi meout 300

SSLMutex file:/var/run/ssl_nutex
SSLRandonfSeed startup builtin
SSLRandonteed connect builtin
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SSLLog /var/log/httpd/ssl_engine_l og
SSLLogLevel warn
</ | f Modul e>

<| f Define SSL>

<Virtual Host _default_: 443>

Docunent Root "/ hone/ htt pd/ ona"

Server Name www. openar ch. com

Server Admi n adm n@penar ch. com

ErrorLog /var/log/ httpd/error_|og

SSLENngi ne on

SSLC pher Suite ALL:! ADH: RCA+RSA: +HI GH: +MEDI UM +LOW +SSLv2: +EXP: +eNULL
SSLCertificateFile /etc/ssl/certs/server.crt
SSLCertificateKeyFile /etc/ssl/private/server.key
SSLCACertificatePath /etc/ssl/certs
SSLCACertificateFile /etc/ssl/certs/ca.crt
SSLCARevocationPath /etc/ssl/crl

SSLVerifydient none

SSLVerifyDepth 10

SSLOptions +ExportCertData +StrictRequire

Set Envlf User-Agent ".*MSIE. *" nokeepalive ssl-uncl ean- shut down
Set Envlf Request URI \.gif$ gif-imge

Custoniog /var/l og/ httpd/ssl_request_|og \

"o& 9 9% SSL_PROTOCOL}x % SSL_CIPHER}x \"%\" %" env=!gif-inage
</ Vi rtual Host >

</|fDefine>

FEE: WERIRNT Apache IRZS 8N T mod_php3 #itk, A4 T 5 AEAE F)L
AT “/ete/ httpd/conf/httpd.conf” A

AddType application/x-httpd-php3 . php3
AddType application/x-httpd-php3-source . phps

ER: WARARXS Apache BRFSHIIA T mod_perl Bitk, AL R HIMLAT
A “ /etc/httpd/conf/httpd.conf” ST, LM MRS a5 A E ANF] perls AR

<Location /perl-status>
Set Handl er perl-script

Per | Handl er Apache: : St at us
O der deny, al | ow

Deny from all

Al low from192.168.1.3

</ Locati on>
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letc/logrotate.d/apache C-HIACE

BiL’E “/etc/logrotate.d/apache” XA, ik FR S A MG SUHRIN H &3

f15 “apache” A (touch /etc/logrotate.d/apache) FfHIA FIHIJLAT:

/var/ 1 og/ httpd/access_|og {
nm ssi ngok

postrotate

fusr/bin/killall -HUP httpd
endscri pt

}

/var/log/httpd/error_|log {
m ssi ngok

postrotate

fusr/bin/killall -HUP httpd
endscri pt

}

/var/l og/ httpd/ssl_request_|l og {
m ssi ngok

postrotate

fusr/bin/killall -HUP httpd
endscri pt

}

letc/rc.dlinit.d/httpd  JEIAS SO F BE B
BLE “/etc/red/initd/httpd” BIA SO LUR A5 1E Apache HRG5 4 o
B “hepd” JIASCHE Ctouch /ete/re.d/initd/htpd) FHIIALLF LR JLAT:

#!/bin/sh
Startup script for the Apache Wb Server

#
#
#
# chkconfig: 345 85 15

# description: Apache is a Wrld Wde Wb server. It is used to serve \
# HTML files and Cd .

# processnane: httpd

# pidfile: /var/run/httpd.pid
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# config: /etc/httpd/ conf/httpd. conf

# Source function library.

/etc/rc.d/init.d/functions

# See how we were called
case "$1" in

start)

echo -n "Starting httpd:
daenmon httpd - DSSL

echo

touch /var/| ock/ subsys/httpd
st op)

echo -n "Shutting down http:
killproc httpd

echo

rm-f /var/lock/subsys/httpd
rm-f /var/run/httpd.pid

st at us)

status httpd

restart)

$0 stop

$0 start

r el oad)

echo -n "Rel oadi ng httpd:
killproc httpd -HUP

echo

)

echo "Usage: $0 {start|stop|restart]|rel oad|status}"”
exit 1

esac

exit O

BEEAIASCA A AT e BB AR -

[ root @eep]# chnod 700 /etc/rc.d/init.d/ httpd
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F NI 445 Apache £237. re.d IBERZ:

[ root @eep]# chkconfig --add httpd

H N TR 2 F0T 5 8)) Apache 5545 :

[root @eep]# /etc/rc.d/init.d/ httpd start

FER: “-DSSL” MEI& LA SSL AR B Apache. WIAMRA B LATEE AR 5)
Apache, 7E “daemon httpd” FiT#52: “-DSSL” .

{RiE Apache By& £

AU H E L BRI ) 2 AT R e S BRI web 55 s LT A (K 547
1217 (httpd.conf SLAFHH) User 1 Group) o« B EEH T LA R D IFA—A
HBEREIZAT Web RG5#5 ~FAP R o BIEBXAS A GEF B A www) FEAf TR
X T RGN HAB TS e K AT B N U5 TR AR

[ root @eep]# groupadd -g 80 www
[ root @eep]# useradd -g 80 -u 80 www

AR IR ) Web k554 E—S B B30 H sk HIAUR

[ root @eep]# chnod 511 /usr/sbhin/httpd
[ root @eep]# chnmod 750 /etc/ httpd/ conf/
[ root @eep]# chnod 750 /var/ | og/ httpd/

PRon] DAAIEE — M EFAH] B EU heep 7 HK, BN root MANEIZ H 22 AMK
17, FEHAN A OIS . (Bl “/home/httpd/ona” ) .

HZh &5

FEAETEOL T, Apache —BEMIE T HENZ G HRMIEIT (httpd.conf LA
IndexOptions) o XEMAE IR HRVT T — DA RGN H K, IsarafizH
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K NABHANLR G WHAILY, Rk a8, RO iR R Ay 8
PRSP R 2500 b

FORMIIXANEIN, ARF A0 H R BERRAZE (A H s B 3crF) gl
7Y, “chmod 3117 o HURTHXIPTITH, EHEEARKMIE NPT

[ root @eep]# cd /home/ httpd/
[ root @eep]# chnmod 311 ona
[root @eepl# |Is —-la

d-wx--x--x 13 webmaster webmaster 1024 Jul 28 08:12 ona

R, AEDZIE IR H KR5S 2 BSR4 L

For bi dden

You don't have perm ssion to access “/ona/” on this server.

XT mount _EF 3R GEAEHE 2 ]
X mount EIISCHREE, Wl: “/chroot” , AILIIN_E—S89% B EETN, W: nosuid

(R PAZZ N (FE chroot I EH BT Apache) X/ o BILUE “/etc/fstab”
AR TR

iE “fstab” CF (vi fetc/fstab) JHZFT AN Z:

/ dev/ sda7 /chroot ext2 nosuid 1 2

“_<nosuid>" BRI AN RELEFR E MIBCE. Apache 173X % “ set-user-identifier”
B “set-group-identifier” , XZIHFRWE SUID/SGID KA fetk.

RHBAEA Al .dbmpasswd 2RS4
SIEVRTFED P BT S S0 UE B XA

[ root @eep]l# chnod 750 /usr/bi n/ dbmanage
[ root @eep]# /usr/bin/dbmanage /etc/httpd/.dbnpasswd adduser usernane
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“_<.dbmpasswd>" EEM AN LT <username>SEPREAE “.dbmpasswd”
SO RIS 4

TR EE I FCE A

ORATSARL” T LA BB MIR . R AR R AR S
PSR, — EURICELS T “hpd.conf” Belf% FI—FERIFE “/RnTsclf” %
SCEEEMA:

[root @eep]# chattr +i /etc/httpd/ conf/httpd. conf

7t chroot i 5k+iz1T Apache

KR WHA B 1R GBI Apache SKRIERE RS, Apache BT T LA
3E root F P I BHRIEAT, ANGAT shell FIHAB ™, TR FEARAS RG] REIE RO HA T «
IR, KZHL Apache IR 5543 SLVF T AR A B Ui IR, SXARBRZ 22 ax bRl Fir L
KB ORI LR IR NP R B, 7E chroot MEBRIZ4T Apache.

chroot M ik KU AR 2 PR Chetpd) SF4BERE L BEDT In) S HEARATAR T AN 2 3C
PERGIR. T35h, TR 5067 Apache, W] LARRBIZE IR TSCE IR
BREENE, ANHE setuid FE7, IXFFIIAERFH H S bug — PRI root AR
IR AR INIUE S

25 Apache A “chroot” HITHREIACE LA U A BERR AT . AEFAT]
FTIATHT, TEPuE R AEA, el Mgy 2 (EARAED JRmb .

PR

®  U12R Apache BfiR, Bk B NAZABEYS M) B R GE AL > WifR
Apache BLH CHMSZRIHI T /I B IaAT, Aol 7 P g i 4
“nobody” o & — T, web x554% LA nobody B HAMAINE AL )
UID/GID W S isAT IR, B RnBEM chroot Ui i) oAt LA
“nobody” SIS TR

® USRI CGI BIA T REBITE 24, N FeiFAEEe AT email AOEARH)
“/etc/passwd” I, PRI A G KA.
B

® (L chroot PRTTEERIMNAZE Ao AR AT LU A HERE ol E e 1t
SO s B ERCIHR G, DAANE R 2 A/, RS
BEARBAE R AT BENE, B RS NS R SO R Tibe AIHARI

PA L
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® KL, RIN web MRSTamBIN S, RS ILARAT AL AR AR AL
Aeo B, WERARAEH] Perl/CGL, VRAUHT EAE chroot A BIIIE 2 Ar B %
DU ) BRSO perl BESCAE, A8H] SSL, PHP AHABIIRERZ B Z
XFE.

N HIF Y chroot FURCEAERRAR LA A T BB RAIE T 7 Apache RS54 e T
mod_sslv mod_php Fll mod_auth_db #t. FR7E Apache k554 D&k T4,
SUYE A NETTELE chroot [ H s TUARLE FE ST

TOAE, WERVRA] mod_per Zi% T Apache, T 240 —BEHISCIER perd (1112301
P& UL chroot THIH K. Perl 71 “/ust/lib/perls” Hax, ABTIEVRHIE] ped, 18
XA H sk DR /chroot/httpd /ust/lib/perd5/” o IS T AE4% VU2 BT SEAE AR
chroot A5 AIEEIZAN H 3% C “/chroot/httpd /ust/lib/perd5” )

R hetpd 3R — 20, BATI T ZHEEA 195 VL2 chroot 554

[root @eep]# | dd /usr/sbin/httpd

libpam so.0 => /lib/libpam so.0 (0x40016000)
libmso.6 => /lib/libmso.6 (0x4001f000)

libdl.so.2 => /lib/libdl.so.2 (0x4003b000)
libcrypt.so.1 => /lib/libcrypt.so.1 (0x4003e000)
libnsl.so.1 => /lib/libnsl.so.1 (0x4006b000)
libresolv.so.2 =>/lib/libresolv.so.2 (0x40081000)

l'i bdb.so.3 => /lib/libdb.so.3 (0x40090000)

libc.so.6 => /lib/libc.so.6 (0x400cbh000)
/1ib/ld-1inux.so.2 => /lib/ld-linux.so.2 (0x40000000)

R N RS, e .

BB

ARIEBAWIITE,  HiadT hepd G id ML ide WERAREA root 115
111a4T Apache (1935, WRIFEFIAAAT T WERARH— A CE R G H AR
1847 httpd, A htpd (B ATRERTS T & SKbR ERELE, Sk 2kl

TR PR id SR, KA ¢ etc/passwd” Fl ¢ /etc/group” AL
F— AT vid/gid 7 FATTXHAGA 80:
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[ root @eep]# groupadd -g 80 www
[ root @eep]# useradd -g 80 -u 80 www

i

T chroot I, o, FATTFEG)E Apache i) chroot 4544 FA 1M chroot
[¥) Apache “/chroot/httpd” o “/chroot/httpd” JE A 1A T 8 2 1) & A4z il i 7e )
— NI H 3%

[root @eep]# /etc/rc.d/init.d/ httpd stop &« if Apache is already installed and
run on your system
[ root @eep]# nkdir /chroot/httpd

BRI FEANER R (7S

[ root @eep]# nkdir /chroot/httpd/dev

[root @eep]# nkdir /chroot/httpd/lib

[root @eep]# nkdir /chroot/httpd/etc

[root @eep]# nkdir -p /chroot/httpd/usr/sbin

[root @eep]# nkdir -p /chroot/httpd/var/run

[ root @eep]# nkdir -p /chroot/httpd/var/log/httpd

[ root @eep]# chnmod 750 /chroot/httpd/var/log/httpd/
[ root @eep]# nkdir -p /chroot/httpd/ home/ htt pd

PEUL R E Hk, BB SO, cgi-bin H, AR H S hepd FE5:

[root @eepl# cp -r /etc/httpd /chroot/httpd/etc/

[ root @eepl# cp -r /home/httpd/cgi-bin /chroot/httpd/ hone/httpd/

[ root @eepl# cp -r /home/ httpd/your-Document Root /chroot/httpd/ home/ htt pd/
[ root @eep]# nknod /chroot/httpd/dev/null ¢ 1 3

[ root @eep]# chnod 666 /chroot/httpd/ dev/null

[ root @eep]# cp /usr/shin/httpd /chroot/httpd/usr/shin/

[root @eepl# cp-r /etc/ssl /chroot/httpd/etc/ € requireonlyif you use nod_ssl.
[ root @eep]# chnmod 600 /chroot/httpd/etc/ssl/certs/ca.crt

[ root @eep]# chnod 600 /chroot/httpd//etc/ssl/certs/server.crt

[ root @eep]# chnod 600 /chroot/httpd/etc/ssl/private/ca. key

[ root @eep]l# chnod 600 /chroot/httpd/etc/ssl/privatel/server. key
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A M chroot A RS, FRATTAEAR FazqT, PrlAFRA 177 E0
“/chroot/httpd/etc” «  “/chroot/httpd/dev” “/chroot/httpd/lib”
“/chroot/httpd/ust/sbin” v “/chroot/httpd/var/run” v “/chroot/httpd/home/httpd”

i “ /chroot/httpd/var/log/httpd ” IXHE H 5%,

DR AT L 61 Apache, [T ATRA TS EAT1 2226 3 chroot 1) H k4
FIHLHE . F] “1dd /chroot/httpd/ust/sbin/httpd ™ KA T H T ZEMS L PESCF . Al 3
W T BAE Apache T TURLERIEL, ML T AL 1

i bpam so.0 => /1lib/libpam so.0 (0x40016000)
libmso.6 => /lib/libmso.6 (0x4001f000)

libdl.so.2 => /lib/libdl.so.2 (0x4003b000)
libcrypt.so.1 => /lib/libcrypt.so.1 (0x4003e000)
libnsl.so.1 =>/lib/libnsl.so.1 (0x4006b000)
libresolv.so.2 =>/lib/libresolv.so.2 (0x40081000)
libdb.so.3 => /lib/libdb.so.3 (0x40090000)

libc.so.6 => /lib/libc.so.6 (0x400cb000)
/1ib/ld-1inux.so.2 =>/lib/ld-1inux.so.2 (0x40000000)

75 UL DRI

[root @eep]# cp /lib/libpamso.0 /chroot/httpd/Ilib/
[root @eepl# cp /lib/libmso.6 /chroot/httpd/lib/
[root @eep]# cp /lib/libdl.so.2 /chroot/httpd/lib/
[root @eepl# cp /lib/libcrypt.so.1 /chroot/httpd/lib/
[root @eepl# cp /lib/libnsl* /chroot/httpd/Ilib/

[ root @eep]# cp /lib/libresolv* /chroot/httpd/lib/

[ root @eep]# cp /lib/libdb.so.3 /chroot/httpd/Ilib/
[root @eepl# cp /lib/libc.so.6 /chroot/httpd/lib/
[root @eepl# cp /lib/ld-linux.so.2 /chroot/httpd/lib/

N T R R4 Th Rtk Ag AT URIE 52T T LS RA MR A

[root @eep]# cp /lib/libnss_conpat* /chroot/httpd/lib/
[root @eep]# cp /lib/libnss_dns* /chroot/httpd/Ilib/
[root @eep]# cp /lib/libnss_files* /chroot/httpd/lib/
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TEM chroot R HXHL C “/chroot/httpd/etc” ) #5 DURIT] passwd A group L1
X P A] fipd WA passwd Fil group SCAHF—FF

[root @eepl# cp /etc/passwd /chroot/httpd/etc/
[root @eep]# cp /etc/group /chroot/httpd/etc/

Bk, EWA X (passwd Al group) FEFIIZAT apache [ IR T4
HIER . PRIETZEE “ Jetc/resolv.conf’ “/etc/nsswitch.conf” Fll /etc/hosts” -

G’ “passwd” M (vi /chroot/httpd/etc/passwd) FFHEIEAT apache [ 1AM
FABIMER (FERATIHBCE T “www” )

WHE “passwd” U] “ATTARAL”

[ root @eep]# cd /chroot/httpd/etc/
[ root @eep]# chattr +i passwd

Yt “group” XA (vi /chroot/httpd/etc/group) HHIEAT apache I AL
fb bR (FERATRRE TR “www” ) -

A “group” SRR “ATECEGL”

[ root @eep]# cd /chroot/httpd/etc/
[root @eep]# chattr +i group

XA “httpd.conf” WE “ANI KRR

[root @eep]# cd /chroot/httpd/etc/httpd/conf/
[root @eep]# chattr +i httpd. conf

W BE CAEAANL” , SCEANGERUNER AL, ANRERRER, ARERTEA
WA, FATEH  LGE R et
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[root @eep]# cp /etc/resolv.conf /chroot/httpd/etc/
[root @eep]# cp /etc/hosts /chroot/httpd/etc/
[root @eep]# cp /etc/nsswitch.conf /chroot/httpd/etc/

X “resolv.conf” CAFRE “ AT ARLL” -

[ root @eep]# cd /chroot/httpd/etc/
[root @eep]# chattr +i resolv. conf

XF “hosts” CAFIR'E “ AN EARL”

[ root @eep]# cd /chroot/httpd/etc/
[root @eep]# chattr +i hosts

X “nsswitch.conf” SCAFWRE “A] ALY

[ root @eep]# cd /chroot/httpd/etc/
[root @eep]# chattr +i nssw tch. conf

T “ocaltime” SCHFFE DI RIMIAR A, DS H ST DAL AR KA R X AT %

[root @eep]# cp /etc/localtine /chroot/httpd/etc/

TR TH 8 SCAAT H 5%

[root @eep]l# rm-rf /var/log/ httpd/
[root @eepl# rm-rf [etc/httpd/
[root @eep]l# rm-rf [hone/ httpd/
[root @eep]l# rm-f /[usr/sbin/httpd

FBR=
AN syslogd BT chroot k55
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W, HFEEE “/dev/log” [M] syslogd i iH. HHTE T chroot ik, XFEM)

HRCEARRE T, BrLATT ZEIm 50 syslogd P AL /chroot/httpd/dev/log” « Bl 17
PLYwl syslog Ji BIIEIA LB AN syslogd W Wr#4 M  HiLk :

Yl “ syslog” A (vi /etc/re.d/init.d/ syslog) B0 R IHI4T

daemon syslogd -m O

BOSE

daenon syslogd -mO0 -a /chroot/httpd/dev/I og

A BRIY:
i “hipd” PIA (vi Jete/re.d/initd/htepd) B HIHI4T

daenmon htt pd

BOSE

[ usr/sbin/chroot /chroot/httpd/ /usr/sbin/httpd -DSSL

rm-f /var/run/httpd.pid

BOSE

rm-f /chroot/httpd/var/run/httpd.pid

Red Hat ] “init” JAIASSFIPBEREAN SEVFREEASER PID S0, E2HTT “hepd”
JABIIAAE chroot M52 ANEAT, BT LUVE IR SIS LEASZ 50 o

s ik
MR chroot E ! FFH 3] syslogd:

[root @eep]# /etc/rc.d/init.d/ syslog stop
[root @eep]# /etc/rc.d/init.d/syslog start
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IAE, TR chroot T ) Apache:

MR, BATET5EM T R, “/etc/rc.d/init.d/httpd start” . WIRAR
WA RGE, A “psauwx | grep httpd” FHF httpd SEFEE T  WIERTE
14T, FAIHRE A heepd IR S RN E A chroot T “Is -la
/proc/that_process_number/root/” o UIRAREF:

dev
etc
home
lib
usr

var

—4
R

W ERNE, WRARA T Perl, IRFEHERGE perd i “ /use/lib/perd5” FIH:
b EPE DL ST HE R I chroot XIS, X [RIFEE M T SSL. PHP 25510

B EH K  letcllogrotate.d/apache (fF

WALE, Apache HEATT“/chroot/var/log/httpd” H KM AN FFIE “ /var/log/httpd”
P LABRATTTF ZE L “ Jete/logrotate.d /httpd ™ SCAFLAFR IA1HT B chroot T H . &
75 mod_ssl %1% Apache, SEI—17 DUEAT HAREREL - AFF %
ssL_request_log. WCERE “/etc/ logrotate.d/apache” B8 B AR H &

f%E “apache” A (touch Jetc/ logrotate.d/apache) FEIMA

/chroot/httpd/var/log/ httpd/ access_| og {

nm ssi ngok

postrotate

fusr/bin/killall -HUP /chroot/httpd/usr/sbin/httpd

endscri pt

}
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/chroot/httpd/var/log/httpd/error_log {

nm ssi ngok

postrotate

fusr/bin/killall -HUP /chroot/httpd/usr/sbin/httpd

endscri pt

}

/chroot/httpd/var/log/ httpd/ssl_request_log {

nm ssi ngok

postrotate

fusr/bin/killall -HUP /chroot/httpd/usr/sbin/httpd

endscri pt

}

/chroot/httpd/var/log/ httpd/ssl_engine_|l og {

nm ssi ngok

postrotate

fusr/bin/killall -HUP /chroot/httpd/usr/sbin/httpd

endscri pt

}

4 Apache

AR S

WFEASSCAE, 8 “mod_mmap_static”  CUIRARIIEIRAE b 1HI G i I TR A
i, IR AR ST T AR/ mod_mmap_static.c) ek Apache (Jjln)

http:/ /www.apache.org/docs/mod/mod mmap_statichtml) FFi%'E Apache XA Y
MFHPNAEIG, BIATLL root B —AMELE SO

[root @eep]# find /home/ httpd/ htdocs -type f -print | sed -e 's/.*/nmapfile &'

> [etc/ httpd/ conf/ mmap. conf

I NI FEAEVRIR) Apache FUE SCF L “mmap.conf” -

[root @eep]# vi /etc/httpd/ conf/httpd. conf

75 “hipd.conf” SCHFFIIAIX T+
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I ncl ude conf/ mmap. conf

noatime

Linux P X248 mount [iENHY noatime. 1X—i%EIi ] LIAE “ /etc/fstab”
A IIZE mount BT o Y PLUXAEIIEI mount LRGN, XSO IUA S
BB 1 atime (55 T XAMER (atime) WAHAH, BrLAEk/D atime
W N EIS TP

noatime B & KT MW IR T S0 RG0S S HAE,  Soff RJE o s gl
R HT SEAEAN SR U R VR E R A U, I O FE e nl DA A
g5 asPERE. R wtime {5 EPBRE R, ATATIRMZ SCHHES, %45 BAER .
gk fstab SCF (Vi Jete/fstab) NN noatime ZETH :

/ dev/ sda7 /chroot ext2 nosuid, nodev, noatine 1 2

fBUE “/dev/sda7” ZARIBE “/chroot” [

BRI ARGIEH] Ty BEA T

[ root @leep] # reboot
[ root @leep]# cat /proc/mounts

ip_local_port_range %k

X HEEXT “/proc/sys/net/ipv4/ip_local_port_range” HF) sysctl SCAFA Linux
0> 2.2.ip_local_port_range -2 INTEGERS 134K

5E XA TCP A UDP A8 FH i 11 Y0 B A g 1 Akt S — N2 58—
g, S AT R — N I, X e R, B A2 R 32768-61000.

echo “32768 61000” > /proc/sys/net/ipv4/ip_local_port_range

LRI 2N« /ete/red/rclocal” ST, N REDE RGIRMATT A

4 T
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RIRBI ARG HRIXH

/etc/rc.d/init.d/ httpd
/etc/rc.d/rc0.d/ Ki15htt pd
/etc/rc.d/rcl. d/ Ki5htt pd
/etc/rc.d/rc2.d/ Ki15htt pd
/etc/rc.d/rc3.d/ S85httpd
/etc/rc.d/rc4.d/ S85htt pd
/etc/rc.d/rch. d/ S85htt pd
/etc/rc.d/rc6. d/ Ki5htt pd
/etc/|ogrotate. d apache
/etc/httpd

/et c/ httpd/conf

/etc/ httpd/ conf/httpd. conf.default
[ etc/ httpd/ conf/httpd. conf
/etc/httpd/ conf/mne.types. defaul t
/etc/httpd/ conf/ mne.types

/etc/ httpd/ conf/ magi c. def aul t
/etc/ httpd/ conf/ magic

[ etc/httpd/ php.ini

/ hone/ htt pd
/usr/incl ude/ apache/ ap_nd5. h

>
>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

> [usr/include/ apache/ ap_mm h

> [usr/incl ude/ apache/ ap_mm. h
> [usr/include/ apache/ ap_shal. h
> [usr/include/ apache/ buff.h
> [usr/incl ude/ apache/ conpat . h
> [usr/include/ apache/ conf. h
> [usr/incl ude/ apache/ expl ain. h
> [usr/include/ apache/ f nmat ch. h
> [usr/incl ude/ apache/ hsregex. h
> [usr/include/ apache/ http_conf_gl obal s. h
> [usr/include/ apache/ http_config.h
> [usr/include/ apache/ http_core. h
> [usr/include/ apache/ http_l og. h
> [usr/include/ apache/ http_nmain. h
> [usr/include/ apache/ htt p_protocol . h
> [usr/incl ude/ apache/ htt p_request.h
> [usr/include/ apache/ htt p_vhost. h
> [usr/include/ apache/ httpd. h
> [hone/ httpd/cgi-bin

> [hone/ httpd/ cgi-bin/printenv
>

/ hone/ htt pd/ cgi-bin/test-cg
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> [usr/ bi n/ ht passwd
[ usr/ bi n/ ht di gest
[ usr/ bi n/ dbmmanage
/usr/incl ude/ apache
/usr/incl ude/ apache/ xn
/usr/include/ apache/ xm /asciitab.h
/usr/incl ude/ apache/ xm / hasht abl e. h
/usr/include/ apache/ xm /iasciitab.h
/usr/include/ apache/ xm /1l atinltab. h
/usr/include/ apache/ xm / nanet ab. h
/usr/include/ apache/ xm /utf8tab. h
/usr/include/ apache/ xm / xm def . h
/usr/include/ apache/ xm / xm parse. h
/usr/include/ apache/ xm /xmrole.h
/usr/include/ apache/ xm / xm t ok. h
/usr/include/ apache/ xm / xm tok_i npl . h
/usr/include/ apache/al l oc. h
/usr/include/ apache/ ap. h
/usr/incl ude/ apache/ ap_conpat . h
/usr/incl ude/ apache/ ap_config. h
/usr/include/ apache/ ap_config_auto.h

/usr/include/ apache/ ap_ctx. h

>
>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

>

> [usr/include/ apache/ ap_ctype. h

> [usr/incl ude/ apache/ ap_hook. h
> [usr/include/ apache/ multithread. h
> [usr/include/ apache/rfcl1413. h
> [usr/incl ude/ apache/ scor eboard. h
> [usr/include/ apache/util _date.h
> [usr/include/apache/util _nd5. h
> [usr/include/ apache/util _script.h
> [usr/include/apache/util _uri.h
> [usr/include/ apache/os. h

> [usr/include/ apache/ os-inline.c
> [usr/lib/apache

> [usr/ man/ manl/ ht passwd. 1

> [usr/ man/ manl/ ht di gest. 1

> [usr/ man/ manl/ dbmmanage. 1

> /usr/ man/ man8/ ab. 8

> [usr/ man/ man8/ htt pd. 8

> [usr/ man/ man8/ | ogresol ve. 8

> [usr/ man/ man8/ r ot at el ogs. 8

> [usr/ man/ man8/ apxs. 8

> [usr/sbin/httpd

>

/usr/shin/ab
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/usr/sbin/logresol ve
[ usr/sbin/rotatel ogs
[ usr/ sbi n/ apxs
/var/1og/ httpd

>
>
>
>
> [var/ cache
>

/var/ cache/ httpd

Ali%AY Apache #34

Devel-Symdump

Perl [(FER Devel:Symdump $&{it—MREF I A2 AT AL AL A perd 04T
TRMEHIGRZ N N 2.00 lATHIR, XA /DT perl5.003. S22
PR, TERENE iR

L/
Devel-Symdump B http:/ /www.petl.com/CPAN/modules/by-module/Devel/ .

[ root @eep]# cp Devel - Syndunp-version.tar.gz /var/tnp/
[ root @eep]# tar xzpf Devel - Syndunp-version.tar. gz

BB devel-Symdump H g IFFEVRIG L mim A N K %

[ root @eep]# perl Makefile.PL
[ root @eep] # make

[ root @leep]# nake test

[ root @eep]# make install

)5 HIiRER:

[root @eepl# cd /var/tnp
[root @eep]l# rm -rf devel - Syndunp. versi on/ Devel - Syndunp-version.tar. gz

CGl.pm

CGLpm & MRAEZ M Ped5 I, HIKE WWW K] CGI AR . 8 A1
BEEMIAS bug 822, AL BAEIRINARGU T, TRz 20 B BIRCAS 2,51,
TR, VTG NI 2 R

418


http://www.perl.com/CPAN/modules/by-module/Devel/

B+ RS —LINUX APACHE WEB R 4558
A

CGLpm FT1: http://stein.cshl.org/WWW/software/CGl/cgi_docs.html.

[root @eep]l# cp CA.pmtar.gz /var/tnp/
[root @eep]# tar xzpf CA.pmtar.gz

HEAHT CGLpm H X IR L imam A NI iy %2

[ root @eep]# perl Makefile.PL
[ root @eep] # make

[ root @eep]# nake test

[ root @eep]# make install

H )5 HIiRER:

[root @eepl# cd /var/tnp
[root @eep]l# rm-rf CE.pm CAE.pmtar.gz

FormMail

FormMail /& M ERPEK] WWW R HLE] HL 7 B ER O TX LR R 2R
KN tag CLAZIHE E LMEAIASR R S AT IR SRR LA o B2 Baz ), i
LUH A 4R:

LR

Formmail 3 71: http://www.worldwidemart.com/scripts/formmail.shtml.

[root @eepl# cp formmail.tar.gz /var/tnp/

[root @eep]# tar xzpf formmil.tar.gz

BEABT Formmail FISRIFAEVRA LA R IR <

[ root @eepl# vi Fornmmil . pl

@eferers = ('openarch.coni,'192.168.1.1");

XA VPR E X, XL ] LLORAF R I ARIY) FormMail JIAS .
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“FormMail.pl” A TFEIRAEARMI RS 2500 “cgi-bin” HakH, FH www HJ
I EA AT AR .

[root @eep] # cp Formmail.pl /home/httpd/cgi-bin/ (#REKECE HHZKX).

HEN “cgi-bin” Hk

[ root @eep]# chnmod 750 For nmai | . pl
[ root @eep]# chown 0.99 Formuil . pl

H )5 HIiRER:

[root @eepl# cd /var/tnp

[root @eep]l# rm-rf formmil/ formmail.tar.gz

Webalizer

Webalizer &4~ web HRS525 110 H & SCLEHTRER, BL HTML RS X R S5 2%
PS4 3. 5 R RN B REMETER 720 & T

L/
Webalizer - 1 ; http:/ /www.mtunix.net/webalizet/ o

[ root @eep]# cp webalizer-version-src.tgz /var/tnp/

[root @eep]# tar xzpf webalizer-version-src.tgz

Webalizer 7 % Tom Boutell 821 GD KR WRARIEHKA %K LR, M Red
Hat ) Linux 6.1 Y68 2238

[root @eep]# rpm-Uvh gd-devel -version.i 386.rpm
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BEABI Webalizer H 3 IFAEARIN E8d4an A\ 1 T fir 22

CC="egcs" \

CFLAGS="-® -funroll-loops -ffast-math -mali gn-doubl e - ncpu=penti unpro
-mar ch=pentiunpro -fomit-frame-pointer -fno-exceptions" \

./lconfigure \

- - prefix=/usr

[ root @eep] # make
[ root @eep]# make install
[ root @eep]# nkdir /home/ httpd/ usage

FEVRIF) “httpd.conf” SCAFHAIAN HIFKAT:

Alias /usage/ "/hone/httpd/usage/"
<Directory "/ home/ httpd/ usage">

O der deny, al | ow

Deny from all

Al low from192.168.1.3

</Directory>

HEiRRR:

[root @eep]# cd /var/tnp
[root @eep]l# rm-rf webalizer-version/ webalizer-version-src.tgz

FAQ-O-Matic
Faq-O-Matic s&—/M& T CGL RS, AJLLESNYES FAQ (ERK AL [a] K

W] @515, Frequently Asked Questions list) o ‘& SRV )& ZMNFF RN FAQ. %2
GRAGREY, BN R

/G TE

FAQ-O-Matic £ 11{: http:/ /www.dartmouth.edu/~jonh/ff-serve/cache/1.html.
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[root @eep]l# cp FAQ O Matic-version.tar.gz /var/tnp/
[root @eep]# tar xzpf FAQ O Matic-version.tar.gz

FEZAE “FAQ-O-Matic” i H5EHUBTRIN “CGLpm” RE/- /b FIRRAS 2.51
B BEABTH) FAQ-O-Matic H > IFAEVRA A smiam A 1 1 i fir 2

[ root @eep]# perl Makefile.PL

[ root @eep] # make

[ root @eep]# make install

[root @eep]l# mv fom /hone/ httpd/cgi-bin/ (or wherever your Cds live).
[ root @eepl# nkdir -p /hone/ httpd/cgi-bin/fomneta

[root @eep]# nkdir -p /hone/ httpd/faqomatic

[ root @eep]# chown 0. ww / hone/ httpd/cgi-bin/fom

[ root @eep]# chown -R www. www / hone/ htt pd/ cgi - bi n/ f om net a/

[ root @eep]# chown -R www. www / hone/ htt pd/ f agonati c/

TEVRE) “httpd.conf” SCAFH DA T IHIAT :

Alias /fagomatic/ "/hone/httpd/faqomatic/"
<Directory "/ hone/ httpd/fagomatic">

O der all ow, deny

Allow fromall

</Directory>

Alias /bags/ "/hone/httpd/faqomatic/bags/"
<Directory "/ home/ httpd/faqomatic/ bags">
O der all ow, deny

Allow fromall

</Directory>

Alias /cache/ "/hone/httpd/faqomatic/cache/"
<Directory "/ home/ httpd/fagomatic/cache">

O der all ow, deny

Allow fromall

</Directory>

Alias /item "/honme/httpd/faqomatic/itenm"
<Directory "/home/ httpd/faqomatic/iten>

O der all ow, deny

(L
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Al low fromall

</Directory>

BN R a2 J R AR web %52

[root @eepl# /etc/rc.d/init.d/ httpd restart

Net scape http:/ /| ocal host/cgi-bin/fom (EARAAREXRN L) . ( BFEA URL) .
B N AR R I R

Bz fom meta Hx

BG5S Define configuration parameters” &

tn. fE“Mandatory: Server directory configuration” FiE F7IZ5
$serverBase= http://ww. openarch. com

$cgi URL= /cgi-bin/fom

$serveDir= /hone/ httpd/ faqomati c/

$serveURL= /faqomatic/

[root @eepl# cd /var/tnp
[root @eep]l# rm-rf FAQ OWatic-version/ FAQ Owvatic-version.tar.gz

Webmail IMP

IMP J&—A~ IMAP 1) Web BB mail /7. B22B0Z 80, 5% N E.

L/ TR
Webmail IMP 3= 171 ; http:/ /www.horde.otg/imp/

[ root @eep]# cp horde-version.tar.gz /hone/ httpd/
[root @eep]# tar xzpf horde-version.tar.gz

[ root @eep]# mv horde-version horde

[ root @eep]# cp inp-version.tar.gz /hone/ httpd/ horde/
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N “horde” H3¥(cd /home/httpd/horde/), FH untar/gzip imp-version.tar.gz

[root @eep]# tar xzpf inmp-version.tar.gz
[root @eep]l# rm-f inp-version.tar.gz

[ root @eep]l# mv inp-version inp

FEARI “httpd.conf” SCHEFF AN N IHIFRI4T

Al'ias /horde/ "/hone/httpd/ horde/"
<Directory "/ hone/ httpd/ horde">

O der all ow, deny

Al'low from al |

</Directory>

Alias /inp/ "/home/httpd/ horde/inp/"
<Directory "/ hone/ httpd/ horde/inp">
Opti ons None

O der all ow, deny

Allow from al |

</Directory>

HI R T i 2 BRI web iS5 4%

[root @eepl# /etc/rc.d/init.d/ httpd restart

DUAE SR BN “ setup.php3” 515, T HI L web BCE IMP [FIRES . %
ISR A, WRETEANTRVFI, (ESE IR AT LR

HEN “horde” H% (cd /home/httpd/horde/)  FFEAELeumbi AN R I T4

[root @eep]# sh ./install.sh

PRIZ ] AR SE #4517 “http:// <your imp server>/ <your horde
home>/setup.php3” o 7EIX HARAT LAREN B TEAL I BB RS R I 0] LARC EARE) IMP.
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MARECE S R S 0RO AR R .
HEAHH “horde” H3% (cd /home/httpd/horde/) FHAEVRII Zsiiin A\ T I A

[ root @eep]# sh ./secure.sh

HEiERR:

[root @eepl# cd /var/tnp
[root @eep]# rm-rf horde-version.tar.gz
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Linux IPX Netware™% -

TPX /& Novell 24 A FHst, AT fh NetWare™H (1% TS
.

nepfs A& RENS SCRF Novell NetWare™ NCP WX U RSG5 . NCP 5T NetWare
% NFS % TCP/IP kL. ok Tk Linux RAHED mount I NetWare [ 31 R4,
T EUFERIT) mount #2177 neps AT ELHATIXFEN mount F2/7, 104 He ISR AL E AN
i nepfs RGN T HE. vJLLHAA “opm —” iU A— FMERZE T 2R LA
GHET nepfso

ipxutils ZAFEALIE— 2L Linux N ACEATEG IPX SRR 21 1T H
(ipx_configure. ipx_internal_net. ipx_interface A ipx_route) o IPX #& Novell NetWare
SOk i FRARARESCA IR R 2 Do A2 R BT Pl 2 422 ipxutils, HI“epm —q ipxuils”
ot

pE I

ST AT A Unix A2

PEEEARES D« var/tmp”  CHIRTESERRIG LR AT UL B AR .
ZEAE RedHat Linux 6.1 FIHRER .

B “root” AT 2%

nepfs [RIARCASIE 2.2.0.12,

ipxutils IRCASE 2.2..0.120

PE—AN T IPX $1 NCP B9

GBI W AZSCHF IPXORT NCP Whisle 7R IPENAZ I 5e, T THIR)IX L8 ] i 4R
g[ﬁ]% “y” .

The I PX protocol (CONFIGIPX) [N Y

NCP fil esystem support (CONFIG NCP_PS) [N Y

Packet signatures (CONFI G NCPFS PACKET _SIGNING [N Y

Cl ear renove/del ete inhibit when needed (CONFI G NCPFS_STRONG [N Y
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Use NFS nanespace if available (CONFI G NCPFS NFS NS) [N Y

Use LONG (0s/2) namespace if avail abl e (CONFI G NCPFS _OS2_NS) [No] Y

Al'l ow mounting of vol une subdirectories (CONFI G NCPFS MOUNT_SUBDIR) [N] Y
Enabl e symbolic links and execute flags (CONFI G NCPFS_EXTRAS) [N Y

SR O IPX Y B4R
—/NEBII Y S AT AR AT . S T A “ifconfig” AT W E 1P H#h
hk, AT LA ER b “ifconﬁg ethN up” XANE o

PO ANTHE ethl WE B SCRF IPX AN SR TCP/IP, BB — R “ifcfo-eth1”
Iﬁ:% SIEAE I HAfiE TPADDR. NETMASK. NETWORK. BROADCAST [F1E N

H

[ root @eep]# vi /etc/sysconfig/ network-scripts/ifcfg-ethl
DEVI CE=et h1

| PADDR=

NETMASK=

BROADCAST=

ONBOOT=no

BOOTPROTO=none

USERCTL=no

RIE, R 2 58T A 8)) network daemon:

/etc/rc.d/init.d/ network restart

B R a2 A8 LUK R ethl H2L:

ifconfig ethl up

REAEER IS L N Linux 237E eth0 F eth1 PHANPILE FL_FRCE IPX DY, HO48
— BB R (eth0) BEEFE IPX S, BEAIRMTARESS — ek (ethl) L
BlE IPX U, T LA eth0 (K IPX P2 b4, wf DA I a2

i px_interface del ethO 802.3

IAEFH ifconfig, #lt ] LA 2 248 S FIBC BRSO eth0 HS2HF TCP/TP HhiL,
ethl HSCFF IPX e
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ncpfs AR®<

FTR R i E ST & 9 2% ST BOE 12 5 -

[ root @eep]# i px_configure —auto_interface=on —auto_pri mary=on

H RN THIRI#2 mount Novel ™I 55 #% :
[ root @eep]# ncprmount —S DVSO1 / mt/ netware —U usernane —P passwd
XA A1 LA mount b ICAFARSHE DMS01, F username 3% 44 passwd 14,

AR EE mount £ “/mnt/netware” H3K Fo WRBATHE “-P” 28, ARG
RN L2

H N B2 umount “/mnt/netware” H 3%

[ root @eep]# ncpunount /mt/ netware

HI R A2 51 H R B BTV Novell SCPFR 5545

[ root @eep]# slist

HY R fir 295 DUSCA

[root @eep]# ncopy filel [file2.] directory

fE “/proc” HIg NA—LEHI Linux IPX AHICH S
/proc/net/ipx_interface

A THHENLE IPX A B B XE B R T LRCE M,
ATV B B 2 A E Y .

/proc/net/ipx_route

XA AR B A TPX 3% R P BT A1 . X L8l fi o] DU ar 2100
b, R B IPX % HH daemon HBI1'E .

/proc/net/ipx
A IEAEAE IR TPX socket 4114 o
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Linux FTP R&3:

AR

S SRS (FTP) RGE I L8 AE VSN A3 S AR Bl 1Y)
Jiike JWHERT A ALY & _EREA FIP 1% sm A o5 s (14, DI FIp
HRAGTE SR RARTT AL — ATk

FLE FTP MR G5 ae A R Z AN 77k Horp— ot Frp fo & - U R 40+ 1 H]
JOTTBRIFAA e s5 4%, Xt FIP FERAECE . — AT FIP fleds4s isfr #4¢
G R OAE Vi) CTPRTITRE AT R/ D25 Wi 7 1 1 P = & ST D e o B R A WA 9]
[ AP

T BRI FIP RS A e B kb 44 e o5 o . BE4% FIP Idsas RVAHEM A (AN
AT VTR S FARRSCA T DDA Al REAFAETRAEIN 2 Ax fml L, /IO
FEAEA H SR VFUT IR R GEHRFE N H %

EX—H, FRA13E FIP Bl E Ak “chrooted” W, XPFRCE 4T HI) Ui,
Bll: Web 31 H 3%, AESEAS SRVERAT 107 R0 5 R — )2 0 H 5%
EEEI

NPT AT A Unix A2

UEEEATHRA “ /var/tmp”  CHSRAESERRIGOLH L n] DU LB R84
ZEAE RedHat Linux 6.1 FIR#ER .

T “root” FH AT %L,

wu-ftp (IR T2 2.6.00

B IRIR

wu-ftp I E T http://www.wu-ftpd.org/ »

TG wu-ftpd-2.6.0.tar.gz
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FBTE: RES[HKME—LINUX FTP RE735
RIERNLRAE

UL Ctargz) fRIRYA:

[root @eep]l# cp wu-ftpd-version.tar.gz /var/tnp
[root @eepl# cd /var/tnp

[root @eep]# tar xzpf wu-ftpd-version.tar.gz

P AL
Fe2) wo-fipd BT HR N, 3847 M A2
Y’ “frpcount.c” LA (vi +241 sre/ftpcount.c) , MR NHIIX—AT:

#if defined (LINUX)

BOSE

#i f defined (LI NUX_BUT_NOT_REDHAT 6_0)

Y’ “pathnames.hin” XA (vi +42 src/pathnames.h.in) , M8 R HIIX—AT:

#defi ne _PATH EXECPATH "/ bi n/ ft p- exec"

BOSE

#defi ne _PATH EXECPATH "/usr/bin/ftp-exec"

PAHE “fp-exec” M “/bin” H%SE] “/usr/bin” H T
Rsai s S N TR SR

CC="egcs" \

CFLAGS="-® -funroll-loops -ffast-math -mali gn-doubl e - ncpu=penti unpro
-mar ch=pentiunpro -fonit-frane-

poi nter -fno-exceptions" \

./Iconfigure \

--prefix=/usr \

--sysconfdir=/etc \

--local statedir=/var \

--di sabl e-dnsretry \

--enabl e-quot a \
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- -enabl e- pam \

- - di sabl e- daenon \
--di sabl e-newl i nes \
--di sabl e-virtual \
--di sabl e-pl sm\

--di sabl e-pasvip \

- - di sabl e- anonynous \
--enable-1s \

--enabl e-nunericui d

X LG S O VRGP e AT 9 w-fepd.:

® ANEIRI) DNS £rif]

® INIAKTER (QUOTA) MICH: (Wi OS 37#)
® X PAM [ 3CHF

® AAVFENFI daemon I&AT

o ki 2

® ASCREEMINSS &

® ZX || PID InBilERyE B O -2 st 2O

® WA N AR T R 1P

® ARV fip Vil

o ITHPAEN “Is” frd GREMND

® Py “Is” 4o UID ARSI 4 Ch T3 md
F I 1T iy 2 G R 2 B

make

make install

install -m 755 util/xferstats /usr/sbin
touch /var/l og/ xferl og

chnod 600 /var/ |l og/ xferl og

cd /usr/sbin

In -sf in.ftpd /usr/sbin/wu.ftpd
In -sf in.ftpd /usr/sbin/in. wftpd
strip /usr/bin/ftpcount

strip /usr/bin/ftpwho

strip /usr/sbhin/in.ftpd
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strip /usr/sbin/ftpshut
strip /usr/sbin/ckconfig

strip /usr/sbin/ftprestart

THIFR) “make” FIT “make install” 7] LLEC B4R LLERIE 2R G0 A Gn BT 22 1F) bR
B, SR R ORGP R ] AT I B SO, e — 3SR
B BIA NP H S B .

“install -.m” %% “xferstats” FEFF, A TGS T 2/0 . “touch” 4
A xferstats £F /var/log” Ha M HE A “chomod” #8 “xferlog” HRIAL PR B
HFHEGEH T “root” RTINS B, BATh “infpd” —HEHICAFEIERT S
B, BeJn, H “stip” A A NI bSO RN DA R wu-fipd IR BE

R ERA BRI

[root @eepl# cd /var/tnp

[root @eep]# rm-rf wu-ftpd-version/ wu-ftpd-version.tar.gz

“rm” AT MR 9 A 2225 wu-fepd ITits SRR, JF HAE wo-fipd BT
[ s i EL M e«

% FTP skSpR AR shell BikS

T, ISP, XA P RVRERE fp IjSSds B PUOAEA
“chroot” [RER, XK AT IEHWH K, ANEEZUi R REl.  “chroot”
R PP AR B 1 B O S R A R TUZ T

i
NI 2AE “ Jetc/passwd” SCHFHRAIEEFH o ST TR SRVFUT M) fip RS54
(13T P A X AN P R

[root @eep]# nkdir /home/ftp

[ root @eep]# useradd -d /home/ftp/ftpadmin/ -s /dev/null ftpadmn > /dev/null
2>&1

[ root @eep]# passwd ftpadnm n

Changi ng password for user ftpadnmn

New UNI X passwor d:

Ret ype new UNI X passwor d:

passwd: all authentication tokens updated successfully
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7
il “ Jetc/shells” LI —45 shell, U1: nulle XM shell 7] AFR
FHPX fop BRS- #0007 1] o

[root @eep]# vi /etc/shells

/ bi n/ bash
/ bin/ sh

/ bi n/ ash
/ bi n/ bsh
/ bin/tcsh
/ bi n/csh

/dev/null €« This is our added no existent shell

$=

A G /etc/passwd” SR, T B/ e /home/ftp” H &M /frpadmin”
H 53 TF, H7 “fipadmin” 25 A8 2| (chdir) “/fipadming” H3X o 7E “passwd”
A RERA I fip A IX AN PR,

Y B} “passwd” A (v /etc/passwd) N HIX AT :

ft padm n: x: 502: 502: : / hone/ ft p/ ft padmi n/:/dev/nul |

BOSE

ftpadm n: x: 502: 502: : / honme/ftp/./ftpadnm n/:/dev/null

M54 “fipadmin” , RIXAMIKS IR H A 2875 95— #57 “/home/fp/”
Ko “chroot” WM H M H o #5201/ fipadmin” s 28535 fip ik
s lHrss AR Hake  “/dev/null” XA shell ARV “frpadmin” R 1E
P ISFEG S o GRDX LR, “ fipadmin” P FHIKIASE ELAE Y shell 7204 shell,
XREYTIA) fip MR S5mlt 32 21 R o

i E— “chroot” FPAIfE

FEEG A — AR SCE RS (root file system) », GLEAT UGS/, Ak
TR AR, SESE . USSR, Unix gn] LSO SO R4
(chroot) o FE—F, WERGPEMINES EIFEIN L “—enable-ls” S,

“ Jhome/fip/bin” 1 “ /home/fip/lb” B~ H AT LURE T, [ WU-FTP 211
A “1s” o AdTATERNE— FIHMTE, Wit “/bin/ls” # D12
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“mMW@mM’wmmZFﬂEﬂMM)E%T,%FEM%M*HE%Wﬁ
“/home/ftp/lib” Hx& Ko

B

GBI SR SGE (chrooted) MAE T EE BT 1 H >%::

[ root @eepl# nkdir /hone/ftp/dev

[root @eepl# nkdir /home/ftp/etc

[root @eep]# nkdir /hone/ftp/bin(requireonlyif youarenot usingthe“--enable-Is”
opti on)

[root @eep]# nkdir /hone/ftp/lib(requireonlyif youarenot usingthe“--enable-Is”

opti on)

;7
B H IR PR 152 % 0511 :

[ root @eep]# chnmod 0511 / hone/ ftp/ dev

[ root @eep]# chnmod 0511 /hone/ftp/etc

[ root @eep]# chnod 0511 /hone/ftp/bin (require only if you are not using the
“--enabl e-1s” option)

[ root @eep]# chnmod 0511 /hone/ftp/lib (require only if you are not using the

“--enabl e-1s” option)

XL “chmod” fiT 2L chrooted ZJG ) “dev” « “etc” « “bin” 1 “lib”
HR BCE GBS “root” WITL. RIPMAT, AN I AT T
7

8 “/bin/1s” AT DIF] “ /home/fp/bin” H3 K, FHE “Is” KIAFRECH 0111
(ANEAT P S AN S s

[root @eepl# cp /bin/ls [horme/ftp/bin (require only if you are not using the
“--enabl e-1s” option)

[ root @eep]# chnmod 0111 /bin/ls /hone/ftp/bin/ls (require only if you are not
using the “--enable-1s” option)

;-7
B “Is” LT AL

434



FBHE: REGSHMA —LINUX FTP %545

[root @eep]# Idd /bin/ls (require only if you are not using the “--enable-Is”

opti on)

libc.so.6 => /lib/libc.so.6 (0x00125000)
/lib/ld-linux.so.2 => /lib/ld-linux.so.2 (0x00110000)

EICEEPE DLE] “ /home/fip/lib” H3K

[root @eep]l# cp/lib/libc.so.6 /honme/ftp/lib/ (require only if you are not using
the “--enable-1s” option)
[root @eep]# cp /lib/ld-1inux.so.2 /[home/ftp/lib/ (require only if you are not

using the “--enable-1s” option)

FEER: WA Linux 1 “1s” FEFR A WU-ftpd B “1s”  (GmiEmtin
| “—enablels” 8D , AFEE=FFEIL,

FhP

g « /home/ftp/dev/null” A

[ root @eep]# nknod /home/ftp/dev/null ¢ 1 3
[ root @eep]# chnod 666 /home/ftp/dev/null

s va ol BN
FNT

11 “group” il “passwd” A VIH]  /home/fip/erc” HFRTF, RIS FkARix
WA,

[root @eep]# cp /etc/passwd /home/ftp/etc/
[ root @Qeep]# cp /etc/group /home/ftp/etc/

Y’ “passwd” A (vi /home/ftp/etc/passwd) HEFR T “root” FIARVHLH fip
HIH ) Z AN A e T . X0 TS RS R B2, R A
“passwd” AFLIER N IHIXFER] -

root:x:0:0:root:/:/dev/null
ftpadm n: x: 502: 502: : / ft padm n/:/dev/ nul |

Y’ “group” XA (vi /home/ftp/etc/group) , FEBRT “root” FAVHEH fip
P Z AN T e i . SUEZ S “group” SCIFS %N HIXAE )
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root: x: 0: root
ft padm n: x: 502:

BcE

ATLARIIX 22 3 “floppy.tgz” SCAF:
http://pages.infinit.net/lotus1/doc/opti/floppy.tez. & “floppy.tgz” XAMIT L )G, W]
DATEAHN ) H 5B RIEA HE XA A P A RO E SO X
LT L E XS, B HIPE VORI Rt e T RIS BIRC &SP 25, A
ERATE A Cal T A O B SR 248 DU, AR 25 H CAB O B ST
HACHCE SCHP DURERI ok Fo N IEPREE ARSI .

N TI8AT FIP RS54, 2l 40 1 1 SO DUBIARR IR H SR

® it “ftpaccess” ATHEILF] “/etc” HXKT

® i “fipusers” SCAHE DR “/erc” HEF

® i “fiphosts” CAFFEUIE] “Jetc” HFF

® it “fipgroups” CATHEILF] “/etc” HRK T

® it “fipconversion” SCHFFE WL “/erc” HFN

® U “fip” LA IEF] “/etc/pamd” HEF

® Ht “fipd” CAFHE VIR “/etc/logrotated” Hk T

A LAME “foppy.tgz” MR 5, $RBN LA R SCE, H45 DUBIAHN H 5%
N, B S VORI 75 E A T R o

A& Jetclftpaccess A4

“Jetc/ ftpaccess” AR RPRACE “ftpd” Ho XA SO T B 1 E VAR
SN 2D fp RS, AR 2Ry . B E SRR AT E
XA ETESE BOE — N EMEE, o X T AR AR “chroot” Vi), A1 —18
“guestgroup” , B PMHBEIRTAY. “ /home/fip/etc/group” SCAFH L.

B fipaccess LA (touch /etc/ftpaccess) » LESCAFHIIA:

cl ass openarch guest 208.164.186. *

limt openarch 20 MoTuWeTh, Fr 0000- 1800 / hone/ftp/.too_many. msg
emai | admi n@penar ch. com

loginfails 3

readme README* | ogi n
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readme README* cwd=*

nessage /honme/ftp/.wel cone. msg | ogin
nessage .nessage cwd=*

conpress yes all

tar yes al

chnod yes guest

del ete yes guest

overwite yes guest

renane yes guest

| og commands real, guest

| og transfers real, guest inbound, out bound
guest group ftpadn n

guest gr oup webmast er

# We don't want users being able to upload into these areas.

upl oad /hone/ftp/* / no

upl oad /hone/ftp/* /etc no

upl oad /hone/ftp/* /dev no

# We'll prevent downl oads with noretrieve.
noretrieve /hone/ftp/etc

noretrieve /hone/ftp/dev

| og security real, guest

guest-root /home/ftp ftpadm n webmast er
restricted-uid ftpadm n webmast er
restricted-gid ftpadm n webmast er
greeting terse

Keepal i ve yes

noretrieve .notar

DUAEFESCAFRIBLR B8 600:

[ root @eep]# chnmod 600 /etc/ftpaccess

TR P A R

class

“class” FISKE L—A SRV ) fep RSS20 20 AT LLE SUE

(class) o BF— “class” 1700 F:

cl ass <cl assname> <typelist> <addrgl ob>

~r
/%‘\

EZES
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<classname> /& class 1445, <typelist>J& SCVFINEIZRI (class) I AL,
<addrglob>ZIXA™ class SLVFIF TP Hubikye [H .

<typelist> FRRII S HE S RE TR, BT =] BEREUE : anonymous. guest
&Y, reals anonymous FH /7 /& anonymous X fip M5 1511] fip Ml 25 H A T2 i) 2
FSCHRIIREE R P o guest FH P A —SERe BRI TE RGP Ak 5, (HZE1N0E
guest AL o real FH P WAZ0AE FTP 5548 LMK 'S, 1 H 724t ik d5 de it 4
k.

<addrglob>"] LHIBERCAT, Btn:  “*” FoRPra i sl FX—A7:

cl ass openarch guest 208.164.186. *

R U RGT  CK 0 gest F T FL TP By 208164186 AR
Vil fp 552

limit

“limit” HR4E class AN TA) VG R PR fip ARSTAsIOH B, “limic” (1A% X
e

limt <class> <n> <tines> <nessage_file>

Horf<class> 252 REIZEN (class) 5 <n>FRIRFEIXAN S0 52 21 R $I B 2
R %, <times>FoR “limit” A RUIIINTAIBL, <message_file> & 41k 3l KK H 4k
H s, A P IS RRE S BRI 15 B

<times> PR HE SR, f— N PRRon—R. B2 R H A
Mo Tus Wes Thy Fr. Sa Ml Su R, FIARWATLLH Wk 7. FRIRmITR]1) /NN
SR RIAEHE SR, <7 HSkRFE R

fltur, PR “openarch” XA, e AT LAY 20 AN, UsTg i Ta) i ALY
AR, B HMAERE RPN H NI ATRER:

limt openarch 20 MoTuWeTh, Fr 0000- 1800 / hone/ftp/.too_many. nmsg

R — Bk 2 K PG Al P AR fp Ikssa%, et
“ /home/ftp/.too_mang.msg” s BARZ P .
loginfails
“loginfails” W H 2 SOV S SRS, LA M IHX—A T2k R R

| oginfails <n>
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<n>R7NIZ SOVFIE SRR Billn, S AVF IR T LUK R R

loginfails 3

readme

“readme” BLEAEMTASAE T, — HEATH SRS R T AR EESEREH]

XA A A AN -

readme <pat h> <when>

<path>/2 FRIEEEH P 10 SCHE % (Flin: README) , <when>% & H I
XA B4

<when>A] LUA FHEFIER: LOGIN 8{ CWD=<dir>. WHE K LOGIN, 4]
JUSINE S 4 IR B Wi cWD=<dir>, M)A <dir> H 3%
I S B SR G B

T4 A4 (anonymous) 7 i B/ E EITHARKINAR, IXANERARL 0
S TR fip H %o

message

“message BB P s sl 21— H s s B 2 A0 8. T AROE
ZAHE. IRy

nmessage <pat h> <when>

<path>FK /N LW SRR e 38848 %, <when>H “readme” H[F)<when>
B

T AR T SR s A AL A A TR 44 fp H S

i

nessage /home/ftp/.wel cone. msg LOG N

compress~ tars chmod. delete. overwrite. rename

MG LA E, AT HERE, o2 A NEE “yes” o FIIfI
FHBCE R RS guest 4] chmod. deletes overwrite Fl rename Iﬁ:lﬂ’ﬂﬂﬁ , BT
A NEBTUAEH compress Fl taro
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B
conpress yes al |
tar yes al |
chnod yes guest
del ete yes guest

overwite yes guest

r ename yes guest

log commands

PR 24 BRI EEal I P AE AR i % “log commands™ IR
=)
rE:

| og commands <typelist>
<typelist>& HIXZ S RRITHI 78, FoRMREH] P & 20k Tk, 7RI
fERILLj&: anonymous. guest BY, reals

;B0 real M guest FH PR — M4, AT ARIR:

| og commands real, guest

IXEELSEARATAE “ /var/log/message” SCAFH .

log transfers

DAk 2 4 SO B SO R AR AT % R oK “log transfers” AR U :
log transfers <typelist> <directions>
<typelist>ZHIZ GRRIFI 75, FoRMBLEH] 7 1) fir & 28l sk Rk, AR
fEVLA/Z: anonymous. guest BY, reals <direction>t /& &5 fRITF IS, WE T
KSR 7 ), AT LA R AT 1) /2 “ inbound ” (i) P ) A1 outbound ”
QLD

B, A IR IEKITA real 1 guest H 7 ) “inbound” F “outbound” 77 1]
RIS

Il og transfers real, guest inbound, out bound

XEELSRRATAE. “ /var/log/xfetlog” SCAFH .
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guestgroup
XA A KRR guest 4, AT HBEH — UL .
i

guest group ftpadnm n

guest gr oup webmast er

log security

HRBCE LK reals guest BY anonymous FH i S22 U IRIAT A o

| og security <typelist>

<typelist>J2 1L G HITHI 75, FHRIPER LLZ: anonymous. guest B real,
“real” FIRILIEAE fip NS5 LA™, “anonymous” F/REZHITT, “guest”
R guest s

(pue

| og security real, guest

restricted-uid. restricted-gid. guest-root
IKLEHPR BB AT SUVF real H1 guest HIM Ui R H e Z AN H ¢ #5208 :

guest-root <root-dir>
restricted-uid <uid-range>
restricted-gid <gid-range>

(pue

guest-root /home/ftp ftpadm n webmast er
restricted-uid ftpadm n webmast er

restricted-gid adm nftp webmaster

<root-dir>1 B chroot M H 1. E—ATH A LIA 2 uid HysHE.. Wil
MHEPRE T guest-root, W2AZH K H s AE “ <root-dir>/etc/ passwd ” A
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WOE, 1M “/ete/passwd” SCAFPIBGE R TR . 2 “fipadmin” Ml “webmaster” 7
MR THLH S (chrooted) F| “/home/fip” HxR, AT R HITES H K H %
N ANEEDT ) AR SO

greeting
BB G SR R S A%

greeting full|brief|terse

“greeting full” JEBRINI W E /R FHLAA fip daemon HIRRAS,  “greeting brief”
WoRTNA,  “greeting terse” TR HFHIEIR “FTP server ready” o

Bl .

greeting terse

keepalive <yes | no>

BEE socket [1] TCP SO_KEEPALIVE S8 IXFEAE L EL P i nf DU 9 2534
o “yes” AR, “no” e BIFHIK “yes” :

Keepal i ve yes

BlE letc/ftphosts U

“Jetc/ftphosts” SCAF A RE—ANH P ESZEUN, F55E ARVER P WA N UEK fip
M54, BB A SRV A EHLE K fip g5

f) g “ftphosts” A (touch Jetc/ ftphosts) TN HX LT

# Exanpl e host access file

#

# Everything after a '# is treated as coment,

# enpty lines are ignored

al l ow ftpadnmi n 208. 164. 186.1 208. 164. 186. 2 208. 164. 186. 4

FESCAFIIBLRECA 600:

[ root @eep]# chnod 600 /etc/ftphosts
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AT AL

al | ow <user nane> <addr gl ob>

ok

deny <usernane> <addr gl ob>

“allow” FLVFH P Fl<username>H] /744, M <addrglob>Hdil-i1n] fip k5545
<addrglob> ] LU ZANHithk

“deny” ZE1EH 44 00 <username>IHIF', - M<addrglob>Hitbil- V7 17] fip RS54
<addrglob>RJ LA, {5 2N bl

AcE letc/ftpusers ({4
“Jetc/frpusers” SCAFBCEMBLE ] AN RVFERER fip IkS548

B “fpusers” XA (touch /etc/ftpusers) » M NIHIIXJLAT:

r oot

bi n
daenon
adm

I'p

sync
shut down
hal t
nai |
news
uucp
oper at or
ganes
nobody

FESCAF IR B Y 600:

[r oot @leep] # chnod 600 /etc/ftpusers

BlE letc/ftpconversions U4

“/etc/ftpconversions” 32 ISR A4 SCAT A IR 52 A5 BEA T Hs 4 o
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B “fipconversions” A (touch /ete/ftpconversions) , FEICAFHIIA:

:.Z: @ :/bin/conpress -d -c %: T_REQ T_ASCI | : O_ UNCOVPRESS: UNCOVPRESS
:.Z:/bin/conpress -c %: T_REG O COVWRESS: COVPRESS
2.gz: : :/bin/fgzip -cd %: T_REG T_ASCI | : O_UNCOWPRESS: GUNzI P

:.gz:/binfgzip -9 -c %: T_REG O COWPRESS: &ZI P

c.tar:/bin/tar -c -f - %:T_REG T_D R O TAR TAR

c.tar.Z:/bin/tar -c -Z -f - %:T_REQ T_DI R O COWRESS| O_TAR TAR+COVPRESS
c.tar.gz:/bin/tar -c -z -f - %:T_REG T_D R O COWRESS| O TAR TAR+&ZI P
:.crc:/bin/cksum %: T_REG : CKSUM

: . md5: / bi n/ md5sum %: T_REG : MD5SUM

A ER RSN 600:

[ root @eep]# chnod 600 /etc/ftpconversions

BiE Jetc/pam.diftp Cft

BUE “ete/pam.d/fip” P B PAM 222000 ,

g “fip” XM (touch /etc/pam.d/fip) FHIIA:

#YPAM 1. 0

auth required /lib/security/pamlistfile.so itemruser sense=deny
file=/etc/ftpusers onerr=succeed

auth required /1ib/security/pam pwdb. so shadow nul | ok

auth required /1ib/security/pamshells.so

account required /1lib/security/pam pwdb. so

session required /lib/security/pam pwdb. so

A& /etc/logrotate.d/ftpd ({4

BCHE “/etc/logrotate.d/fipd” SCAASAT H AR SCAT4E S H SHAHFA 58T .
B “fipd” LA (touch /ete/logrorate.d/ftpd) FFNIA:

/var/log/ xferlog {
# ftpd doesn't handl e SI GHUP properly
noconpr ess

}
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A& ftp fFIHAFH inetd @B R%S2  HT5LI tep-wrappers
tep-wrappers HIREZNAIH L fipd fd5e 2 inetd AT, B2 BRI
“ Jetc/inetd.conf” RCE SCAFRABLEA S B o BCE SR R—ATR 5T TAB 80
FEBRATFT o
Zrik inetd.conf LM (vi /etc/inetd.conf) , HJIAFFIGUFSETAELE P IHIIX—4T:

ftp streamtcp nowait root /usr/shin/tcpd in.ftpd -1 -a
R THE “inetd.conf” AL JEEK Y inetd —A> SIGNUP 155, 1247 Nl
%

[root @eep /root]# killall -HUP inetd

ik “hosts.allow” X (vi /etc/hosts.allow) JIAIX—4T:

in ftpd: 192.168.1.4 wi n.openarch. com

XN IP Mkl “192.168.1.47 JF HAAIA N “win.openarch.com” [FTHEAL
VU fip BR45 4% o

FTP BT H

ftpwho

fipwho /s HHTERR fip RS LA I o XA S 1 2R
“/bin/ps” M, HARA N

<pid> <time> <tty> <connection detail s>
Horp<pid>371 fip daemon FRAEHIX U LRI ERE 5, <time>Z7mHI AT
AWHMEERS] fp IkS5as L <ty>B RIS ) R fip MANVE telnet
R, <connection details> 5 YFIERE K AR . FH P 2 HELLAH PEIAEAETAT 4
RS2 frpwho FrH 11— M

[ root @eep]# ftpwho
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Servi ce cl ass openarch:
5443 ? S 0:00 ftpd: wi n.openarch.com adnmin: |IDLE

- 1 users ( 20 maxi mum

A A BIEEAT P B (e nl BT 20 M RIS IXAHIDT Y
F1 )71 4472 admin 2K H win.openarch.coms

ftpcount

fipeount & fipwho IITIILAR, JU T8 ] fip MRS BERUH P A DA IR oV %
AP R M T

[ root @eep] # ftpcount

Service class openarch - 1 users ( 20 nmaxi num

Rl ftp BRB|[/RIRE

EIHRCAEIE T “/ete/fpusers” SCIF, IXASCIFRIKBCEA SRiFRLL ] 7~
Tk fp g4y, HhR/DEARE: root. biny daemon. adm. Ips sync. shutdown.
halty mail\ news. uucp- operators games. nobody AT Linux KATHIAE RS
RN S

QI RARAR 4 frp RS, 3 fip H M password U2, PR R IR 4
I EAE R G AT %255 anonfip-version.i386.cpm #441.:

[ root @eep]l# rpm-q anonftp.

upload #74

TEBRIATE DL T, WU-FIPD R4 #5245 AT guest FHT LEAR . 2417 8%
[PINH%, BECEH H % (chroot) E] “/home/fip” BEANREVT [IIXAN H 32 AN o
{HJZ “/home/fip” HgH I — L it 2 T 20/Y, AR P BEEY ). 7E3RAT]
BUE fip TR 5201 “ /home/fp” H I “bin” + “etc” « “dev” Al “Ib” H
Ko BATAARVFH FECCIFRIXLE H sk PR T2 XL H S e B V5 IR,
AILATE “ Jetc/ftpaccess” SCAFH B E AR . EFRATTMI - SR IX AR L 1
upl oad /hone/ftp/* / no

upl oad /hone/ftp/* /etc no
upl oad /hone/ftp/* /dev no
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upl oad / hore/ ftp/* /binno (requireonlyif youarenot usingthe“--enable-Is” option)

upl oad / hore/ftp/* /libno(requireonlyif youarenot usingthe“--enable-Is” option)

noretrieve 7%

R UFAE JJ:%”“?HF M /home/fip” Hak T HIHLEETH g M ECCH, U
“noretrieve” T 1E “/etc/ ftpaccess” AR

noretrieve /hone/ftp/etc
noretrieve /hone/ftp/dev
noretrieve/hone/ftp/bin(requireonlyif youarenot usingthe “--enable-1s” option)

noretrieve/hone/ftp/lib(requireonlyif youarenot usingthe “--enable-1s” option)

.notar X f%

T2 VPRI IR H SR AT (on-the-fly tar) , FRUAZIERUEF P ANREFTAL Ctar)
AL BRI H . fE “/home/fip” HXMIEED T HRHPHIBIEE “.notar” AT,

[ root @eep]# touch /home/ftp/.notar

[ root @eep]# chnmod O /hone/ftp/.notar

[ root @eep]# touch /home/ftp/etc/.nnotar

[ root @eep]# chnmod 0 /hone/ftp/etc/.notar

[ root @eep]# touch /home/ftp/dev/.nnotar

[ root @eep]# chnmod O /hone/ftp/dev/.notar

[ root @eep]# touch /home/ftp/bin/.notar (require only if you are not using the
“--enabl e-1s” option)

[ root @eep]# chrmod O /honme/ftp/bin/.notar (require only if you are not using the
“--enabl e-1s” option)

[ root @eep]# touch /home/ftp/lib/.notar (require only if you are not using the
‘--enabl e-1s” option)

[ root @eep]# chrmod O /home/ftp/lib/.notar (require only if you are not using the

“--enabl e-1s” option)

IXEER T 0 1) “notar” AP A—LE AR fip ACHE (proxy) HIIVEAL,
B PGEA ) B HE A R EE IR T 8. 75 Jete/ftpaccess” SCAFH IR 4T

noretrieve .notar
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RIRBI ARG HRIXH

/etc/ftphosts
/etc/ftpusers
/etc/ftpaccess
/etc/pamd/ftp

/ etc/ftpconversions

[ etc/ftpgroups
/etc/logrotate.d/ftpd

[ usr/bin/ftpcount

[ usr/ bi n/ftpwho

/usr/ man/ manl/ftpcount. 1
/usr/ man/ manl/ ft pwho. 1
/usr/ man/ man5/ ft paccess. 5
/usr/ man/ man5/ ft phosts. 5
/usr/ man/ man5/ ft pconversi ons. 5
/usr/ man/ man5/ xf erl og. 5
/usr/ man/ man8/ ft pd. 8
/usr/ man/ man8/ ft pshut . 8
/usr/ man/ man8/ftprestart.8
/fusr/sbin/in.ftpd

[ usr/sbin/ftpshut

[ usr/sbin/ckconfig
/usr/sbin/ftprestart
/usr/sbin/xferstats
[usr/sbin/w. ftpd

/usr/sbin/in. wiftpd

vV V. V vV vV V VvV V V V V V V V V V V V V V V V V V V V

/var/ | og/ xferlog
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F—%: FHMKEKNEE

FNFIRERNSTE
EATFIRE SRR

& =y UK 3

g5 e s axVERT R SEE 2 5 a0 s DRI ORI « e W02 —PHIR S B 3.
FHRBEIN A . ARG REIF AT . A e AN IR R . RS RS
O, ARAT AT AT NSRRI — S M Bk 1 301

e Ay, SREHIX R IR BN e T A A T AR AT 1A B
STy, e MWEE L BiTY . nIEESNEKEN RS (removable drive) BY A5 GIK, L,

75 linux IR B I777 . SR Linus BATHASAIRAIT TR, 4
“4d” . “dump” + “cpio” M “tar” o WATHT AN LI, BlT: “Amanda” ,
AR AU T ARV BT . i [, AR A IE, 1 “BRU” .

B, A RS PO ANF I #5435 S BTl Bkl BAin4d
B A TH “ac” , Bt TG L0 8 ILI 47 %40 TH

TP A AR Linux fgsas LRV « /archive” XIFRSE F. A,
IXEEAELERE “ /proc” XA X R G AT mount B “/mnt” H3& FIISCHER
G “ Jarchive” HFRG (KEHEHOEMAEAD) .

ER: R IHRGER, ANEAE “/proc” BRISERSG! 1 “/proc” H
SN IISCA AR BRSO, AN SR IR 58 n) N AZ E s 45 R 1) a7 518 SRRz
mH, WAZEAE “/mnt” F “/archive” H FHISCH

H N RGN

[ root @eep]# cd /

[root @eep]# tar -zcvpf /archive/full-backup- date ' +%d-9B-%" ".tar.gz \
--directory / --exclude=proc --exclude=mt --excl ude=archive \

- -excl ude=cache .
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® KR INEHER A “gzip” BEAT A
® LIRSt
® v DRI,
® p RAFBUIR, SCAFIIUG IR “IeqE” o
o UL NS E R IR S AL BB A

TR — N 400 H R SetE 2 e il r=2E 0, B e EwmiAN G515 2 )
TN “date” 7% . T4 I WOEA R BLG STRIN— “tac” 528, &t 46
Ja e in_t “tar.gz” o

“directory” W T e SERERLER HSE T CRBIR /" HSD 48
AT “exclude” MUV e RE A GHEEN RS R, AR
1.7 U ar B T R IO I

A AT, 3K OIERRE IS R GU a3 21 SCST s WK s«
RE&MFRE RS> SCSI gk shas, AW a4

[ root @eep]# cd /
[root @eep]# tar -cvpf /dev/nst0 --1abel ="Backup set created on “date
" 4+od-9B- % "\

--directory / etc hone chroot

FR: 2 RSB HE “2” RS0 EI, (H2, FATE SN
HiJe, FHEBIMEAE Fo DUAREH IRANEE i, PrUABEHISCI 2 &R, I,
HBELBIEA “/dev/nst0” AN tar B H. “/dev/nst0” Ko SCSI Bk LI —
AL B o

FER: “/dev/nst0” BAAERIE S SR ARE; In] DUHE My E5 2
NMES . BITLIRE &N “/dev/st0” , EXNRETE&MES 565 Ao,

BEARTRA IOV N B B R B A 44, “abel” 3EIT AT LU A0 IHRY SCA B 5N
—HEMERER. b, HATE “Jec” ,  “/home” Ml “/chroot” Hk TR
WA BIREAT o

AP RGNy, T DU T8I iy 2 [P AT 3 v«

[root@deepl# nt -f /dev/nstO rew nd
[root@deepl# nt -f /dev/nstO offline
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H+—: EHAYSEHLE
ARZERRE 312

AT B AL, IEf R e s SRS L IR L
Eprishigi, WERERE SR 0 T RIARIMAT O . AT, JATse
I tar #5433 (30

LUR 2K M “ full-backup-14-November-1999.tar.gz” 4% -F IR S BT i1 SC1:
R SR AT LI IR S5 s 25 9] 5~ R B o

WEEA RGNS, S WR:

[ root @eep]# cd /
[root @eep]# tar —zxvpf [archive/full-backup-14-Novenber-1999.tar. gz

BRI 7 ISR S P I P A SO, [N OREE 1 ORI SO R E AR o
® RIS gzip IS4

® x LN N,

® v BRI

® p DREFBUIR; SCIFORIME ERaCE.

® f JRIHMSECEREN T4 o

WRATTENEAS R P SO, nT USRS IR SR e i — e
A

WRARRE S, R

[ root @eep]# cd /
[root @eep]# tar -zxvpf /archive/full-backup-09-Cctober-1999.tar.gz\
et c/ passwd usr/ shi n/ chpasswd

2 MBI IR S “etc/passwd” I “usr/chpasswd” o

UUE SHRVIN S SO S/ =R e W =1 R0 P i v s 42| B AP INEEE R E S
I RARE AR DU IR pRa A e 7
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[ root @eep]# cd /
[root @eep]# tar -ztvpf /archive/full-backup-09-Cctober-1999.tar.gz \
| grep -i chpasswd

FEIXAG 5, BRI SRS o it 45 RAPE 7] 21 grep 74
grep [ “i 7 JEIUANS TN, BRSO S “ chpasswd” [T X
Pho — HARB 7 BRI, wtnl DHRE S I LT ar v

ER: HOSEMESCIEN, tar S ERSCIFRARTTRIN /7 RIERTAT. IXEIR
AR E AT RERE & N AL EAN—FF R, Aok v U I AR
H MBI AR o 55— PINERSCAEA RN H 3 MR RS, 2%
JRIER LERE. A2l R SO R B sk AL

R WARN ARG RA A “chatee” iy T AT, XEESAFAEIRE
IR A RIS ARDAHE 2 A AR i chatee” FOFTBEEATT AL
£z
FEZiNAe,

i AR, URATLLEE man 0T

tar(l) —GNU FRI tar JHFS T A

tar #17 H) AL
AMANDA

AMANDA (Advanced Maryland Automatic Network Disk Archiver =gl 5% H
BNMEEHEAE AR TR & & RS, E VR R E G — D a8 ks
a2 6 AN ES B — A KRB IS8 o AMANDA i HI A dump
H1/E GNU [ tar T HIFRER A KA Z PRCA ) UNIX CAFSG . BRI IE e
fiH] SAMBA KA KK Windows 95/NT FAL.

A
AMANDA Fi; http://www.cs.umd.edu/projects/amanda/

BRU

BRU 52 4 S R T SEMERURE PRI Unix S0 AR B &1k Unix
e tn L5 PRI % 4. BRU AN 1ESE tar AT epio (RIEFACH, TSR 2 D)
B0 R
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B A

RALRE. NEIIEETE

XA HI) NS T TE LN RE T Linux R4, (U RZHON Unix REHEIE
I

1.0 “du” W4

“Au” A R e AR A R o lan: S THiE /var/log” F “/home”
HMRAN, H R4

[ root @eep]l# du -sh /var/log /hone
1.0M /var/l og
66M / home

VR IR A AR R H SRR RN e /home” HERIFIR/INA 66M,
PRATABEN “ /home” H3Kg (cd /home) » RJGH] “du—sh*” i m] LA E XA H
SO B -INIPEL

FER: WLE “crontab” A LRI, XFEAREERARL, RGO
HEE JIHLAIR RGeS A AR I o

11 EWAREITHENUR B 1P RRERE TR B

WRARSTE N B OV TP BRI AE EHU B s O, o] DU N
i “traceroute <hostname>" , IXH <hostname> &L FE ML FHL4 B 1P Hudil.
i .

[ root @eep]# traceroute www. redhat.com

1.2 SR 3 TR R KR
I TR i Sl s = TR ) PRI

[root @eep]# grep "CGET / HTTP" /var/log/httpd/access_log | wc -I
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13 ZIEFrARIRS
A DU T ) i SR P BITAT AR 55

[root @eep]# killall httpd snbd nmbd sendrei | naned

14 FEFTA KR & H_E B7nmf[a]
Yl “profile” XM (vi Jetc/profile) , M FIHIIX—AT:

PROVPT_COWAND=' echo -ne
"\ 0337\ 033[ 2; 999r\ 033[ 1; 1H\ 033[ 00; 44mM 033[ K" " date" "\ 033[ 00m 0338""'

1.5 RIET “Isof” 15?

WREAT 23, Wt “lsof 47 XA A LA THRNL ECEFTHIN
v o JEETRTERHLA “netstat —an | grep LISTEN” 0 0] LAFIHFTHF TCP i1, {H
& “lsof” JERT LR H B &M — R TR E B03m 1, T “netstat” HIANRE

[root @eep]# | sof -i

COMVAND PI D USER FD TYPE DEVI CE SI ZE NODE NAME

Inetd 344 root 4u | Pv4 327 TCP *:ssh (LI STEN)

sendnmai | 389 root 4u | Pv4 387 TCP *:sntp (LISTEN)

snbd 450 root 5u | Pv4 452 TCP deep. openarch. com net bi os-ssn (LI STEN)
nnbd 461 root 5u | Pv4 463 UDP *: net bi 0s-ns

nmbd 461 root 6u | Pv4 465 UDP *: net bi os-dgm

nmbd 461 root 8u | Pv4 468 UDP deep. openar ch. com net bi 0s-ns

nmbd 461 root 9u | Pv4 470 UDP deep. openar ch. com net bi os- dgm

named 2599 root 4u | Pv4 3095 UDP *:32771

named 2599 root 20u | Pv4 3091 UDP | ocal host. | ocal domai n: donai n

named 2599 root 21u | Pv4 3092 TCP | ocal host .| ocal domai n: domai n (LI STEN)
named 2599 root 22u | Pv4 3093 UDP deep. openar ch. com donai n

named 2599 root 23u | Pv4 3094 TCP deep. openarch. com domai n (LI STEN)

1.6 AREFHALLET ssh PrlEmfE EN EiZiTi4
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“ssh” i I A s A FE EAL EIsA T 2. i 2istr A R BasfEA
TR, NI A ] A SR B R BN -

[adm n@eep] $ ssh nmil . openarch. com who
adm n@mi | . openarch. coml s password:
root ttyl Dec 2 14:45

admn tty2 Dec 2 14:45

wahi b pts/0 Dec 2 11:38

1.7 34

A DL [ TABIBER AN SO 44 R e 4, IZAE T LLDRR 28 . iy 243
PEIERIGE I OB, TP “W” — R, FHETAB/BESIS ST
HERIGH S HIFER S AL, O RLAE, WA R R~ A
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$XH RFC (Requests for Comments)

Requests for Comments (RFCs)#&7E Network Information Center(NIC)[¥] Internet
Engineering Task Force(IETF)Eﬁ HIET PR CRT Internet WMSRAER]— R A SRS . B —>
SCREHSE LT Tnternet PRMRIZEANTT1HT . BATHE R IHIAIH T HHAT AUZAAAT R
RFC. AJLAM http:/ /www.cis.ohio-state.edu/rfc/ 315 RFC XY,

RFC706

On the Junk Mail Problem.

RFC733

Standard for the Format of ARPA Network Text Messages.

RFC768

User Datagram Protocol (UDP).

RFC791

Internet Protocol (IP).

RFC792

Internet Control Message Protocol ICMP).

RFC793

Transmission Control Protocol (TCP).
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RFC805

Computer Mail Meting Notes.

RFC821

Simple Mail Transfert Protocol (SMTP).

RFC822

Standard for the Format of ARPA Internet Text Massages.

RFC934

Proposed Standard for Message Encapsulation.

RFC950

IP Subnet Extention.

RFC959

File Transfer Protocol (FTP).

RFC976

UUCP Mail Interchange Format Standard.

RFC1034

Domain Names: Concepts and Facilities.
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RFEC1036

Standard for Interchange of USENET Message.

RFC1058

Routing Information Protocol (RIP).

RFC1112

Internet Group Multicast Protocol IGMP).

RFC1122

Requirement for Internet Host—Communication Layers.

RFC1123

Requirements for Internet Host—Application and Support.

RFC1137

Mapping Between Full RFC 822 and RFC 822 with Restricted Encoding.

RFC1153

Digest Message Format.

RFC1155

Structure of Management Information (SMI).

RFC1157
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Simple Network Management Protocol (SNMP).

RFC1176

Interactive Mail Access Protocol: Version 2.

RFC1310

The Internet Standards Process.

RFC1319

MD2 Message-Digest Algorithm.

RFC1320

MD4 Message-Digest Algorithm.

RFC1321

MD5 Message-Digest Algorithm.

RFC1343

User Agent Configuration Mechanism for Multimedia Mail Format Information.

RFC1344

Implications of MIME for Internet Mail Gateways.

RFC1345

Character Mnemonics and Character Sets.
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RFC1421

Privacy Enhancement for Internet Electronic Mail: Part [—Message Encipherment and
authentication Procedures.

RFC1422

Privacy Enhancement for Internet Electronic Mail: Part II—Clertificate-based key

Management.

RFC1423

Privacy Enhancement for Internet Electronic Mail: Part IIl—Algorithms, modes, and
identifiers [Draft].

RFC1428

Transmition of Internet Mail from Just-Send-8 to 8bit-SMTP/MIME.

RFC1492

An Access Control Protocol, Sometimes Called TACACS.

RFC1495

Mapping Between X.400(1988)/1SO 10021 and RFC 822.

RFC1496

X.400 1988 to 1984 Downgrading.

RFC1505

Encoding Header Field for Internet Messages.
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RFC1510

The Kerberos Network Authentication Service (V5).

RFC1519

Classless Inter-Domain Routing (CIDR) Assignment and Aggregation Strategy.

RFC1521

MIME (Multipurpose Internet Mail Extensions): Mechanisms for Specifying and
Describing the

Format of Internet Message Bodies (MIME).

RFC1522

Representation of Non-ASCII Text in Internet Message Headers.

RFC1566

Mail Monitoring MIB.

RFC1579

Firewall-Friendly FTP.

RFC1583

Open Shortest Path First Routing V2 (OSPF2).

RFC1625

WAIS over 739.50-1988.
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RFC1631

The IP Network Address Translator (NAT).

RFC1652

SMTP Service Extentions for 8bit-MIMEtransport.

RFC1661

Point-to-Point Protocol (PPP).

RFC1711

Classifications in E-mail Routing.

RFC1725

Post Office Protocol, Version 3 (POP)3.

RFC1738

Uniform Resource Locators (URL).

RFC1739

A Primer on Internet and TCP/IP Tools.

RFC1796

Not All RFCs are Standards.
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REC1830

SMTP Services Extentions for Transmission of Large and Binary MIME Messages.

RFC1844

Multimedia E-mail (MIME) User Agent checklist.

RFC1845

SMTP Setvice Extension for Checkpoint/Restatt.

RFC1846

SMTP 521 Reply Code.

RFC1854

SMTP Service Extention for command pipelining.

RFC1855

Netiquette Guidelines.

RFC1864

The content-MD5 Header.

RFC1866

Hypertext Markup Language - 2.0.

RFC1869
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SMTP Service Extensions.

RFC1870

SMTP Service Extension for Message Size Declaration.

RFC1872

The MIME Multipart/Related Content-type.

RFC1873

Message/External-Body Content-ID Access-type.

RFC1883

Internet Protocol, Version 6 (Ipv6) Specification.

RFC1884

IP Version 6 Addressing Atchitecture.

RFC1886

DNS Extentions to support IP version 6.

RFC1891

SMTP Service Extension for Delivery Status Notifications.

RFC1892

The Multipart/Report Content Type for the Reporting of Mail System Administrative
Messages.
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RFC1893

Enhanced Mail System Status Codes.

RFC189%4

An Extensible Message Format for Delivery Status Notifications.

RFC1918

Address Allocation for Private Internets.

RFC1928

SOCKS Protocol Version 5.

RFC1929

Username/Password Authentication for SOCKS V5.

RFC1961

GSS-API Authentication Method for SOCKS Version 5.

RFC2003

IP Encapsulation within IP.

RFC2028

The Organizations Involved in the IETF Standards Process.
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REC2060

Internet Message Access Protocol — Version 4revl (IMAP4).

RFC2104

HMAC: Keyed-Hashing for Message Authentication.

RFC2138

Remote Authentication Dial In User Service (RADIUS).

RFC2200

Internet Official Protocol Standards.

RFC2305

A Simple Mode of Facsimile Using Internet Mail.

RFC2313

PKCS 1: RSA Encryption Version 1-5.

RFC2314

PKCS 10: Certification Request Syntax Version 1-5.

RFC2315

PKCS 7: Cryptographic Message Syntax Version 1-5.
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