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C:\> d: 

D:\> cd \dosutils 

D:\dosutils> rawrite 

Enter disk image source file name: ..\images\boot.img 

Enter target diskette drive: a: 

Please insert a formatted diskette into drive A: and press --ENTER-- : 

D:\dosutils> 
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/ 35MB 

/boot 5MB 

/chroot 10MB 

/home 100MB 

/tmp 30MB 

/usr 232MB 

/var 25MB 

DiDiDiDisk Druidsk Druidsk Druidsk Druid����������������    
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Add 

Mount Point: /boot � our /boot directory 

Size (Megs): 5 

Partition Type: Linux Native 

Ok 

 

Add 

Mount Point: /usr � our /usr directory.  

Size (Megs): 1000 

Partition Type: Linux Native 

Ok 

 

Add 

Mount Point: /home � our /home directory.  

Size (Megs): 500 

Partition Type: Linux Native 

Ok 

 

Add 

Mount Point: /chroot � our /chroot directory.  

Size (Megs): 400 

Partition Type: Linux Native 

Ok 

 

Add 

Mount Point: /cache � our /cache directory.  

Size (Megs): 400 

Partition Type: Linux Native 

Ok 

 

Add 
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Mount Point: /var � our /var directory.  

Size (Megs): 200 

Partition Type: Linux Native 

Ok 

 

Add 

Mount Point: � our /Swap partition (leave the Mount Point Blank).  

Size (Megs): 150 

Partition Type: Linux Swap 

Ok 

 

Add 

Mount Point: /tmp � our /tmp directory.  

Size (Megs): 100 

Partition Type: Linux Native 

Ok 

 

Add 

Mount Point: / � our / directory.  

Size (Megs): 316 

Partition Type: Linux Native 

Ok 
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Applications/Archiving: dump 

Applications/File: git 

Applications/Internet: finger, ftp, fwhois, ncftp, rsh, rsync, talk, telnet 

Applications/Publishing: ghostscript, ghostscript-fonts, mpage, 

rhs-printfilters 

Applications/System: arpwatch, bind-utils, knfsd-clients, procinfo, rdate, rdist, 

screen, ucd-snmp-utils 

Documentation: indexhtml 

System Environment/Base: chkfontpath, yp-tools 

System Environment/Daemons: XFree86-xfs, lpr, pidentd, portmap, routed, rusers, 

rwho, tftp, ucd-snmp, ypbind 

System Environment/Libraries: XFree86-libs, libpng 

User Interface/X: XFree86-75dpi-fonts, urw-fonts 
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[root@deep]# rpm -ivh foo-1.0-2.i386.rpm 
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<29'��� HIC�4g� ,��

�� +'> �¸( ; Ü+© 
<29ö�V\ �

!"º\ A� C%�

[root@deep]# rpm -e foo 
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[root@deep]# rpm -Uvh foo-1.0-2.i386.rpm 
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[root@deep]# rpm -q foo 
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[root@deep]# rpm -qi foo 
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[root@deep]# rpm -ql foo 
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[root@deep]# rpm --checksig foo 
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[root@deep]# rpm -ivh --rebuild foo.src.rpm 
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[root@deep]# /etc/rc.d/init.d/httpd start 

!"FG ��������)89:�

[root@deep]# /etc/rc.d/init.d/httpd stop 
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[root@deep]# rpm -e softwarenames 

��,�
	���	���~�¦���HIC�4g k ,�� �

	��� 4����� �����	
$� �	�����A ~º\ �¹�ÓÙæFG�u�A �

FG�u�A+k[�wx �

[root@deep]# /etc/rc.d/init.d/apmd stop 

[root@deep]# /etc/rc.d/init.d/sendmail stop 

[root@deep]# /etc/rc.d/init.d/kudzu stop 

¤~mYZ#º\� AJ$7º\ � ©Êk[ �
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[root@deep]# rpm -e pump mt-st eject bc mailcap apmd kernel-pcmcia-cs linuxconf 

getty_ps setconsole isapnptools setserial kudzu raidtools gnupg redhat-logos 

redhat-release gd pciutils 
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[root@deep]# rm -f /etc/conf.linuxconf-installed 
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[root@deep]# mount /dev/cdrom /mnt/cdrom/ 

[root@deep]# cd /mnt/cdrom/RedHat/RPMS/ 
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autoconf-2.13-5.noarch.rpm 

m4-1.4-12.i386.rpm 

automake-1.4-5.noarch.rpm 

dev86-0.14.9-1.i386.rpm 

bison-1.28-1.i386.rpm 

byacc-1.9-11.i386.rpm 

cdecl-2.5-9.i386.rpm 

cpp-1.1.2-24.i386.rpm 

cproto-4.6-2.i386.rpm 

ctags-3.2-1.i386.rpm 

egcs-1.1.2-24.i386.rpm 
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ElectricFence-2.1-1.i386.rpm 

flex-2.5.4a-7.i386.rpm 

gdb-4.18-4.i386.rpm 

kernel-headers-2.2.12-20.i386.rpm 

glibc-devel-2.1.2-11.i386.rpm 

make-3.77-6.i386.rpm 

patch-2.5-9.i386.rpm 
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[root@deep]# rpm -Uvh autoconf-2.13-5.noarch.rpm m4-1.4-12.i386.rpm 

automake-1.4-5.noarch.rpm dev86-0.14.9-1.i386.rpm bison-1.28-1.i386.rpm 

byacc-1.9-11.i386.rpm cdecl-2.5-9.i386.rpm cpp-1.1.2-24.i386.rpm 

cproto-4.6-2.i386.rpm ctags-3.2-1.i386.rpm egcs-1.1.2-24.i386.rpm 

ElectricFence-2.1-1.i386.rpm flex-2.5.4a-7.i386.rpm gdb-4.18-4.i386.rpm 

kernel-headers-2.2.12-20.i386.rpm glibc-devel-2.1.2-11.i386.rpm 

make-3.77-6.i386.rpm patch-2.5-9.i386.rpm 
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[root@deep]# exit 
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Installing setup.  

Installing filesystem.  

Installing basesystem.  

Installing ldconfig.  

Installing glibc.  

Installing shadow-utils.  

Installing mktemp.  

Installing termcap.  

Installing libtermcap.  

Installing bash.  

Installing MAKEDEV.  

Installing SysVinit.  

Installing XFree86-SVGA.  

Installing chkconfig.  

Installing apmd.  

Installing arpwatch.  

Installing ncurses.  

Installing info.  

Installing fileutils.  

Installing grep.  

Installing ash.  

Installing at.  

Installing authconfig.  

Installing bc.  

Installing bdflush.  

Installing binutils.  

Installing bzip2.  

Installing sed.  

Installing console-tools.  

Installing e2fsprogs.  

Installing rmt.  
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Installing cpio.  

Installing cracklib.  

Installing cracklib-dicts.  

Installing crontabs.  

Installing textutils.  

Installing dev.  

Installing diffutils.  

Installing ed.  

Installing eject.  

Installing etcskel.  

Installing file.  

Installing findutils.  

Installing gawk.  

Installing gd.  

Installing gdbm.  

Installing getty_ps.  

Installing glib.  

Installing gmp.  

Installing gnupg.  

Installing gpm.  

Installing groff.  

Installing gzip.  

Installing hdparm.  

Installing initscripts.  

Installing ipchains.  

Installing isapnptools.  

Installing kbdconfig.  

Installing kernel.  

Installing kernel-pcmcia-cs.  

Installing kudzu.  

Installing ld.so.  

Installing less.  

Installing libc.  

Installing libstdc++. 

Installing lilo.  

Installing pwdb.  

Installing pam.  

Installing sh-utils.  

Installing redhat-release.  

Installing linuxconf.  

Installing logrotate.  

Installing losetup.  

Installing lsof.  

Installing mailcap.  
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Installing mailx.  

Installing man.  

Installing mingetty.  

Installing mkbootdisk.  

Installing mkinitrd.  

Installing modutils.  

Installing mount.  

Installing mouseconfig.  

Installing mt-st.  

Installing ncompress.  

Installing net-tools.  

Installing netkit-base.  

Installing newt.  

Installing ntsysv.  

Installing passwd.  

Installing pciutils.  

Installing perl.  

Installing procmail.  

Installing procps.  

Installing psmisc.  

Installing pump.  

Installing python.  

Installing quota.  

Installing raidtools.  

Installing readline.  

Installing redhat-logos.  

Installing rootfiles.  

Installing rpm.  

Installing sash.  

Installing sendmail.  

Installing setconsole.  

Installing setserial.  

Installing setuptool.  

Installing shapecfg.  

Installing slang.  

Installing slocate.  

Installing stat.  

Installing sysklogd.  

Installing tar.  

Installing tcp_wrappers.  

Installing tcpdump.  

Installing tcsh.  

Installing time.  

Installing timeconfig.  
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Installing timed.  

Installing tmpwatch.  

Installing traceroute.  

Installing utempter.  

Installing util-linux.  

Installing vim-common.  

Installing vim-minimal.  

Installing vixie-cron.  

Installing which.  

Installing zlib. 
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# Enable Colour ls 

eval ’dircolors /etc/DIR_COLORS –b’ 

export LS_OPTIONS=’-s -F -T 0 --color=yes’ 
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alias ls=’ls --color=auto’ 
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groff-1_15-1_i386.rpm 

sysklogd-1_3_31-14_i386.rpm 

initscripts-4_70-1_i386.rpm 

e2fsprogs-1.17-1.i386.rpm 

pam-0_68-10_i386.rpm 

Linux kernel 2.2.14 (linux-2_2_14_tar.gz) 

http://www.redhat.com/corp/support/errata/index.html
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[root@deep]# rpm -q <softwarename> 
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1.1.1.1.    "#$%"#$%"#$%"#$%    
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6.6.6.6.    rootrootrootroot23232323    
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8.8.8.8.    /etc/exports/etc/exports/etc/exports/etc/exports 67676767    
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/dir/to/export host1.mydomain.com(ro,root_squash) 

/dir/to/export host2.mydomain.com(ro,root_squash) 
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[root@deep]# rm -f /etc/security/console.apps/servicename 
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[root@deep]# rm -f /etc/security/console.apps/halt 

[root@deep]# rm -f /etc/security/console.apps/poweroff 

[root@deep]# rm -f /etc/security/console.apps/reboot 

[root@deep]# rm -f /etc/security/console.apps/shutdown 

[root@deep]# rm -f /etc/security/console.apps/xserver (���� �� root��	
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# !/bin/sh 

cd /etc/pam.d 

for i in * ; do 

sed '/[^#].*pam_console.so/s/^/#/' < $i > foo && mv foo $I 

done 

+[G�wxt_�,Y[��ïù ¬[� �

[root@deep]# chmod 700 disabling.sh 

[root@deep]# ./disabling.sh 
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11.11.11.11.    /etc/inetd.conf/etc/inetd.conf/etc/inetd.conf/etc/inetd.conf 67676767    
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[root@deep]# chmod 600 /etc/inetd.conf 
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[root@deep]# stat /etc/inetd.conf 
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File: "/etc/inetd.conf" 

Size: 2869 Filetype: Regular File 

Mode: (0600/-rw-------) Uid: ( 0/ root) Gid: ( 0/ root) 

Device: 8,6 Inode: 18219 Links: 1 

Access: Wed Sep 22 16:24:16 1999(00000.00:10:44) 

Modify: Mon Sep 20 10:22:44 1999(00002.06:12:16) 

Change: Mon Sep 20 10:22:44 1999(00002.06:12:16) 
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# To re-read this file after changes, just do a 'killall -HUP inetd' 

# 

#echo stream tcp nowait root internal 

#echo dgram udp wait root internal 

#discard stream tcp nowait root internal 

#discard dgram udp wait root internal 

#daytime stream tcp nowait root internal 

#daytime dgram udp wait root internal 

#chargen stream tcp nowait root internal 

#chargen dgram udp wait root internal 

#time stream tcp nowait root internal 

#time dgram udp wait root internal 

# 

# These are standard services. 

# 

#ftp stream tcp nowait root /usr/sbin/tcpd in.ftpd -l -a 

#telnet stream tcp nowait root /usr/sbin/tcpd in.telnetd 

# 

# Shell, login, exec, comsat and talk are BSD protocols. 

# 

#shell stream tcp nowait root /usr/sbin/tcpd in.rshd 

#login stream tcp nowait root /usr/sbin/tcpd in.rlogind 

#exec stream tcp nowait root /usr/sbin/tcpd in.rexecd 

#comsat dgram udp wait root /usr/sbin/tcpd in.comsat 

#talk dgram udp wait root /usr/sbin/tcpd in.talkd 

#ntalk dgram udp wait root /usr/sbin/tcpd in.ntalkd 

#dtalk stream tcp wait nobody /usr/sbin/tcpd in.dtalkd 

# 
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# Pop and imap mail services et al 

# 

#pop-2 stream tcp nowait root /usr/sbin/tcpd ipop2d 

#pop-3 stream tcp nowait root /usr/sbin/tcpd ipop3d 

#imap stream tcp nowait root /usr/sbin/tcpd imapd 

# 

# The Internet UUCP service. 

# 

#uucp stream tcp nowait uucp /usr/sbin/tcpd /usr/lib/uucp/uucico -l 

# 

# Tftp service is provided primarily for booting. Most sites 

# run this only on machines acting as "boot servers." Do not uncomment 

# this unless you *need* it. 

# 

#tftp dgram udp wait root /usr/sbin/tcpd in.tftpd 

#bootps dgram udp wait root /usr/sbin/tcpd bootpd 

# 

# Finger, systat and netstat give out user information which may be 

# valuable to potential "system crackers." Many sites choose to disable 

# some or all of these services to improve security. 

# 

#finger stream tcp nowait root /usr/sbin/tcpd in.fingerd 

#cfinger stream tcp nowait root /usr/sbin/tcpd in.cfingerd 

#systat stream tcp nowait guest /usr/sbin/tcpd /bin/ps -auwwx 

#netstat stream tcp nowait guest /usr/sbin/tcpd /bin/netstat -f inet 

# 

# Authentication 

# 

#auth stream tcp nowait nobody /usr/sbin/in.identd in.identd -l -e -o 

# 

# End of inetd.conf 
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[root@deep /root]# killall -HUP inetd 
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[root@deep]# chattr +i /etc/inetd.conf 
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[root@deep]# chattr -i /etc/inetd.conf 

12.12.12.12.    TCP_WRAPPERSTCP_WRAPPERSTCP_WRAPPERSTCP_WRAPPERS    
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Access is denied by default. 

# Deny access to everyone. 

ALL: ALL@ALL, PARANOID #Matches any host whose name does not match its address, see 

bellow. 

�74�_�� ¼,�89 dSçÕ klt,à­�Ö¶ò J0�~

&���&�����'	$$�
 ��"QDÔ�ª 0�à�G� �

^_^_^_^_ åÁ ��A�/�0� äU¹� kle~89:Át+ ��$���f ,��89

0e~89:� &���&����� �I�å`¶òt+ ��$���� ,��89�klL�ó¾

�4g� 0�Öý Åa ~/0�é�0¹� 
À�/��345E Y1eµ

Á
?��� �

s © O£ �����'	$$�
 �I 1
�&���&�����'	$$�
 «k YZå`[G�

u� àFïdS��ó¾eà­�Öêë� �

sshd: 208.164.186.1 gate.openarch.com 
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[root@deep]# tcpdchk 

13.13.13.13.    /etc/al/etc/al/etc/al/etc/aliasesiasesiasesiases 67676767    

	$
	����Iklghß<fgh�¯G'-0y�Â���� «k )E�H

I*î°µ ������ �5	4�~ 	$
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[root@deep]# /usr/bin/newaliases 

O£ 	$
	����I 1
�&���&	$
	��� _0f^^»[G�u� �

# Basic system aliases -- these MUST be present. 

MAILER-DAEMON: postmaster 

postmaster: root 

# General redirections for pseudo accounts. 

bin: root 

daemon: root 

#games: root #"remove or comment out. 

#ingres: root #"remove or comment out. 

nobody: root 

#system: root #"remove or comment out. 

#toor: root #"remove or comment out. 

 

#uucp: root #"remove or comment out. 

# Well-known aliases. 

#manager: root #"remove or comment out. 

#dumper: root #"remove or comment out. 

#operator: root #"remove or comment out. 

# trap decode to catch security attacks 
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#decode: root 

# Person who should get root's mail 

#root: marc 

	�-�� &���&)
�&��
	$
	��� t¢T)O �

14.14.14.14.    C9C9C9C9 sendmailsendmailsendmailsendmailD��EF
;GH;D��EF
;GH;D��EF
;GH;D��EF
;GH;    

Ó��� �����	
$ 2'='< �Â-)�.�RGHIÇI 	��
*��	� �!1

YZRGÇI89:àt,Fï�+lJ+ e*¤�5!1YZ
pO£

&���&�����	
$'�, �I ¢TÔÕ�IZ�G$u�HIÇI�� �

O£ �����	
$'�, �I 1
�&���&�����	
$'�, µ��� �

O PrivacyOptions=authwarnings 

¢À �

O PrivacyOptions=authwarnings,noexpn,novrfy 

�u¢TYZRG�HIÇI��t+ �����	
$�� "@�/ � FA!S w

x �uwx>ßàt,Fï��t+ äÈ�
 �����	
$ÔÕ��îZ}��E

�FG��� �

O£ �����	
$'�, �I 1
�&���&�����	
$'�, µ��� �

O SmtpGreetingMessage=$j Sendmail $v/$Z; $b 

¢À%�

O SmtpGreetingMessage=$j Sendmail $v/$Z; $b NO UCE C=xx L=xx 
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15.15.15.15.    :
�I:
�I:
�I:
�I pingpingpingping��JK��JK��JK��JK    

RGm���z �
�(]+4ë�Ê z©Æá��),Ù¹ 
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m�89:¬�Qu±�Ê �3�&0�âó�»,)E�Qß �kYZæ+�u°

± µ¢C�ßUVC�
�+�RRÖ¢½UV tm���z �
�(]+t,�

ÊYZµ�5=>\QÓÔ +[G�wx �

echo 1 > /proc/sys/net/ipv4/icmp_echo_ignore_all 

��Î�5wx� ��z �
�(0t,�Ê- YZµ���åQ

&���&��'�&��'$��	$ �I�ù �7¶��­�¢���r =wx0y2���

z �
�(wxt,�Ê �§YZµc.EU��k/0Q��¹õ 
À�k"Y

1i�m�89:~&¦ ­�o®z �
�(��Ê YZ+[G�wx �

echo 0 > /proc/sys/net/ipv4/icmp_echo_ignore_all" 

16.16.16.16.    ��LM
�NMOP��LM
�NMOP��LM
�NMOP��LM
�NMOP    

klm"�.ÌA�é�+l>Q����0�� mYZ¢T

&���&
����'���, �I�� ��$���fÕ �

telnet stream tcp nowait root /usr/sbin/tcpd in.telnetd -h 

~1SåÁ *� äUYZ. �	����"/0u±���� À/0�é�0

¶G À,~89:Áo- ��$���89:�,�74�He �

17.17.17.17.    /etc/host.conf/etc/host.conf/etc/host.conf/etc/host.conf 67676767    

�
���+5E: ����$1�� Wµ§¾4ÚPÂ 0�Öý &���&����'���, �I

�L§¾4�E75E� &���&����'���, �I��ª±A5E:W+þ%89

Zþ%TJ5E§¾4 �

O£ ����'���, �I 1
�&���&����'���, å`[G�u� �

# Lookup names via DNS first then fall back to /etc/hosts. 

order bind,hosts 

# We have machines with multiple IP addresses. 

multi on 

# Check for IP address spoofing. 

nospoof on 
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kl¾ 89:�.=UVjá���sÆá.wf� <=�ÆáN� "gz

u±<=�89: �5Aª°efÂ�/ �

18.18.18.18.    QRSTQRSTQRSTQRST    

DÝ�DÝâóy;î�uST 0�;DEDÝ 0�������������
�( J0�

0�CC§QX$ç�Öý�efDE�� ��ß=>� 
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��YZ�u�§¾ ��S�óm�G 0�;DEDÝZV��5��QR �

+[G�wx~m�89:Á�G 0�;DEDÝ �

for f in /proc/sys/net/ipv4/conf/*/accept_source_route; do 

echo 0 > $f 

done 

µÁG�wxåQ &���&��'�&��'$��	$ �I�ù m0"+~��­�¢�¹
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19.19.19.19.    ::::TCP SYN CookieTCP SYN CookieTCP SYN CookieTCP SYN CookieUVWXUVWXUVWXUVWX    
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[root@deep]# echo 1 > /proc/sys/net/ipv4/tcp_syncookies 

µ�5wxå` &���&��'�&��'$��	$ �I� µ[6��­�¢���r0"

H­�9��- klBó�o 0�3��0/�RST m0t,He+�5wx 


À n>C§~RST�_��I¦- �

20.20.20.20.    CYZCYZCYZCYZ    

��ST�Ì�55�F��µ�ó¾§¾�MÅ�ó¾����¢½ãõÅ

�Æá��� À.MÅÆá�õÅÆá¹����d� 
p�5���Æ¨�

� �7�5Æ¨�4RST ~[G��uíî��y+).��[��RST �

21.21.21.21.    /etc/services/etc/services/etc/services/etc/services 67676767    

L-(�ï$89¹��zÊ¨�~ A!3�+:>>� ���
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[root@deep]# chattr +i /etc/services 

22.22.22.22.    /etc/securetty/etc/securetty/etc/securetty/etc/securetty 67676767    

&���&��������� �I¶òm`� ���� +lYZL$5 ��Sfm�é �é
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� �

^^» ~�����xåÁ ( ¼,m�". �����é� ���fm �

O£ ����������I 1
�&���&��������� #[G�7 ^^»�u� �

tty1 

#tty2 

#tty3 

#tty4 

#tty5 
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#tty6 

#tty7 

#tty8 

ÁG�74�_��À¶ò ����~ ���+Á�é ��óÀ¶ò ����~�5 ���

fmÁ�é klL� ���Á�é + �� wxµ»nyÂ ���� �

23.23.23.23.    [\
23[\
23[\
23[\
23    
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89: $%~ ��?ØÔÕ ��©0n>AÁ "�	)$����	�
��	��
���� �

5Aª- �

!"~���_0�5+lYZ+�5wx �

[root@deep]# userdel username 

!"~���_0�5DYZ+�5wx �

[root@deep]# groupdel username 

s�©�

+[G�wx_0�u"He�+l �

[root@deep]# userdel adm 

[root@deep]# userdel lp 

[root@deep]# userdel sync 

[root@deep]# userdel shutdown 

[root@deep]# userdel halt 

[root@deep]# userdel news 

[root@deep]# userdel uucp 

[root@deep]# userdel operator 

[root@deep]# userdel games ���� X Window
��,��������  

[root@deep]# userdel gopher 

[root@deep]# userdel ftp ������� ftp�	
 ��
�����  
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s ©�

C`[G�wx_0�u"He�D �

[root@deep]# groupdel adm 

[root@deep]# groupdel lp 

[root@deep]# groupdel news 

[root@deep]# groupdel uucp 

[root@deep]# groupdel games (delete this group if you don’t use X Window Server). 

[root@deep]# groupdel dip 

[root@deep]# groupdel pppusers 

[root@deep]# groupdel popusers (delete this group if you don’t use pop server for 

email). 

[root@deep]# groupdel slipusers 

sk©�

~���å`He�+l �

!"~���^å+l +�5wx �

[root@deep]# useradd username 

!"Û����+l^åf¢T-x +�5wx �

[root@deep]# passwd username 

«k �

[root@deep]# useradd admin 

[root@deep]# passwd admin 

�uwx�Cë��7� �

Changing password for user admin 

New UNIX password: somepasswd 

passwd: all authentication tokens updated successfully 

sÛ©�
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Û-x�I�D�IfÕ"Y¢Tç YZ+[G�wx �

[root@deep]# chattr +i /etc/passwd 

[root@deep]# chattr +i /etc/shadow 

[root@deep]# chattr +i /etc/group 

[root@deep]# chattr +i /etc/gshadow 

^_^_^_^_ klÍ�e~-xfD�I�þåf_0+l 0HIæÁ0�u�I

�"Y¢Tç Åa0"14u±¢T klt,Á0�u�I�"Y¢Tç �
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24.24.24.24.    C9]^_`ab;C9]^_`ab;C9]^_`ab;C9]^_`ab; susususuc-dec-dec-dec-de rootrootrootroot    

kl"�u±�°YZ+ �� wxÂÀ ����fÀ.÷u+l,ït+ ��

wx $%~ &���&�	�'�&�� �I�å`[G%� ��ó&'ù
+l
p ��

wxÂÀ ���� �

s�©�

O£ ���I 1
�&���&�	�'�&�� ~�I�xÅå`[G%� �

auth sufficient /lib/security/pam_rootok.so debug 

auth required /lib/security/pam_wheel.so group=wheel 

å`�%�¹� &���&�	�'�&�� �ITÀ �

#%PAM-1.0 

auth sufficient /lib/security/pam_rootok.so debug 

auth required /lib/security/pam_wheel.so group=wheel 

auth required /lib/security/pam_pwdb.so shadow nullok 

account required /lib/security/pam_pwdb.so 

password required /lib/security/pam_cracklib.so 

password required /lib/security/pam_pwdb.so shadow use_authtok nullok 

session required /lib/security/pam_pwdb.so 

session optional /lib/security/pam_xauth.so 

�%��_��À, 
���$ D�Â²�1+ ��wxÂÀ ���� ^_ 
���$
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���$

D�Â² �70YZ+ �� wxÂÀ ���� �

[root@deep]# usermod -G10 admin 

� �j0+l¼~�� D +> � 
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��åQ 
���$ D�+l +ã7�wxYZ.���+lYZ+ ��wxÂÀ
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25.25.25.25.    fgh=fgh=fgh=fgh=    

ù
+lz��¿¶�t+ YZV�bc89 k 8�)E�A �/�

��Mj µµ �É��FË �uù
HI~+l�é¹�f� «k YZ
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s�©�

O£ $
�
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��&$
�
��'���, å`f¢T[G�u� �

* hard core 0 

* hard rss 5000 

* hard nproc 20 

�u���_�� �����> j0�G8� �����I ������;> µÓE�

AUù
Q ;> ����8>>> j00- ����¹õ ��+l°ÓEÀ1+ 8 Mj

ÁG�u°Àz�éQ����+l,O 
pÁG�uù
 01�ÙÖ	
�

���+lz�A �����I�Mj�t+9: ]( U j0��¼,�éQ�
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HIO£ &���&�	�'�&$�(
� �I ~�I1Så`[G��� �

session required /lib/security/pam_limits.so 

å`���� &���&�	�'�&$�(
� �I��7� �

#%PAM-1.0 

auth required /lib/security/pam_securetty.so 

auth required /lib/security/pam_pwdb.so shadow nullok 

auth required /lib/security/pam_nologin.so 

account required /lib/security/pam_pwdb.so 
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password required /lib/security/pam_cracklib.so 

password required /lib/security/pam_pwdb.so nullok use_authtok md5 shadow 

session required /lib/security/pam_pwdb.so 

session required /lib/security/pam_limits.so 

#session optional /lib/security/pam_console.so 

26.26.26.26.    ijk<=ijk<=ijk<=ijk<=mountmountmountmountl
67
�l
67
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�&���&,��	) ¬ÂVdeµ�%� �

/dev/sda11 /tmp ext2 defaults 1 2 

/dev/sda6 /home ext2 defaults 1 2 

¢TÂ%�

/dev/sda11 /tmp ext2 nosuid,nodev,noexec 1 2 

/dev/sda6 /home ext2 nosuid,nodev 1 2 
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27.27.27.27.    mmmm rpmrpmrpmrpm?@nop��&'
kq?@nop��&'
kq?@nop��&'
kq?@nop��&'
kq rstuv
ABrstuv
ABrstuv
ABrstuv
AB
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!"µ ���AJéQH9Á +[G�wx �

[root@deep]# mount /dev/fd0 /mnt/floppy/ 

[root@deep]# mv /bin/rpm /mnt/floppy/ 

[root@deep]# umount /mnt/floppy 

^_^_^_^_ ��"eµ ���AJL���º\» ÅaZ�0"1­��o 
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[root@deep]# chmod 700 /bin/rpm 

28.28.28.28.    xyxyxyxy shellshellshellshell    

À-F�­®C`)��wx )	������$$YZ~ V&')	��N�
����� �I V&

�Üçé �5+l°�"�7� �j 8>>5^>C`p�wx ��5,23

8(�+l ~23�Üçé� °y, ')	��N�
����� �I Y1y,�É9:

+l~"=C`-x�ÖFC`--x qC`�-xy~ ')	��N�
����� �I�

×j[� qr ')	��N�
����� �I�.�ÉY1yJ�. �

~ &���&���,
$� �I��0��!0�"�0M"��0���0M"�%���-���¼,

+l� ')	��N�
����� �IYZ×jE§wx ��óµ &���&���,
$� �I��

�0��!0�"�0M"��0���0M"°fÂ�5��Ô�È k ;> �

O£ ���,
$��I 1
�&���&���,
$� µ�u�¢Â �

HISTFILESIZE=20 

HISTSIZE=20 

�7�5+lÜçé[� ')	��N�
����� 0ÓEÀ1j ;>5wx kl�kÆ

²~+l� V&')	��N�
����� �I��¤�u-x �0t,þ%¾y- �

29.29.29.29.    /etc/lilo.conf/etc/lilo.conf/etc/lilo.conf/etc/lilo.conf 67676767    

�0��� �
���Á�5E!1�:;AJ  YZ+©EÉ�I�� JYZL

H9fK9Á:; �
���¬o`MN XYZ4À� �<��� :;gh: �
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Â & �I��z �0���½)­e ,[G�%5;
 s� �0��e±

AMNQ&¦ù�Â�I�� s �0��e+Q��u
� k :;�@

&)��� çé�MN0j�~Â�I��� :;�@C� �0��:;AJ�s�

Å? �5Å?~:;_)��`Å?Xeo`�.�:;AJ �%5:;AJ


ßj~ &)���&)���') �I� MN�Ý:;AJo`¬¢�� ~ A���	���
���

��� MN
ß~Âçéf &)��� çé[ �


À �0��z �
������ß­e ¼Z��e&Y1Ö×üÙ �0��Ó­

e�ÔÕ�I� &��� çé[� $
$�'���, �I +�5�I��YZÔÕf�

$ �0��AJZD �
��������y [G� �0��AJ�k5­e�AªfÕ �

!"å` �
�����T>>�

�ªfÕf� �0��~:;�á���¹� µr+lC`��� � 3;��µ

»`��5����HIfÂ > 
ÀE­:;yt�����ab³ãpf 0

��+E­:; ÅaÓÙµ�ªfÂ > �

!"å` �����
�����

¶ �0��:;��r C`äU $
�����
�($� �`v+l �
�($� ÔË 
Àv

+lÔËt,-x?Ø ¼ZYZ~ �0��:;� åÁ-x×ü �����
���� A

ªÀ1� �	��
��� U��+ ^_eÛ�5MN°eåÁ-x×ü �

!"å` �	��
���TP�	��
���Q�

+v+lÔË¢� �
�������r ��e++lC`�5-x -x�.

ÔqºÕ� qre^_ e. &���&$
$�'���, �I 0- ����¹õ ��+lt

,c�ïù �7J0>"Q-x- [G�+ $
$�'���, �I×ü �0����5

¸ö«¬ �

s�©�

O£ $
$�'���,�I 1
�&���&$
$�'���, åÁf¢T[G���k5fÕ �

boot=/dev/sda 

map=/boot/map 

install=/boot/boot.b 

prompt 

timeout=00 #"change this line to 00. 

Default=linux 

restricted #"add this line. 

password=<password> #"add this line and put your password. 

image=/boot/vmlinuz-2.2.12-20 

label=linux 

initrd=/boot/initrd-2.2.12-10.img 

root=/dev/sda6 

read-only 
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s ©�


À &���&$
$�'���, ÔÕ�I¦ j~t,>på,�-x ¼ZÀ, �����

1,c�ïù +[G�wx¢T�I�ïù �

[root@deep]# chmod 600 /etc/lilo.conf (will be no longer world readable). 

sk©�

t¢T�� &���&$
$�'���, ÔÕ�I)O �

[root@deep]# /sbin/lilo -v (to update the lilo.conf file). 

sÛ©�

À-����ß YZ+ ��	���wxÛ $
$�'���, �IåÁ"Y¢T�ïù �

!".�I"Y¢T+[G�wx �

[root@deep]# chattr +i /etc/lilo.conf 

�7YZV� $
$�'���, �I
À_õf� ;
qà¢T kl�e¢T

$
$�'���, �I HIæÁ0 �"Y¢TïË �

!"Á0"Y¢T�ï�+[G�wx �

[root@deep]# chattr -i /etc/lilo.conf 

30.30.30.30.    ::::ControlControlControlControl----AltAltAltAlt----DeleteDeleteDeleteDeletez{|}Xz{|}Xz{|}Xz{|}X    

µ &���&
�
��	) �I����^^»YZ�G+ 3�����$*�$�*��$���¨c�ó¾

kl89:"��~�5���ÖF ��ß­e �

O£ 
�
��	)�I 1
�&���&
�
��	) µ��� �

ca::ctrlaltdel:/sbin/shutdown -t3 -r now 

¢À �

#ca::ctrlaltdel:/sbin/shutdown -t3 -r now 

+[G�wxt¢T)O �
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[root@deep]# /sbin/init q 

31.31.31.31.    ~�����
��67
���~�����
��67
���~�����
��67
���~�����
��67
���    

×Ø~ &1	�&$�( çé[�"ã³Ë�I�ÎÇy�×Ø����¼eÈ4�

�ß­e��5FG kl��~89:Án>åÁ-)E��ab �kX�1

sÂ!`� $%³Ë�I0���Ó��R�ab 
" ),HeÈ4�[+

þ%F>�1×Ø³Ë�I�ÎÇy kl89:ÁfÆá��� 89:Án>

�o-B­¾ 0YZµ­e�³Ë�IB­ë� �e+,�5YZ.ÛB­�

B­¾ ¬+ ���$�(µ¼,­e�³Ë�I¢Q &��1&$�> B­fm �kY

Z¢T89:Á��I AJ µµ �� µ­e�³Ë�IB­ë�¹� �

0v1ÀÐ- �

«k �

�é[89:Á¼,� ��$��� �	
$ :;��� ���.w ¬B­Q.w~�

Á89:Á�B­¾ de~ &���&���$�('���, �I�å`�� �

O£ ���$�('���,�I 1
�&���&���$�('���, ~�I1Så`[G��� �

authpriv.*;mail.*;local7.*;auth.*;daemon.info /dev/lp0 

­�¢� ���$�(��	����t¢�)O �

[root@deep]# /etc/rc.d/init.d/syslog restart 

(«k �

�é[89:Á¼,� ��$��� �	
$ :;��� ���.w ¬B­Q�ÖÆá

�� 89:Á.w�B­¾ e~�Áw�³Ë�I�89:� &���&���$�('���,

�I�å`�� kl�ÖÆ�t,B­¾ YZµ¼,�³Ë�I��Q	�8

9:Á ÀedX[Gs�© µ &��1&$�> åQ� 89:� ���$�('���, �

I� ?wÑQ~� 89:ÁfÕ *� äU$�© µ¼,³Ë�I��Q� 

�ó¾Á tmYZ~�Á�ó¾ÁghEÁ�ó¾�³Ë�I Lq�
gh@

< �

O£w�³Ë�I�89: «k �	
$'����	���'��� Á� ���$�('���, �I

1
�&���&���$�('���, ~�I�1Så`[G��� �

authpriv.*;mail.*;local7.*;auth.*;daemon.info /dev/lp0 
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À ���$�(��	������áÔÕ�bcw��2ÆáÁ��� ��HIt 1

sw��2ÆáÁ��� ~ ���$�(��	�����_��I ���w�³Ë�I�8

9:Á�_��I �å`[G� *� äU �

O£ ���$�(_��I 1
�J;7�&���&��'�&
�
�'�&���$�( µ��� �

daemon syslogd -m 0 

¢À �

daemon syslogd -r -m 0 

­�¢� ���$�(��	����t¢�)O �

[root@mail]# /etc/rc.d/init.d/syslog restart 

klw�³Ë�I�89:Á,RST mYZz��[RST�_��I�

,t,[G
� t,0åÁ �

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-s $SYSLOG_CLIENT \ 

-d $IPADDR 514 -j ACCEPT 

~�5«¬�RST�_��I��L- "@�"A/��N0/�"A!�3"TW���>W �

IPADDR="208.164.186.2"; 

SYSLOG_CLIENT=”208.164.168.0/24" 

­�¢�w�³Ë�I�89:Á�RST t¢�)O �

[root@mail]# /etc/rc.d/init.d/firewall restart 

�5RST`a¶òw�³Ë�I�89:w��2L- 8+7 ���$�(�L-

� -��C ¨©RST�¿ÉYZ�> seí�ÆáRST �

Ó� O£�[�½³Ë�I�89:Á� ���$�('���, �I 1
�

&���&���$�('���, ~1SåÁ��� �

authpriv.*;mail.*;local7.*;auth.*;daemon.info @mail 

�	
$ �w�³Ë�I��ó¾§¾4 kl,�Æ²�m��ó¾¬rfg

µ¼,­e���³Ë�I°_» m0"+2- 
Àmn>B­ë�f=~	
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�ÖFX,�5�� �70YZÂV�u³Ë�I?Eë�k~þ%ÖF G�

ëh�6`��I �

­�¢� ���$�(��	���� t¢T)O �

[root@deep]# /etc/rc.d/init.d/syslog restart 

ã7Xe>>�½³Ë�I�89:�RST�_��I�,t,�
� t

,åÁ �

ipchains -A output -i $EXTERNAL_INTERFACE -p udp \ 

-s $IPADDR 514 \ 

-d $SYSLOG_SERVER 514 -j ACCEPT 

�¦RST�_��I��L- �

EXTERNAL_INTERFACE="eth0" 

IPADDR="208.164.186.1" 

SYSLOG_SERVER="mail.openarch.com" 

­�¢�RST t¢T)O �

[root@deep]# /etc/rc.d/init.d/firewall restart 

�5RST�`a¶ò�½³Ë�I�89:
pL- 8+7 ���$�(�L- �

½ -��C ¨©RST�¿ÉYZ�> seí�ÆáRST �

^_^_^_^_ ��"e+Æ¨89:����gh¼,���³Ë�� ,¨ ���$�(�

AJ�� �uäU�WX YZ+�	�wx�>{| ���$�(�X2H ���$�(X;H�

���$�('���,X8H �

32.32.32.32.    stststst /etc/rc.d/init.d//etc/rc.d/init.d//etc/rc.d/init.d//etc/rc.d/init.d/ �y�
��67
ABwa�y�
��67
ABwa�y�
��67
ABwa�y�
��67
ABwa    

¢T¢��FG �	�����_��I�ïù �

[root@deep]# chmod -R 700 /etc/rc.d/init.d/* 

�7À, ����YZc q�[��5çé[�_� ����+lt,þ%H

ei�_��I�M÷ �

^_^_^_^_ klm�ofº»-�5AJ e+Q &���&��'�&
�
�'�& � �������F_

� "e��1z��[¢T�z��5_��I�òY �
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33.33.33.33.    /etc/rc.d/rc.local/etc/rc.d/rc.local/etc/rc.d/rc.local/etc/rc.d/rc.local 67676767    

~�á9:[ ¶�éo, �
�������ó¾� ��y±Am �
������

�4g ��( MN���89:4� ���-¯E����� ÓÙÀ/0

�5 ��(
�% ��0�� �

s�©�

O£ &���&��'�&��'$��	$ �I ~[G�u���GåÁ R �

-- 

# This will overwrite /etc/issue at every boot. So, make any changes you 

# want to make to /etc/issue here or you will lose them when you reboot. 

#echo "" > /etc/issue 

#echo "$R" >> /etc/issue 

#echo "Kernel $(uname -r) on $a $(uname -m)" >> /etc/issue 

# 

#cp -f /etc/issue /etc/issue.net 

#echo >> /etc/issue 

-- 

s ©�

_0 &��� çé[� 
����'��� � 
���� �I �

[root@deep]# rm -f /etc/issue 

[root@deep]# rm -f /etc/issue.net 

^_^_^_^_ &���&
����'��� �I�+lLÆá�é�ó¾� «k ��$��� ���

>Q��é�0 ã7~ &��� çé[X,�5 
���� �I �+lL�Ö�é

�>Q��0 �%5�I°����I YZÂVde¢T �� kl�_»

�%5�I HI¿ÁG���$7µ &���&��'�&��'$��	$ _���$u�^^»

Åa�6­�¢���r ��(y­�8��%5�I �

34.34.34.34.    ���� ssss �
?@�
?@�
?@�
?@    

+ $��*$wxêë���I kl�I�ïùç�ë¤ � a�u�I� �-0�

*�
��*��*� f ��0� *�*��*��*� çàf�- 
À�uAJÛ[� �+l�u

¼ï ¼Zkl"de+Q�u¼ï ÓÙµ�uAJ� � çéù YZ+[G

�5wx ������	�K��P�I4Q éùìÊ�I� � ç �

YZÁ0 � ç�AJC��"ù© �
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!"L�"+�AJ�

!""��� ����+l���AJ�

!"hÎ++ ��"�_æ+ ��wxTÀ �����1�� �

[Gå-]( U �AJ �5�áÀ,Heéù � ç ^_ ��Y1

de�u �-0��AJ�1�ß�� ¼Ze��Ô' �

+[G�wx��¼,ö � ç�AJ �

[root@deep]# find / -type f \( -perm -04000 -o -perm -02000 \) \-exec ls –lg {} 

\; 

*-rwsr-xr-x 1 root root 35168 Sep 22 23:35 /usr/bin/chage 

*-rwsr-xr-x 1 root root 36756 Sep 22 23:35 /usr/bin/gpasswd 

*-r-xr-sr-x 1 root tty 6788 Sep 6 18:17 /usr/bin/wall 

-rwsr-xr-x 1 root root 33152 Aug 16 16:35 /usr/bin/at 

-rwxr-sr-x 1 root man 34656 Sep 13 20:26 /usr/bin/man 

-r-s--x--x 1 root root 22312 Sep 25 11:52 /usr/bin/passwd 

-rws--x--x 2 root root 518140 Aug 30 23:12 /usr/bin/suidperl 

-rws--x--x 2 root root 518140 Aug 30 23:12 /usr/bin/sperl5.00503 

-rwxr-sr-x 1 root slocate 24744 Sep 20 10:29 /usr/bin/slocate 

*-rws--x--x 1 root root 14024 Sep 9 01:01 /usr/bin/chfn 

*-rws--x--x 1 root root 13768 Sep 9 01:01 /usr/bin/chsh 

*-rws--x--x 1 root root 5576 Sep 9 01:01 /usr/bin/newgrp 

*-rwxr-sr-x 1 root tty 8328 Sep 9 01:01 /usr/bin/write 

-rwsr-xr-x 1 root root 21816 Sep 10 16:03 /usr/bin/crontab 

*-rwsr-xr-x 1 root root 5896 Nov 23 21:59 /usr/sbin/usernetctl 

*-rwsr-xr-x 1 root bin 16488 Jul 2 10:21 /usr/sbin/traceroute 

-rwxr-sr-x 1 root utmp 6096 Sep 13 20:11 /usr/sbin/utempter 

-rwsr-xr-x 1 root root 14124 Aug 17 22:31 /bin/su 

*-rwsr-xr-x 1 root root 53620 Sep 13 20:26 /bin/mount 

*-rwsr-xr-x 1 root root 26700 Sep 13 20:26 /bin/umount 

*-rwsr-xr-x 1 root root 18228 Sep 10 16:04 /bin/ping 

*-rwxr-sr-x 1 root root 3860 Nov 23 21:59 /sbin/netreport 

-r-sr-xr-x 1 root root 26309 Oct 11 20:48 /sbin/pwdb_chkpwd 

+[G�wx�GÁGAë�� �-0��AJ �

[root@deep]# chmod a-s /usr/bin/chage 

[root@deep]# chmod a-s /usr/bin/gpasswd 

[root@deep]# chmod a-s /usr/bin/wall 

[root@deep]# chmod a-s /usr/bin/chfn 

[root@deep]# chmod a-s /usr/bin/chsh 

[root@deep]# chmod a-s /usr/bin/newgrp 
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[root@deep]# chmod a-s /usr/bin/write 

[root@deep]# chmod a-s /usr/sbin/usernetctl 

[root@deep]# chmod a-s /usr/sbin/traceroute 

[root@deep]# chmod a-s /bin/mount 

[root@deep]# chmod a-s /bin/umount 

[root@deep]# chmod a-s /bin/ping 

[root@deep]# chmod a-s /sbin/netreport 

klm�i��uAJQ$,þ%+ YZ+�	�wx�>{| �

«k �

[root@deep]# man netreport 

35.35.35.35.    �����67�����67�����67�����67    

~����5ÖF°e�>�[,t,iß��§�I ß(��pgA�

+ $� wx>"Q��I 
À�u�IY1��j��k@¸f=� �u�

� -x�5AJ � ���-x�I µµ ~-/0@[ �5ß+�°±

0�+�u¼½�4 k Y ''� ßß�� f ''Z� ßß ������$*�

��§�Ifçé + ,
�� AJYZ��Q�u�§�I �

«k �

[root@deep]# find / -name ".. " -print -xdev 

[root@deep]# find / -name ".*" -print -xdev | cat -v 

ã�Je^_# '�� � '�	
$ �7��I4� �u�I4>��°)

#�ß��I4 �

36.36.36.36.    ����������������SUID/SGIDSUID/SGIDSUID/SGIDSUID/SGID��X
67��X
67��X
67��X
67    

��� �-0�� ��0��I),Y1ÂÀ���� HIà�,°	 
À�

uAJ°Û[� �+l�u¼ï ¼Ze�×=>� �-0�AJt,à�o �

�kßßæ+ �-0�AJ k_Y[�5 �-0��AJ<À[6�`����

a ^_���¼,� �-0�� ��0��AJ ¬�� � �7m0YZ&2�

¤`�= �

+[G�wx�����¼,� �-0�� ��0�AJ �



sssskkkkíííí ����/e����/e����/e����/e�

 57575757  

[root@deep]# find / -type f \( -perm -04000 -o -perm -02000 \) \-exec ls -lg {} 

\; 

^_^_^_^_ äÈ slí���HI �¨© �@
���� �@
�YZÀm�ô2�

�ÎÂ�ªu9 ¬+ ��	
$�±Vl �

37.37.37.37.    ��]^_`��Fh
67��y��]^_`��Fh
67��y��]^_`��Fh
67��y��]^_`��Fh
67��y    

kl�k}�¬¢T-�u���I �u���I0yÂÀ��QR u±

�°,qïù�çéJã7,=> 
À�kYZÂV���de2ÝÖ^åf_

0�I ~�ß9:[,u�I�Yq� C��u &��1 çé[��I�A(

.w �

~����çu±�°,qïù��I�çé+[G�wx �

[root@deep]# find / -type f \( -perm -2 -o -perm -20 \) -exec ls -lg {} \; 

[root@deep]# find / -type d \( -perm -2 -o -perm -20 \) -exec ls -ldg {} \; 

^_^_^_^_ # ��
�
	��HI�7��I�çéÎÇy�z�:1sïÆ gh�F

�Ö�¤à¢Tp�u±�°,qïù��I äÈ slí���HI Z}�¨

© ��
�
	����E�� �

38.38.38.38.    �����_
67�����_
67�����_
67�����_
67    

�¤t,§���I0_ðx,�k`�m���- "1¶òt,§���

Ij~ kl~����¤-t,§���Ifçé æ�> �ÎÇy kl�

æ�ß Û �5§� ,�rº\AJY1yë¤�ut,§���Ifçé

~�É9:[YZµ�u�I�çé_0» �

�ç���t,§���I+[G�wx �

[root@deep]# find / -nouser -o -nogroup 

^_^_^_^_ "+g &��1 çé[�$u�I �

39.39.39.39.    �������� .rhosts.rhosts.rhosts.rhosts 67676767    

�� '������ �I�³ßgh@<��Å? 
À�u�I"¶ò~���j

~ �l �k,Y1Àe,�����58(0Y1`�Ç5Æá �
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YZ+[G�wx�ç���� '������ �I �

[root@deep]# find /home -name .rhosts 

JYZ+�5 ����u9�´Ö�> �±�_0[�� "&'�������I ã�

JHI.+li�my>ßÖ���ÉmN �

+ ����»n~ &���&����'�	
$� çé[ 8� ,
��N������N,
$�� _��I ������

&���&����'�	
$�&,
��N������N,
$�� ¬~_��I�å`[G
� �

#!/bin/sh 

/usr/bin/find /home -name .rhosts | (cat <<EOF 

This is an automated report of possible existent “.rhosts” files on the server 

deep.openarch.com, generated by the find utility command. 

New detected “.rhosts” files under the “/home” directory include: 

EOF 

cat 

) | /bin/mail -s "Content of .rhosts file audit report" root 

G� .�5_�Y[� µ¼,=�DfÕÂ ���� �

[root@deep]# chmod 755 /etc/cron.daily/find_rhosts_files 

[root@deep]# chown 0.0 /etc/cron.daily/find_rhosts_files 
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1. 1. 1. 1. /etc/profile/etc/profile/etc/profile/etc/profile 67676767    
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CFLAGS=’-O9 -funroll-loops -ffast-math -malign-double -mcpu=pentiumpro 

-march=pentiumpro -fomit- 

frame-pointer -fno-exceptions’ 

������������    
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z©z©z©z© 0$�����
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CFLAGS=’-O3 -march=pentium -mcpu=pentium -ffast-math -funroll-loops 

-fomit-frame-pointer -fforce- 

mem -fforce-addr -malign-double -fno-exceptions’ 

z©z©z©z© 0$�� � ���
�

~ ���&���,
$� �I� å`�� �

CFLAGS=’-O3 -funroll-all-loops -malign-double -mcpu=i486 -march=i486 

-fomit-frame-pointer -fno-exceptions’ 

~��ÎZÁfÕ¹� qw=xµ 3!�������/���"��3��A�"� å`

Q ���&���,
$� �I�� ������ �� �

export PATH PS1 HOSTNAME HISTSIZE HISTFILESIZE USER LOGNAME MAIL INPUTRC CFLAGS 

LANG LESSCHARSET 
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http://egcs.cygnus.com/
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CFLAGS=’-O9 -funroll-loops -ffast-math -malign-double -mcpu=pentiumpro 

-march=pentiumpro -fomit-frame-pointer -fno-exceptions’ 

�

z© 3�-�����
���X
829H �o- �(��*;'=+'99 �Ó~�OPAª� �

CFLAGS=’-O3 -march=pentium -mcpu=pentium -ffast-math -funroll-loops 

-fomit-frame-pointer -fforce-mem -fforce-addr -malign-double -fno-exceptions’ 
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CFLAGS=’-O3 -funroll-all-loops -malign-double -mcpu=i486 -march=i486 

-fomit-frame-pointer -fno-exceptions’ 
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2. 2. 2. 2. bdflushbdflushbdflushbdflush ��������    
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echo "100 1200 128 512 15 5000 500 1884 2">/proc/sys/vm/bdflush 

ò¢÷uÈ YZt���Ê�� «k YZt��~q`K9¹�µ��

��� LqV�-�uK9dS��� �
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3. 3. 3. 3. ip_local_port_rangeip_local_port_rangeip_local_port_rangeip_local_port_range ��������    

[���çé &����&���&���&
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©t+P)$��� YZò¢À <;:92Q 9+>>> �

echo *32768 61000* > /proc/sys/net/ipv4/ip_local_port_range 

µ=wxå`�I &���&��'�&��'$��	$ ¹� �6­�¢�¾:� 0"H1

6R@9`�ãwx- �

4. 4. 4. 4. /etc/nsswitch.conf/etc/nsswitch.conf/etc/nsswitch.conf/etc/nsswitch.conf 67676767    
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"hosts: dns files" 
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passwd: files 

shadow: files 

group: files 

hosts: dns files 

bootparams: files 

ethers: files 

netmasks: files 

networks: files 

protocols: files 

rpc: files 

services: files 

automount: files 

aliases: files 

5. 5. 5. 5. /proc/proc/proc/proc 67
�67
�67
�67
�    
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echo "8192" >/proc/sys/fs/file-max 

echo "32768" >/proc/sys/fs/inode-max 

Á�¼���F>ò¢-MN¶Ñ·�ßU �� ~��MN¶Ñ·��¬

"1�<+ 
"X"1ó�ÓÙ�F> ÓÙ��ÉF>�µÁ(wxå`�I

���&��'�&��'$��	$ ¹� ~=�I�Ó�å`Z[%� @f��, +;2 Mj �

echo "8192" >/proc/sys/fs/file-max  

echo "32768" >/proc/sys/fs/inode-max 
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6. 6. 6. 6. ulimitulimitulimitulimit ��������    
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')	���� �If=*Ít+� ')	���� !1ì¶� ���$$�_��å`�Éù
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ulimit -u unlimited 

G�íë ­��é À-?Ø YZZ ����»n�é G�´` � �$
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[root@deep]# ulimit -a 

core file size (blocks) 1000000 

data seg size (kbytes) unlimited 

file size (blocks) unlimited 

max memory size (kbytes) unlimited 

stack size (kbytes) 8192 

cpu time (seconds) unlimited 

max user processes unlimited * this line. 

pipe size (512 bytes) 8 

open files 1024 

virtual memory (kbytes) 2105343 

^_^_^_^_ mY1�ý¿©~wx�´` ��$
�
��K� q"�µ å`Q�I
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7. 7. 7. 7. �4
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þå¶��AB��I�Uç A���	��9'> MN ;';'8 � +�ÉF>�AY
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ulimit -n 90000 
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[root@deep]# ulimit -a 

core file size (blocks) 1000000 

data seg size (kbytes) unlimited 

file size (blocks) unlimited 

max memory size (kbytes) unlimited 

stack size (kbytes) 8192 

cpu time (seconds) unlimited 

max user processes unlimited 

pipe size (512 bytes) 8 

open files 90000 * this line. 

virtual memory (kbytes) 2105343 

^_^_^_^_ ~2© ;';�MN���� rt��-Á(ò¢ �5�A¼1B�

��IUç{Gù
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8. 8. 8. 8. 67676767 atimeatimeatimeatime � � � �     
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[root@deep]# chattr +A filename 
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[root@deep /root]# chattr -R +A /var/spool/ 

[root@deep /root]# chattr -R +A /cache/ 

[root@deep /root]# chattr -R +A /home/httpd/ona/ 

9. 9. 9. 9. 67
67
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E.I: /dev/sda7 /chroot ext2 defaults,noatime 1 2 

­�¢���G�G�+Z[wxÅÆVl �

[ root@deep ]# reboot 

[ root@deep ]# cat /proc/mounts 

10. 10. 10. 10. [)
[)
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TCP/IPTCP/IPTCP/IPTCP/IP¡¡¡¡    
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110: "route add -net ${NETWORK} netmask ${NETMASK} ${DEVICE}" 

112: "route add -host ${IPADDR} ${DEVICE}" 

117: "route add default gw ${GATEWAY} metric 1 ${DEVICE}" 

125: "route add default gw ${GATEWAY} ${DEVICE}" 

134: "route add default gw $gw ${DEVICE}" 
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110: "route add -net ${NETWORK} netmask ${NETMASK} window 8192 ${DEVICE}" 

112: "route add -host ${IPADDR} window 8192 ${DEVICE}" 

117: "route add default gw ${GATEWAY} window 8192 metric 1 ${DEVICE}" 

125: "route add default gw ${GATEWAY} window 8192 ${DEVICE}" 

134: "route add default gw $gw window 8192 ${DEVICE}" 

11. 11. 11. 11. ����������������    
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[root@deep]# /sbin/hdparm -c 1 /dev/hda (� hdb, hdc ��) 

���	��X2H��{|�� �	��	(� �½­- z©÷u�¸det+Aª *��<
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t+k[wx Z¶ò� �FË �

[root@deep]# /sbin/hdparm -d 1 /dev/hda (� hdb, hdc ��) 

�²�©OPMN�AB�§-�¸D �

�

t+k[wx Z¶òEg�� �ÔË ;¢½ �

[root@deep]# /sbin/hdparm -d 1 -X34 /dev/hda (� hdb, hdc ��) 
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[root@deep]# /sbin/hdparm -d 1 -X66 /dev/hda (� hdb, hdc ��) 

t+=wx¹� �æÊ=,]O-$��	� ���¸D ¬ä> ���	���{|

�� t+=wx� 9HÔ' �

�

t+k[wx Z¶òE�@ 0&�ÔË �

[root@deep]# /sbin/hdparm -m XX /dev/hda � hdb, hdc ��  

�� äU@@��t+K9]O�Ó.fÕ YZt+ *
 Aª�2���

¼oK9]O�Ó.fÕ YZ~Cë��> 	� �$������È «k �

[root@deep]# /sbin/hdparm -i /dev/hda � hdb, hdc ��  

�

/dev/hda: 

Model=Maxtor 7540 AV, FwRev=GA7X4647, SerialNo=L1007YZS 

Config={ HardSect NotMFM HdSw>15uSec Fixed DTR>5Mbs FmtGapReq } 

RawCHS=1046/16/63, TrkSize=0, SectSize=0, ECCbytes=11 

BuffType=3(DualPortCache), BuffSize=32kB, MaxMultSect=8, MultSect=8 

DblWordIO=yes, maxPIO=2(fast), DMA=yes, maxDMA=1(medium) 

CurCHS=523/32/63, CurSects=379584528, LBA=yes, LBA=yes, LBAsects=1054368 

tDMA={min:150,rec:150}, DMA modes: sword0 sword1 *sword2 *mword0 

IORDY=on/off, tPIO={min:240,w/IORDY:180}, PIO modes: mode3 

ç��.EU�K9Ä�:°]OE�@ÔË  �$�
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[root@deep]# /sbin/hdparm -t /dev/hda (� hdb, hdc ��) 
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[root@deep]# cat /etc/lilo.conf 

boot=/dev/sda 

map=/boot/map 

install=/boot/boot.b 

prompt 

timeout=50 

http://www.kernelnotes.org/
http://www.openwall.com/linux/
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image=/boot/vmlinuz-2.2.12-20 

label=linux 

root=/dev/sda6 

initrd=/boot/initrd-2.2.12-20.img 

read-only 

¤~de�>+�¢��MN ~ï$�o� Í�é6ïÇÀ $
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[root@deep]# mkbootdisk --device /dev/fd0 2.2.12-20 

Insert a disk in /dev/fd0. Any information on the disk will be lost. 

Press <Enter> to continue or ^C to abort: 
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[root@deep]# cp linux-version_tar.gz /usr/src/ 

[root@deep]# cd /usr/src/ 

[root@deep]# rm -rf linux (�����������) 

[root@deep]# rm -rf linux-old.version.number (������ !"#$%&) 
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[root@deep]# rpm -qa | grep kernel 

kernel-headers-2.2.12-20.i386.rpm 

kernel-2.2.12-20.i386.rpm 
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[root@deep]# rpm -e --nodeps kernel-headers kernel 
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[root@deep]# rm -rf /usr/src/linux-2.2.12/ 

[root@deep]# rm -rf /lib/modules/2.2.12-20/ 

[root@deep]# tar xzpf linux-version_tar.gz 

[root@deep]# chown -R 0.0 /usr/src/linux/ 

[root@deep]# rm -f linux-version_tar.gz 
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NR_TASKS from 512 to 3072 

MIN_TASKS_LEFT_FOR_ROOT from 4 to 24 
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CFLAGS = -Wall -Wstrict-prototypes -O2 -fomit-frame-pointer 

À�
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CFLAGS = -Wall -Wstrict-prototypes -O9 -funroll-loops -ffast-math -malign-double 

-mcpu=pentiumpro -march=pentiumpro -fomit-frame-pointer -fno-exceptions 

!"ò¢�

HOSTCFLAGS = -Wall -Wstrict-prototypes -O2 -fomit-frame-pointer 

À�

HOSTCFLAGS = -Wall -Wstrict-prototypes -O9 -funroll-loops -ffast-math 

-malign-double -mcpu=pentiumpro -march=pentiumpro -fomit-frame-pointer 

-fno-exceptions 
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[root@deep]# cp linux-2_2_14-ow1_tar.gz /usr/src/ 

[root@deep]# cd /usr/src/ 

[root@deep]# tar xzpf linux.2_2_14-ow1_tar.gz 

[root@deep]# cd linux-2.2.14-ow1/ 

[root@deep]# mv linux-2.2.14-ow1.diff /usr/src/ 

[root@deep]# cd .. 

[root@deep]# patch -p0 < linux-2.2.14-ow1.diff 

[root@deep]# rm -rf linux-2.2.14-ow1 

[root@deep]# rm -f linux-2.2.14-ow1.diff 

[root@deep]# rm -f linux-2_2_14-ow1_tar.gz 

^_^_^_^_ � $
���*;';'+7*�
+ì¨�¼,����� k�Y[�ÒÓµÍà�é

Q &1	�&$�(&����	(�� � �

·¸·¸·¸·¸    

�× &���&
��$���&	�� &���&
��$���&$
��� � &���&
��$���&���
 µ¬ç

é��¿MN¶Ñ·�êw ¬çé 	�� $
���� ���
°�ê¿¶Ñ·çé[��

�� =�ó¾ö�V\¼de���� 
��$���¬çé k 	���¿

&���&���&$
���&
��$���&	��*
<29 µ �t,�uêw 0deR@8� H\[

G�©Ê�� �

[root@deep]# cd /usr/include/ 

[root@deep]# rm -rf asm linux scsi 

[root@deep]# ln -s /usr/src/linux/include/asm-i386 asm 

[root@deep]# ln -s /usr/src/linux/include/linux linux 

[root@deep]# ln -s /usr/src/linux/include/scsi scsi 
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[root@deep]# cd /usr/src/linux/ 

[root@deep]# make mrproper 
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[root@deep]# cd /usr/src/linux/ 

[root@deep]# make config 

µ¶¹ºµ¶¹ºµ¶¹ºµ¶¹º    

0�-#�)��%���(��#�#����������

Prompt for development and/or incomplete code/drivers (CONFIG_EXPERIMENTAL) [N] 

$���#������(�#���-�.#��%�#��

Processor family (CONFIG_M386) [Ppro/6x86MX] 

Maximum physical Memory (CONFIG_1GB) [1GB] 

Math emulation (CONFIG_MATH_EMULATION) [N] 

MTRR Memory Type Range Register support (CONFIG_MTRR) [N] 

Symmetric multi-processing support (CONFIG_SMP) [Y] N 

���-�&�#�)�-%�#��%������

Enable loadable module support (CONFIG_MODULES) [Y] N 

4#�#�����#�%��

Networking support (CONFIG_NET) [Y] 

PCI support (CONFIG_PCI) [Y] 

PCI access mode (BIOS, Direct, Any) [Any] 

PCI quirks (CONFIG_PCI_QUIRKS) [Y] N 

Backward-compatible /proc/pci (CONFIG_PCI_OLD_PROC) [Y] N 

MCA support (CONFIG_MCA) [N] 

SGI Visual Workstation support (CONFIG_VISWS) [N] 

System V IPC (CONFIG_SYSVIPC) [Y] 
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BSD Process Accounting (CONFIG_BSD_PROCESS_ACCT) [N] 

Sysctl support (CONFIG_SYSCTL) [Y] 

Kernel support for a.out binaries (CONFIG_BINFMT_AOUT) [Y] 

Kernel support for ELF binaries (CONFIG_BINFMT_ELF) [Y] 

Kernel support for MISC binaries (CONFIG_BINFMT_MISC) [Y] 

Parallel port support (CONFIG_PARPORT) [N] 

Advanced Power Management BIOS supports (CONFIG_APM) [N] 

$�% ���-�$��(��%������

Plug and Play support (CONFIG_PNP) [N] 

,���5�-#���#��

Normal PC floppy disk support (CONFIG_BLK_DEV_FD) [Y] 

Enhanced IDE/MFM/RLL disk/cdrom/tape/floppy support (CONFIG_BLK_DEV_IDE) [Y] 

Use old disk-only driver on primary interface (CONFIG_BLK_DEV_HD_IDE) [N] 

Include IDE/ATA-2 disk support (CONFIG_BLK_DEV_IDEDISK) [Y] 

Include IDE/ATAPI CDROM support (CONFIG_BLK_DEV_IDECD) [Y] 

Include IDE/TAPE support (CONFIG_BLK_DEV_IDETAPE) [N] 

Include IDE/FLOPPY support (CONFIG_BLK_DEV_IDEFLOPPY) [N] 

SCSI emulation support (CONFIG_BLK_DEV_IDESCSI) [N] 

CMD640 chipset bugfix/support (CONFIG_BLK_DEV_CMD640) [Y] N 

RZ1000 chipset bugfix/support (CONFIG_BLK_DEV_RZ10000 [Y] N 

Generic PCI IDE chipset support (CONFIG_BLK_DEV_IDEPCI) [Y] 

Generic PCI bus-master DMA support (CONFIG_BLK_DEV_IDEDMA) [Y] 

Boot off-board chipsets first support (CONFIG_BLK_DEV_OFFBOARD) [N] 

Use DMA by default when available (CONFIG_IDEDMA_AUTO) [Y] 

Other IDE chipset support (CONFIG_IDE_CHIPSETS) [N] 

Loopback device support (CONFIG_BLK_DEV_LOOP) [N] 

Network block device driver support (CONFIG_BLK_DEV_NBD) [N] 

Multiple device driver support (CONFIG_BLK_DEV_MD) [N] 

RAM disk support (CONFIG_BLK_DEV_RAM) [N] 

XT hard disk support (CONFIG_BLK_DEV_XD) [N] 

Mylex DAC960/DAC1100 PCI RAID Controller support (CONFIG_BLK_DEV_DAC960) [N] 

Parallel port IDE device support (CONFIG_PARIDE) [N] 

Compaq SMART2 support (CONFIG_BLK_CPQ_DA) [N] 

�#�6��5�� ���������

Packet socket (CONFIG_PACKET) [Y] 

Kernel/user netlink socket (CONFIG_NETLINK) [N] 

Network firewalls (CONFIG_FIREFALL) [N] Y 

Socket filtering (CONFIG_FILTER) [N] 
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Unix domain sockets (CONFIG_UNIX) [Y] 

TCP/IP networking (CONFIG_INET) [Y] 

IP:Multicasting (CONFIG_IP_MULTICAST) [N] 

IP:Advanced router (CONFIG_IP_ADVENCED_ROUTER) [N] 

IP:Kernel level autoconfiguration (CONFIG_IP_PNP) [N] 

IP:Firewalling (CONFIG_IP_FIREWALL) [N] Y 

IP:Transparent proxy support (CONFIG_IP_TRANSPARENT_PROXY) [N] 

IP:Masquerading (CONFIG_IP_MASQUERADE0 [N] 

IP:ICMP masquerading (CONFIG_IP_MASQUERADE_ICMP) [N] 

IP:Optimize as router not host (CONFIG_IP_ROUTER) [N] 

IP:Tunneling (CONFIG_NET_IPIP) [N] 

IP:GRE tunnels over IP (CONFIG_NET_IPGRE) [N] 

IP:Aliasing support (CONFIG_IP_ALIAS) [N] 

IP:TCP syncookie support (CONFIG_SYN_COOKIES) [N] Y 

IP:Reverse ARP (CONFIG_INET_RARP) [N] 

IP:Allow large windows (CONFIG_SKB_LARGE) [Y] 

The IPX protocol (CONFIG_IPX) [N] 

AppleTalk DDP (CONFIG_ATALK) [N] 

7#�#����(��%������

Linux telephony support (CONFIG_PHONE) [N/y/m/?] (NEW) 

'0'���%������

SCSI support (GONFIG_SCSI) [Y] 

SCSI disk support (CONFIG_BLK_DEV_SD) [Y] 

SCSI tape support (CONFIG_CHR_DEV_ST) [N] 

SCSI CD-ROM support (CONFIG_BLK_DEV_SR) [N] 

SCSI generic support (CONFIG_CHR_DEV_SG) [N] 

Probe all LUMs on each SCSI device (CONFIG_SCSI_MULTI-LUM) [Y] N 

Verbose SCSI error reporting (kernel size +=12K) (CONFIG_SCSI_CONSTANTS) [Y] N 

SCSI logging facility (CONFIG_SCSI_LOGGING) [N] 

'0'����61�#�#��-���#���

7000FASST SCSI support (CONFIG_SCSI_7000FASST) [N] 

ACARD SCSI support (CONFIG_SCSI_ACARD) [N] 

Adaptec AHA152X/2825 support (CONFIG_SCSI_AHA152X) [N] 

Adaptec AHA1542 support (CONFIG_SCSI_AHA1542) [N] 

Adaptec AHA1740 support (CONFIG_SCSI_AHA1740) [N] 

Adaptec AIC7xxx support (CONFIG_SCSI_AIC7XXX) [N] Y 

Enable Tagged Command Queuering (CONFIG_AIC7XXX_TCQ_ON_BY_DEFAULT) [N] Y 

Maximum number of TCQ commands per device (CONFIG_AIC7XXX_CMDS_PER_DEVICE) [8] 
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Collect statistics to report in /proc (CONFIG_AIC7XXX_PROC_STATS) [N] 

Delay in seconds after SCSI bus reset (CONFIG_AIC7XXX_RESET_DELAY) [5] 

IBM ServeRAID support (CONFIG_SCSI_IPS) [N] 

AdvanSys SCSI support (CONFIG_SCSI_ADVANSYS) [N] 

Always IN2000 SCSI support (CONFIG_SCSI_IN2000) [N] 

AM53/79C974 PCI SCSI support (CONFIG_SCSI_AM53C974) [N] 

AMI MegaRAID support (CONFIG_SCSI_MEGARAID) [N] 

BusLogic SCSI support (CONFIG_SCSI_BUSLOGIC) [N] 

DTC3180/3280 SCSI support (CONFIG_SCSI_DTC3280) [N] 

EATA ISA/EISA/PCI (DPT and generic EATA/DMA-compliant boards) support 

(CONFIG_SCSI_EATA) [N] 

EATA-DMA (DPT, NEC, AT&T, SNI, AST, Olivetti, Alphatronix) support 

(CONFIG_SCSI_EATA_DMA) [N] 

EATA-PIO (old DPT PM2001, PM2012A) support (CONFIG_SCSI_EATA_PIO) [N] 

Future Domain 16xx SCSI/AHA-2920A support (CONFIG_SCSI_FUTURE_DOMAIN) [N] 

GDT SCSI Disk Array Controller support (CONFIG_SCSI_GDTH) [N] 

Generic NCR5380/53c400 SCSI support (CONFIG_SCSI_GENERIC_NCR5380) [N] 

Initio 9100U(W) support (CONFIG_SCSI_INITIO) [N] 

Initio INI-A100U2W support (CONFIG_SCSI_INIA100) [N] 

NCR53c406a SCSI support (CONFIG_SCSI_NCR53C406A) [N] 

symbios 53c416 SCSI support (CONFIG_SCSI_SYM53C416) [N] 

Simple 53c710 SCSI support (Compaq, NCR machines) (CONFIG_SCSI_SIM710) [N] 

NCR53c7,8xx SCSI support (CONFIG_SCSI_NCR53C7xx) [N] 

NCR53C8XX SCSI support (CONFIG_SCSI_NCR53C8XX) [N] 

SYM53C8XX SCSI support (CONFIG-SCSI_SYM53C8XX) [Y] N 

PAS16 SCSI support (CONFIG_SCSI_PAS16) [N] 

PCI2000 support (CONFIG_SCSI_PCI2000) [N] 

PCI2220i support (CONFIG_SCSI_PCI2220I) [N] 

PSI240i support (CONFIG_SCSI_PSI240I) [N] 

Qlogic FAS SCSI support (CONFIG_SCSI_QLOGIC_FAS) [N] 

Qlogic ISP SCSI support (CONFIG_SCSI_QLOGIC_ISP) [N] 

Qlogic ISP FC SCSI support (CONFIG_SCSI_QLOGIC_FC) [N] 

Seagate ST-02 and Future Domain TMC-8xx SCSI support (CONFIG_SCSI_SEAGATE) [N] 

Tekram DC390(T) and Am53/79C974 SCSI support (CONFIG_SCSI_DC390T) [N] 

Trantor T128/T128F/T228 SCSI support (CONFIG_SCSI_T128) [N] 

UltraStor 14F/34F support (CONFIG_SCSI_U14_34F) [N] 

UltraStor SCSI support (CONFIG_SCSI_ULTRASTOR) [N] 

�#�6��5�-#���#��%������

Network device support (CONFIG_NETDEVICES) [Y] 

�/8�#��-#���#��
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ARCnet support (CONFIG_ARCNET) [N] 

Dummy net driver support (CONFIG_DUMMY) [M] Y 

EQL (serial line load balancing) support (CONFIG_EQUALIZER) [N] 

General Instruments Surfboard 1000 (CONFIG_NET_SB1000) [N] 

+��#��#��9���������:&��;�

Ethernet (10 or 100Mbit) (CONFIG_NET_ETHERNET) [Y] 

3COM cards (CONFIG_NET_VENDOR_3COM) [N] 

AMD LANCE and PCnet (AT1500 and NE2100) support (CONFIG_LANCE) [N] 

Western Digital/SMC cards (CONFIG_NET_VENDOR_SMC) [N] 

Racal-Interlan (Micom) NI cards (CONFIG_NET_VENDOR_RACAL) [N] 

Other ISA cards (CONFIG_NET_ISA) [N] 

EISA, VLB, PCI and on board controllers (CONDIF_NET_EISA) [Y] 

AMD PCnet32 (VLB and PCI) support (CONFIG_PCNET32) [N] 

Apricot Xen-II on board Ethernet (CONFIG_APRICOT) [N] 

CS89x0 support (CONFIG_CS89x0) [N] 

DM9102 PCI Fast Ethernet Adapter support (EXPERIMENTAL) (CONFIG_DM9102) [N] 

Generic DECchip & DIGITAL EtherWORKS PCI/EISA (CONFIG_DE4X5) [N] 

DECchip Tulip (dc21x4x) PCI support (CONFIG_DEC_ELCP) [N] 

Digi Intl. RightSwitch SE-X support (CONFIG_DGRS) [N] 

EtherExpressPro/100 support (CONFIG_EEXPRESS_PRO100) [Y] 

PCI NE2000 support (CONFIG_NE2K_PCI) [N] 

TI ThunderLAN support (CONFIG_TLAN) [N] 

VIA Rhine support (CONFIG_VIA_RHINE) [N] 

SiS 900/7016 PCI Fast Ethernet Adapter support (CONFIG_SIS900) [N/y/m/?] (NEW) 

Pocket and portable adaptors (CONFIG_NET_POCKET) [N] 

SysKonnect SK-98xx support (CONFIG_SK98LIN) [N/y/m/?] (NEW) 

FDDI driver support (CONFIG_FDDI) [N] 

PPP (point-to-point) support (CONFIG_PPP) [N] 

SLIP (serial line) support (CONFIG_SLIP) [N] 

Wireless LAN (non-hamradio) (CONFIG_NET_RADIO) [N] 

7�5#����� �-#���#��

Token Ring driver support (CONFIG_TR) [N] 

Fibre Channel driver support (CONFIG_NET_FC) [N] 

<������#�.��#��

Comtrol Hostess SV-11 support (CONFIG_HOSTESS_SV11) [N] 

COSA/SRP sync serial boards support (CONFIG_COSA) [N] 

Sealevel Systems 4021 support (CONFIG_SEALEVEL_4021) [N] 

MultiGate (COMX) synchronous serial boards support (CONFIG_COMX) [N/y/m/?] (NEW) 
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Frame relay DLCI support (CONFIG_DLCI) [N] 

WAN drivers (CONFIG_WAN_DRIVERS) [N] 

SBNI12-xx support (CONFIG_SBNI) [N] 

�)��#%��/�-����%������

Amateur Radio support (CONFIG_HAMRADIO) [N] 

��*���%&�(��#)��%������

IrDA subsystem support (CONFIG_IRDA) [N] 

�'*���%&�(��#)�

ISDN support (CONFIG_ISDN) [N] 

=�-�0*1/=:�-���#���9����'0'�>������*+;�

Support non-SCSI/IDE/ATAPI CDROM drives (CONFIG_CD_NO_IDESCSI) [N] 

0������#��-#���#��

Virtual terminal (CONFIG_VT) [Y] 

Support for console on virtual terminal (CONFIG_VT_CONSOLE) [Y] 

Standard/generic (dumb) serial support (CONFIG_SERIAL) [Y] 

Support for console on special port (CONFIG_SERIAL_CONSOLE) [N] 

Extended dumb serial driver options (CONFIG_SERIAL_EXTENDED) [N] 

Non-standard serial port support (CONFIG_SERIAL_NONSTANDAR) [N] 

Unix98 PTY support (CONFIG_UNIX98_PTYS) [Y] 

Maximum numbers of Unix98 PTYs in use (0-2048) (CONFIG_UNIX98_PTY_COUNT) [256] 

128 

Mouse support (Not serial mice) (CONFIG_MOUSE) [Y] 

:��#�

ATIXL busmouse support (CONFIG_ATIXL_BUSMOUSE) [N] 

Logitech busmouse support (CONFIG_BUSMOUSE) [N] 

Microsoft busmouse support (CONFIG_MS_BUSMOUSE) [N] 

PS/2 mouse (aka ' uxiliary device? support (CONFIG_PSMOUSE) [Y] 

C&T 82C710 mouse port support (CONFIG_82c710_MOUSE) [Y] N 

PC110 digitizer pad support (CONFIG_PC110_PAD) [N] 
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Joystick support (CONFIG_JOYSTICK) [N] 

QIC-02 tape support (CONFIG_QIC02_TAPE) [N] 

Watchdog Timer support (CONFIG_WATCHDOG) [N] 

/dev/nvram support (CONFIG_NVRAM) [N] 

Enhanced Real Time Clock support (CONFIG_RTC) [N] 

@�-#��.������%A�

Video for Linux (CONFIG_VIDEO_DEV) [N] 

Double Talk PC internal speech controller support (CONFIG_DTLK) [N] 

"���#>���#�.����(����#�-#���#�-���#��

Ftape (QIC-80/Travan) support (CONDFIG_FTAPE) [N] 

"��#�(��#)��

Quota support (CONFIG_QUOTA) [N] Y 

Kernel automounter support (CONFIG_AUTOFS_FS) [Y] N 

Amiga FFS filesystem support (CONFIG_AFFS_FS) [N] 

Apple Macintosh filesystem support (CONFIG_HFS_FS) [N] 

DOS FAT fs support (CONFIG_FAT_FS) [N] 

ISO 9660 CDROM filesystem support (CONFIG_ISO9660FS) [Y] 

Microsoft Joliet CDROM extensions (CONFIG_JOLIET) [N] 

Minix fs support (CONFIG_MINIX_FS) [N] 

NTFS filesystem support (CONFIG_NTFS_FS) [N] 

OS/2 MPFS filesystem support (CONFIG_HPFS_FS) [N] 

/proc filesystem support (CONFIG_PROC_FS) [Y] 

/dev/pts filesystem support (CONFIG_DEVPTS_FS) [Y] 

ROM filesystem support (CONFIG_ROMFS_FS) [N] 

Second extended filesystem (CONFIG_EXT2_FS) [Y] 

System V and coherent filesystem support (CONFIG_SYSV_FS) [N] 

UFS filesystem support (CONFIG_UFS_FS) [N] 

�#�6��5�"��#�'(��#)��

Coda filesystem support (Advanced Network fs) (CONFIG_CODA_FS) [N] 

NFS filesystem support (CONFIG_NFS_FS) [Y] N 

SMB filesystem support (CONFIG_SMB_FS) [N] 

NCP filesystem support (CONFIG_NCP_FS) [N] 
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BSD disklabel (BSD partition tables) support (CONFIG_BSD_DISKLABEL) [N] 

Macintosh partition map support (CONFIG_MAC_PARTION) [N] 

SMD disklabel (Sun partition tables) support (CONFIG_SMD_DISKLABEL) [N] 

Solaris (x86) partition table support (CONFIG_SOLARIS_X86_PARTITION) [N] 

0�����#�-���#���

VGA text console (CONFIG_VGA_CONSOLE) [Y] 

Video mode selection support (CONFIG_VIDEO_SELECT) [N] 

Sound 

Sound card support (CONFIG_SOUND) [N] 

(Security options will appear only if your are patched your kernel with the Openwall 

Project patch). 

'#�%���(���������

Non-executable user stack area (CONFIG_SECURE_STACK) [Y] 

Autodetect and emulate GCC trampolines (CONFIG_SECURE_STACK_SMART) [Y] 

Restricted links in /tmp (CONFIG_SECURE_LINK) [Y] 

Restricted FIFOs in /tmp (CONFIG_SECURE_FIFO) [Y] 

Restricted /proc (CONFIG_SECURE_PROC) [N] Y 

Special handling of fd 0, 1, and 2 (CONFIG_SECURE_FD_0_1_2) [Y] 

Enforce RLIMIT_NPROC on execve(2) (CONFIG_SECURE_RLIMIT_NPROC) [Y] 

Destroy shared memory segments not in use (CONFIG_SECURE_SHM) [N] Y 

B#��#�����5�� �

Magic SysRq key (CONFIG_MAGIC_SYSRQ) [N] 
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[root@deep]# make dep; make clean; make bzImage 
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[root@deep]# make modules;make modules_install 
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[root@deep]# cp /usr/src/linux/arch/i386/boot/bzImage 

/boot/vmlinuz-kernel.version.number 
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[root@deep]# cp /usr/src/linux/System.map 

/boot/System.map-kernel.version.number 
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[root@deep]# cd /boot 

[root@deep]# ln -fs vmlinuz-kernel.version.number vmlinuz 

[root@deep]# ln -fs System.map-kernel.version.number System.map 
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[root@deep]# rm -f module-info 

[root@deep]# rm -f initrd-2.2.12-20.img 
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[root@deep]# mkdir -p /usr/src/linux-2.2.14/include 

[root@deep]# cp -r /usr/src/linux/include/asm-generic 

/usr/src/linux-2.2.14/include 

[root@deep]# cp -r /usr/src/linux/include/asm-i386 

/usr/src/linux-2.2.14/include 

[root@deep]# cp -r /usr/src/linux/include/linux /usr/src/linux-2.2.14/include 

[root@deep]# cp -r /usr/src/linux/include/net /usr/src/linux-2.2.14/include 

[root@deep]# cp -r /usr/src/linux/include/video /usr/src/linux-2.2.14/include 

[root@deep]# cp -r /usr/src/linux/include/scsi /usr/src/linux-2.2.14/include 

[root@deep]# rm -rf /usr/src/linux 

[root@deep]# cd /usr/src 

[root@deep]# ln -s /usr/src/linux-2.2.14 linux 
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[root@deep]# vi /etc/lilo.conf 

« �

boot=/dev/sda 

map=/boot/map 

install=/boot/boot.b 
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prompt 

timeout=00 

restricted 

password=somepasswd 

image=/boot/vmlinuz-kernel.version.number #(add your new kernel name file here). 

label=linux 

root=/dev/sda6 

read-only 
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[root@deep]# /sbin/lilo -v 

LILO version 21, [Copyright 1992-1998 Werner Almesberger 

Reading boot sector from /dev/sda 

Merging with /boot/boot.b 

Boot image: /boot/vmlinuz-2.2.14 

Added linux * 

/boot/boot.0800 exits ?no backup copy made. 

Writing boot sector. 
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none /dev/pts devpts gid=5,mode=620 0 0 
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[root@deep]# rm -f /etc/conf.modules 
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[root@deep]# rpm -e --nodeps modutils 
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if [ -x /sbin/depmod -a -n "$USEMODULES" ]; then 

¢À �

#if [ -x /sbin/depmod -a -n "$USEMODULES" ]; then 

�

if [ -L /lib/modules/default ]; then 

INITLOG_ARGS= action "Finding module dependencies" depmod -a default 

else 

INITLOG_ARGS= action "Finding module dependencies" depmod -a 

fi 

fi 

¢À �

# if [ -L /lib/modules/default ]; then 

# INITLOG_ARGS= action "Finding module dependencies" depmod -a default 

# else 

# INITLOG_ARGS= action "Finding module dependencies" depmod -a 

# fi 

# fi 
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[root@deep]# reboot 
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[root@deep]# uname -a 

Linux deep.openarch.com 2.2.14 #1 Mon Jan 10 10:40:35 EDT 2000 i686 unknown 
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[root@deep]# mkbootdisk --device /dev/fd0 2.2.14 

Insert a disk in /dev/fd0. Any information on the disk will be lost. 

Press <Enter> to continue or ^C to abort: 
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[root@deep]# fdformat /dev/fd0H1440 

Double-sided, 80 tracks, 18 sec/track. Total capacity 1440 kB. 

Formatting ... done 

Verifying ... done 
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[root@deep]# cd /boot 

[root@deep]# cp vmlinuz /dev/fd0 

cp: overwrite `/dev/fd0'? y 
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[root@deep]# rdev 

/dev/sda12 / 
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[root@deep]# rdev /dev/fd0 /dev/sda12 

s 5äU0�sk©�Q�È�

ffffÕÕÕÕÂÂÂÂffffmmmmÀÀÀÀÀÀÀÀccccï�ï�ï�ï� �

[root@deep]# rdev -R /dev/fd0 1 

�Ít $
���ÊpÍÂ�I��ZÀcÔËå\ 
pfÕÀÀcÔË YZV

�ë¤�ªÚ±ß<�� �

GGGG�Í¢�H�Í¢�H�Í¢�H�Í¢�H9�9�9�9��H�H�H�H9Ä9Ä9Ä9Ä�:��:��:��:� ­�¢�­�¢�­�¢�­�¢�¾¾¾¾:::: �

[root@deep]# reboot 

i»i»i»i» /dev/dev/dev/dev �y�
Ã�y�
Ã�y�
Ã�y�
Ã    

���MN4-º»f~���^å-��fm 0de�×��- &��1

çé�M÷ �

[root@deep]# cd /dev 

[root@deep]# ./MAKEDEV update 

^_^_^_^_  �."�"F�³+�4�����5_��I �
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TCP/IP���� 

��������    
Æágh¬¯-)EFG�M÷ ���½C���Æá���UV�`a�

� ¬r~de��²���ab�5�ë¤�k  Ó;p�Æá°	°±��

´ �
�( ­e�§¾ �®v�Æá°	ade°­ÆáÁ�È5fm�`a�

���� k ÈÉ<=�UVC �	�	(�	� ��DÈÉ<=�ß<��� �

��í§e�¨©oÆfm Æáì¨ÔÕ�I ­e�Æáwx� �3�&0�

��µFG�M÷ �

dDEGN./edDEGN./edDEGN./edDEGN./efghfghfghfgh    
~t+ �
���<À%5Z¯Æ¹��Æ¨�9:[ 89:�§deÔÕ%P

ÆQ À-\§¢��Y1ë¤�ST �
���MN"y2�zÅE5ÆQ �de

~89:Á�oEPÆQ z©n>ÍÆQ�Ä�OP�MN���� ade~

&���&$
$�'���, �I���È5ÆQ�äU�� qz©t,ÍÆQ�Ä�OPQ

MNq�<ÀÔP�a\`��� Ê=~ ���,'����$�� �I���ìÊ�ÔÕ �

�fmÄ�àOPÀÔP MN�ÔP z© �30fm ÔPÍ2�zÅQ

¼,n>�oQ��Á�fm z© 0��Q ade¿ÔP�� 0�Öý ZtÔ

Pi�~±¹¨�=Q �u��~ &���&���,'����$�� ��� �

«k ��,%P 0��Uâ� <�8>=Q �5 0�Öý� >�<>> Ì�5� >�<;>

O£ ���,'����$�� �Ik[  

alias eth0 3c509 

alias eth1 3c509 

options 3c509 io=0x300,0x320 

��½­ <�8>=�Ä�AJÊ¶à ���>f ���+å\ 	$
	�����>G���+ ¬r �

Ê=ZäU 
�T>�<>>G>�<;>ào\ �7Ä�AJi�Q&¦ù¨�ÆQ �� >�

�"Y�§� �

� �� �� �� �    
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z© �30Q ??de 	$
	�wx�t ���/�Ü¶�Ä�ÔP4¨o �30Q�

0�ÖýÍyà2��zÅQ z© �30Q O£ ���,'����$�� �Ik[ �

alias eth0 3c509 

alias eth1 3c509 

�Ä�n>àOP�-MN ��¢��� �30zÅAJÍy2��Q¼,ì

¨�ÆQ 0��Q��J1sà2�zÅQ ��~÷u9:[ 0��Q{Gde4

[G�ÔÕ@< �

~ &���&$
$�'���, �þåÔÕ�� �F>�
p �0��AJÍ¢�äU��

¢¦ÛMN z© 0��Q O£ $
$�'���, �I þåk[M÷ �

append="ether="0,0,eht1" 

^_^_^_^_ æ"e~ $
$�'���, �å`¢�äU ÅÆ�[m� 0��Q ��71

t+¢�äU �

kl+¢¦¢�äU�F> ���>� ���+ÍH\¢��à�¤�TJ�fÕ
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lmn$    
~ �
������ �3�&0�Æá�
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O£�u�I�ÎÂoÆ@< [G�Å?��Ð��� �3�&0�ÔÕ�I �

�

�#���D='7��:+ �I�I�I�I �

=�IC§-���§¾4� C�Î��34 k �

deep.openarch.com 

�#����(����.� ��#�6��51���������.�. 1#��� �I�I�I�I �
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(&���
��4*���
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DEVICE=eth0 

IPADDR=208.164.186.1 

NETMASK=255.255.255.0 

NETWORK=208.164.186.0 

BROADCAST=208.164.186.255 

ONBOOT=yes 

BOOTPROTO=none 

USERCTL=no 

���R@ò¢ÆáÖýf~��w-Áþå��Æá´G YZ
pò¢z

Ê��I 
,�,(*���/ f8����I�*¤ �

�"F03"T�	��� � � � � � � � � � �	��j0vhfm�4g�

0����AT	���� � � � 	���j0�Û=Q� 0�Öý�

/"� ��.T�	�4� � � � � � � � �	�4j0Æá2·�

/"���A.T	���� � � � � � � � 	���j0ÆáÖý�

#A���3���T	���� � � � � � 	���j0¡¾Öý�

�/#���T���&��� � � � � � �¢���Å�N=Q�

#����A���T������ � �����²ÈYZ� �

!"���� vI¢�âó�

!")���� t+ )����âó�

!"���� t+ ����âó�

-�"A3��T���&��� � � ��Å¶ò� ����+l	
=fm�

�

�#����#��������. �I�I�I�I �

=�I�Ý5E: ����$1�� �5ÂV§¾45E 0�Öý�W t+�ÔÕ�

I 0«k[ �

search openarch.com 

nameserver 208.164.186.1 

nameserver 208.164.186.2 
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��	���� � ���	
��	��'��� j0¶��-�5"C�Î�34�§¾4� ~

=§¾4�^å ���	
��	��'�����® �	�����1�� j05E34�t+=Ö

ý���§¾À3489: ��3489:�H\�I�ë¤�TJ���� �

�

�#�����������. �I�I�I�I �

=�I��k±5E§¾4 �
���
p5E:W�}�§¾4zÊ� 0�Öý

[G��5 &���&����'���, �0« �

order bind,hosts 

multi on 

ospoof on 

������)
��G����� ��§¾4��TJ �¦`�æt+�/��5E34

G�1�� &���&����� �I �

��$�
��� ���Å &���&����� �I����§¾YZ,E5Öý í,E

5 0�Öý�§¾���À¸,E5Æá´G �

������,��� �"¶òz=89:�� 0�ÖýVW 0�VW��É����

���R) 
pµ 0�ÖýUoÂ	��ó¾ �²�� �ó¾��u �

�

�#����(����.� ��#�6��5 �I�I�I�I�

=�I+���89:Á�ÆáÔÕ�� [G��50« �

NETWORK=yes 

RORWARD_IPV4=yes 

HOSTNAME=deep.openarch.com 

GAREWAY=0.0.0.0 

GATEWAYDEV= 

/"���A.T���&��� � � � � �Æá�ÅàÔÕ �

!�A��A�N0�F7T���&��� � �Å�¢ 0�y�!1�

����/� "T�����	��� � � �����	��j089:�§¾4�

��A"��ST(
*
�� � � � (
*
�j0ÆáÆ¨� 0�Öý�

��A"��S�"FT(
*��1�� � � � � (
*�
j0Æ¨�fm4 k ����µ�
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^_^_^_^_ À-�]�HIì�÷ &���&����/� " �IÊ=+�

����/� "T�����	��ìã�§¾4 �

�

�#�������� �I�I�I�I�

¶¾:¢�� ~YZ���/�Z� ¾:de���u§¾4Q 0�Öý�

DÔ �uDÔ��j�~&���&������I� ~t,3489:9:[ ��Á�

¼,ÆáAJ°
p��=�I�5EzÊ©÷5§¾4� 0�Öý �

[G��5 &���&����� �I�0« �

IP Address  Hostname Alias 

127.0.0.1 Localhost Gate.openarch.com 

208.164.186.1 gate.openarch.com Gate 

208.164.186.2  forest.openarch.com Forest 

208.164.186.3 deep.openarch.com Deep 

Ó¯��ê�§¾ 0��� ���ê�§¾4 u±�G�ê°�=§¾�	

4 ��ÔÕÎ¾:�ÆáÔÕ�I Ê=­�¢�ÆáZtò¢)O t+[G

�wx�­�¢�Æá �

/etc/rc.d/init.d/network restart 

^_^_^_^_ ����AJ�ùúzÅk ��$��� ,��µ�89]+ �

��,89]+Q� 
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���¾:eµ�$%����;
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p~ &���&����� å`kl�¾:� 0�Öý�§¾4�DÔª 0YZ\§�

éµ��� �
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EÂ§¾4��r>ßyë¤Ø� �
����� ß< �;
Y1��/�89:t,

ÔÕÙ f=�/�Â�t,]+89�klL�ó¾�u±�� �

�@Aopqlm�@Aopqlm�@Aopqlm�@AopqlmTCP/IPTCP/IPTCP/IPTCP/IPgigigigi    

,���,
(�+�fÕ�ÔÕÆQ�wx@�¸ À-R@ÔÕÆámde���

5wx +=wx�Ù¹�vI­�¢�¾: �

�Û ���>w- 0�Öý ;>2'+97'+29'; t+wx �

[root@deep]#ifconfig eth0 208.164.186.2 netmask 255.255.255.0 

êë¼,�Æáw- mYZt+wx �

[root@deep]# ifconfig 

�5wx�Cë��7� �

eth0 Link encap:Ethernet HWaddr 00:E0:18:90:1B:56 

inet addr:208.164.186.2 Bcast:208.164.186.255 Mask:255.255.255.0 

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1 

RX packets:1295 errors:0 dropped:0 overruns:0 frame:0 

TX packets:1163 errors:0 dropped:0 overruns:0 carrier:0 

collisions:0 txqueuelen:100 

Interrupt:11 Base address:0xa800 

lo Link encap:Local Loopback 

inet addr:127.0.0.1 Mask:255.0.0.0 

UP LOOPBACK RUNNING MTU:3924 Metric:1 

RX packets:139 errors:0 dropped:0 overruns:0 frame:0 

TX packets:139 errors:0 dropped:0 overruns:0 carrier:0 

collisions:0 txqueuelen:0 

���"öu±äU� 
,���,
(wx �5wxÍ/0¾:¼,�N�w-��

� ö,*	�äU�=wxa/0¼,�w-��� C�t,�N�w- «k �

[root@deep]# ifconfig -a 

�5wx�Cë��7� �

eth0 Link encap:Ethernet HWaddr 00:E0:18:90:1B:56 

inet addr:208.164.186.2 Bcast:208.164.186.255 Mask:255.255.255.0 

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1 
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RX packets:1295 errors:0 dropped:0 overruns:0 frame:0 

TX packets:1163 errors:0 dropped:0 overruns:0 carrier:0 

collisions:0 txqueuelen:100 

Interrupt:11 Base address:0xa800 

eth1 Link encap:Ethernet HWaddr 00:E0:18:90:1B:56 

inet addr:192.168.1.1 Bcast:192.168.1.255 Mask:255.255.255.0 

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1 

RX packets:1295 errors:0 dropped:0 overruns:0 frame:0 

TX packets:1163 errors:0 dropped:0 overruns:0 carrier:0 

collisions:0 txqueuelen:100 

Interrupt:5 Base address:0xa320 

lo Link encap:Local Loopback 

inet addr:127.0.0.1 Mask:255.0.0.0 

UP LOOPBACK RUNNING MTU:3924 Metric:1 

RX packets:139 errors:0 dropped:0 overruns:0 frame:0 

TX packets:139 errors:0 dropped:0 overruns:0 carrier:0 

collisions:0 txqueuelen:0 

^_^_^_^_ + 
,���,
(wxÔÕ�ÆáfmäU ~­�¢�Z� �uäUfÕÍ

y°� �

�

Û ;>2'+97'+29'+ÔÕ�ìÆ¨ t+wx �

[root@deep]# route add default gw 208.164.186.1 

~�5«¬� �ìÆ¨fÕÀ ;>2'+97'+29'+ �

G� ÅÆ�[�ÅYZ.
�Æ)�¾: LÆáÁþ�A�Á§¾ÅÆ�

[ �kAB ;>2'+97'+29'+ �

+[G�wxÅÆ�[1Å.
�Á�ó¾ �

[root@deep]# ping 208.164.186.1 

Cëy��7� �

PING 208.164.186.1 (208.164.186.1) from 208.164.186.2 : 56 data bytes 

64 bytes from 208.164.186.2: icmp_seq=0 ttl=128 time=1.0 ms 

64 bytes from 208.164.186.2: icmp_seq=1 ttl=128 time=1.0 ms 

64 bytes from 208.164.186.2: icmp_seq=2 ttl=128 time=1.0 ms 
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64 bytes from 208.164.186.2: icmp_seq=3 ttl=128 time=1.0 ms 

--- 208.164.186.1 ping statistics --- 

4 packets transmitted, 4 packets received, 0% packet loss 

round-trip min/avg/max = 1.0/1.0/1.0 ms 

¤~YZt+ �����wxCëDÝj����> �

+[G�wx/0DÝ�� �

[root@deep]# route -n 

Cë��7� �

Kernel IP routing table 

Destination Gateway   Genmask    Flags Metric Ref Use Iface 

208.164.186.2 0.0.0.0   255.255.255.255  UH   0  0  0 eth0 

208.164.186.0 208.164.186.2 255.255.255.0   UG   0  0  0 eth0 

208.164.186.0 0.0.0.0   255.255.255.0   U   0  0  0 eth0 

127.0.0.0  0.0.0.0   255.0.0.0   U   0  0  0 lo 

À-��z�w-`a�� t+ �����	��*
wx �

[root@deep]# netstat -i 

Cë��7� �

Kernel Interface table 

Iface MTU Met RX-OK RX-ERR RX-DRP RX-OVR TX-OK TX-ERR TX-DRP TX-OVR Flg 

eth0  1500 0    4236  0        0       0       3700    0       0       0      BRU 

lo   3924 0   13300  0        0       0      13300    0       0       0      LRU 

ppp0  1500 0      14   1       0        0         16    0       0       0      PRU 

 

�����	�wx�Ìõ�5,+¹�Aª�*� �Í/0¼,��N� �3�.w �

[root@deep]# netstat -t 

Cë��7� �

Active Internet connections (w/o servers) 

Proto Recv-Q Send-Q Local Address   Foreign Address State 

Tcp   0  0 deep.openar:netbios-ssn gate.openarch.com:1045 ESTABLISHED 

Tcp   0  0 localhost:1032    localhost:1033 ESTABLISHED 
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Tcp   0  0 localhost:1033    localhost:1032 ESTABLISHED 

Tcp   0 0 localhost:1030    localhost:1034 ESTABLISHED 

Tcp   0  0 localhost:1031    localhost:1030 ESTABLISHED 

Tcp   0  0 localhost:1028    localhost:1029 ESTABLISHED 

Tcp   0 0 localhost:1029    localhost:1028 ESTABLISHED 

Tcp   0  0 localhost:1026    localhost:1027 ESTABLISHED 

Tcp   0  0 localhost:1027    localhost:1026 ESTABLISHED 

Tcp   0  0 localhost:1024    localhost:1025 ESTABLISHED 

Tcp   0  0 localhost:1025    localhost:1024 ESTABLISHED 

/0¼,�N���à°B� �3�.w t+wx �

[root@deep]# netstat -vat 

Cë��7� �

Active Internet connections (servers and established) 

Proto Recv-Q Send-Q Local Address Foreign Address State 

tcp   0   0 deep.openarch.co:domain  *:*    LISTEN 

tcp   0   0 localhost:domain   *:*    LISTEN 

tcp   0   0 deep.openarch.com:ssh gate.openarch.com:1682 ESTABLISHED 

tcp   0   0 *:webcache     *:*    LISTEN 

tcp   0   0 deep.openar:netbios-ssn  *:*    LISTEN 

tcp   0   0 localhost:netbios-ssn  *:*    LISTEN 

tcp   0   0 localhost:1032    localhost:1033 ESTABLISHED 

tcp   0   0 localhost:1033    localhost:1032 ESTABLISHED 

tcp  0   0 localhost:1030    localhost:1031 ESTABLISHED 

tcp  0   0 localhost:1031    localhost:1030 ESTABLISHED 

tcp  0   0 localhost:1028    localhost:1029 ESTABLISHED 

tcp  0   0 localhost:1029    localhost:1028 ESTABLISHED 

tcp  0   0 localhost:1026    localhost:1027 ESTABLISHED 

tcp  0   0 localhost:1027    localhost:1026 ESTABLISHED 

tcp  0   0 localhost:1024    localhost:1025 ESTABLISHED 

tcp  0   0 localhost:1025    localhost:1024 ESTABLISHED 

tcp  0   0 deep.openarch.com:www  *:*     LISTEN 

tcp  0   0 deep.openarch.com:https  *:*    LISTEN 

tcp  0   0 *:389      *:*    LISTEN 

tcp  0   0 *:ssh     *:*    LISTEN 

t���¼,�Æáw-FG@< +wx �

[root@deep]# /etc/rc.d/init.d/network stop 
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¢����¼,�Æáw- +wx �

[root@deep]# /etc/rc.d/init.d/network start 

TCP/IPTCP/IPTCP/IPTCP/IP._rs��._rs��._rs��._rs��    
[G�M÷e+c=i� �3�&0�âó�Ð�;h «k 0�� �3�x�È5
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IPIPIPIP�Ä«�Ä«�Ä«�Ä« packetpacketpacketpacket     
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Network firewalls (CONFIG_FIREFALL) [N] Y 

IP: Firewalling (CONFIG_FIREWALL) [N] Y 

IP: TCP syncookie support(CONFIG_SYN_COOKIES) [N] Y 
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IP: Masquerading (CONFIG_IP_MASQUERADE) [N] Y 

IP: ICMP Masquerading (CONFIG_IP_MASQUERADE_ICMP) [N] Y 
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echo “1” > /proc/sys/net/ipv4/ip_forward 
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echo “1” > /proc/sys/net/ipv4/ip_forward 
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#Unlimited traffic on the loopback interface. 

ichains –A input –i $LOOPBACK_INTERFACE –j ACCEPT 
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# Refuse spoofed packets pretending to be from the external address. 
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#!/bin/sh 

# 

# 

---------------------------------------------------------------------------- 

# Last modified by Gerhard Mourani: 02-01-2000 

# 

---------------------------------------------------------------------------- 

# Copyright (C) 1997, 1998, 1999 Robert L. Ziegler 

# 

# Permission to use, copy, modify, and distribute this software and its 

# documentation for educational, research, private and non-profit purposes, 

# without fee, and without a written agreement is hereby granted. 

# This software is provided as an example and basis for individual firewall 

# development. This software is provided without warranty. 

# 

# Any material furnished by Robert L. Ziegler is furnished on an 

# "as is" basis. He makes no warranties of any kind, either expressed 

# or implied as to any matter including, but not limited to, warranty 

# of fitness for a particular purpose, exclusivity or results obtained 

# from use of the material. 

# 

---------------------------------------------------------------------------- 

# 

# Invoked from /etc/rc.d/init.d/firewall. 

# chkconfig: - 60 95 

# description: Starts and stops the IPCHAINS Firewall \ 

# used to provide Firewall network services. 

# Source function library. 

. /etc/rc.d/init.d/functions 

# Source networking configuration. 

. /etc/sysconfig/network 

# Check that networking is up. 

[ ${NETWORKING} = "no" ] && exit 0 

# See how we were called. 

case "$1" in 

start) 

echo -n "Starting Firewalling Services: " 

# Some definitions for easy maintenance. 

# 
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---------------------------------------------------------------------------- 

# EDIT THESE TO SUIT YOUR SYSTEM AND ISP. 

EXTERNAL_INTERFACE="eth0" # whichever you use 

LOOPBACK_INTERFACE="lo" 

IPADDR="208.164.186.3" 

ANYWHERE="any/0" 

NAMESERVER_1="208.164.186.1" # Your primary name server 

NAMESERVER_2="208.164.186.2" # Your secondary name server 

SMTP_SERVER="mail.openarch.com" # Your Mail Hub Server. 

SYSLOG_SERVER="mail.openarch.com" # Your syslog internal server 

SYSLOG_CLIENT="208.164.168.0/24" # Your syslog internal client 

LOOPBACK="127.0.0.0/8" 

CLASS_A="10.0.0.0/8" 

CLASS_B="172.16.0.0/12" 

CLASS_C="192.168.0.0/16" 

CLASS_D_MULTICAST="224.0.0.0/4" 

CLASS_E_RESERVED_NET="240.0.0.0/5" 

BROADCAST_SRC="0.0.0.0" 

BROADCAST_DEST="255.255.255.255" 

PRIVPORTS="0:1023" 

UNPRIVPORTS="1024:65535" 

# 

---------------------------------------------------------------------------- 

# SSH starts at 1023 and works down to 513 for 

# each additional simultaneous incoming connection. 

SSH_PORTS="1022:1023" # range for SSH privileged ports 

# traceroute usually uses -S 32769:65535 -D 33434:33523 

TRACEROUTE_SRC_PORTS="32769:65535" 

TRACEROUTE_DEST_PORTS="33434:33523" 

# 

---------------------------------------------------------------------------- 

# Default policy is DENY 

# Explicitly accept desired INCOMING & OUTGOING connections 

# Remove all existing rules belonging to this filter 

ipchains -F 

# Set the default policy of the filter to deny. 

ipchains -P input DENY 

ipchains -P output REJECT 

ipchains -P forward REJECT 

# 

---------------------------------------------------------------------------- 

# Enable TCP SYN Cookie Protection 

echo 1 >/proc/sys/net/ipv4/tcp_syncookies 

# Enable IP spoofing protection 
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# turn on Source Address Verification 

for f in /proc/sys/net/ipv4/conf/*/rp_filter; do 

echo 1 > $f 

done 

# Disable ICMP Redirect Acceptance 

for f in /proc/sys/net/ipv4/conf/*/accept_redirects; do 

echo 0 > $f 

done 

# Disable Source Routed Packets 

for f in /proc/sys/net/ipv4/conf/*/accept_source_route; do 

echo 0 > $f 

done 

# 

---------------------------------------------------------------------------- 

# LOOPBACK 

# Unlimited traffic on the loopback interface. 

ipchains -A input -i $LOOPBACK_INTERFACE -j ACCEPT 

ipchains -A output -i $LOOPBACK_INTERFACE -j ACCEPT 

# 

---------------------------------------------------------------------------- 

# Network Ghouls 

# Deny access to jerks 

# /etc/rc.d/rc.firewall.blocked contains a list of 

# ipchains -A input -i $EXTERNAL_INTERFACE -s address -j DENY 

# rules to block from any access. 

# Refuse any connection from problem sites 

#if [ -f /etc/rc.d/rc.firewall.blocked ]; then 

# . /etc/rc.d/rc.firewall.blocked 

#fi 

# 

---------------------------------------------------------------------------- 

# SPOOFING & BAD ADDRESSES 

# Refuse spoofed packets. 

# Ignore blatantly illegal source addresses. 

# Protect yourself from sending to bad addresses. 

# Refuse spoofed packets pretending to be from the external address. 

ipchains -A input -i $EXTERNAL_INTERFACE -s $IPADDR -j DENY -l 

# Refuse packets claiming to be to or from a Class A private network 

ipchains -A input -i $EXTERNAL_INTERFACE -s $CLASS_A -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -d $CLASS_A -j DENY -l 

ipchains -A output -i $EXTERNAL_INTERFACE -s $CLASS_A -j REJECT -l 

ipchains -A output -i $EXTERNAL_INTERFACE -d $CLASS_A -j REJECT -l 

# Refuse packets claiming to be to or from a Class B private network 

ipchains -A input -i $EXTERNAL_INTERFACE -s $CLASS_B -j DENY -l 
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ipchains -A input -i $EXTERNAL_INTERFACE -d $CLASS_B -j DENY -l 

ipchains -A output -i $EXTERNAL_INTERFACE -s $CLASS_B -j REJECT -l 

ipchains -A output -i $EXTERNAL_INTERFACE -d $CLASS_B -j REJECT -l 

# Refuse packets claiming to be to or from a Class C private network 

ipchains -A input -i $EXTERNAL_INTERFACE -s $CLASS_C -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -d $CLASS_C -j DENY -l 

ipchains -A output -i $EXTERNAL_INTERFACE -s $CLASS_C -j REJECT –l 

ipchains -A output -i $EXTERNAL_INTERFACE -d $CLASS_C -j REJECT -l 

# Refuse packets claiming to be from the loopback interface 

ipchains -A input -i $EXTERNAL_INTERFACE -s $LOOPBACK -j DENY -l 

ipchains -A output -i $EXTERNAL_INTERFACE -s $LOOPBACK -j REJECT -l 

# Refuse broadcast address SOURCE packets 

ipchains -A input -i $EXTERNAL_INTERFACE -s $BROADCAST_DEST -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -d $BROADCAST_SRC -j DENY -l 

# Refuse Class D multicast addresses (in.h) (NET-3-HOWTO) 

# Multicast is illegal as a source address. 

# Multicast uses UDP. 

ipchains -A input -i $EXTERNAL_INTERFACE -s $CLASS_D_MULTICAST -j DENY -l 

# Refuse Class E reserved IP addresses 

ipchains -A input -i $EXTERNAL_INTERFACE -s $CLASS_E_RESERVED_NET -j DENY -l 

# refuse addresses defined as reserved by the IANA 

# 0.*.*.*, 1.*.*.*, 2.*.*.*, 5.*.*.*, 7.*.*.*, 23.*.*.*, 27.*.*.* 

# 31.*.*.*, 37.*.*.*, 39.*.*.*, 41.*.*.*, 42.*.*.*, 58-60.*.*.* 

# 65-95.*.*.*, 96-126.*.*.*, 197.*.*.*, 201.*.*.* (?), 217-223.*.*.* 

ipchains -A input -i $EXTERNAL_INTERFACE -s 1.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 2.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 5.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 7.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 23.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 27.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 31.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 37.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 39.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 41.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 42.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 58.0.0.0/7 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 60.0.0.0/8 -j DENY -l 

#65: 01000001 - /3 includes 64 - need 65-79 spelled out 

ipchains -A input -i $EXTERNAL_INTERFACE -s 65.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 66.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 67.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 68.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 69.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 70.0.0.0/8 -j DENY -l 
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ipchains -A input -i $EXTERNAL_INTERFACE -s 71.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 72.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 73.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 74.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 75.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 76.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 77.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 78.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 79.0.0.0/8 -j DENY -l 

#80: 01010000 - /4 masks 80-95 

ipchains -A input -i $EXTERNAL_INTERFACE -s 80.0.0.0/4 -j DENY -l 

# 96: 01100000 - /4 makses 96-111 

ipchains -A input -i $EXTERNAL_INTERFACE -s 96.0.0.0/4 -j DENY -l 

#126: 01111110 - /3 includes 127 - need 112-126 spelled out 

ipchains -A input -i $EXTERNAL_INTERFACE -s 112.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 113.0.0.0/8 -j DENY –l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 114.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 115.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 116.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 117.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 118.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 119.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 120.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 121.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 122.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 123.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 124.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 125.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 126.0.0.0/8 -j DENY -l 

#217: 11011001 - /5 includes 216 - need 217-219 spelled out 

ipchains -A input -i $EXTERNAL_INTERFACE -s 217.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 218.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 219.0.0.0/8 -j DENY -l 

#223: 11011111 - /6 masks 220-223 

ipchains -A input -i $EXTERNAL_INTERFACE -s 220.0.0.0/6 -j DENY -l 

# 

---------------------------------------------------------------------------- 

# ICMP 

# To prevent denial of service attacks based on ICMP bombs, filter 

# incoming Redirect (5) and outgoing Destination Unreachable (3). 

# Note, however, disabling Destination Unreachable (3) is not 

# advisable, as it is used to negotiate packet fragment size. 

# For bi-directional ping. 

# Message Types: Echo_Reply (0), Echo_Request (8) 
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# To prevent attacks, limit the src addresses to your ISP range. 

# 

# For outgoing traceroute. 

# Message Types: INCOMING Dest_Unreachable (3), Time_Exceeded (11) 

# default UDP base: 33434 to base+nhops-1 

# 

# For incoming traceroute. 

# Message Types: OUTGOING Dest_Unreachable (3), Time_Exceeded (11) 

# To block this, deny OUTGOING 3 and 11 

# 0: echo-reply (pong) 

# 3: destination-unreachable, port-unreachable, fragmentation-needed, etc. 

# 4: source-quench 

# 5: redirect 

# 8: echo-request (ping) 

# 11: time-exceeded 

# 12: parameter-problem 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 0 -d $IPADDR -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 3 -d $IPADDR -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 4 -d $IPADDR -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 11 -d $IPADDR -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 12 -d $IPADDR -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s 208.164.186.0/24 8 -d $IPADDR -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p icmp \ 

-s $IPADDR 0 -d 208.164.186.0/24 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p icmp \ 

-s $IPADDR 3 -d $ANYWHERE -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p icmp \ 

-s $IPADDR 4 -d $ANYWHERE -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p icmp \ 

-s $IPADDR 8 -d $ANYWHERE -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p icmp \ 

-s $IPADDR 12 -d $ANYWHERE -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p icmp \ 

-s $IPADDR 11 -d 208.164.186.0/24 -j ACCEPT 

# 

---------------------------------------------------------------------------- 

# UDP INCOMING TRACEROUTE 

# traceroute usually uses -S 32769:65535 -D 33434:33523 
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ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-s 208.164.186.0/24 $TRACEROUTE_SRC_PORTS \ 

-d $IPADDR $TRACEROUTE_DEST_PORTS -j ACCEPT -l 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-s $ANYWHERE $TRACEROUTE_SRC_PORTS \ 

-d $IPADDR $TRACEROUTE_DEST_PORTS -j DENY -l 

# 

---------------------------------------------------------------------------- 

# DNS server 

# ---------- 

# DNS forwarding, caching only nameserver (53) 

# -------------------------------------------- 

# server to server query or response 

# Caching only name server only requires UDP, not TCP 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-s $NAMESERVER_1 53 \ 

-d $IPADDR 53 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p udp \ 

-s $IPADDR 53 \ 

-d $NAMESERVER_1 53 -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-s $NAMESERVER_2 53 \ 

-d $IPADDR 53 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p udp \ 

-s $IPADDR 53 \ 

-d $NAMESERVER_2 53 -j ACCEPT 

# DNS client (53) 

# --------------- 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-s $NAMESERVER_1 53 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p udp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $NAMESERVER_1 53 -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $NAMESERVER_1 53 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $NAMESERVER_1 53 -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-s $NAMESERVER_2 53 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p udp \ 
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-s $IPADDR $UNPRIVPORTS \ 

-d $NAMESERVER_2 53 -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $NAMESERVER_2 53 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $NAMESERVER_2 53 -j ACCEPT 

# 

---------------------------------------------------------------------------- 

# TCP accept only on selected ports 

# --------------------------------- 

# ------------------------------------------------------------------ 

# SSH server (22) 

# --------------- 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp \ 

-s $ANYWHERE $UNPRIVPORTS \ 

-d $IPADDR 22 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $IPADDR 22 \ 

-d $ANYWHERE $UNPRIVPORTS -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp \ 

-s $ANYWHERE $SSH_PORTS \ 

-d $IPADDR 22 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $IPADDR 22 \ 

-d $ANYWHERE $SSH_PORTS -j ACCEPT 

# SSH client (22) 

# --------------- 

# ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

# -s $ANYWHERE 22 \ 

# -d $IPADDR $UNPRIVPORTS -j ACCEPT 

# ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

# -s $IPADDR $UNPRIVPORTS \ 

# -d $ANYWHERE 22 -j ACCEPT 

# ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

# -s $ANYWHERE 22 \ 

# -d $IPADDR $SSH_PORTS -j ACCEPT 

# ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

# -s $IPADDR $SSH_PORTS \ 

# -d $ANYWHERE 22 -j ACCEPT 

# ------------------------------------------------------------------ 

# HTTP server (80) 

# ---------------- 
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ipchains -A input -i $EXTERNAL_INTERFACE -p tcp \ 

-s $ANYWHERE $UNPRIVPORTS \ 

-d $IPADDR 80 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $IPADDR 80 \ 

-d $ANYWHERE $UNPRIVPORTS -j ACCEPT 

# ------------------------------------------------------------------ 

# HTTPS server (443) 

# ------------------ 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp \ 

-s $ANYWHERE $UNPRIVPORTS \ 

-d $IPADDR 443 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $IPADDR 443 \ 

-d $ANYWHERE $UNPRIVPORTS -j ACCEPT 

# ------------------------------------------------------------------ 

# SYSLOG server (514) 

# ----------------- 

# Provides full remote logging. Using this feature you're able to 

# control all syslog messages on one host. 

# ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

# -s $SYSLOG_CLIENT \ 

# -d $IPADDR 514 -j ACCEPT 

# SYSLOG client (514) 

# ----------------- 

# ipchains -A output -i $EXTERNAL_INTERFACE -p udp \ 

# -s $IPADDR 514 \ 

# -d $SYSLOG_SERVER 514 -j ACCEPT 

# ------------------------------------------------------------------ 

# AUTH server (113) 

# ----------------- 

# Reject, rather than deny, the incoming auth port. (NET-3-HOWTO) 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp \ 

-s $ANYWHERE \ 

-d $IPADDR 113 -j REJECT 

# ------------------------------------------------------------------ 

# SMTP client (25) 

# ---------------- 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $SMTP_SERVER 25 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $SMTP_SERVER 25 -j ACCEPT 
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# ------------------------------------------------------------------ 

# FTP server (20, 21) 

# ------------------- 

# incoming request 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp \ 

-s $ANYWHERE $UNPRIVPORTS \ 

-d $IPADDR 21 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $IPADDR 21 \ 

-d $ANYWHERE $UNPRIVPORTS -j ACCEPT 

# PORT MODE data channel responses 

# 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $ANYWHERE $UNPRIVPORTS \ 

-d $IPADDR 20 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR 20 \ 

-d $ANYWHERE $UNPRIVPORTS -j ACCEPT 

# PASSIVE MODE data channel responses 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp \ 

-s $ANYWHERE $UNPRIVPORTS \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $ANYWHERE $UNPRIVPORTS -j ACCEPT 

# ------------------------------------------------------------------ 

# OUTGOING TRACEROUTE 

# ------------------- 

ipchains -A output -i $EXTERNAL_INTERFACE -p udp \ 

-s $IPADDR $TRACEROUTE_SRC_PORTS \ 

-d $ANYWHERE $TRACEROUTE_DEST_PORTS -j ACCEPT 

# 

---------------------------------------------------------------------------- 

# Enable logging for selected denied packets 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp \ 

-d $IPADDR -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-d $IPADDR $PRIVPORTS -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-d $IPADDR $UNPRIVPORTS -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 5 -d $IPADDR -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 13:255 -d $IPADDR -j DENY -l 
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# 

---------------------------------------------------------------------------- 

;; 

stop) 

echo -n "Shutting Firewalling Services: " 

# Remove all existing rules belonging to this filter 

ipchains -F 

# Reset the default policy of the filter to accept. 

ipchains -P input ACCEPT 

ipchains -P output ACCEPT 

ipchains -P forward ACCEPT 

# Reset TCP SYN Cookie Protection to off. 

echo 0 >/proc/sys/net/ipv4/tcp_syncookies 

# Reset IP spoofing protection to off. 

# turn on Source Address Verification 

for f in /proc/sys/net/ipv4/conf/*/rp_filter; do 

echo 0 > $f 

done 

# Reset ICMP Redirect Acceptance to on. 

for f in /proc/sys/net/ipv4/conf/*/accept_redirects; do 

echo 1 > $f 

done 

# Reset Source Routed Packets to on. 

for f in /proc/sys/net/ipv4/conf/*/accept_source_route; do 

echo 1 > $f 

done 

;; 

status) 

echo -n "Now do you show firewalling stats?" 

;; 

restart|reload) 

$0 stop 

$0 start 

;; 

*) 

echo "Usage: firewall {start|stop|status|restart|reload}" 

exit 1 

esac 
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[root@deep]# chmod 700 /etc/rc.d/init.d/firewall 
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[root@deep]# chown 0.0 /etc/rc.d/init.d/firewall 

8�RST�I� ��'��A(êw �

[root@deep]# chkconfig --add firewall 

[root@deep]# chkconfig --level 345 firewall on 
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eR@FGRST +wx �

[root@deep]# /etc/rc.d/init.d/firewall stop 

eR@��RST +wx �

[root@deep]# /etc/rc.d/init.d/firewall start 
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#!/bin/sh 

# 

# 

---------------------------------------------------------------------------- 

# Last modified by Gerhard Mourani: 02-01-2000 

# 

---------------------------------------------------------------------------- 

# Copyright (C) 1997, 1998, 1999 Robert L. Ziegler 

# 

# Permission to use, copy, modify, and distribute this software and its 

# documentation for educational, research, private and non-profit purposes, 

# without fee, and without a written agreement is hereby granted. 

# This software is provided as an example and basis for individual firewall 
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# development. This software is provided without warranty. 

# 

# Any material furnished by Robert L. Ziegler is furnished on an 

# "as is" basis. He makes no warranties of any kind, either expressed 

# or implied as to any matter including, but not limited to, warranty 

# of fitness for a particular purpose, exclusivity or results obtained 

# from use of the material. 

# 

---------------------------------------------------------------------------- 

# 

# Invoked from /etc/rc.d/init.d/firewall. 

# chkconfig: - 60 95 

# description: Starts and stops the IPCHAINS Firewall \ 

# used to provide Firewall network services. 

# Source function library. 

. /etc/rc.d/init.d/functions 

# Source networking configuration. 

. /etc/sysconfig/network 

# Check that networking is up. 

[ ${NETWORKING} = "no" ] && exit 0 

# See how we were called. 

case "$1" in 

start) 

echo -n "Starting Firewalling Services: " 

# Some definitions for easy maintenance. 

# 

---------------------------------------------------------------------------- 

# EDIT THESE TO SUIT YOUR SYSTEM AND ISP. 

EXTERNAL_INTERFACE="eth0" # whichever you use 

LOOPBACK_INTERFACE="lo" 

IPADDR="208.164.186.2" 

ANYWHERE="any/0" 

NAMESERVER_1="208.164.186.1" # Your primary name server 

NAMESERVER_2="208.164.186.2" # Your secondary name server 

SYSLOG_SERVER="mail.openarch.com" # Your syslog internal server 

SYSLOG_CLIENT="208.164.168.0/24" # Your syslog internal client 

LOOPBACK="127.0.0.0/8" 

CLASS_A="10.0.0.0/8" 

CLASS_B="172.16.0.0/12" 

CLASS_C="192.168.0.0/16" 

CLASS_D_MULTICAST="224.0.0.0/4" 

CLASS_E_RESERVED_NET="240.0.0.0/5" 

BROADCAST_SRC="0.0.0.0" 

BROADCAST_DEST="255.255.255.255" 
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PRIVPORTS="0:1023" 

UNPRIVPORTS="1024:65535" 

# 

---------------------------------------------------------------------------- 

# SSH starts at 1023 and works down to 513 for 

# each additional simultaneous incoming connection. 

SSH_PORTS="1022:1023" # range for SSH privileged ports 

# traceroute usually uses -S 32769:65535 -D 33434:33523 

TRACEROUTE_SRC_PORTS="32769:65535" 

TRACEROUTE_DEST_PORTS="33434:33523" 

# 

---------------------------------------------------------------------------- 

# Default policy is DENY 

# Explicitly accept desired INCOMING & OUTGOING connections 

# Remove all existing rules belonging to this filter 

ipchains -F 

# Set the default policy of the filter to deny. 

ipchains -P input DENY 

ipchains -P output REJECT 

ipchains -P forward REJECT 

# 

---------------------------------------------------------------------------- 

# Enable TCP SYN Cookie Protection 

echo 1 >/proc/sys/net/ipv4/tcp_syncookies 

# Enable IP spoofing protection 

# turn on Source Address Verification 

for f in /proc/sys/net/ipv4/conf/*/rp_filter; do 

echo 1 > $f 

done 

# Disable ICMP Redirect Acceptance 

for f in /proc/sys/net/ipv4/conf/*/accept_redirects; do 

echo 0 > $f 

done 

# Disable Source Routed Packets 

for f in /proc/sys/net/ipv4/conf/*/accept_source_route; do 

echo 0 > $f 

done 

# 

---------------------------------------------------------------------------- 

# LOOPBACK 

# Unlimited traffic on the loopback interface. 

ipchains -A input -i $LOOPBACK_INTERFACE -j ACCEPT 

ipchains -A output -i $LOOPBACK_INTERFACE -j ACCEPT 

# 
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---------------------------------------------------------------------------- 

# Network Ghouls 

# Deny access to jerks 

# /etc/rc.d/rc.firewall.blocked contains a list of 

# ipchains -A input -i $EXTERNAL_INTERFACE -s address -j DENY 

# rules to block from any access. 

# Refuse any connection from problem sites 

#if [ -f /etc/rc.d/rc.firewall.blocked ]; then 

# . /etc/rc.d/rc.firewall.blocked 

#fi 

# 

---------------------------------------------------------------------------- 

# SPOOFING & BAD ADDRESSES 

# Refuse spoofed packets. 

# Ignore blatantly illegal source addresses. 

# Protect yourself from sending to bad addresses. 

# Refuse spoofed packets pretending to be from the external address. 

ipchains -A input -i $EXTERNAL_INTERFACE -s $IPADDR -j DENY -l 

# Refuse packets claiming to be to or from a Class A private network 

ipchains -A input -i $EXTERNAL_INTERFACE -s $CLASS_A -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -d $CLASS_A -j DENY -l 

ipchains -A output -i $EXTERNAL_INTERFACE -s $CLASS_A -j REJECT -l 

ipchains -A output -i $EXTERNAL_INTERFACE -d $CLASS_A -j REJECT -l 

# Refuse packets claiming to be to or from a Class B private network 

ipchains -A input -i $EXTERNAL_INTERFACE -s $CLASS_B -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -d $CLASS_B -j DENY -l 

ipchains -A output -i $EXTERNAL_INTERFACE -s $CLASS_B -j REJECT -l 

ipchains -A output -i $EXTERNAL_INTERFACE -d $CLASS_B -j REJECT -l 

# Refuse packets claiming to be to or from a Class C private network 

ipchains -A input -i $EXTERNAL_INTERFACE -s $CLASS_C -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -d $CLASS_C -j DENY -l 

ipchains -A output -i $EXTERNAL_INTERFACE -s $CLASS_C -j REJECT -l 

ipchains -A output -i $EXTERNAL_INTERFACE -d $CLASS_C -j REJECT -l 

# Refuse packets claiming to be from the loopback interface 

ipchains -A input -i $EXTERNAL_INTERFACE -s $LOOPBACK -j DENY -l 

ipchains -A output -i $EXTERNAL_INTERFACE -s $LOOPBACK -j REJECT -l 

# Refuse broadcast address SOURCE packets 

ipchains -A input -i $EXTERNAL_INTERFACE -s $BROADCAST_DEST -j DENY –l 

ipchains -A input -i $EXTERNAL_INTERFACE -d $BROADCAST_SRC -j DENY -l 

# Refuse Class D multicast addresses (in.h) (NET-3-HOWTO) 

# Multicast is illegal as a source address. 

# Multicast uses UDP. 

ipchains -A input -i $EXTERNAL_INTERFACE -s $CLASS_D_MULTICAST -j DENY -l 

# Refuse Class E reserved IP addresses 
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ipchains -A input -i $EXTERNAL_INTERFACE -s $CLASS_E_RESERVED_NET -j DENY -l 

# refuse addresses defined as reserved by the IANA 

# 0.*.*.*, 1.*.*.*, 2.*.*.*, 5.*.*.*, 7.*.*.*, 23.*.*.*, 27.*.*.* 

# 31.*.*.*, 37.*.*.*, 39.*.*.*, 41.*.*.*, 42.*.*.*, 58-60.*.*.* 

# 65-95.*.*.*, 96-126.*.*.*, 197.*.*.*, 201.*.*.* (?), 217-223.*.*.* 

ipchains -A input -i $EXTERNAL_INTERFACE -s 1.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 2.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 5.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 7.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 23.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 27.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 31.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 37.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 39.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 41.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 42.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 58.0.0.0/7 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 60.0.0.0/8 -j DENY -l 

#65: 01000001 - /3 includes 64 - need 65-79 spelled out 

ipchains -A input -i $EXTERNAL_INTERFACE -s 65.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 66.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 67.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 68.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 69.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 70.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 71.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 72.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 73.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 74.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 75.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 76.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 77.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 78.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 79.0.0.0/8 -j DENY -l 

#80: 01010000 - /4 masks 80-95 

ipchains -A input -i $EXTERNAL_INTERFACE -s 80.0.0.0/4 -j DENY -l 

# 96: 01100000 - /4 makses 96-111 

ipchains -A input -i $EXTERNAL_INTERFACE -s 96.0.0.0/4 -j DENY -l 

#126: 01111110 - /3 includes 127 - need 112-126 spelled out 

ipchains -A input -i $EXTERNAL_INTERFACE -s 112.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 113.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 114.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 115.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 116.0.0.0/8 -j DENY -l 
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ipchains -A input -i $EXTERNAL_INTERFACE -s 117.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 118.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 119.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 120.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 121.0.0.0/8 -j DENY –l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 122.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 123.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 124.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 125.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 126.0.0.0/8 -j DENY -l 

#217: 11011001 - /5 includes 216 - need 217-219 spelled out 

ipchains -A input -i $EXTERNAL_INTERFACE -s 217.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 218.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 219.0.0.0/8 -j DENY -l 

#223: 11011111 - /6 masks 220-223 

ipchains -A input -i $EXTERNAL_INTERFACE -s 220.0.0.0/6 -j DENY -l 

# 

---------------------------------------------------------------------------- 

# ICMP 

# To prevent denial of service attacks based on ICMP bombs, filter 

# incoming Redirect (5) and outgoing Destination Unreachable (3). 

# Note, however, disabling Destination Unreachable (3) is not 

# advisable, as it is used to negotiate packet fragment size. 

# For bi-directional ping. 

# Message Types: Echo_Reply (0), Echo_Request (8) 

# To prevent attacks, limit the src addresses to your ISP range. 

# 

# For outgoing traceroute. 

# Message Types: INCOMING Dest_Unreachable (3), Time_Exceeded (11) 

# default UDP base: 33434 to base+nhops-1 

# 

# For incoming traceroute. 

# Message Types: OUTGOING Dest_Unreachable (3), Time_Exceeded (11) 

# To block this, deny OUTGOING 3 and 11 

# 0: echo-reply (pong) 

# 3: destination-unreachable, port-unreachable, fragmentation-needed, etc. 

# 4: source-quench 

# 5: redirect 

# 8: echo-request (ping) 

# 11: time-exceeded 

# 12: parameter-problem 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 0 -d $IPADDR -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 
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-s $ANYWHERE 3 -d $IPADDR -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 4 -d $IPADDR -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 11 -d $IPADDR -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 12 -d $IPADDR -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s 208.164.186.0/24 8 -d $IPADDR -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p icmp \ 

-s $IPADDR 0 -d 208.164.186.0/24 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p icmp \ 

-s $IPADDR 3 -d $ANYWHERE -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p icmp \ 

-s $IPADDR 4 -d $ANYWHERE -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p icmp \ 

-s $IPADDR 8 -d $ANYWHERE -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p icmp \ 

-s $IPADDR 12 -d $ANYWHERE -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p icmp \ 

-s $IPADDR 11 -d 208.164.186.0/24 -j ACCEPT 

# 

---------------------------------------------------------------------------- 

# UDP INCOMING TRACEROUTE 

# traceroute usually uses -S 32769:65535 -D 33434:33523 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-s 208.164.186.0/24 $TRACEROUTE_SRC_PORTS \ 

-d $IPADDR $TRACEROUTE_DEST_PORTS -j ACCEPT -l 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-s $ANYWHERE $TRACEROUTE_SRC_PORTS \ 

-d $IPADDR $TRACEROUTE_DEST_PORTS -j DENY -l 

# 

---------------------------------------------------------------------------- 

# DNS server 

# ---------- 

# DNS: full server 

# server/client to server query or response 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-s $ANYWHERE $UNPRIVPORTS \ 

-d $IPADDR 53 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p udp \ 

-s $IPADDR 53 \ 

-d $ANYWHERE $UNPRIVPORTS -j ACCEPT 

# DNS client (53) 
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# --------------- 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-s $NAMESERVER_1 53 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p udp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $NAMESERVER_1 53 -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $NAMESERVER_1 53 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $NAMESERVER_1 53 -j ACCEPT 

# 

---------------------------------------------------------------------------- 

# TCP accept only on selected ports 

# --------------------------------- 

# ------------------------------------------------------------------ 

# SSH server (22) 

# --------------- 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp \ 

-s $ANYWHERE $UNPRIVPORTS \ 

-d $IPADDR 22 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $IPADDR 22 \ 

-d $ANYWHERE $UNPRIVPORTS -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp \ 

-s $ANYWHERE $SSH_PORTS \ 

-d $IPADDR 22 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $IPADDR 22 \ 

-d $ANYWHERE $SSH_PORTS -j ACCEPT 

# SSH client (22) 

# --------------- 

# ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

# -s $ANYWHERE 22 \ 

# -d $IPADDR $UNPRIVPORTS -j ACCEPT 

# ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

# -s $IPADDR $UNPRIVPORTS \ 

# -d $ANYWHERE 22 -j ACCEPT 

# ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

# -s $ANYWHERE 22 \ 

# -d $IPADDR $SSH_PORTS -j ACCEPT 

# ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 
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# -s $IPADDR $SSH_PORTS \ 

# -d $ANYWHERE 22 -j ACCEPT 

# ------------------------------------------------------------------ 

# AUTH server (113) 

# ----------------- 

# Reject, rather than deny, the incoming auth port. (NET-3-HOWTO) 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp \ 

-s $ANYWHERE \ 

-d $IPADDR 113 -j REJECT 

# ------------------------------------------------------------------ 

# SYSLOG server (514) 

# ----------------- 

# Provides full remote logging. Using this feature you're able to 

# control all syslog messages on one host. 

# ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

# -s $SYSLOG_CLIENT \ 

# -d $IPADDR 514 -j ACCEPT 

# SYSLOG client (514) 

# ----------------- 

# ipchains -A output -i $EXTERNAL_INTERFACE -p udp \ 

# -s $IPADDR 514 \ 

# -d $SYSLOG_SERVER 514 -j ACCEPT 

# ------------------------------------------------------------------ 

# SMTP server (25) 

# ---------------- 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp \ 

-s $ANYWHERE $UNPRIVPORTS \ 

-d $IPADDR 25 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $IPADDR 25 \ 

-d $ANYWHERE $UNPRIVPORTS -j ACCEPT 

# SMTP client (25) 

# ---------------- 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $ANYWHERE 25 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $ANYWHERE 25 -j ACCEPT 

# ------------------------------------------------------------------ 

# IMAP server (143) 

# ----------------- 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp \ 

-s $ANYWHERE $UNPRIVPORTS \ 
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-d $IPADDR 143 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $IPADDR 143 \ 

-d $ANYWHERE $UNPRIVPORTS -j ACCEPT 

# ------------------------------------------------------------------ 

# OUTGOING TRACEROUTE 

# ------------------- 

ipchains -A output -i $EXTERNAL_INTERFACE -p udp \ 

-s $IPADDR $TRACEROUTE_SRC_PORTS \ 

-d $ANYWHERE $TRACEROUTE_DEST_PORTS -j ACCEPT 

# 

---------------------------------------------------------------------------- 

# Enable logging for selected denied packets 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp \ 

-d $IPADDR -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-d $IPADDR $PRIVPORTS -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-d $IPADDR $UNPRIVPORTS -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 5 -d $IPADDR -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 13:255 -d $IPADDR -j DENY -l 

# 

---------------------------------------------------------------------------- 

;; 

stop) 

echo -n "Shutting Firewalling Services: " 

# Remove all existing rules belonging to this filter 

ipchains -F 

# Reset the default policy of the filter to accept. 

ipchains -P input ACCEPT 

ipchains -P output ACCEPT 

ipchains -P forward ACCEPT 

# Reset TCP SYN Cookie Protection to off. 

echo 0 >/proc/sys/net/ipv4/tcp_syncookies 

# Reset IP spoofing protection to off. 

# turn on Source Address Verification 

for f in /proc/sys/net/ipv4/conf/*/rp_filter; do 

echo 0 > $f 

done 

# Reset ICMP Redirect Acceptance to on. 

for f in /proc/sys/net/ipv4/conf/*/accept_redirects; do 

echo 1 > $f 
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done 

# Reset Source Routed Packets to on. 

for f in /proc/sys/net/ipv4/conf/*/accept_source_route; do 

echo 1 > $f 

done 

;; 

status) 

echo -n "Now do you show firewalling stats?" 

;; 

restart|reload) 

$0 stop 

$0 start 

;; 

*) 

echo "Usage: firewall {start|stop|status|restart|reload}" 

exit 1 

esac 
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[root@deep]# chmod 700 /etc/rc.d/init.d/firewall 

[root@deep]# chown 0.0 /etc/rc.d/init.d/firewall 
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[root@deep]# chkconfig --add firewall 

[root@deep]# chkconfig --level 345 firewall on 
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eR@FGRST +wx �

[root@deep]# /etc/rc.d/init.d/firewall stop 

eR@��RST +wx �

[root@deep]# /etc/rc.d/init.d/firewall start 



sssseeeeíííí ÆáRSTÆáRSTÆáRSTÆáRST�

 139139139139

�gkDEGlm�gkDEGlm�gkDEGlm�gkDEGlm /etc/rc.d/init.d/firewall/etc/rc.d/init.d/firewall/etc/rc.d/init.d/firewall/etc/rc.d/init.d/firewall ��n$��n$��n$��n$        
[G�+©��Æ¨89:�ÔÕ_��I �5ÔÕ¶ò~��ÖýÁ�¼

,�' �ì9:[� 03 �� �/�89:�kl¾ 8< ���89:�kl¾

;; ����89:�kl¾ 2> ������89:�kl¾ 77< ���k

l¾ ++> //���/"��kl¾ ++= � ���89:�kl¾ ;8 0 ���

89: +7< 0A3kl¾ 999: 03Ckl¾ 7>>> !��kl¾ ;> ;+

A�	$���
�&C�
�4�
��kl¾��-���0/���A�3"A�-�"]+ �

klm"de~[G�I��ìêë�÷u89 YZ+��xå R �^

^»=� klmde÷uà^^»�89 ù»=��x� R 0YZ- k

lm~89:ÁÔÕ- 0�Uo YZù»UoìÊ89¼dÔP��^^A( �

k 
�N�	��N
��'� 
�N�	��N�	��
�'�µµ �

]~ÇI89:Á8�k[�RST_��I +� ������

&���&��'�&
�
�'�&,
��
	$$� �

#!/bin/sh 

# 

# 

---------------------------------------------------------------------------- 

# Last modified by Gerhard Mourani: 02-01-2000 

# 

---------------------------------------------------------------------------- 

# Copyright (C) 1997, 1998, 1999 Robert L. Ziegler 

# 

# Permission to use, copy, modify, and distribute this software and its 

# documentation for educational, research, private and non-profit purposes, 

# without fee, and without a written agreement is hereby granted. 

# This software is provided as an example and basis for individual firewall 

# development. This software is provided without warranty. 

# 

# Any material furnished by Robert L. Ziegler is furnished on an 

# "as is" basis. He makes no warranties of any kind, either expressed 

# or implied as to any matter including, but not limited to, warranty 

# of fitness for a particular purpose, exclusivity or results obtained 

# from use of the material. 

# 

---------------------------------------------------------------------------- 

# 

# Invoked from /etc/rc.d/init.d/firewall. 

# chkconfig: - 60 95 

# description: Starts and stops the IPCHAINS Firewall \ 

# used to provide Firewall network services. 

# Source function library. 
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. /etc/rc.d/init.d/functions 

# Source networking configuration. 

. /etc/sysconfig/network 

# Check that networking is up. 

[ ${NETWORKING} = "no" ] && exit 0 

# See how we were called. 

case "$1" in 

start) 

echo -n "Starting Firewalling Services: " 

# Some definitions for easy maintenance. 

# 

---------------------------------------------------------------------------- 

# EDIT THESE TO SUIT YOUR SYSTEM AND ISP. 

EXTERNAL_INTERFACE="eth0" # whichever you use 

LOCAL_INTERFACE_1="eth1" # whichever you use 

LOOPBACK_INTERFACE="lo" 

IPADDR="208.164.186.1" 

LOCALNET_1="192.168.1.0/24" # whatever private range you use 

ANYWHERE="any/0" 

NAMESERVER_1="208.164.186.1" 

NAMESERVER_2="208.164.186.2" 

POP_SERVER="pop.videotron.ca" # Your pop external server 

NEWS_SERVER="news.videotron.ca" # Your news external server 

SYSLOG_SERVER="mail.openarch.com" # Your syslog internal server 

LOOPBACK="127.0.0.0/8" 

CLASS_A="10.0.0.0/8" 

CLASS_B="172.16.0.0/12" 

CLASS_C="192.168.0.0/16" 

CLASS_D_MULTICAST="224.0.0.0/4" 

CLASS_E_RESERVED_NET="240.0.0.0/5" 

BROADCAST_SRC="0.0.0.0" 

BROADCAST_DEST="255.255.255.255" 

PRIVPORTS="0:1023" 

UNPRIVPORTS="1024:65535" 

# 

---------------------------------------------------------------------------- 

# SSH starts at 1023 and works down to 513 for 

# each additional simultaneous incoming connection. 

SSH_PORTS="1022:1023" # range for SSH privileged ports 

# traceroute usually uses -S 32769:65535 -D 33434:33523 

TRACEROUTE_SRC_PORTS="32769:65535" 

TRACEROUTE_DEST_PORTS="33434:33523" 

# 

---------------------------------------------------------------------------- 
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# Default policy is DENY 

# Explicitly accept desired INCOMING & OUTGOING connections 

# Remove all existing rules belonging to this filter 

ipchains -F 

# Set the default policy of the filter to deny. 

ipchains -P input DENY 

ipchains -P output REJECT 

ipchains -P forward REJECT 

# set masquerade timeout to 10 hours for tcp connections 

ipchains -M -S 36000 0 0 

# Don't forward fragments. Assemble before forwarding. 

ipchains -A output -f -i $LOCAL_INTERFACE_1 -j DENY 

# 

---------------------------------------------------------------------------- 

# Enable TCP SYN Cookie Protection 

echo 1 >/proc/sys/net/ipv4/tcp_syncookies 

# Enable IP spoofing protection 

# turn on Source Address Verification 

for f in /proc/sys/net/ipv4/conf/*/rp_filter; do 

echo 1 > $f 

done 

# Disable ICMP Redirect Acceptance 

for f in /proc/sys/net/ipv4/conf/*/accept_redirects; do 

echo 0 > $f 

done 

# Disable Source Routed Packets 

for f in /proc/sys/net/ipv4/conf/*/accept_source_route; do 

echo 0 > $f 

done 

# These modules are necessary to masquerade their respective services. 

/sbin/modprobe ip_masq_ftp.o 

/sbin/modprobe ip_masq_raudio.o ports=554,7070,7071,6970,6971 

/sbin/modprobe ip_masq_irc.o 

#/sbin/modprobe/ip_masq_vdolive.o 

#/sbin/modprobe/ip_masq_cuseeme.o 

#/sbin/modprobe/ip_masq_quake.o 

# 

---------------------------------------------------------------------------- 

# LOOPBACK 

# Unlimited traffic on the loopback interface. 

ipchains -A input -i $LOOPBACK_INTERFACE -j ACCEPT 

ipchains -A output -i $LOOPBACK_INTERFACE -j ACCEPT 

# 

---------------------------------------------------------------------------- 
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# Network Ghouls 

# Deny access to jerks 

# /etc/rc.d/rc.firewall.blocked contains a list of 

# ipchains -A input -i $EXTERNAL_INTERFACE -s address -j DENY 

# rules to block from any access. 

# Refuse any connection from problem sites 

#if [ -f /etc/rc.d/rc.firewall.blocked ]; then 

# . /etc/rc.d/rc.firewall.blocked 

#fi 

# 

---------------------------------------------------------------------------- 

# SPOOFING & BAD ADDRESSES 

# Refuse spoofed packets. 

# Ignore blatantly illegal source addresses. 

# Protect yourself from sending to bad addresses. 

# Refuse spoofed packets pretending to be from the external address. 

ipchains -A input -i $EXTERNAL_INTERFACE -s $IPADDR -j DENY -l 

# Refuse packets claiming to be to or from a Class A private network 

ipchains -A input -i $EXTERNAL_INTERFACE -s $CLASS_A -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -d $CLASS_A -j DENY -l 

ipchains -A output -i $EXTERNAL_INTERFACE -s $CLASS_A -j REJECT -l 

ipchains -A output -i $EXTERNAL_INTERFACE -d $CLASS_A -j REJECT -l 

# Refuse packets claiming to be to or from a Class B private network 

ipchains -A input -i $EXTERNAL_INTERFACE -s $CLASS_B -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -d $CLASS_B -j DENY –l 

ipchains -A output -i $EXTERNAL_INTERFACE -s $CLASS_B -j REJECT -l 

ipchains -A output -i $EXTERNAL_INTERFACE -d $CLASS_B -j REJECT -l 

# Refuse packets claiming to be to or from a Class C private network 

ipchains -A input -i $EXTERNAL_INTERFACE -s $CLASS_C -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -d $CLASS_C -j DENY -l 

ipchains -A output -i $EXTERNAL_INTERFACE -s $CLASS_C -j REJECT -l 

ipchains -A output -i $EXTERNAL_INTERFACE -d $CLASS_C -j REJECT -l 

# Refuse packets claiming to be from the loopback interface 

ipchains -A input -i $EXTERNAL_INTERFACE -s $LOOPBACK -j DENY -l 

ipchains -A output -i $EXTERNAL_INTERFACE -s $LOOPBACK -j REJECT -l 

# Refuse broadcast address SOURCE packets 

ipchains -A input -i $EXTERNAL_INTERFACE -s $BROADCAST_DEST -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -d $BROADCAST_SRC -j DENY -l 

# Refuse Class D multicast addresses (in.h) (NET-3-HOWTO) 

# Multicast is illegal as a source address. 

# Multicast uses UDP. 

ipchains -A input -i $EXTERNAL_INTERFACE -s $CLASS_D_MULTICAST -j DENY -l 

# Refuse Class E reserved IP addresses 

ipchains -A input -i $EXTERNAL_INTERFACE -s $CLASS_E_RESERVED_NET -j DENY -l 
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# refuse addresses defined as reserved by the IANA 

# 0.*.*.*, 1.*.*.*, 2.*.*.*, 5.*.*.*, 7.*.*.*, 23.*.*.*, 27.*.*.* 

# 31.*.*.*, 37.*.*.*, 39.*.*.*, 41.*.*.*, 42.*.*.*, 58-60.*.*.* 

# 65-95.*.*.*, 96-126.*.*.*, 197.*.*.*, 201.*.*.* (?), 217-223.*.*.* 

ipchains -A input -i $EXTERNAL_INTERFACE -s 1.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 2.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 5.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 7.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 23.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 27.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 31.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 37.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 39.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 41.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 42.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 58.0.0.0/7 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 60.0.0.0/8 -j DENY -l 

#65: 01000001 - /3 includes 64 - need 65-79 spelled out 

ipchains -A input -i $EXTERNAL_INTERFACE -s 65.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 66.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 67.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 68.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 69.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 70.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 71.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 72.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 73.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 74.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 75.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 76.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 77.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 78.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 79.0.0.0/8 -j DENY -l 

#80: 01010000 - /4 masks 80-95 

ipchains -A input -i $EXTERNAL_INTERFACE -s 80.0.0.0/4 -j DENY –l 

# 96: 01100000 - /4 makses 96-111 

ipchains -A input -i $EXTERNAL_INTERFACE -s 96.0.0.0/4 -j DENY -l 

#126: 01111110 - /3 includes 127 - need 112-126 spelled out 

ipchains -A input -i $EXTERNAL_INTERFACE -s 112.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 113.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 114.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 115.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 116.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 117.0.0.0/8 -j DENY -l 
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ipchains -A input -i $EXTERNAL_INTERFACE -s 118.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 119.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 120.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 121.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 122.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 123.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 124.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 125.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 126.0.0.0/8 -j DENY -l 

#217: 11011001 - /5 includes 216 - need 217-219 spelled out 

ipchains -A input -i $EXTERNAL_INTERFACE -s 217.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 218.0.0.0/8 -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -s 219.0.0.0/8 -j DENY -l 

#223: 11011111 - /6 masks 220-223 

ipchains -A input -i $EXTERNAL_INTERFACE -s 220.0.0.0/6 -j DENY -l 

# 

---------------------------------------------------------------------------- 

# ICMP 

# To prevent denial of service attacks based on ICMP bombs, filter 

# incoming Redirect (5) and outgoing Destination Unreachable (3). 

# Note, however, disabling Destination Unreachable (3) is not 

# advisable, as it is used to negotiate packet fragment size. 

# For bi-directional ping. 

# Message Types: Echo_Reply (0), Echo_Request (8) 

# To prevent attacks, limit the src addresses to your ISP range. 

# 

# For outgoing traceroute. 

# Message Types: INCOMING Dest_Unreachable (3), Time_Exceeded (11) 

# default UDP base: 33434 to base+nhops-1 

# 

# For incoming traceroute. 

# Message Types: OUTGOING Dest_Unreachable (3), Time_Exceeded (11) 

# To block this, deny OUTGOING 3 and 11 

# 0: echo-reply (pong) 

# 3: destination-unreachable, port-unreachable, fragmentation-needed, etc. 

# 4: source-quench 

# 5: redirect 

# 8: echo-request (ping) 

# 11: time-exceeded 

# 12: parameter-problem 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 0 -d $IPADDR -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 3 -d $IPADDR -j ACCEPT 
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ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 4 -d $IPADDR -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 11 -d $IPADDR -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 12 -d $IPADDR -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s 208.164.186.0/24 8 -d $IPADDR -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p icmp \ 

-s $IPADDR 0 -d 208.164.186.0/24 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p icmp \ 

-s $IPADDR 3 -d $ANYWHERE -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p icmp \ 

-s $IPADDR 4 -d $ANYWHERE -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p icmp \ 

-s $IPADDR 8 -d $ANYWHERE -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p icmp \ 

-s $IPADDR 12 -d $ANYWHERE -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p icmp \ 

-s $IPADDR 11 -d 208.164.186.0/24 -j ACCEPT 

# 

---------------------------------------------------------------------------- 

# UDP INCOMING TRACEROUTE 

# traceroute usually uses -S 32769:65535 -D 33434:33523 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-s 208.164.186.0/24 $TRACEROUTE_SRC_PORTS \ 

-d $IPADDR $TRACEROUTE_DEST_PORTS -j ACCEPT -l 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-s $ANYWHERE $TRACEROUTE_SRC_PORTS \ 

-d $IPADDR $TRACEROUTE_DEST_PORTS -j DENY -l 

# 

---------------------------------------------------------------------------- 

# DNS server 

# ---------- 

# DNS: full server 

# server/client to server query or response 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-s $ANYWHERE $UNPRIVPORTS \ 

-d $IPADDR 53 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p udp \ 

-s $IPADDR 53 \ 

-d $ANYWHERE $UNPRIVPORTS -j ACCEPT 

# DNS client (53) 

# --------------- 
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ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-s $NAMESERVER_1 53 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p udp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $NAMESERVER_1 53 -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $NAMESERVER_1 53 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $NAMESERVER_1 53 -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-s $NAMESERVER_2 53 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p udp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $NAMESERVER_2 53 -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $NAMESERVER_2 53 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $NAMESERVER_2 53 -j ACCEPT 

# 

---------------------------------------------------------------------------- 

# TCP accept only on selected ports 

# --------------------------------- 

# ------------------------------------------------------------------ 

# SSH server (22) 

# --------------- 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp \ 

-s $ANYWHERE $UNPRIVPORTS \ 

-d $IPADDR 22 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $IPADDR 22 \ 

-d $ANYWHERE $UNPRIVPORTS -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp \ 

-s $ANYWHERE $SSH_PORTS \ 

-d $IPADDR 22 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $IPADDR 22 \ 

-d $ANYWHERE $SSH_PORTS -j ACCEPT 

# SSH client (22) 
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# --------------- 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $ANYWHERE 22 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $ANYWHERE 22 -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $ANYWHERE 22 \ 

-d $IPADDR $SSH_PORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR $SSH_PORTS \ 

-d $ANYWHERE 22 -j ACCEPT 

# ------------------------------------------------------------------ 

# HTTP client (80) 

# ---------------- 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $ANYWHERE 80 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $ANYWHERE 80 -j ACCEPT 

# ------------------------------------------------------------------ 

# HTTPS client (443) 

# ------------------ 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $ANYWHERE 443 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $ANYWHERE 443 -j ACCEPT 

# ------------------------------------------------------------------ 

# POP client (110) 

# ---------------- 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $POP_SERVER 110 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $POP_SERVER 110 -j ACCEPT 

# ------------------------------------------------------------------ 

# NNTP NEWS client (119) 

# ---------------------- 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 
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-s $NEWS_SERVER 119 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $NEWS_SERVER 119 -j ACCEPT 

# ------------------------------------------------------------------ 

# FINGER client (79) 

# ------------------ 

# ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

# -s $ANYWHERE 79 \ 

# -d $IPADDR $UNPRIVPORTS -j ACCEPT 

# ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

# -s $IPADDR $UNPRIVPORTS \ 

# -d $ANYWHERE 79 -j ACCEPT 

# ------------------------------------------------------------------ 

# SYSLOG client (514) 

# ----------------- 

# ipchains -A output -i $LOCAL_INTERFACE_1 -p udp \ 

# -s $IPADDR 514 \ 

# -d $SYSLOG_SERVER 514 -j ACCEPT 

# ------------------------------------------------------------------ 

# AUTH server (113) 

# ----------------- 

# Reject, rather than deny, the incoming auth port. (NET-3-HOWTO) 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp \ 

-s $ANYWHERE \ 

-d $IPADDR 113 -j REJECT 

# AUTH client (113) 

# ----------------- 

# ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

# -s $ANYWHERE 113 \ 

# -d $IPADDR $UNPRIVPORTS -j ACCEPT 

# ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

# -s $IPADDR $UNPRIVPORTS \ 

# -d $ANYWHERE 113 -j ACCEPT 

# ------------------------------------------------------------------ 

# SMTP client (25) 

# ---------------- 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $ANYWHERE 25 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $ANYWHERE 25 -j ACCEPT 
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# ------------------------------------------------------------------ 

# IRC client (6667) 

# ----------------- 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $ANYWHERE 6667 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $ANYWHERE 6667 -j ACCEPT 

# ------------------------------------------------------------------ 

# ICQ client (4000) 

# ----------------- 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $ANYWHERE 2000:4000 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $ANYWHERE 2000:4000 -j ACCEPT 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-s $ANYWHERE 4000 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p udp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $ANYWHERE 4000 -j ACCEPT 

# ------------------------------------------------------------------ 

# FTP client (20, 21) 

# ------------------- 

# outgoing request 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $ANYWHERE 21 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $ANYWHERE 21 -j ACCEPT 

# NORMAL mode data channel 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp \ 

-s $ANYWHERE 20 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

# NORMAL mode data channel responses 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $ANYWHERE 20 -j ACCEPT 

# PASSIVE mode data channel creation 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 
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-s $IPADDR $UNPRIVPORTS \ 

-d $ANYWHERE $UNPRIVPORTS -j ACCEPT 

# PASSIVE mode data channel responses 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $ANYWHERE $UNPRIVPORTS \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

# ------------------------------------------------------------------ 

# RealAudio / QuickTime client 

# ---------------------------- 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $ANYWHERE 554 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $ANYWHERE 554 -j ACCEPT 

# TCP is a more secure method: 7070:7071 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

-s $ANYWHERE 7070:7071 \ 

-d $IPADDR $UNPRIVPORTS -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $ANYWHERE 7070:7071 -j ACCEPT 

# UDP is the preferred method: 6970:6999 

# For LAN machines, UDP requires the RealAudio masquerading module and 

# the ipmasqadm third-party software. 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-s $ANYWHERE $UNPRIVPORTS \ 

-d $IPADDR 6970:6999 -j ACCEPT 

ipchains -A output -i $EXTERNAL_INTERFACE -p udp \ 

-s $IPADDR $UNPRIVPORTS \ 

-d $ANYWHERE $UNPRIVPORTS -j ACCEPT 

# ------------------------------------------------------------------ 

# WHOIS client (43) 

# ----------------- 

# ipchains -A input -i $EXTERNAL_INTERFACE -p tcp ! -y \ 

# -s $ANYWHERE 43 \ 

# -d $IPADDR $UNPRIVPORTS -j ACCEPT 

# ipchains -A output -i $EXTERNAL_INTERFACE -p tcp \ 

# -s $IPADDR $UNPRIVPORTS \ 

# -d $ANYWHERE 43 -j ACCEPT 

# ------------------------------------------------------------------ 

# OUTGOING TRACEROUTE 

# ------------------- 

ipchains -A output -i $EXTERNAL_INTERFACE -p udp \ 
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-s $IPADDR $TRACEROUTE_SRC_PORTS \ 

-d $ANYWHERE $TRACEROUTE_DEST_PORTS -j ACCEPT 

# 

---------------------------------------------------------------------------- 

# Unlimited traffic within the local network. 

# All internal machines have access to the firewall machine. 

ipchains -A input -i $LOCAL_INTERFACE_1 -s $LOCALNET_1 -j ACCEPT 

ipchains -A output -i $LOCAL_INTERFACE_1 -d $LOCALNET_1 -j ACCEPT 

# 

---------------------------------------------------------------------------- 

# Masquerade internal traffic. 

# All internal traffic is masqueraded externally. 

ipchains -A forward -i $EXTERNAL_INTERFACE -s $LOCALNET_1 -j MASQ 

# 

---------------------------------------------------------------------------- 

# Enable logging for selected denied packets 

ipchains -A input -i $EXTERNAL_INTERFACE -p tcp \ 

-d $IPADDR -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-d $IPADDR $PRIVPORTS -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -p udp \ 

-d $IPADDR $UNPRIVPORTS -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 5 -d $IPADDR -j DENY -l 

ipchains -A input -i $EXTERNAL_INTERFACE -p icmp \ 

-s $ANYWHERE 13:255 -d $IPADDR -j DENY -l 

# 

---------------------------------------------------------------------------- 

;; 

stop) 

echo -n "Shutting Firewalling Services: " 

# Remove all existing rules belonging to this filter 

ipchains -F 

# Reset the default policy of the filter to accept. 

ipchains -P input ACCEPT 

ipchains -P output ACCEPT 

ipchains -P forward ACCEPT 

# Reset TCP SYN Cookie Protection to off. 

echo 0 >/proc/sys/net/ipv4/tcp_syncookies 

# Reset IP spoofing protection to off. 

# turn on Source Address Verification 

for f in /proc/sys/net/ipv4/conf/*/rp_filter; do 

echo 0 > $f 

done 
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# Reset ICMP Redirect Acceptance to on. 

for f in /proc/sys/net/ipv4/conf/*/accept_redirects; do 

echo 1 > $f 

done 

# Reset Source Routed Packets to on. 

for f in /proc/sys/net/ipv4/conf/*/accept_source_route; do 

echo 1 > $f 

done 

;; 

status) 

echo -n "Now do you show firewalling stats?" 

;; 

restart|reload) 

$0 stop 

$0 start 

;; 

*) 

echo "Usage: firewall {start|stop|status|restart|reload}" 

exit 1 

esac 
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[root@deep]# chmod 700 /etc/rc.d/init.d/firewall 

[root@deep]# chown 0.0 /etc/rc.d/init.d/firewall 

8�RST�I� ��'��A(êw �

[root@deep]# chkconfig --add firewall 

[root@deep]# chkconfig --level 345 firewall on 
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eR@FGRST +wx �

[root@deep]# /etc/rc.d/init.d/firewall stop 

eR@��RST +wx �

[root@deep]# /etc/rc.d/init.d/firewall start 
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if [ -f /etc/rc.d/rc.firewall.blocked ]; then 

  ./etc/rc.d/rc.firewall.blocked 

fi 

8� ��',
��
	$$')$��4�� �I ������&���&��'�&��',
��
	$$')$��4�� ¬r~�I

�å�m¼��Ò� 0�Öý �

«k �

204.254.45.9 

187.231.11.5 
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$ ipchains(8)    - IP firewall administration 

$ ipchains –restore (8)  - restore IP firewall chains from stdin 

$ ipchains –save (8)  - save IP firewall chains to stdout 

IPCHAINSIPCHAINSIPCHAINSIPCHAINS��q���q���q���q�    
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ipchainsipchainsipchainsipchains    
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[root@deep]# ipchains –L 
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�5wxyêë¼ABê�¼,`� klt,ABê ¼,�ê0°yêë �

�

eêë¼AB�ê�¼,C``� YZt+[G�wx �

[root@deep]# ipchains –L input 

�5wxyêë¼ABê�¼,C``� �

�

eêë¼AB�ê�¼,Cë`� YZt+[G�wx �

[root@deep]# ipchains –L output 

�5wxyêë¼ABê�¼,Cë`� �

�

eêë¼AB�ê�¼,y�`� YZt+[G�wx �

[root@deep]# ipchains –L forward 

�5wxyêë¼ABê�¼,y�`� �À~ÔÕ- 0�Uo��r,+ �

�

eêë¼AB�ê�¼,Uo`� YZt+[G�wx �

[root@deep]# ipchains –ML 

�5wx¶ò�>¼,¶�Uo��.w �À~ÔÕ- 0�Uo��r,+ �

�

eêë¼AB�ê�¼,`�ZUgCë YZt+[G�wx �

[root@deep]# ipchains –nL 
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[root@deep]# mount /dev/cdrom /mnt/cdrom/ 

[root@deep]# cd /mnt/cdrom/RedHat/RPMS/ 

de�o�HI� �

autoconf-2.13-5.noarch.rpm 

m4-1.4-12.i386.rpm 

automake-1.4-5.noarch.rpm 

dev86-0.14.9-1.i386.rpm 

bison-1.28-1.i386.rpm 

byacc-1.9-11.i386.rpm 

cdecl-2.5-9.i386.rpm 

cpp-1.1.2-24.i386.rpm 

cproto-4.6-2.i386.rpm 

ctags-3.2-1.i386.rpm 

egcs-1.1.2-24.i386.rpm 

ElectricFence-2.1-1.i386.rpm 

flex-2.5.4a-7.i386.rpm 

gdb-4.18-4.i386.rpm 

glibc-devel-2.1.2-11.i386.rpm 

�$��$��$��$�    
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make-3.77-6.i386.rpm 

patch-2.5-9.i386.rpm 

µ A� HIC�oQ����wx� �

[root@deep]# rpm -Uvh foo-1.0-2.i386.rpm 

z? A� HIC�Ån>�oQ����wx� �

[root@deep]# rpm -q foo 
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[root@deep]# mount /dev/fd0 /mnt/floppy/ 

[root@deep]# mv /bin/rpm /mnt/floppy 

[root@deep]# umount /mnt/floppy/ 

+[G�wxµ ���AJé�;��ÖF �

[root@deep]# mount /dev/fd0 /mnt/floppy/ 

[root@deep]# cp /mnt/floppy/rpm /bin/ 

[root@deep]# umount /mnt/floppy/ 
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[root@deep]# tar xzpf foo.tar.gz 
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./configure 

make 

make install 

'&���,
(��� wxzHI��ÔÕZ×Ø���,��OP¼He�«UW

�	4� µ¼,�¶Ñ·�IOPÂ �
�I �	4��
���	$$ µ �
�I��

 He��I�oQìÊ�çé � ,Y1øQ�wxX, �

make depend 

strip 

chown 
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Linux sXidLinux sXidLinux sXidLinux sXid    

 ! ! ! !    
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[root@deep]# cp sxid_version_tar.gz /var/tmp/ 

[root@deep]# cd /var/tmp 

[root@deep]# tar xzpf sxid_version_tar.gz 
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make install 
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[root@deep]# cd /var/tmp 

[root@deep]# rm -rf sxid-version/ sxid_version_tar.gz 
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http://pages.infinit.net/lotus1/doc/opti/floppy.tgz
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# Configuration file for sXid 

# Note that all directories must be absolute with no trailing /'s 

# Where to begin our file search 

SEARCH = "/" 

# Which subdirectories to exclude from searching 

EXCLUDE = "/proc /mnt /cdrom /floppy" 

# Who to send reports to 

EMAIL = "root" 

# Always send reports, even when there are no changes? 

ALWAYS_NOTIFY = "no" 

# Where to keep interim logs. This will rotate 'x' number of 

# times based on KEEP_LOGS below 

LOG_FILE = "/var/log/sxid.log" 

# How many logs to keep 

KEEP_LOGS = "5" 

# Rotate the logs even when there are no changes? 

ALWAYS_ROTATE = "no" 

# Directories where +s is forbidden (these are searched 

# even if not explicitly in SEARCH), EXCLUDE rules apply 

FORBIDDEN = "/home /tmp" 

# Remove (-s) files found in forbidden directories? 

ENFORCE = "yes" 

# This implies ALWAYS_NOTIFY. It will send a full list of 

# entries along with the changes 

LISTALL = "no" 

# Ignore entries for directories in these paths 

# (this means that only files will be recorded, you 

# can effectively ignore all directory entries by 

# setting this to "/"). The default is /home since 
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# some systems have /home g+s. 

IGNORE_DIRS = "/home" 

# File that contains a list of (each on it's own line) 

# of other files that sxid should monitor. This is useful 

# for files that aren't +s, but relate to system 

# integrity (tcpd, inetd, apache...). 

# EXTRA_LIST = "/etc/sxid.list" 

# Mail program. This changes the default compiled in 

# mailer for reports. You only need this if you have changed 

# it's location and don't want to recompile sxid. 

# MAIL_PROG = "/usr/bin/mail" 
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[root@deep]# crontab -e 

å`�
� �

# Sample crontab entry to run every day at 4am 

0 4 * * * /usr/bin/sxid 
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[root@deep]# sxid -k 
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sXid Vers : 4.0.1 

Check run : Wed Dec 29 12:40:32 1999 

This host : mail.openarch.com 

Spotcheck : /home/admin 

Excluding : /proc /mnt /cdrom /floppy 

Ignore Dirs: /home 

Forbidden : /home /tmp 

No changes found 

�5wxz�¶�çéD�¼,¬çé ")Â³Ë�I J"+ ��	
$�±V

l À�~ï$Cë ������ /0Vl �

&¦p
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67&¦p
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67&¦p
�Í
67&¦p
�Í
67    

> /etc/sxid.conf 

> /usr/bin/sxid 

> /usr/man/man1/sxid.1 

> /usr/man/man5/sxid.conf.5 
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Linux SSH1 Client/ServerLinux SSH1 Client/ServerLinux SSH1 Client/ServerLinux SSH1 Client/Server    

 ! ! ! !    
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http://www.ssh.fi/
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[root@deep]# cp ssh-version.tar.gz /var/tmp 

[root@deep]# cd /var/tmp 

[root@deep]# tar xzpf ssh-version.tar.gz 

%&���%&���%&���%&����

yQ ���+��çé[ æfÕOP:�OPäU �

CC="egcs" \ 

CFLAGS="-O9 -funroll-loops -ffast-math -malign-double -mcpu=pentiumpro 

-march=pentiumpro -fomit-frame-pointer -fno-exceptions" \ 

./configure \ 

--prefix=/usr \ 

--with-etcdir=/etc/ssh \ 

--without-idea \ 

--enable-warnings \ 

--without-rsh \ 

--with-libwrap \ 

--disable-server-port-forwardings \ 

--disable-client-port-forwardings \ 

--disable-server-x11-forwarding \ 

--disable-client-x11-forwarding \ 

--disable-suid-ssh 
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[root@deep]# make clean 

[root@deep]# make 

[root@deep]# make install 
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[root@deep]# cd /var/tmp 

[root@deep]# rm -rf ssh1-version/ ssh-version.tar.gz 
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http://pages.infinit.net/lotus1/doc/opti/floppy.tgz
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# Site-wide defaults for various options 

Host * 

ForwardAgent no 

ForwardX11 no 

RhostsAuthentication no 

RhostsRSAAuthentication no 

RSAAuthentication yes 

TISAuthentication no 

PasswordAuthentication yes 

FallBackToRsh no 

UseRsh no 

BatchMode no 

Compression yes 

StrictHostKeyChecking no 

IdentityFile ~/.ssh/identity 

Port 22 

KeepAlive yes 

Cipher blowfish 

EscapeChar ~ 
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# This is ssh server systemwide configuration file. 

Port 22 

ListenAddress 192.168.1.1 

HostKey /etc/ssh/ssh_host_key 

RandomSeed /etc/ssh/ssh_random_seed 

ServerKeyBits 1024 

LoginGraceTime 600 

KeyRegenerationInterval 3600 

PermitRootLogin no 

IgnoreRhosts yes 

StrictModes yes 

QuietMode no 

X11Forwarding no 

FascistLogging no 

PrintMotd yes 

KeepAlive yes 

SyslogFacility AUTH 

RhostsAuthentication no 

RhostsRSAAuthentication no 

RSAAuthentication yes 

PasswordAuthentication yes 

PermitEmptyPasswords no 

AllowUsers admin 

AllowHosts 192.168.1.4 
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ssh stream tcp nowait root /usr/sbin/tcpd sshd -i 

^_^_^_^_ *
 äU)­e  ½­ �����à 
������� ~å`���� 
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[root@deep /root]# killall -HUP inetd 

s ©�

O£ �����'	$$�
 �I 1
�&���&�����'	$$�
 ¬å`��� �

sshd: 192.168.1.4 win.openarch.com 

���j0 0�ÖýÀ +=;'+92'+'7 §¾4À 

�'����	���'��� ��ó¾
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[G�u �	���� gA, +© �3�*�A���"A� à ����+t+ �

sshdfwd-X11 (()/*+ X11,-). 

sshdfwd-<port-number> (TCP,-). 

sshdfwd-<port-name> (port-name./etc/services/01 �2 TCP,-). 

^_^_^_^_ kl$mt+ ��� ��e+~¼,�89:Á klyÁ���89:

��Á"���89:Ô~�� J©"Áþ%��y �
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[root@deep]# su username 

[username@deep]$ ssh-keygen1 

ó5«¬ /0ë��VlY1� �

Initializing random number generator... 

Generating p: ............................++ (distance 430) 

Generating q: ......................++ (distance 456) 

Computing the keys... 

Testing the keys... 

Key generation complete. 

Enter file in which to save the key (/home/username/.ssh/identity): 3456345634563456

7777  

Enter passphrase: 

Enter the same passphrase again: 

Your identification has been saved in /home/username/.ssh/identity. 

Your public key is: 

1024 37 

1493775751125195553369112031847729386229004939471513651114580610887000176437

8494676831 

2975778431585322723612061006231460440536487184367748423324091941848098890786

0997175244 

4697758964712775703072877997370856999301704314156353633306888894403817846160

8592483844 
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590202154102756903055846534063365635584899765402181 

username@deep.openarch.com 

Your public key has been saved in /home/username/.ssh/identity.pub 

^_^_^_^_ kl,E58(deÀ�58(8��5,- �
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[admin@deep]$ cd 

[admin@deep admin]$ ls -ld . .ssh .ssh/authorized_keys 

drwx------ 5 admin admin 1024 Nov 28 07:05 . 

drwxr-xr-x 2 admin admin 1024 Nov 29 00:02 .ssh 

-rw-r--r-- 1 admin admin 342 Nov 29 00:02 .ssh/authorized_keys 
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cdcdcdcd $����$����� efgh�ijefgh�ijefgh�ijefgh�ij �

+åÁ *� äU� ���*4��(�� wx ~u±�r°YZ¢T �	��*���	��

+[G�wx ¢T �	��*���	�� �

[root@deep]# su username 

[username@deep]$ ssh-keygen1 –p 

Enter file key is in (/home/username/.ssh/identity): [34567] 

Enter old passphrase: 

Key has comment 'username@deep.openarch.com' 

Enter new passphrase: 

Enter the same passphrase again: 

Your identification has been saved with the new passphrase. 

SSH1SSH1SSH1SSH1;G��;G��;G��;G��    
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�¦ �

+[G�wx �éÌA�ó¾ �

[root@deep]# ssh1 <login_name> <hostname> 

«k �

[root@deep]# ssh1 username www.openarch.com 

username@deep.openarch.com’s password: 

Last login: Tue Oct 19 1999 18:13:00 -0400 from gate.openarch.com 

Welcome to www.openarch.com on Deepforest. 

P$�(
�N�	��Q�+��é ���89:�+l4 P�����	��Q� ���89:§¾�

Öý �
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[root@deep]# su username 

[username@deep]$ scp1 -p <login_name@hostname>:/dir/for/file 

localdir/to/filelocation 

«k �

[username@deep]$ scp1 -p username@mail:/etc/test1 /tmp 

Enter passphrase for RSA key 'username@mail.openarch.com': 

test1 | 2 KB | 2.0 kB/s | ETA: 00:00:00 | 100% 

+[G�wxµ�IL�Ö§¾��QÌA§¾Á �

[root@deep]# su username 

[username@deep]$ scp1 -p localdir/to/filelocation 

<username@hostname>:/dir/for/file 

«k �

[username@deep]$ scp1 -p /usr/bin/test2 username@mail:/var/tmp 

username@mail's password: 

test2 | 7 KB | 7.9 kB/s | ETA: 00:00:00 | 100% 

^_^_^_^_ *� Aªj0�I�¢T�dS��µyZDïù ~��pA�à

×Y 
ß�de�7� �
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�Í
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> /etc/ssh 

> /etc/ssh/ssh_host_key 

> /etc/ssh/ssh_host_key.pub 

> /etc/ssh/ssh_config 

> /etc/ssh/sshd_config 

> /root/.ssh 

> /root/.ssh/random_seed 
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> /usr/bin/ssh1 

> /usr/bin/ssh 

> /usr/bin/slogin 

> /usr/bin/ssh-keygen1 

> /usr/bin/ssh-keygen 

> /usr/bin/ssh-agent1 

> /usr/bin/ssh-agent 

> /usr/bin/ssh-add1 

> /usr/bin/ssh-add 

> /usr/bin/scp1 

> /usr/bin/scp 

> /usr/bin/make-ssh-known-hosts1 

> /usr/bin/make-ssh-known-hosts 

> /usr/man/man1/scp1.1 

> /usr/man/man1/ssh-keygen1.1 

> /usr/man/man1/ssh-keygen.1 

> /usr/man/man1/ssh-agent1.1 

> /usr/man/man1/ssh-agent.1 

> /usr/man/man1/ssh-add1.1 

> /usr/man/man1/ssh-add.1 

> /usr/man/man1/scp.1 

> /usr/man/man1/slogin1.1 

> /usr/man/man1/slogin.1 

> /usr/man/man1/ssh1.1 

> /usr/man/man1/ssh.1 

> /usr/man/man1/make-ssh-known-hosts1.1 

> /usr/man/man1/make-ssh-known-hosts.1 

> /usr/man/man8/sshd1.8 

> /usr/man/man8/sshd.8 

> /usr/sbin/sshd1 

> /usr/sbin/sshd 

WindowsWindowsWindowsWindowsè>l
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http://www.chiark.greenend.org.uk/~sgtatham/putty.html
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http://hp.vector.co.jp/authors/VA002416/teraterm.html
http://www.zip.com.au/~roca/download.html
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Linux SSH2 Cient/ServerLinux SSH2 Cient/ServerLinux SSH2 Cient/ServerLinux SSH2 Cient/Server    

 ! ! ! !    
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http://www.ssh.fi/
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[root@deep]# cp ssh-version.tar.gz /var/tmp 

[root@deep]# cd /var/tmp 

[root@deep]# tar xzpf ssh-version.tar.gz 

%&���%&���%&���%&����

yQ ���+��çé[ æfÕOP:�OPäU �

CC="egcs" \ 

CFLAGS="-O9 -funroll-loops -ffast-math -malign-double -mcpu=pentiumpro 

-march=pentiumpro -fomit-frame- 

pointer -fno-exceptions" \ 

./configure \ 

--prefix=/usr \ 

--without-ssh-agent1-compat \ 

--disable-suid-ssh-signer \ 

--disable-tcp-port-forwarding \ 

--disable-X11-forwarding \ 

--enable-tcp-nodelay \ 

--with-libwrap 

�uOPäU±AOP:k±OP ���; �
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[root@deep]# make clean 

[root@deep]# make 

[root@deep]# make install 
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[root@deep]# cd /var/tmp 

[root@deep]# rm -rf ssh2-version/ ssh-version.tar.gz 
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# ssh2_config 

# SSH 2.0 Client Configuration File 

*: 

Port 22 

http://pages.infinit.net/lotus1/doc/opti/floppy.tgz
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Ciphers AnyStdCipher 

Compression yes 

IdentityFile identification 

AuthorizationFile authorization 

RandomSeedFile random_seed 

VerboseMode no 

ForwardAgent no 

ForwardX11 no 

PasswordPrompt "%U's password: " 

Ssh1Compatibility no 

Ssh1AgentCompatibility none 

NoDelay yes 

KeepAlive yes 

QuietMode no 
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# sshd2_config 

# SSH 2.0 Server Configuration File 

*: 

Port 22 

ListenAddress 192.168.1.1 
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Ciphers AnyStdCipher 

IdentityFile identification 

AuthorizationFile authorization 

HostKeyFile hostkey 

PublicHostKeyFile hostkey.pub 

RandomSeedFile random_seed 

ForwardAgent no 

ForwardX11 no 

PasswordGuesses 3 

MaxConnections 5 

PermitRootLogin no 

AllowedAuthentications publickey,password 

RequiredAuthentications publickey,password 

VerboseMode no 

PrintMotd yes 

CheckMail yes 

UserConfigDirectory "%D/.ssh2" 

SyslogFacility AUTH 

Ssh1Compatibility no 

NoDelay yes 

KeepAlive yes 

UserKnownHosts yes 

AllowHosts 192.168.1.4 

DenyHosts * 

QuietMode no 

# subsystem definitions 

subsystem-sftp sftp-server 
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ssh stream tcp nowait root /usr/sbin/tcpd sshd -i 

^_^_^_^_ *
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[root@deep /root]# killall -HUP inetd 

s ©�

O£ �����'	$$�
 �I 1
�&���&�����'	$$�
 ¬å`��� �

sshd: 192.168.1.4 win.openarch.com 

���j0 0�ÖýÀ +=;'+92'+'7 §¾4À 
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[G�u �	���� gA, +© �3�*�A���"A� à ����;t+ �

sshd, sshd2 (sshd289�:�;�<(=>� sshd )). 

sshdfwd-X11 (()/*+ X11,-). 
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sshdfwd-<port-number> (TCP,-). 

sshdfwd-<port-name> (port-name./etc/services/01 �2 TCP,-).  

^_^_^_^_ kl$mt+ ��� ��e+~¼,�89:Á klyÁ���89:

��Á"���89:Ô~�� J©"Áþ%��y �

#$#$#$#$ �����$�&������ \1\1\1\1�

À-t+ �� ?ØHIÔÕ &���&�	�'�&��� �I �
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#%PAM-1.0 

auth required /lib/security/pam_pwdb.so shadow 

auth required /lib/security/pam_nologin.so 

account required /lib/security/pam_pwdb.so 

password required /lib/security/pam_cracklib.so 

password required /lib/security/pam_pwdb.so use_authtok nullok md5 shadow 

session required /lib/security/pam_pwdb.so 

]^���]^���]^���]^����
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$ man ssh-add2 (1) - adds identities for the authentication agent 

$ man ssh-agent2 (1) - authentication agent 

$ man ssh-keygen2 (1) - authentication key pair generation 

$ man ssh2 (1) - secure shell client (remote login program) 

$ man sshd2 (8) - secure shell daemon 

SSH2SSH2SSH2SSH2ç;G¹ºç;G¹ºç;G¹ºç;G¹º    
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[root@deep]# su username 

[username@deep]$ ssh-keygen2 

ssss    ©©©©�
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[username@deep]$ cd ~/.ssh2 

[username@deep]$ echo “IdKey id_dsa_1024_a” > identification 

^_^_^_^_ ~ÌA�ó¾�Á8�j0�I�YA� �
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[username@deep]$ touch authorization 
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key Local.pub 
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[root@deep]# ssh2 -l <login_name> <hostname> 

«k �

[root@deep]# ssh2 -l username www.openarch.com 

Passphrase for key "/home/username/.ssh2/id_dsa_1024_a" with comment "1024-bit 

dsa, 
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username@deep.openarch.com, Tue Oct 19 1999 14:31:40 -0400": 

username's password: 

Last login: Tue Oct 19 1999 18:13:00 -0400 from gate.openarch.com 

Welcome to www.openarch.com on Deepforest. 
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[username@deep]$ sftp2 <hostname> 

«k �

[username@deep]$ sftp2 www.openarch.com 

local path : /home/username 

Passphrase for key "/home/username/.ssh2/id_dsa_1024_a" with comment "1024-bit 

dsa, 

username@deep.openarch.com, Tue Oct 19 1999 14:31:40 -0400": 

username's password: 

username's password: 

remote path : /home/username 

sftp> 

�¦P�����	��Q�+ �,��;wx¢½�I�ÌA§¾4 �

&¦p
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67&¦p
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67&¦p
�Í
67&¦p
�Í
67    

> /etc/pam.d/ssh 

> /etc/ssh2 

> /etc/ssh2/hostkey 

> /etc/ssh2/hostkey.pub 

> /etc/ssh2/sshd2_config 

> /etc/ssh2/ssh2_config 



ssssllllíííí ����HI����HI����HI����HI ������''D	�0�+�7�'+/@+/�

 193193193193

> /root/.ssh2 

> /root/.ssh2/random_seed 

> /root/ssh2 

> /usr/man/man1/ssh2.1 

> /usr/man/man1/ssh-keygen2.1 

> /usr/man/man1/ssh-add2.1 

> /usr/man/man1/ssh-agent2.1 

> /usr/man/man1/scp2.1 

> /usr/man/man1/sftp2.1 

> /usr/man/man8/sshd2.8 

> /usr/man/man8/sshd.8 

> /usr/bin/ssh2 

> /usr/bin/scp2 

> /usr/bin/sftp2 

> /usr/bin/sftp-server2 

> /usr/bin/ssh-agent2 

> /usr/bin/ssh-keygen2 

> /usr/bin/ssh-signer2 

> /usr/bin/ssh-add2 

> /usr/bin/ssh 

> /usr/bin/ssh-agent 

> /usr/bin/ssh-add 

> /usr/bin/ssh-askpass 

> /usr/bin/ssh-keygen 

> /usr/man/man1/ssh.1 

> /usr/man/man1/ssh-add.1 

> /usr/man/man1/ssh-agent.1 

> /usr/man/man1/ssh-keygen.1 

> /usr/man/man1/scp.1 

> /usr/man/man1/sftp.1 

> /usr/bin/scp 

> /usr/bin/sftp 

> /usr/bin/sftp-server 

> /usr/bin/ssh-signer 

> /usr/sbin/sshd2 

> /usr/sbin/sshd
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Linux Tripwire 2.2.1Linux Tripwire 2.2.1Linux Tripwire 2.2.1Linux Tripwire 2.2.1    
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&¦&¦&¦&¦TripwireTripwireTripwireTripwire    
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[root@deep]# cp Tripwire_version_for_Linux_x86_tar.gz /var/tmp 

[root@deep]# cd /var/tmp 

[root@deep]# tar xzpf Tripwire_version_for_Linux_x86_tar.gz 
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http://www.tripwiresecurity.com/
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# 

# install.cfg 

# 

# default install.cfg for: 

# Tripwire(R) 2.2.1 for Unix 

# 

# NOTE: This is a Bourne shell script that stores installation 

# parameters for your installation. The installer will 

# execute this file to generate your config file and also to 

# locate any special configuration needs for your install. 

# Protect this file, because it is possible for 

# malicious code to be inserted here 

# 

# To set your Root directory for install, set TWROOT= to something 

# other than /usr/TSS as necessary. 

# 

#======================================================= 

# If CLOBBER is true, then existing files are overwritten. 

# If CLOBBER is false, existing files are not overwritten. 

CLOBBER=false 

# The root of the TSS directory tree. 

TWROOT="/usr" 

# Tripwire binaries are stored in TWBIN. 

TWBIN="${TWROOT}/bin" 

# Tripwire policy files are stored in TWPOLICY. 

TWPOLICY="${TWROOT}/TSS/policy" 

# Tripwire manual pages are stored in TWMAN. 

TWMAN="${TWROOT}/man" 

# Tripwire database files are stored in TWDB. 

TWDB="${TWROOT}/TSS/db" 

# The Tripwire site key files are stored in TWSITEKEYDIR. 

TWSITEKEYDIR="${TWROOT}/TSS/key" 

# The Tripwire local key files are stored in TWLOCALKEYDIR. 

TWLOCALKEYDIR="${TWROOT}/TSS/key" 
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# Tripwire report files are stored in TWREPORT. 

TWREPORT="${TWROOT}/TSS/report" 

# This sets the default text editor for Tripwire. 

TWEDITOR="/bin/vi" 

# TWLATEPROMTING controls the point when tripwire asks for a password. 

TWLATEPROMPTING=false 

# TWLOOSEDIRCHK selects whether the directory should be monitored for 

# properties that change when files in the directory are monitored. 

TWLOOSEDIRCHK=false 

# TWMAILNOVIOLATIONS determines whether Tripwire sends a no violation 

# report when integrity check is run with --email-report but no rule 

# violations are found. This lets the admin know that the integrity 

# was run, as opposed to having failed for some reason. 

TWMAILNOVIOLATIONS=true 

# TWEMAILREPORTLEVEL determines the verbosity of e-mail reports. 

TWEMAILREPORTLEVEL=3 

# TWREPORTLEVEL determines the verbosity of report printouts. 

TWREPORTLEVEL=3 

# TWSYSLOG determines whether Tripwire will log events to the system log 

TWSYSLOG=false 

##################################### 

# Mail Options - Choose the appropriate 

# method and comment the other section 

##################################### 

##################################### 

# SENDMAIL options - DEFAULT 

# 

# Either SENDMAIL or SMTP can be used to send reports via TWMAILMETHOD. 

# Specifies which sendmail program to use. 

##################################### 

TWMAILMETHOD=SENDMAIL 

TWMAILPROGRAM="/usr/lib/sendmail -oi -t" 

##################################### 

# SMTP options 

# 

# TWSMTPHOST selects the SMTP host to be used to send reports. 

# SMTPPORT selects the SMTP port for the SMTP mail program to use. 

##################################### 

# TWMAILMETHOD=SMTP 

# TWSMTPHOST="mail.domain.com" 

# TWSMTPPORT=25 

############################################################################

#### 

# Copyright (C) 1998-2000 Tripwire (R) Security Systems, Inc. Tripwire (R) is 
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a 

# registered trademark of the Purdue Research Foundation and is licensed 

# exclusively to Tripwire (R) Security SystemsInc. 
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[root@deep tmp]# ./install.sh 
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[root@deep tmp]# rm -f /usr/Lincense.txt README Release_Notes 
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[root@deep]# cd /var/tmp 

[root@deep]# rm -rf License.txt README Release-Notes install.cfg install.sh 

pkg/Tripwire_version_for_Linux_x86_tar.gz 
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http://pages.infinit.net/lotus1/doc/opti/floppy.tgz
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@@section GLOBAL 

TWROOT="/usr"; 

TWBIN="/usr/bin"; 

TWPOL="/usr/TSS/policy"; 

TWDB="/usr/TSS/db"; 

TWSKEY="/usr/TSS/key"; 

TWLKEY="/usr/TSS/key"; 

TWREPORT="/usr/TSS/report"; 

HOSTNAME=deep.openarch.com; 

@@section FS 

SEC_CRIT = $(IgnoreNone)-SHa; # Critical files - we can't afford to miss any changes. 

SEC_SUID = $(IgnoreNone)-SHa; # Binaries with the SUID or SGID flags set. 

SEC_TCB = $(ReadOnly); # Members of the Trusted Computing Base. 

SEC_BIN = $(ReadOnly); # Binaries that shouldn't change 

SEC_CONFIG = $(Dynamic); # Config files that are changed infrequently but accessed 

often. 

SEC_LOG = $(Growing); # Files that grow, but that should never change ownership. 

SEC_INVARIANT = +pug; # Directories that should never change permission or 

ownership. 

SIG_LOW = 33; # Non-critical files that are of minimal security impact 
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SIG_MED = 66; # Non-critical files that are of significant security impact 

SIG_HI = 100; # Critical files that are significant points of vulnerability 

# Tripwire Binaries 

(emailto = admin@openarch.com, rulename = "Tripwire Binaries", severity = 

$(SIG_HI)) 

{ 

$(TWBIN)/siggen -> $(ReadOnly); 

$(TWBIN)/tripwire -> $(ReadOnly); 

$(TWBIN)/twadmin -> $(ReadOnly); 

$(TWBIN)/twprint -> $(ReadOnly); 

} 

# Tripwire Data Files - Configuration Files, Policy Files, Keys, Reports, Databases 

(emailto = admin@openarch.com, rulename = "Tripwire Data Files", severity = 

$(SIG_HI)) 

{ 

# NOTE: Removing the inode attribute because when Tripwire creates a backup 

# it does so by renaming the old file and creating a new one (which will 

# have a new inode number). Leaving inode turned on for keys, which shouldn't 

# ever change. 

# NOTE: this rule will trigger on the first integrity check after database 

# initialization, and each integrity check afterward until a database update 

# is run, since the database file will not exist before that point. 

$(TWDB) -> $(Dynamic) -i; 

$(TWPOL)/tw.pol -> $(SEC_BIN) -i; 

$(TWBIN)/tw.cfg -> $(SEC_BIN) -i; 

$(TWLKEY)/$(HOSTNAME)-local.key -> $(SEC_BIN) ; 

$(TWSKEY)/site.key -> $(SEC_BIN) ; 

#don't scan the individual reports 

$(TWREPORT) -> $(Dynamic) (recurse=0); 

} 

# These files are critical to a correct system boot. 

(emailto = admin@openarch.com, rulename = "Critical system boot files", severity 

= 100) 

{ 

/boot -> $(SEC_CRIT) ; 

!/boot/System.map ; 

!/boot/module-info ; 

} 

# These files change the behavior of the root account 

(emailto = admin@openarch.com, rulename = "Root config files", severity = 100) 

{ 

/root -> $(SEC_CRIT) ; 

/root/.bash_history -> $(SEC_LOG) ; 

} 
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# Commonly accessed directories that should remain static with regards to owner 

and group 

(emailto = admin@openarch.com, rulename = "Invariant Directories", severity = 

$(SIG_MED)) 

{ 

/ -> $(SEC_INVARIANT) (recurse = 0); 

/home -> $(SEC_INVARIANT) (recurse = 0); 

/etc -> $(SEC_INVARIANT) (recurse = 0); 

/chroot -> $(SEC_INVARIANT) (recurse = 0); 

/cache -> $(SEC_INVARIANT) (recurse = 0); 

} 

(emailto = admin@openarch.com, rulename = "Shell Binaries") 

{ 

/bin/bsh -> $(SEC_BIN); 

/bin/csh -> $(SEC_BIN); 

/bin/sh -> $(SEC_BIN); 

} 

# Rest of critical system binaries 

(emailto = admin@openarch.com, rulename = "OS executables and libraries", severity 

= $(SIG_HI)) 

{ 

/bin -> $(ReadOnly) ; 

/lib -> $(ReadOnly) ; 

} 

# Local files 

(emailto = admin@openarch.com, rulename = "User binaries", severity = $(SIG_MED)) 

{ 

/sbin -> $(SEC_BIN) (recurse = 1); 

/usr/sbin -> $(SEC_BIN) (recurse = 1); 

/usr/bin -> $(SEC_BIN) (recurse = 1); 

} 

# Temporary directories 

(emailto = admin@openarch.com, rulename = "Temporary directories", recurse = false, 

severity = 

$(SIG_LOW)) 

{ 

/usr/tmp -> $(SEC_INVARIANT); 

/var/tmp -> $(SEC_INVARIANT); 

/tmp -> $(SEC_INVARIANT); 

} 

# Libraries 

(emailto = admin@openarch.com, rulename = "Libraries", severity = $(SIG_MED)) 

{ 

/usr/lib -> $(SEC_BIN); 
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} 

# Include 

(emailto = admin@openarch.com, rulename = "OS Development Files", severity = 

$(SIG_MED)) 

{ 

/usr/include -> $(SEC_BIN); 

} 

# Shared 

(emailto = admin@openarch.com, rulename = "OS Shared Files", severity = $(SIG_MED)) 

{ 

/usr/share -> $(SEC_BIN); 

} 

# Kernel headers files 

(emailto = admin@openarch.com, rulename = "Kernel Headers Files", severity = 

$( SIG_HI)) 

{ 

/usr/src/linux-2.2.14 -> $(SEC_BIN); 

} 

# setuid/setgid root programs 

(emailto = admin@openarch.com, rulename = "setuid/setgid", severity = $(SIG_HI)) 

{ 

/bin/su -> $(SEC_SUID); 

/sbin/pwdb_chkpwd -> $(SEC_SUID); 

/sbin/dump -> $(SEC_SUID); 

/sbin/restore -> $(SEC_SUID); 

/usr/bin/at -> $(SEC_SUID); 

/usr/bin/passwd -> $(SEC_SUID); 

/usr/bin/suidperl -> $(SEC_SUID); 

/usr/bin/crontab -> $(SEC_SUID); 

/usr/sbin/sendmail -> $(SEC_SUID); 

/usr/bin/man -> $(SEC_SUID); 

/usr/bin/sperl5.00503 -> $(SEC_SUID); 

/usr/bin/slocate -> $(SEC_SUID); 

/usr/sbin/utempter -> $(SEC_SUID); 

/sbin/netreport -> $(SEC_SUID); 

} 

(emailto = admin@openarch.com, rulename = "Configuration Files") 

{ 

/etc/hosts -> $(SEC_CONFIG); 

/etc/inetd.conf -> $(SEC_CONFIG); 

/etc/initlog.conf -> $(SEC_CONFIG); 

/etc/inittab -> $(SEC_CONFIG); 

/etc/resolv.conf -> $(SEC_CONFIG); 

/etc/syslog.conf -> $(SEC_CONFIG); 
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} 

(emailto = admin@openarch.com, rulename = "Security Control") 

{ 

/etc/group -> $(SEC_CRIT); 

/etc/security/ -> $(SEC_CRIT); 

/lib/security/ -> $(SEC_CRIT); 

/var/spool/cron -> $(SEC_CRIT); 

} 

(emailto = admin@openarch.com, rulename = "Login Scripts") 

{ 

/etc/csh.login -> $(SEC_CONFIG); 

/etc/profile -> $(SEC_CONFIG); 

} 

# These files change every time the system boots 

(emailto = admin@openarch.com, rulename = "System boot changes", severity = 

$(SIG_HI)) 

{ 

/dev/log -> $(Dynamic) ; 

/dev/cua0 -> $(Dynamic) ; 

/dev/console -> $(Dynamic) ; 

/dev/tty2 -> $(Dynamic) ; # tty devices 

/dev/tty3 -> $(Dynamic) ; # are extremely 

/dev/tty4 -> $(Dynamic) ; # variable 

/dev/tty5 -> $(Dynamic) ; 

/dev/tty6 -> $(Dynamic) ; 

/dev/urandom -> $(Dynamic) ; 

/dev/initctl -> $(Dynamic) ; 

/var/lock/subsys -> $(Dynamic) ; 

/var/run -> $(Dynamic) ; # daemon PIDs 

/var/log -> $(Dynamic) ; 

/etc/ioctl.save -> $(Dynamic) ; 

/etc/.pwd.lock -> $(Dynamic) ; 

/etc/mtab -> $(Dynamic) ; 

/lib/modules -> $(Dynamic) ; 

} 

# Critical configuration files 

(emailto = admin@openarch.com, rulename = "Critical configuration files", 

severity = $(SIG_HI)) 

{ 

/etc/conf.modules -> $(ReadOnly) ; 

/etc/crontab -> $(ReadOnly) ; 

/etc/cron.hourly -> $(ReadOnly) ; 

/etc/cron.daily -> $(ReadOnly) ; 

/etc/cron.weekly -> $(ReadOnly) ; 
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/etc/cron.monthly -> $(ReadOnly) ; 

/etc/default -> $(ReadOnly) ; 

/etc/fstab -> $(ReadOnly) ; 

/etc/group- -> $(ReadOnly) ; # changes should be infrequent 

/etc/host.conf -> $(ReadOnly) ; 

/etc/hosts.allow -> $(ReadOnly) ; 

/etc/hosts.deny -> $(ReadOnly) ; 

/etc/lilo.conf -> $(ReadOnly) ; 

/etc/logrotate.conf -> $(ReadOnly) ; 

/etc/pwdb.conf -> $(ReadOnly) ; 

/etc/securetty -> $(ReadOnly) ; 

/etc/sendmail.cf -> $(ReadOnly) ; 

/etc/protocols -> $(ReadOnly) ; 

/etc/services -> $(ReadOnly) ; 

/etc/rc.d/init.d -> $(ReadOnly) ; 

/etc/rc.d -> $(ReadOnly) ; 

/etc/motd -> $(ReadOnly) ; 

/etc/passwd -> $(ReadOnly) ; 

/etc/passwd- -> $(ReadOnly) ; 

/etc/profile.d -> $(ReadOnly) ; 

/etc/rpc -> $(ReadOnly) ; 

/etc/sysconfig -> $(ReadOnly) ; 

/etc/shells -> $(ReadOnly) ; 

/etc/nsswitch.conf -> $(ReadOnly) ; 

} 

# Critical devices 

(emailto = admin@openarch.com, rulename = "Critical devices", severity = $(SIG_HI), 

recurse = false) 

{ 

/dev/kmem -> $(Device) ; 

/dev/mem -> $(Device) ; 

/dev/null -> $(Device) ; 

/dev/zero -> $(Device) ; 

/proc/devices -> $(Device) ; 

/proc/net -> $(Device) ; 

/proc/tty -> $(Device) ; 

/proc/sys -> $(Device) ; 

/proc/cpuinfo -> $(Device) ; 

/proc/modules -> $(Device) ; 

/proc/mounts -> $(Device) ; 

/proc/dma -> $(Device) ; 

/proc/filesystems -> $(Device) ; 

/proc/ide -> $(Device) ; 

/proc/interrupts -> $(Device) ; 
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/proc/ioports -> $(Device) ; 

/proc/scsi -> $(Device) ; 

/proc/kcore -> $(Device) ; 

/proc/self -> $(Device) ; 

/proc/kmsg -> $(Device) ; 

/proc/stat -> $(Device) ; 

/proc/ksyms -> $(Device) ; 

/proc/loadavg -> $(Device) ; 

/proc/uptime -> $(Device) ; 

/proc/locks -> $(Device) ; 

/proc/version -> $(Device) ; 

/proc/meminfo -> $(Device) ; 

/proc/cmdline -> $(Device) ; 

/proc/misc -> $(Device) ; 

} 
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[root@deep]# twadmin --create-polfile /usr/TSS/policy/twpol.txt 

Please enter your site passphrase: 

Wrote policy file: /usr/TSS/policy/tw.pol 
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[root@deep]# rm -f /usr/bin/twcfg.txt 
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siggen (8) - signature gathering routine for Tripwire 

tripwire (8) - a file integrity checker for UNIX systems 

twadmin (8) - Tripwire administrative and utility tool 

twconfig (4) - Tripwire configuration file reference 

twfiles (5) - overview of files used by Tripwire and file backup process 

twintro (8) - introduction to Tripwire software 

twpolicy (4) - Tripwire policy file reference 

twprint (8) - Tripwire database and report printer 
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[root@deep]# tripwire { --init } 

+[G�wxÊp
UVW �

[root@deep]# tripwire --init 

Please enter your local passphrase: 

Parsing policy file: /usr/TSS/policy/tw.pol 

Generating the database... 

*** Processing Unix File System *** 

Wrote database file: /usr/TSS/db/deep.openarch.com.twd 

The database was successfully generated. 
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[root@deep]# tripwire { --check } 
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[root@deep]# tripwire –check 
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[root@deep]# tripwire --check --interactive 
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[root@deep]# tripwire --check --email-report 
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[root@deep]# tripwire { --update -r} 
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[root@deep]# tripwire --update -r 

/usr/TSS/report/deep.openarch.com-200001-021854.twr 
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[root@deep]# tripwire { --update-policy /path/to/new/policy/file} 
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[root@deep]# tripwire --update-policy /usr/TSS/policy/newtwpol.txt 
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[root@deep]# tripwire --update-policy --secure-mode low 

/usr/TSS/policy/newtwpol.txt 
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> /usr/TSS 

> /usr/bin 

> /usr/bin/siggen 

> /usr/bin/twprint 

> /usr/bin/twadmin 

> /usr/bin/tripwire 

> /usr/bin/twcfg.txt 

> /usr/bin/tw.cfg 

> /usr/TSS/policy 

> /usr/TSS/policy/policyguide.txt 

> /usr/TSS/policy/twpol.txt 



ssssllllíííí ����HI����HI����HI����HI ������7/�$<�/+�	�	���

 209209209209

> /usr/TSS/policy/tw.pol 

> /usr/TSS/policy/twpol.txt.bak 

> /usr/TSS/report 

> /usr/TSS/db 

> /usr/TSS/key 

> /usr/TSS/key/site.key 

> /usr/TSS/key/deep.openarch.com-local.key 

> /usr/man 

> /usr/man/man4 

> /usr/man/man4/twconfig.4 

> /usr/man/man4/twpolicy.4 

> /usr/man/man5 

> /usr/man/man5/twfiles.5 

> /usr/man/man8 

> /usr/man/man8/siggen.8 

> /usr/man/man8/tripwire.8 

> /usr/man/man8/twadmin.8 

> /usr/man/man8/twintro.8 

> /usr/man/man8/twprint.8 

> /usr/README 

> /usr/Release_Notes 

> /usr/License.txt 
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Linux Tripwire ASR 1.3.1Linux Tripwire ASR 1.3.1Linux Tripwire ASR 1.3.1Linux Tripwire ASR 1.3.1    

 ! ! ! !    
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http://www.tripwiresecurity.com/
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[root@deep]# cp Tripwire-version.tar.gz /var/tmp 

[root@deep]# cd /var/tmp 

[root@deep]# tar xzpf Tripwire-version.tar.gz 
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����çé[ �

O£ ��
$�'� �I 1
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else if (iscntrl(*pcin)) { 

¢À �

else if (!(*pcin & 0x80) && iscntrl(*pcin)) { 

O£ ���,
('�	���'� �I 1
�J<89����&���,
('�	���'� ¢T[G��� �

rewind(fpout); 

¢À �

else { 

rewind(fpin); 

} 

O£ ���,
('� �I 1
�J+>9�
��$���&���,
('� ¢T�
� �

#define CONFIG_PATH "/usr/local/bin/tw" 

#define DATABASE_PATH "/var/tripwire" 

¢À �
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#define CONFIG_PATH "/etc" 

#define DATABASE_PATH "/var/spool/tripwire" 

O£ ���,
('� �I 1
�J+98�
��$���&���,
('� ¢T��� �

#define TEMPFILE_TEMPLATE "/tmp/twzXXXXXX" 

¢À �

#define TEMPFILE_TEMPLATE "/var/tmp/.twzXXXXXX" 

O£ ���,
('���'� �I 1
�J99����&���,
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#ifdef TW_LINUX 

¢À �

#ifdef TW_LINUX_UNDEF 

O£  	4�,
$� �I 1
�J+<� 	4�,
$� ¬¢T�u� �

DESTDIR = /usr/local/bin/tw 

¢À �

DESTDIR = /usr/sbin 

�

DATADIR = /var/tripwire 

¢À �

DATADIR = /var/spool/tripwire 

�

LEX = lex 

¢À �

LEX = flex 
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�

CC=gcc 

¢À �

CC=egcs 

�

CFLAGS = -O 

¢À �

CFLAGS = -O9 -funroll-loops -ffast-math -malign-double -mcpu=pentiumpro 

-march=pentiumpro -fomit-frame-pointer -fno-exceptions 

��[G�wx �

[root@deep]# make 

[root@deep]# make install 

[root@deep]# chmod 700 /var/spool/tripwire/ 

[root@deep]# chmod 500 /usr/sbin/tripwire 

[root@deep]# chmod 500 /usr/sbin/siggen 

[root@deep]# rm -f /usr/sbin/tw.config 
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[root@deep]# cd /var/tmp 

[root@deep]# rm -rf tw_ASR_version/ Tripwire-version.tar.gz 



ssssllllíííí ����HI����HI����HI����HI ������7/�$<�/+��'/���
���

 214214214214

�� wx_0¼,OP��o ��
�

��¼de�¶AJ ¬rµ &1	�&���

çé[� ��
�

��HI�Ù¡C_0» �

¹º¹º¹º¹º    

YZQ�ù[\ ,$����'�(� �I

����%&&�	(��'
�,
�
�'���&$����+&���&���
&,$����'�(� µ ,$����'�(� �I5�¹� Y

Z~ìÊ�çé[�¤��~��
����¼,HI�ÔÕ�I �70t,H

eR@­�)Â�u�I f=+��çè�F>µ �çèQÔÕ�I�ù "

g�Bó23�R)ÂÔÕ�IX���¤Â� m°e)y23ò¢ÔÕ�I¬

rµÔÕ�I��Q���çé[ [GÍ¸ö½­ �

À-�� ��
�

�� HI8�f=µ[G��I��QìÊ�çé[ �

!"µ �
'���,
( �I��Q &��� çé[�

!"µ ��
�

��'1��
,� _���Q &���&����'�	
$� çé[�

YZµ ,$����'�(� 5Ù¹� �QÁGêë���I ¬��QìÊ�çé

[ f=+��çè�F>L�
�?wçèë �

#$#$#$#$ ���������
���� \1\1\1\1�

��
�

����~ÛÉÔË[ UVW)Â �îyzÅ UVW���d�Ë�

� À-���îyzÅ ��
�

��HIe,�5Ð$UVWZ���� ¼Z ì

æHI��de ��
�

��°	&u�I �u�I�êj×j~ &���&�
'���,
( �

I¦ &���&�
'���,
( �I¦�L-¼,de°	��I�çé �

�

s�©�

8� �
'���,
( �I ������&���&�
'���,
( ~�I�å`de°	��I

�çé ÔÕ�I��Ë~ �xÅ��	�� �
'���,
(X8H �,ef��� �

# Gerhard Mourani: gmourani@videotron.ca 

# last updated: 1999/11/12 

# First, root's "home" 

/root R 

!/root/.bash_history 

/ R 

# OS itself 

/boot/vmlinuz R 

# critical boot resources 

http://pages.infinit.net/lotus1/doc/opti/floppy.tgz
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/boot R 

# Critical directories and files 

/chroot R 

/etc R 

/etc/inetd.conf R 

/etc/nsswitch.conf R 

/etc/rc.d R 

/etc/mtab L 

/etc/motd L 

/etc/group R 

/etc/passwd L 

# other popular filesystems 

/usr R 

/usr/local R 

/dev L-am 

/usr/etc R 

# truncate home 

=/home R 

# var tree 

=/var/spool L 

/var/log L 

/var/lib L 

/var/spool/cron L 

!/var/lock 

# unusual directories 

=/proc E 

=/tmp 

=/mnt/cdrom 

=/mnt/floppy 

s ©�
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[root@deep]# chmod 600 /etc/tw.config 
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#!/bin/sh 

/usr/sbin/tripwire -loosedir -q | (cat <<EOF 

This is an automated report of possible file integrity changes, generated by 

the Tripwire integrity checker. To tell Tripwire that a file or entire 

directory tree is valid, as root run: 

/usr/sbin/tripwire -update [pathname|entry] 

If you wish to enter an interactive integrity checking and verification 

session, as root run: 

/usr/sbin/tripwire -interactive 

Changed files/directories include: 

EOF 

cat 

) | /bin/mail -s "File integrity report" root 

s ©�

+[G�wxt_�Y[�¬rµïù¢Â >:>> �

[root@deep]# chmod 700 /etc/cron.daily/tripwire.verify 
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siggen (8) - signature generation routine for Tripwire 

tripwire (8) - a file integrity checker for UNIX systems 

tw.config (5) - configuration file for Tripwire 



ssssllllíííí ����HI����HI����HI����HI ������7/�$<�/+��'/���
���

 217217217217

c-c-c-c-    

[Gêë���u��>ße+Q�wx ¶GX,)E� �wx �ef

���YZ�>�	�{|�f� �� �

|}~��|}~��|}~��|}~���W�r�W�r�W�r�W�r ���$�����

~d�ËÔË[�� ��
�

�� <~~�îyzÅÔË[ ���Ifçéà^

å _0f¢T ��
�

��yS+l�Å��UVW &g~�5ÔË[YZ)F�

Ö��UVW ��e++lpK ~´9�Á �

s�©�

ìæe�� ��
�

���**
�
�
	$
�� wx �5wxy~mf��çé[8�4À

�
'�)N\�����	��] �UVW�I �¦\�����	��]��ó¾�§¾4 À-��

�îyzÅ ��
�

��de�5Ð$UVW �

+[G�wx8�Ð$UVW �

[root@deep]# cd /var/spool/tripwire/ 

[root@deep]# /usr/sbin/tripwire --initialize 
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[root@deep]# cd /var/spool/tripwire/database/ 

[root@deep]# cp tw.db_myserverhostname /var/spool/tripwire/ 

[root@deep]# cd .. 

[root@deep]# /usr/sbin/tripwire --interactive 

Tripwire(tm) ASR (Academic Source Release) 1.3.1 

File Integrity Assessment Software 

(c) 1992, Purdue Research Foundation, (c) 1997, 1999 Tripwire 

Security Systems, Inc. All Rights Reserved. Use Restricted to 

Authorized Licensees. 

### Phase 1: Reading configuration file 
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### Phase 2: Generating file list 

### Phase 3: Creating file information database 

### Phase 4: Searching for inconsistencies 

### 

### Total files scanned: 15722 

### Files added: 34 

### Files deleted: 42 

### Files changed: 321 

### 

### Total file violations: 397 

### 

added: -rwx------ root 22706 Dec 31 06:25:02 1999 /root/tmp/firewall 

---> File: '/root/tmp/firewall' 

---> Update entry? [YN(y)nh?] 
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[root@deep]# tripwire -update /etc/newly.installed.file 
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[root@deep]# tripwire -update /usr/lib/Package_Dir 
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> /etc/cron.daily/tripwire.verify 

> /etc/tw.config 

> /usr/man/man5/tw.config.5 

> /usr/man/man8/siggen.8 

> /usr/man/man8/tripwire.8 

> /usr/sbin/tripwire 

> /usr/sbin/siggen 

> /var/spool/tripwire 

> /var/spool/tripwire/tw.db_TEST 

TripwireTripwireTripwireTripwire
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http://www.resentment.org/projects/viperdb/
http://sites.netscape.net/fcheck/fcheck.html
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http://zurk.netpedia.net/zfile.html
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Linux GnuPGLinux GnuPGLinux GnuPGLinux GnuPG    
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http://www.gnupg.org/
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µHIC �	�'(� 5Ù¡ �

[root@deep]# cp gnupg-version.tar.gz /var/tmp 

[root@deep]# cd /var/tmp 

[root@deep]# tar xzpf gnupg-version.tar.gz 

%&���%&���%&���%&����

yQ�������çé[ æfÕOP:�OPäU �

CC="egcs" \ 

CFLAGS="-O9 -funroll-loops -ffast-math -malign-double -mcpu=pentiumpro 

-march=pentiumpro -fomit-frame- 

pointer -fno-exceptions" \ 

./configure \ 

--prefix=/usr \ 

--enable-shared 

��[G�wx �

[root@deep]# make 

[root@deep]# make check 

[root@deep]# make install 

[root@deep]# strip /usr/bin/gpg 

�	4� wxµ¼,�¶�IOPÂY[�� �
�I �	4������4 ~�

o¹���ÅÆ Ó� �	4��
���	$$ wxµ¼,� �
�I�o~ìÊ�çé¦

���
� wxYZµ (�( AJ��I.Ô¡Ô �7YZ�$AJ�y1 �

XYZ[��\1XYZ[��\1XYZ[��\1XYZ[��\1�

+[G�wx_0"He��I �

[root@deep]# cd /var/tmp 

[root@deep]# rm -rf gnupg-version/ gnupg-version.tar.gz 

�� wx_0¼,OP��o�����¼de�¶AJ ¬rµ &1	�&���

çé[������HI�Ù¡C_0» �
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[root@deep]# gpg --gen-key 

gpg (GnuPG) 1.0.1; Copyright (C) 1999 Free Software Foundation, Inc. 

This program comes with ABSOLUTELY NO WARRANTY. 

This is free software, and you are welcome to redistribute it 

under certain conditions. See the file COPYING for details. 

gpg: /root/.gnupg: directory created 

gpg: /root/.gnupg/options: new options file created 

gpg: you have to start GnuPG again, so it can read the new options file 

This asks some questions and then starts key generation. 

s © �

+[G�wx16������� Z ����»n �

[root@deep]# gpg --gen-key 

gpg (GnuPG) 1.0.1; Copyright (C) 1999 Free Software Foundation, Inc. 

This program comes with ABSOLUTELY NO WARRANTY. 

This is free software, and you are welcome to redistribute it 

under certain conditions. See the file COPYING for details. 

gpg: /root/.gnupg/secring.gpg: keyring created 

gpg: /root/.gnupg/pubring.gpg: keyring created 

Please select what kind of key you want: 

(1) DSA and ElGamal (default) 

(2) DSA (sign only) 

(4) ElGamal (sign and encrypt) 

Your selection? 1 

DSA keypair will have 1024 bits. 

About to generate a new ELG-E keypair. 
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minimum keysize is 768 bits 

default keysize is 1024 bits 

highest suggested keysize is 2048 bits 

What keysize do you want? (1024) 2048 

Do you really need such a large keysize? y 

Requested keysize is 2048 bits 

Please specify how long the key should be valid. 

0 = key does not expire 

<n> = key expires in n days 

<n>w = key expires in n weeks 

<n>m = key expires in n months 

<n>y = key expires in n years 

Key is valid for? (0) 0 

correct (y/n)? y 

You need a User-ID to identify your key; the software constructs the user id 

from Real Name, Comment and Email Address in this form: 

"Heinrich Heine (Der Dichter) <heinrichh@duesseldorf.de>" 

Real name: Gerhard Mourani 

Email address: gmourani@videotron.ca 

Comment: [Press Enter] 

You selected this USER-ID: 

"Gerhard Mourani <gmourani@videotron.ca>" 

Change (N)ame, (C)omment, (E)mail or (O)kay/(Q)uit? o 

You need a Passphrase to protect your secret key. 

We need to generate a lot of random bytes. It is a good idea to perform 

some other action (type on the keyboard, move the mouse, utilize the 

disks) during the prime generation; this gives the random number 

generator a better chance to gain enough entropy. 

+++++..+++++++++++++++..+++++.++++++++++++++++++++++++++++++++++++++++..++++

+++ 

+++.+++++++++++++++++++++++++.+++++++++++++++...+++++++++++++++++++++++++.++

++ 

+ 

..+++++>+++++...+++++++++++++++>+++++.......>+++++.......<+++++.............

... 

..........+++++^^^^ 

public and secret key created and signed. 

~ ���� �Üçé[ V&���� �z��,- à,,-��+,- à8

�ë� �
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[root@deep]# gpg --import <file> 

«k �

[root@deep]# gpg --import redhat2.asc 

gpg: key DB42A60E: public key imported 

gpg: /root/.gnupg/trustdb.gpg: trustdb created 

gpg: Total number processed: 1 

gpg: imported: 1 

��,-àå`Q,-W¦qr,-Wà­��� ]^_�����"y;`"

12�Ç� ��$,*�
(��� �,- ~ÁG�«¬���µL A���	�ÆÞ[\[��

�+,-�I ����	�;'	�� ;`���,-W �

��gh��gh��gh��gh /�%�������� �

¶;`�+,-¬r���5�0���� "�	�£�� ��01Ç

û��,- �

+[G�wxÇûÁG«¬���åQ,-W� A���	����,- �

[root@deep]# gpg --sign-key <UID> 

«k �

[root@deep]# gpg --sign-key RedHat 

pub 1024D/DB42A60E created: 1999-09-23 expires: never trust: -/q 

sub 2048g/961630A2 created: 1999-09-23 expires: never 

(1) Red Hat, Inc <security@redhat.com> 

pub 1024D/DB42A60E created: 1999-09-23 expires: never trust: -/q 

Fingerprint: CA20 8686 2BD6 9DFC 65F6 ECC4 2191 80CD DB42 A60E 

Red Hat, Inc <security@redhat.com> 

Are you really sure that you want to sign this key 
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with your key: "Gerhard Mourani <gmourani@videotron.ca>" 

Really sign? y 

You need a passphrase to unlock the secret key for 

user: "Gerhard Mourani <gmourani@videotron.ca>" 

1024-bit DSA key, ID E92D6C97, created 1999-12-30 

Enter passphrase: 

À,~�z���5,-�Y�� �1Çû�5,- ��	üG�� �

Jg��gJg��gJg��gJg��g�

~ÂV���de�o�ÔÕÎ�����¹� YZ�på,�5,- �

+[G�wx YZL�+,-W�²ë A���	��,-��å,¬ÇûUV �

[root@deep]# gpg -sear RedHat <file> 

«k �

[root@deep]# gpg -sear RedHat message-to-RedHat.txt 

You need a passphrase to unlock the secret key for 

user: "Gerhard Mourani (Open Network Architecture) <gmourani@videotron.ca>" 

1024-bit DSA key, ID BBB4BA9B, created 1999-10-26 

Enter passphrase: 

� j0Çû �
(�
�( À-V�,�£�m ÓÙÇû¼,å,�UV

� j0å, �������
�( 	 j08���300gA�Cë '	�� �À-F

�+ ��	
$¢½ � å,+l�ïj4 P,
$�Qj0�eå,��I4 �

+[G�wx5,UV �

[root@deep]# gpg -d <file> 

«k �

[root@deep]# gpg -d message-to-Gerhard.asc 

You need a passphrase to unlock the secret key for 

user: "Gerhard Mourani (Open Network Architecture) <gmourani@videotron.ca>" 

2048-bit ELG-E key, ID 71D4CC44, created 1999-10-26 (main key ID BBB4BA9B) 

Enter passphrase: 



ssssllllíííí ����HI����HI����HI����HI ������4��$4�

 227227227227

*� j0å, P,
$�Qj0�eå,��I4 �

��gh��gh��gh��gh�

�����,�uAª,|©�¸�+,- ��4 ;ë ,- 
p;ë�+

,- YZ.�E��i�m��+,- YZµ,-~§�Á f,-89:

f+� FË��ë� �
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[root@deep]# gpg --export --armor > Public-key.asc 

**������ j0L�+,-W²ëm��+,- **	���� j08� ��300

³Ë�,- �701µ �~+ÇI ë�vf§�Á- Q��)$
�*4�� j0

µï$Cë­�¿Q ��)$
�*4��'	�� �I¦ �

���tu���tu���tu���tu�

�5i�m��+,- YZµ�+,-�~,-89:f§�Á ��°Y

Zz��Å���mÇû�5�I �

+[G�wxÇ���f �
�I �

[root@deep]# gpg --detach-sign --armor <Data> 

**���	��*�
(� j0Ç4�~	��I¦ ÓÙ��74 ¼	�Çû �


�I��r **	���� j0�_��ÁG����7 ~�¦�ß,+ P�	�	Q

j0�If �
�I k �	��I �

+[G�wxz�å,UV�Ç4 �

[root@deep]# gpg --verify <Data> 

�����z�Ç4�Å�,O�¬/0ëìÊ��� klÇ4�,O� XH

Ii��+,-¼zÊ�à,,- klå,�UVàÇû- ¶UVà5,��

r0ez�Ç4 ¶GXHIí,de�½å,������+,- �

&¦p
�Í
67&¦p
�Í
67&¦p
�Í
67&¦p
�Í
67    

> /usr/bin/gpg 

> /usr/lib/gnupg 

> /usr/lib/gnupg/rndunix 
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> /usr/lib/gnupg/rndegd 

> /usr/lib/gnupg/tiger 

> /usr/man/man1/gpg.1 

> /usr/share/gnupg 

> /usr/share/gnupg/options.skel 
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Linux DNS and BIND Linux DNS and BIND Linux DNS and BIND Linux DNS and BIND DEGDEGDEGDEG    

 ! ! ! !    
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[root@deep /]# mkdir /var/tmp/bind 

[root@deep /]# cp bind-contrib.tar.gz /var/tmp/bind/ 

[root@deep /]# cp bind-doc.tar.gz /var/tmp/bind/ 

[root@deep /]# cp bind-src.tar.gz /var/tmp/bind/ 

��8�-�54À )
�� �çé +�¹h �	��� �

yQ�� )
�� çé ���&1	�&���&)
�� 5Ù �	��I �

[root@deep bind]# tar xzpf bind-contrib.tar.gz 

[root@deep bind]# tar xzpf bind-doc.tar.gz 

[root@deep bind]# tar xzpf bind-src.tar.gz 

#$���#$���#$���#$����

O£  	4�,
$�'��� �I 1
�&���&����&$
���& 	4�,
$�'��� ¬å` �

'CC=egcs -D_GNU_SOURCE' 

'CDEBUG=-O9 -funroll-loops -ffast-math -malign-double -mcpu=pentiumpro 

-march=pentiumpro -fomit- 

frame-pointer -fno-exceptions’ 

'DESTBIN=/usr/bin' 

'DESTSBIN=/usr/sbin' 

'DESTEXEC=/usr/sbin' 

'DESTMAN=/usr/man' 

'DESTHELP=/usr/lib' 

'DESTETC=/etc' 

'DESTRUN=/var/run' 

'DESTLIB=/usr/lib/bind/lib' 

'DESTINC=/usr/lib/bind/include' 



ssssyyyyíííí 89:HI89:HI89:HI89:HI ������*�'���*�,��*�89:89:89:89:�

 232232232232

'LEX=flex -8 -I' 

'YACC=yacc -d' 

'SYSLIBS=-lfl' 

'INSTALL=install' 

'MANDIR=man' 

'MANROFF=cat' 

'CATEXT=$$N' 

'PS=ps -p' 

'AR=ar crus' 

'RANLIB=:' 

s��½­��+�(��OP:�4g��(�� s ��	
äU �"���0#T

���½­ )
��¼d�W«Uçé �"��0/�T ½­ )
��� 
��$��� çé~

&¦ �

%&���%&���%&���%&����

C`[G�wx �

[root@deep bind]# make -C src 

[root@deep bind]# make clean all -C src SUBDIRS=../doc/man 

[root@deep bind]# make install -C src 

[root@deep bind]# make install -C src SUBDIRS=../doc/man 

�	4� wxµ¼,�¶�I°OPÂ �
�I wx �	4��
���	$$ µ �


�I�ì¨�ÔÕ�I�oQìÊ�çé� �

[root@deep bind]# strip /usr/bin/addr 

[root@deep bind]# strip /usr/bin/dig 

[root@deep bind]# strip /usr/bin/dnsquery 

[root@deep bind]# strip /usr/bin/host 

[root@deep bind]# strip /usr/bin/nslookup 

[root@deep bind]# strip /usr/bin/nsupdate 

[root@deep bind]# strip /usr/bin/mkservdb 

[root@deep bind]# strip /usr/sbin/named 

[root@deep bind]# strip /usr/sbin/named-xfer 

[root@deep bind]# strip /usr/sbin/ndc 

[root@deep bind]# strip /usr/sbin/dnskeygen 

[root@deep bind]# strip /usr/sbin/irpd 

[root@deep bind]# mkdir /var/named 

���
� wxù»çï�I��¼,A(�� �7 �
AJ0yÔ�u

YZ�$�ßAJ�y1 �4�
� wx8��5 &1	�&�	��� çé �
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[root@deep /]# cd /var/tmp 

[root@deep tmp]# rm -rf bind/ 
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http://pages.infinit.net/lotus1/doc/opti/floppy.tgz
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CachingCachingCachingCaching onlyonlyonlyonlyíîïðñíîïðñíîïðñíîïðñ    
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8� �	���'���, �I ������&���&�	���'���, ~�I�å`�u� �

options { 

directory "/var/named"; 

forwarders { 208.164.186.1; 208.164.186.2; }; 

forward only; 

}; 

// 
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// a caching only nameserver config 

zone "." in { 

type hint; 

file "db.cache"; 

}; 

zone "0.0.127.in-addr.arpa" in { 

type master; 

file "db.127.0.0"; 

}; 

~ ,��
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$TTL 345600 

@ IN SOA localhost. root.localhost. ( 

00 ; Serial 

86400 ; Refresh 

7200 ; Retry 

2592000 ; Expire 

345600 ) ; Minimum 

IN NS localhost. 

1 IN PTR localhost. 
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[root@deep]# dig @.aroot-servers.net . ns > db.cache 
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options { 

directory "/var/named"; 

fetch-glue no; 

recursion no; 

allow-query { 208.164.186/24; 127.0.0/8; }; 

allow-transfer { 208.164.186.2; }; 

transfer-format many-answers; 

}; 

// These files are not specific to any zone 

zone "." in { 

type hint; 

file "db.cache"; 

}; 

zone "0.0.127.in-addr.arpa" in { 

type master; 

file "db.127.0.0"; 

}; 

// These are our primary zone files 

zone "openarch.com" in { 

type master; 

file "db.openarch"; 

}; 

zone "186.164.208.in-addr.arpa" in { 

type master; 

file "db.208.164.186"; 

}; 
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; Revision History: April 22, 1999 - admin@mail.openarch.com 

; Start of Authority (SOA) records. 

$TTL 345600 

@  IN  SOA   deep.openarch.com.   admin.mail.openarch.com. ( 

00   ; Serial 

86400  ; Refresh 

7200  ; Retry 

2592000   ; Expire 

345600 )   ; Minimum 

; Name Server (NS) records. 

NS  deep.openarch.com. 

NS  mail.openarch.com. 

; only One PTR record. 

1  PTR   localhost. 

��������������#$��������������#$��������������#$��������������#$
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; Revision History: April 22, 1999 - admin@mail.openarch.com 

; Start of Authority (SOA) records. 

$TTL 345600 

@  IN  SOA   deep.openarch.com.   admin.mail.openarch.com. ( 

00   ; Serial 

86400  ; Refresh 

7200  ; Retry 

2592000  ; Expire 

345600 )  ; Minimum 

; Name Server (NS) records. 
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NS deep.openarch.com. 

NS mail.openarch.com. 

; Addresses Point to Canonical Names (PTR) for Reverse lookups 

1  PTR   deep.openarch.com. 

2  PTR  mail.openarch.com. 

3  PTR   www.openarch.com. 

�������#$ �(�����&����0�
$������ \1�

�ÔÕ�IÜ+©§3489: �I �)'����	��� +©é�§¾4� 0�Ö
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; Revision History: April 22, 1999 - admin@mail.openarch.com 

; Start of Authority (SOA) records. 

$TTL 345600 

@  IN  SOA   deep.openarch.com.   admin.mail.openarch.com. ( 

00    ; Serial 

86400   ; Refresh 

7200   ; Retry 

2592000   ; Expire 

345600 )   ; Minimum 

; Name Server (NS) records. 

NS deep.openarch.com. 

NS mail.openarch.com. 

; Mail Exchange (MX) records. 

MX  0  mail.openarch.com. 

; Address (A) records. 

localhost   A  127.0.0.1 

deep   A  208.164.186.1 

mail    A  208.164.186.2 

www   A  208.164.186.3 

; Aliases in Canonical Name (CNAME) records. 

;www   CNAME  deep.openarch.com. 

��������������#$��������������#$��������������#$��������������#$ �(�����&����0������ \\\\
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+Z[�wxL� �-/0@§¾Á m�§3489: f=Lm� A����	��

�
����3�*A� ���¶9}²�n�� �

[root@deep]# dig @.aroot-servers.net . ns > db.cache 
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options { 

directory "/var/named"; 

fetch-glue no; 

recursion no; 

allow-query { 208.164.186/24; 127.0.0/8; }; 

allow-transfer { 208.164.186.1; }; 

transfer-format many-answers; 

}; 

// These files are not specific to any zone 

zone "." in { 

type hint; 

file "db.cache"; 
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}; 

zone "0.0.127.in-addr.arpa" in { 

type master; 

file "db.127.0.0"; 

}; 

// These are our slave zone files 

zone "openarch.com" in { 

type slave; 

file "db.openarch"; 

masters { 208.164.186.1; }; 

}; 

zone "186.164.208.in-addr.arpa" in { 

type slave; 

file "db.208.164.186"; 

masters { 208.164.186.1; }; 

}; 

ZÁfÕ"3489:À@ö ����	���'���  »3489: qr Ê=�
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#!/bin/sh 

# 

# named This shell script takes care of starting and stopping 

# named (BIND DNS server). 

# 

# chkconfig: - 55 45 

# description: named (BIND) is a Domain Name Server (DNS) \ 

# that is used to resolve host names to IP addresses. 

# probe: true 

# Source function library. 

. /etc/rc.d/init.d/functions 
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# Source networking configuration. 

. /etc/sysconfig/network 

# Check that networking is up. 

[ ${NETWORKING} = "no" ] && exit 0 

[ -f /usr/sbin/named ] || exit 0 

[ -f /etc/named.conf ] || exit 0 

RETVAL=0 

# See how we were called. 

case "$1" in 

start) 

# Start daemons. 

echo -n "Starting named: " 

daemon named 

RETVAL=$? 

[ $RETVAL -eq 0 ] && touch /var/lock/subsys/named 

echo 

;; 

stop) 

# Stop daemons. 

echo -n "Shutting down named: " 

killproc named 

RETVAL=$? 

[ $RETVAL -eq 0 ] && rm -f /var/lock/subsys/named 

echo 

;; 

status) 

/usr/sbin/ndc status 

exit $? 

;; 

restart) 

$0 stop 

$0 start 

;; 

reload) 

/usr/sbin/ndc reload 

exit $? 

;; 

probe) 

# named knows how to reload intelligently; we don't want linuxconf 

# to offer to restart every time 

/usr/sbin/ndc reload >/dev/null 2>&1 || echo start 

exit 0 

;; 

*) 
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echo "Usage: named {start|stop|status|restart}" 

exit 1 

esac 

exit $RETVAL 

Ù- ¤~�¢_���ìïùt�YZ[� �

[root@deep]# chmod 700 /etc/rc.d/init.d/named 


p[�Z[wx8� #0/�&�/�Q ��'��A(êw �

[root@deep]# chkconfig --add named 

#0/�&�/�_�"y~[6­�¾:��r2�¢� �	����ü�A mYZ


p[�Z[wxt ÂÀ�ìfÕ �

[root@deep]# chkconfig --level 345 named on 

[�Z[wxR@¢��/�89: �

[root@deep]# /etc/rc.d/init.d/named start 

4´4´4´4´BIND/DNSBIND/DNSBIND/DNSBIND/DNS&' &' &' &'     
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[root@deep]# ldd /usr/sbin/named 

libc.so.6 => /lib/libc.so.6 (0x40017000) 

/lib/ld-linux.so.2 => /lib/ld-linux.so.2 (0x40000000) 
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[root@deep]# groupadd -g 53 named 

[root@deep]# useradd -g 53 -u 53 named 

s © �

fÕ p Â67 ìæ8��5 p Âçé ��ÍAB &������&�	���
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[root@deep]# /etc/rc.d/init.d/named stop (�� named��������) 

[root@deep]# mkdir -p /chroot/named 

wx k[8��Ò�çé �

[root@deep]# mkdir /chroot/named/dev 

[root@deep]# mkdir /chroot/named/lib 

[root@deep]# mkdir /chroot/named/etc 

[root@deep]# mkdir -p /chroot/named/usr/sbin 

[root@deep]# mkdir -p /chroot/named/var/run 
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[root@deep]# cp /etc/named.conf /chroot/named/etc/ 

[root@deep]# mkdir /chroot/named/var/named 

[root@deep]# cd /var/named ; cp -a . /chroot/named/var/named/ 

[root@deep]# mknod /chroot/named/dev/null c 1 3 

[root@deep]# chmod 666 /chroot/named/dev/null 

[root@deep]# cp /usr/sbin/named /chroot/named/usr/sbin/ 

[root@deep]# cp /usr/sbin/named-xfer /chroot/named/usr/sbin/ 

­e�0 çé &������&�	���&1	�&�	��� D�çéM�¼,�I�µ§H
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[root@deep]# chown -R named.named /chroot/named/var/named/ 

À �	���'���, fÕ"Y�¢ç �

[root@deep]# cd /chroot/named/etc/ 

[root@deep]# chattr +i named.conf 

���G��ë�ñiW�IQ p Â[� $
)çé �

[root@deep]# cp /lib/libc.so.6 /chroot/named/lib/ 

[root@deep]# cp /lib/ld-linux.so.2 /chroot/named/lib/ 

�� $��	$�
�� �	��� ���

���'���, �IQ p Â[Zt³Ë�I�ãç
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[root@deep]# cp /etc/localtime /chroot/named/etc/ 

[root@deep]# cp /etc/nsswitch.conf /chroot/named/etc/ 

À ���

���'���, fÕ"Y�¢ç �

[root@deep]# cd /chroot/named/etc/ 

[root@deep]# chattr +i nsswitch.conf 
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daemon syslogd -m 0 

¢À �

daemon syslogd -m 0 -a /chroot/named/dev/log 

�

sÛ© �

O£ �	��� _� 1
�&���&��'�&
�
�'�&�	��� �<k[¢� �

[ -f /usr/sbin/named ] || exit 0 

¢À �

[ -f /chroot/named/usr/sbin/named ] || exit 0 

�

[ -f /etc/named.conf ] || exit 0 

¢À �

[ -f /chroot/named/etc/named.conf ] || exit 0 

�

daemon named 

¢À �
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daemon /chroot/named/usr/sbin/named -t /chroot/named/ -unamed -gnamed 
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[root@deep]# cp bind-src.tar.gz /vat/tmp 

[root@deep]# cd /var/tmp/ 

[root@deep]# tar xzpf bind-src.tar.gz 

[root@deep]# cd src 

[root@deep]# cp port/linux/Makefile.set port/linux/Makefile.set-orig 

O£  	4�,
$�'��� �I 1
�����&$
���& 	4�,
$�'��� ¬4k[¢� �

'CC=egcs -D_GNU_SOURCE' 

'CDEBUG=-O9 -funroll-loops -ffast-math -malign-double -mcpu=pentiumpro 

-march=pentiumpro -fomit-frame-pointer -fno-exceptions' 

'DESTBIN=/usr/bin' 

'DESTSBIN=/chroot/named/usr/sbin' 

'DESTEXEC=/chroot/named/usr/sbin' 

'DESTMAN=/usr/man' 

'DESTHELP=/usr/lib' 

'DESTETC=/etc' 

'DESTRUN=/chroot/named/var/run' 

'DESTLIB=/usr/lib/bind/lib' 

'DESTINC=/usr/lib/bind/include' 

'LEX=flex -8 -I' 

'YACC=yacc -d' 

'SYSLIBS=-lfl' 
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'INSTALL=install' 

'MANDIR=man' 

'MANROFF=cat' 

'CATEXT=$$N' 

'PS=ps -p' 

'AR=ar crus' 

'RANLIB=:' 

�¢ 	4�,
$���¼ö��T
���¢T- �"���#0/T � �"��"@"3T

�� �"��A-/T k� t��¿��� p �ÂDE >pò¢� ���AJ

i�Q&¦ù¨� �	��� �

[root@deep]# make clean 

[root@deep]# make 

[root@deep]# cp bin/ndc/ndc /usr/sbin/ 

[root@deep]# cp: overwrite `/usr/sbin/ndc`? y 

[root@deep]# strip /usr/sbin/ndc 

��­�OP �
�I ¬µOP ��� AJ�Vl��Q &���&�)
� ç

é[®¯]�� ��t,��À�$y1q	
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z© �	��� �

[root@deep]# cd /var/tmp/src 

[root@deep]# cp port/linux/Makefile.set-orig port/linux/Makefile.set 

[root@deep]# cp: overwrite `port/linux/Makefile.set`? y 

O£  	4�,
$�'��� �I 1
�����&$
���& 	4�,
$�'��� ¬4k[¢� �

'CC=egcs -D_GNU_SOURCE' 

'CDEBUG=-O9 -funroll-loops -ffast-math -malign-double -mcpu=pentiumpro 

-march=pentiumpro -fomit- 

frame-pointer -fno-exceptions 

'DESTBIN=/usr/bin' 

'DESTSBIN=/usr/sbin' 

'DESTEXEC=/usr/sbin' 

'DESTMAN=/usr/man' 

'DESTHELP=/usr/lib' 

'DESTETC=/etc' 

'DESTRUN=/var/run' 

'DESTLIB=/usr/lib/bind/lib' 
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'DESTINC=/usr/lib/bind/include' 

'LEX=flex -8 -I' 

'YACC=yacc -d' 

'SYSLIBS=-lfl' 

'INSTALL=install' 

'MANDIR=man' 

'MANROFF=cat' 

'CATEXT=$$N' 

'PS=ps -p' 

'AR=ar crus' 

'RANLIB=:' 

[root@deep]# rm -f .settings 

[root@deep]# make clean 

[root@deep]# make 

[root@deep]# cp bin/named/named /chroot/named/usr/sbin 

[root@deep]# cp: overwrite `/chroot/named/usr/sbin/named? y 

[root@deep]# cp bin/named-xfer/named-xfer /chroot/named/usr/sbin 

[root@deep]# cp: overwrite `/chroot/named/usr/sbin/named-xfer? y 

[root@deep]# strip /chroot/named/usr/sbin/named 

[root@deep]# strip /chroot/named/usr/sbin/named-xfer 
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[root@deep]# rm -f /usr/sbin/named 

[root@deep]# rm -f /usr/sbin/named-xfer 

[root@deep]# rm -f /etc/named.conf 

[root@deep]# rm -rf /var/named/ 

�
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ÅÆZ[ p Â67[�ÔÕ9: ­�¢� ���$�(� �ü�A �

[root@deep]# /etc/rc.d/init.d/syslog restart 

¢� p Â67[��� #0/� �

[root@deep]# /etc/rc.d/init.d/named start 

N�Z[Z�� �	����~�+��äU�� �

�

[root@deep]# ps auxw | grep named 

named 11446 0.0 1.2 2444 1580 ? S 23:09 0:00 /chroot/named/usr/sbin/named -t 

/chroot/named/ -unamed -gnamed 

s�êÊ=� �	��� j0���5AJ�µ§ Ó��êÊ=À �	����

*��&������&�	���&�*��	����*(�	��� �

õæ��õæ��õæ��õæ���

[root@deep]# rm -rf /var/tmp/bind/ 

^_^_^_^_ ë©��È4 ~ÃÄMÅÆ�õÅ§¾¹�"e�f�/� kl??
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options { 

allow-transfer { 208.164.186.2; }; 

}; 

ZÁù
-&u »3489:YZL�Á3489:Á}²@ö�� ù


@öyéd^_ "?e~§3489:Áù
@öyé ~ »3489:Je

ù
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ù
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!" �YZ���@ö �
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*����� Aª�«¬ �

options { 

allow-query { 208.164.186/24; 127.0.0/8; }; 

}; 

ZÁ`�-1s¿�Á3489:�ë]+� 0�Öý�� ¼	� z©��

~ 0�������RST¹M�+lqK ��,�Éz©õÅå´�j�4g���e
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mY1de~m�y�89:¶¾ft,Ê���r"eèÆÞß¹õ�y�

: ,��
	�����$� AªYZ*¤��!1 �

Z[��5 �	���'���,�I¹�C� ,��
	�����$� Aª�«¬ �

options { 

forwarders { 205.151.222.250; 205.151.222.251; }; 

forward-only; 

}; 

~ ,��
	���� ��� ;>8'+8+';;;';8> � ;>8'+8+';;;';8+ �?	Ñjm
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�ø6ù�ø6ù�ø6ù�ø6ù�

À-}²�ef��� YZ|cZ[Rà� �

$ man dnsdomainname (1) - show the system's DNS domain name 

$ man dnskeygen (1) - generate public, private, and shared secret keys for DNS 

Security 

$ man dnsquery (1) - query domain name servers using resolver 

$ man named (8) - Internet domain name server (DNS) 

DNSDNSDNSDNSåæ��åæ��åæ��åæ��    

Z[�uwx ���³ßûü@<�>ße+Q� ��X,òòEE�w

x��t,êë ]|cZ[Rà�����äÈ�� Z�1s�Q�åef�
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@ö89:"y>ßT� �,��* yT ���Q%5úz��[ -&�����#

�I��5"ß�*�>? �

+Z[wxÀm��/�89:���[�� -&�����# �I �

[root@deep]# dig @.aroot-servers.net . ns > db.cache 

}² �)'�	��� �I��� Q� �������)#-� �çé[ �

[root@deep]# cp db.cache /var/named/ 
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[root@deep]# ndc 

[root@deep]# ndc help 

DNSDNSDNSDNS;G��;G��;G��;G��    

Z[�uwx ���³ßûü@<�>ße+Q� ��X,òòEE�w
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§¾f3�¼���� �

�` ��$��4�� d�Ë��ÔË ��[G�wx �

[root@deep]# nslookup (7? help @ABC nslookupDE;FGHI). 

Default Server: deep.openarch.com 

Address: 208.164.186.3 

�` ��$��4���d�Ë��ÔË ��[G�wx �

[root@deep]# nslookup www.redhat.com 

�d�Ë��ÔË+©��ni¼e���§¾ 0�Öýf§¾4���r  
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p5^:dS3489: t+wx �

[root@deep]# dnsquery <-n nameserver> <host> 

«k �
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[root@deep]# dnsquery -n localhost 192.168.1.2 

��P*���	�����1��QÑj���¼+�3489:  YZ� 0�Öý�³Ë
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�

�����

���� AJ+©z{ 0�������Á�§¾��  L�¸~å´ÈÖ��ì.w

~���89:�}²�u�� �ì9:[  ?ÎÂ34� 0�Öý¹��ye

Gq *� D *	 %5Aª+©��já~389:M�§¾�¼,�� �


p389:��§¾4� +Z[wx �

[root@deep]# host <FQDN, domain names, host names, or host numbers> 

«k �

[root@deep]# host deep.openarch.com 

��P!C�/G����	
���	���G�������	���G������������)���Qj0rYZ� !�C/

«k ����'����	���'��� 34 «k� ����	���'��� §¾4� «k ����

JYZ� 0�Öý «k +=;'+92'+'+ �

À��§¾�¼,�� t+wx �

[root@deep]# host <-a domain names > 

«k �

[root@deep]# host -a openarch.com 

��P���	
���	���Qj034 «k ����	���'��� �5Aª+©�ë38

9:M¨©�Á§¾�¼,�� �

�
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[root@deep]# host <-l domain names > 

«k �
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[root@deep]# host -l openarch.com 

��P���	
���	���Qj034 «k ����	���'��� �5Aª+©}²Ç5
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> /etc/rc.d/init.d/named 

> /etc/rc.d/rc0.d/K45named 

> /etc/rc.d/rc1.d/K45named 

> /etc/rc.d/rc2.d/K45named 

> /etc/rc.d/rc3.d/K45named 

> /etc/rc.d/rc4.d/K45named 

> /etc/rc.d/rc5.d/K45named 

> /etc/rc.d/rc6.d/K45named 

> /etc/named.conf 

> /usr/bin/addr 

> /usr/bin/nslookup 

> /usr/bin/dig 

> /usr/bin/dnsquery 

> /usr/bin/host 

> /usr/bin/nsupdate 

> /usr/bin/mkservdb 

> /usr/lib/bind 

> /usr/lib/bind/include 

> /usr/lib/bind/include/arpa 

> /usr/lib/bind/include/arpa/inet.h 

> /usr/lib/bind/include/arpa/nameser.h 

> /usr/lib/bind/include/arpa/nameser_compat.h 

> /usr/lib/bind/include/isc 

> /usr/lib/bind/include/isc/eventlib.h 

> /usr/lib/bind/include/isc/misc.h 

> /usr/lib/bind/include/isc/tree.h 

> /usr/lib/bind/include/isc/logging.h 

> /usr/lib/bind/include/isc/heap.h 

> /usr/lib/bind/include/isc/memcluster.h 

> /usr/lib/bind/include/isc/assertions.h 

> /usr/lib/bind/include/isc/list.h 

> /usr/lib/bind/include/isc/dst.h 
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> /usr/lib/bind/include/isc/irpmarshall.h 

> /usr/lib/bind/include/netdb.h 

> /usr/lib/bind/include/resolv.h 

> /usr/lib/bind/include/res_update.h 

> /usr/lib/bind/include/irs.h 

> /usr/lib/bind/include/irp.h 

> /usr/lib/bind/include/hesiod.h 

> /usr/lib/bind/include/sys 

> /usr/lib/bind/include/net 

> /usr/lib/bind/lib 

> /usr/lib/bind/lib/libbind.a 

> /usr/lib/bind/lib/libbind_r.a 

> /usr/lib/nslookup.help 

> /usr/man/man1/dig.1 

> /usr/man/man1/host.1 

> /usr/man/man1/dnsquery.1 

> /usr/man/man1/dnskeygen.1 

> /usr/man/man3/hesiod.3 

> /usr/man/man3/gethostbyname.3 

> /usr/man/man3/inet_cidr.3 

> /usr/man/man3/resolver.3 

> /usr/man/man3/getnetent.3 

> /usr/man/man3/tsig.3 

> /usr/man/man3/getaddrinfo.3 

> /usr/man/man3/getipnodebyname.3 

> /usr/man/man5/resolver.5 

> /usr/man/man5/irs.conf.5 

> /usr/man/man5/named.conf.5 

> /usr/man/man7/hostname.7 

> /usr/man/man7/mailaddr.7 

> /usr/man/man8/named.8 

> /usr/man/man8/ndc.8 

> /usr/man/man8/named-xfer.8 

> /usr/man/man8/named-bootconf.8 

> /usr/man/man8/nslookup.8 

> /usr/man/man8/nsupdate.8 

> /usr/sbin/ndc 

> /usr/sbin/named 

> /usr/sbin/named-xfer 

> /usr/sbin/irpd 

> /usr/sbin/dnskeygen 

> /usr/sbin/named-bootconf 

> /var/named 
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Linux Sendmail Linux Sendmail Linux Sendmail Linux Sendmail DEGDEGDEGDEG    

 ! ! ! !    
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Web服务器
www.openarch.com

网关服务器
deep.openarch.com

邮件服务器
mail.openarch.com

内部邮件
服务器

内部邮件
服务器 邮件集中 Mail Hub

服务器把 本 地的邮件
转发到
邮件集中服 务器

接收外部的邮件
并把它们转发到
邮件集中服 务器

把本地邮件
转发到
邮件集中服 务器

接收并
发 送邮件
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[root@deep]# cp sendmail.version.tar.gz /var/tmp 

[root@deep]# cd /var/tmp 

[root@deep]# tar xzpf sendmail.version.tar.gz 

http://www.sendmail.org/
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define(`LOCAL_MAILER_PATH', /bin/mail.local)dnl 

¢À �

define(`PROCMAIL_MAILER_PATH', `/usr/bin/procmail')dnl 

dnl define(`LOCAL_MAILER_FLAGS', `ShPfn')dnl 

dnl define(`LOCAL_MAILER_ARGS', `procmail -a $h -d $u')dnl 

define(`STATUS_FILE', `/var/log/sendmail.st')dnl 

^_^_^_^_ �u©Ê?z�ÎÇIyá�'�He�  t �����	
$�+ �����	
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define(`STATUS_FILE', `/var/log/sendmail.st')dnl 

^_^_^_^_ �u©Ê?z�ÖfÙ��kl¾D89:�He�  ±A �����	
$

 �`a�I �����	
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�
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�J;9�#�
$����$�& 7&��	���'�7 ¬4k[¢� �

define(`confLIBSEARCH', `db bind resolv 44bsd') 

¢À �

define(`confLIBSEARCH', `db1 bind resolv 44bsd') 

�

O£ )�5#)���� �I 1
�J<>��	4��	�&�	4��	�'� ¬4k[¢� �

# include <db.h> 
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¢À �

# include <db_185.h> 

�

O£ )���� �I 1
�J;=����&�	�'� ¬4k[¢� �

# include <db.h> 

¢À �

# include <db_185.h> 

�

O£ %-&�� �I 1
�J;2����&��)'� ¬4k[¢� �

# include <db.h> 

¢À �

# include <db_185.h> 

�

O£ ��	$
	���'��I 1
�J<:���	$
	���&��	$
	���'� ¬4k[¢� �

# include <db.h> 

¢À �

# include <db_185.h> 

�
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define(`confSTDIR', `/etc') 

define(`confHFDIR', `/usr/lib') 

define(`confDEPEND_TYPE', `CC-M') 

define(`confMANROOT', `/usr/man/man') 

O£ ���%A�I 1
�#�
$����$�&��&�
��� ¬þå[ê� �

þå[ê� �

define(`confSTDIR', `/var/log') 

define(`confHFDIR', `/usr/lib') 

define(`confDEPEND_TYPE', `CC-M') 

define(`confMANROOT', `/usr/man/man') 

define(`confSBINGRP', `root') 

define(`confSBINMODE', `6755') 

define(`confEBINDIR', `/usr/sbin') 

�u��L-�uT' k $�(�I $
)G �	�çé�çÕDç© �)
� ç

é[� �����	
$� �
AJ�D4��ïù �

�

O£ �	����'� �I 1
�J+78;����&�	����'� ¬4k[¢� �

nleft = sizeof ibuf - 1; 

¢À �

nleft = sizeof(ibuf) - 1; 

�

O£ �����'� �I 1
�J9+������&�����'� ¬4k[¢� �

# define CMDDIR "/usr/adm/sm.bin" 

¢À �

# define CMDDIR "/etc/smrsh" 

�

ZÁ¢���-¼,wx�¼~�çé �
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O£ �����'� �I 1
�J9=������&�����'� ¬4k[¢� �

# define PATH "/bin:/usr/bin:/usr/ucb" 

¢À �

# define PATH "/bin:/usr/bin" 

ZÁ¢���-�� ����� AJ���ì¶{wx�DE �
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� �

define(`confMAPDEF', `-DNEWDB') (Require only for Mail Hub configuration) 

define(`confENVDEF', `-DPICKY_QF_NAME_CHECK -DXDEBUG=0') 

define(`confCC', `egcs') 

define(`confOPTIMIZE', `-O9 -funroll-loops -ffast-math -malign-double 

-mcpu=pent 

iumpro -march=pentiumpro -fomit-frame-pointer -fno-exceptions') 

define(`confLIBS', `-lnsl') 

define(`confLDOPTS', `-s') 

define(`confMANOWN', `root') 

define(`confMANGRP', `root') 

define(`confMANMODE', `644') 

define(`confMAN1SRC', `1') 

define(`confMAN5SRC', `5') 

define(`confMAN8SRC', `8') 

ZÁ±A �
�����,
('�7 z©��oµ23fÕÀ �

�
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[root@deep]# cd /var/tmp/sendmail-version 

[root@deep]# cd src 

[root@deep]# sh Build -f ../BuildTools/Site/siteconfig.m4 

[root@deep]# cd .. 

[root@deep]# cd mailstats 

[root@deep]# sh Build -f ../BuildTools/Site/siteconfig.m4 

[root@deep]# cd .. 

[root@deep]# cd makemap (J/KL$,M/NOP) 

[root@deep]# sh Build -f ../BuildTools/Site/siteconfig.m4 (J/KL$,M/NOP) 

[root@deep]# cd .. 

[root@deep]# cd praliases (J/KL$,M/NOP) 

[root@deep]# sh Build -f ../BuildTools/Site/siteconfig.m4 (J/KL$,M/NOP) 

[root@deep]# cd .. 

[root@deep]# cd smrsh 

[root@deep]# sh Build -f ../BuildTools/Site/siteconfig.m4 

[root@deep]# cd .. 
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[root@deep]# make install -C src/obj.Linux.version.architecture 

[root@deep]# make install -C mailstats/obj.Linux.version.architecture 

[root@deep]# make install -C makemap/obj.Linux.version.architecture (JQ/KL

$,M/N) 

[root@deep]# make install -C praliases/obj.Linux.version.architecture (JQ/K

L$,M/N) 

[root@deep]# make install -C smrsh/obj.Linux.version.architecture 

[root@deep]# ln -fs /usr/sbin/sendmail /usr/lib/sendmail 

[root@deep]# strip /usr/sbin/mailstats 

[root@deep]# strip /usr/sbin/makemap (JQ/KL$,M/N) 

[root@deep]# strip /usr/sbin/praliases (JQ/KL$,M/N) 

[root@deep]# strip /usr/sbin/smrsh 

[root@deep]# strip /usr/sbin/sendmail 

[root@deep]# chown 0.0 /usr/sbin/mailstats 

[root@deep]# chown 0.0 /usr/sbin/makemap (JQ/KL$,M/N) 

[root@deep]# chown 0.0 /usr/sbin/praliases (JQ/KL$,M/N) 

[root@deep]# chown 0.0 /usr/sbin/smrsh 

[root@deep]# chmod 511 /usr/sbin/smrsh 

[root@deep]# install -d -m755 /var/spool/mqueue 

[root@deep]# chown root.mail /var/spool/mqueue 

[root@deep]# mkdir /etc/smrsh 

[root@deep]# mkdir /etc/mail (JQ/KL$,M/N) 
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http://pages.infinit.net/lotus1/doc/opti/floppy.tgz
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# Description showing bellow for the format of this file comes from 

# the Sendmail source distribution under "cf/README" file. 

# 

# The table itself uses e-mail addresses, domain names, and network 

# numbers as keys. For example, 

# 

#  spammer@aol.com   REJECT 

#  cyberspammer.com   REJECT 

#  192.168.212    REJECT 

# 

# would refuse mail from spammer@aol.com, any user from cyberspammer.com 

# (or any host within the cyberspammer.com domain), and any host on the 

# 192.168.212.* network. 

# 

# The value part of the map can contain: 

# 

#  OK   Accept mail even if other rules in the 

#    running ruleset would reject it, for example, 

#    if the domain name is unresolvable. 

#  RELAY  Accept mail addressed to the indicated domain or 

#    received from the indicated domain for relaying 

#    through your SMTP server. RELAY also serves as 

#    an implicit OK for the other checks. 

#  REJECT  Reject the sender or recipient with a general 
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#    purpose message. 

#  DISCARD Discard the message completely using the 

#    $#discard mailer. This only works for sender 

#    addresses (i.e., it indicates that you should 

#    discard anything received from the indicated 

#    domain). 

#  ### any text where ### is an RFC 821 compliant error code 

#    and "any text" is a message to return for 

#    the command. 

# 

# For example: 

# 

#  cyberspammer.com   550   We don't accept mail from spammers 

#  okay.cyberspammer.com   OK 

#  sendmail.org     OK 

#  128.32      RELAY 

# 

# would accept mail from okay.cyberspammer.com, but would reject mail 

# from all other hosts at cyberspammer.com with the indicated message. 

# It would allow accept mail from any hosts in the sendmail.org domain, 

# and allow relaying for the 128.32.*.* network. 

# 

# You can also use the access database to block sender addresses based on 

# the username portion of the address. For example: 

# 

#  FREE.STEALTH.MAILER@ 550 Spam not accepted 

# 

# Note that you must include the @ after the username to signify that 

# this database entry is for checking only the username portion of the 

# sender address. 

# 

# If you use like we do in our "sendmail.mc macro configuration: 

# 

#  FEATURE(`blacklist_recipients') 

# 

# then you can add entries to the map for local users, hosts in your 

# domains, or addresses in your domain which should not receive mail: 

# 

#  badlocaluser 550 Mailbox disabled for this username 

#  host.mydomain.com 550 That host does not accept mail 

#  user@otherhost.mydomain.com 550 Mailbox disabled for this recipient 

# 

# This would prevent a recipient of badlocaluser@mydomain.com, any 

# user at host.mydomain.com, and the single address 
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# user@otherhost.mydomain.com from receiving mail. Enabling this 

# feature will keep you from sending mails to all addresses that 

# have an error message or REJECT as value part in the access map. 

# Taking the example from above: 

# 

#  spammer@aol.com   REJECT 

#  cyberspammer.com   REJECT 

# 

# Mail can't be sent to spammer@aol.com or anyone at cyberspammer.com. 

# 

# Now our configuration of access file, 

# by default we allow relaying from localhost... 

localhost.localdomain RELAY 

localhost RELAY 

127.0.0.1 RELAY 

s ©�
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[root@deep]# makemap hash /etc/mail/access.db < /etc/mail/access 
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# 

#  @(#)aliases  8.2 (Berkeley) 3/5/94 
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# 

# Aliases in this file will NOT be expanded in the header from 

# Mail, but WILL be visible over networks or from /bin/mail. 

# 

#  >>>>>>>>>> The program "newaliases" must be run after 

#  >> NOTE >> this file is updated for any changes to 

#  >>>>>>>>>> show through to sendmail. 

# 

# Basic system aliases -- these MUST be present. 

MAILER-DAEMON: postmaster 

postmaster: root 

# General redirections for pseudo accounts. 

bin: root 

daemon: root 

nobody: root 

# Person who should get root's mail 

#root: admin 

^_^_^_^_ m�	4�IY1e®v�E &gk" ÁG�«¬/0-	4�I
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[root@deep]# makemap hash /etc/aliases.db < /etc/aliases 
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[root@deep]# for map in virtusertable domaintable mailertable 

> do 

> touch /etc/mail/${map} 

> chmod 0644 /etc/mail/${map} 

> makemap hash /etc/mail/${map}.db < /etc/mail/${map} 

> chmod 0644 /etc/mail/${map}.db 

> done 
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# sendmail.cw - include all aliases for your machine here. 

openarch.com 

deep.openarch.com 

www.openarch.com 

win.openarch.com 

mail.openarch.com 
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divert(-1) 

dnl This is the macro config file used to generate the /etc/sendmail.cf 

dnl file. If you modify this file you will have to regenerate the 

dnl /etc/sendmail.cf by running this macro config through the m4 

dnl preprocessor: 

dnl 

dnl   cp sendmail.8.9.3.tar.gz /var/tmp 

dnl   cd /var/tmp 

dnl   tar xzpf sendmail.8.9.3.tar.gz 

dnl   cd /var/tmp/sendmail-8.9.3/cf/cf 

dnl   m4 ../m4/cf.m4 /etc/sendmail.mc > /etc/sendmail.cf 

dnl 

dnl You will need to have the sendmail source distribution for this to 

dnl work. 

divert(0) 

define(`confDEF_USER_ID',``8:12'') 

OSTYPE(`linux') 

define(`confAUTO_REBUILD') 

define(`confTO_CONNECT', `1m') 

define(`confTRY_NULL_MX_LIST',true) 

define(`confDONT_PROBE_INTERFACES',true) 

define(`PROCMAIL_MAILER_PATH',`/usr/bin/procmail') 

FEATURE(`smrsh',`/usr/sbin/smrsh') 

FEATURE(mailertable) 
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FEATURE(`virtusertable',`hash -o /etc/mail/virtusertable') 

FEATURE(redirect) 

FEATURE(always_add_domain) 

FEATURE(use_cw_file) 

FEATURE(local_procmail) 

FEATURE(nouucp) 

MAILER(procmail) 

MAILER(smtp) 

FEATURE(`access_db') 

FEATURE(`blacklist_recipients') 

FEATURE(`rbl') 
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blacklisted.domain   OK 
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[root@deep]# cd /var/tmp/sendmail-version/cf/cf/ 

[root@deep]# m4 ../m4/cf.m4 /etc/sendmail.mc > /etc/sendmail.cf 
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divert(-1) 

dnl This is the macro config file used to generate the /etc/sendmail.cf 

dnl file. If you modify this file you will have to regenerate the 

dnl /etc/sendmail.cf by running this macro config through the m4 

dnl preprocessor: 

dnl 

dnl   cp sendmail.8.9.3.tar.gz /var/tmp 

dnl   cd /var/tmp 

dnl   tar xzpf sendmail.8.9.3.tar.gz 

dnl   cd /var/tmp/sendmail-8.9.3/cf/cf 

dnl   m4 ../m4/cf.m4 /etc/null.mc > /etc/sendmail.cf 

dnl 

dnl You will need to have the sendmail source distribution for this to 

dnl work. 

divert(0) 

OSTYPE(`linux') 

FEATURE(`nullclient',`mail.openarch.com') 

undefine(`ALIAS_FILE') 
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[root@client]# cd /var/tmp/sendmail-version/cf/cf/ 

[root@client]# m4 ../m4/cf.m4 /etc/null.mc > /etc/sendmail.cf 

s ©�

¤~¼,�ÇI"y?w�½Qm�kl¾Á- !Gt,-w�ÇI�.w

mJ0t,He~m��ÖfÙ��kl¾D89:Á�� �����	
$��ü�A

- �

À-~�ÖfÙ��kl¾D89:FG�� �����	
$��ü�A O£

&���&������,
(&�����	
$ �I ¬µ[��<Z[¢� �

DAEMON=yes 
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DAEMON=no 
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/usr/bin/newaliases 

/usr/man/man1/newaliases.1 

/usr/man/man5/aliases.5 

t+wx_0Z[�u�I �

[root@client]# rm -f /usr/bin/newaliases 

[root@client]# rm -f /usr/man/man1/newaliases.1 

[root@client]# rm -f /usr/man/man5/aliases.5 
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[root@client]# rpm -e procmail 
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DAEMON=yes 

QUEUE=1h 
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#!/bin/sh 

# 

# sendmail This shell script takes care of starting and stopping 

#  sendmail. 

# 

# chkconfig: 2345 80 30 

# description: Sendmail is a Mail Transport Agent, which is the program \ 

#  that moves mail from one machine to another. 

# processname: sendmail 

# config: /etc/sendmail.cf 

# pidfile: /var/run/sendmail.pid 

# Source function library. 

. /etc/rc.d/init.d/functions 

# Source networking configuration. 

. /etc/sysconfig/network 

# Source sendmail configuration. 

if [ -f /etc/sysconfig/sendmail ] ; then 

. /etc/sysconfig/sendmail 

else 

DAEMON=yes 

QUEUE=1h 

fi 

 

# Check that networking is up. 

[ ${NETWORKING} = "no" ] && exit 0 

 

[ -f /usr/sbin/sendmail ] || exit 0 

 

RETVAL=0 
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# See how we were called. 

case "$1" in 

start) 

# Start daemons. 

echo -n "Starting sendmail: " 

/usr/bin/newaliases > /dev/null 2>&1 

for i in virtusertable access domaintable mailertable ; do 

if [ -f /etc/mail/$i ] ; then 

makemap hash /etc/mail/$i < /etc/mail/$i 

fi 

done 

daemon /usr/sbin/sendmail $([ "$DAEMON" = yes ] && echo -bd) \ 

$([ -n "$QUEUE" ] && echo -q$QUEUE) 

RETVAL=$? 

echo 

[ $RETVAL -eq 0 ] && touch /var/lock/subsys/sendmail 

;; 

stop) 

# Stop daemons. 

echo -n "Shutting down sendmail: " 

killproc sendmail 

RETVAL=$? 

echo 

[ $RETVAL -eq 0 ] && rm -f /var/lock/subsys/sendmail 

;; 

restart|reload) 

$0 stop 

$0 start 

RETVAL=$? 

;; 

status) 

status sendmail 

RETVAL=$? 

;; 

*) 

echo "Usage: sendmail {start|stop|restart|status}" 

exit 1 

esac 

exit $RETVAL 

¤~¢T_���ìïù t_�Y[� �

[root@deep]# chmod 700 /etc/rc.d/init.d/sendmail 
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+Z[wx8� ��'��$
�4�Q �����	
$�A(.w �

[root@deep]# chkconfig --add sendmail 

+Z[wxR@¢� �����	
$89: �

[root@deep]# /etc/rc.d/init.d/sendmail start 

ÁÁÁÁhhhh@<@<@<@<�

[root@deep]# cd /var/tmp 

[root@deep]# rm -rf sendmail-version/ sendmail.version.tar.gz 

� �� wxÍµ¼,+©OP��o �����	
$�¼,¶�I_0  Jy_0

&1	�&��� çé[�Ù¡�I �

UúUúUúUúSendmailSendmailSendmailSendmail
&'
&'
&'
&'    

#���&���¦�¦�¦�¦� ����� �&��� �

�����AJ�ç��<À~�	
$���À �����	
$�L� &)
�&�� �ÒÑ ���$$

�������É�ù ���$$@¸  
p &���&����� çé�­���Y[��I�ê

j �qK¹ r��5 	$ YZt �����	
$"
p	4�I�y��I��

�� AJ �����ù
-�f%YZ[��AJ� ¶ � �����	
$AJ��t+

��r �����,O�Í �����	
$YZ[��AJ���ù
~ �����çé¹[ k

lm�H\��¼&�$7�<�� �����AJn>àOP��oQm��ó¾�

&���&�)
�&����� çé¹[ �

�

s�©�

��¼de4�s�I�0��� �����YZ¶ò �����	
$���wxêj

�ì9:[Ê¶C§Z[wx �"Àù©�uwx �

/bin/mail  (��.R;��/��S;T) 

/usr/bin/procmail  (��.R;��/��S;T) 

^_^_^_^_ "e~m�Yw�wxêj¦C�� wx5^AJ «k ��X+H ���X+H

���$X+H ��������X+HD�O£: ���X+H �

�
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s ©�

mwxe~ &���&����� çé[oÔ¶ò �����	
$���AJ À-V�AJ

­®�t@<�Îù ��ÓÙ"ÍAJ��Q &���&����� çé q�~�5ç

é�8��uAJ�A(.w �

t+Z[wx¶ò)���AJ &)
�&�	
$ �� �

[root@deep]# cd /etc/smrsh 

[root@deep]# ln -s /bin/mail mail 

+Z[wx¶ò ����)���AJ &���&)
�&�����	
$ �� �

[root@deep]# cd /etc/smrsh 

[root@deep]# ln -s /usr/bin/procmail procmail 

�Í¶òç© ',��
	�� � 	$
	��� ��+l�+ b���(�	� J>���

)���D ����)���AJ �

�

sk©�

¤~��YZÔÕ �����	
$t¹t+�ù ���$$ �	
$��AJ~ �����	
$�ÔÕ�

I &���&�����	
$'�, �?�V-�� mHIò¢ �����	
$'�, �I�  ���(

�L�$�� Í &)
�&�� ÒeÀ &���&�)
�&����� �

O£ �����	
$'�, �I 1
�&���&�����	
$'�, ¬¢�[G��� �

«k �

Mprog, P=/bin/sh, F=lsDFMoqeu9, S=10/30, R=20/40, D=$z:/, T=X-Unix, A=sh -c $u 

Ê=à¢À �

Mprog, P=/usr/sbin/smrsh, F=lsDFMoqeu9, S=10/30, R=20/40, D=$z:/, T=X-Unix, A=sh 

-c $u 

¤~+Z[wxR@­� �����	
$�A �

[root@deep]# /etc/rc.d/init.d/sendmail restart 

^_^_^_^_ ~��ÀÇIyá�'ÔÕ� �����	
$'�� �I���n>+�7�

!"��-A"X_�����`G_&���&�)
�&�����`H µC§  ���( ��ÔÕÂ-t+�ù ���$$�

&���&�)
�&����� 
""eÀ~øQÇIyá�'�ÔÕ�I &���&�����	
$'�,
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�� &���&�)
�&����� µyn>àfÕqÕQå& *ÍÁ ��~ÁG¼0�°

±�À-ÆáÁ� ��kl � �ÖfÙ��kl¾D89: $m� ��

� �����	
$�ÔÕ�I &���&�����	
$'�, �Ý &���&�����	
$'�, �ÔÕ�I)Â

� �

������������ \1\1\1\1�

klt,åZ������gh�� 	4�Ià+�}²¼ï «k )E

����~	4�I�ö, ������ 	4 ¤~�É9:���§- �

�74�ç��À+l���5
p�	
$¢C �
�I�F��FË ~Ç

I��½Ö +lµ �
�I+ �������� yeÂ ��300�Ë ¬µVlÇ¦

Ûw�Ö ������ 	4 $5	4
pg�µÇI���½Q &���&)
�&��������

AJ Ý�5AJ�ÎÂL ��300y�Q;p� �
�I�@< �

_0 ������ 	4 <~� z©¼,+©[�t,à�~ �����çé[�A

J�	4 m°e�f�z� Y1 �°È�ã3¬Ê¶_0 � e�tm�

¢T)O de�� �

 [root@deep]# /usr/bin/newaliases 

O£	4�I 1
�&���&	$
	��� ¬_0Z[È� �

# Basic system aliases -- these MUST be present. 

MAILER-DAEMON: postmaster 

postmaster:  root 

 

# General redirections for pseudo accounts. 

bin:    root 

daemon:   root 

games:   rootUU"" 
���V 

ingres:  root UU" " 
���V 

nobody:   root 

system:   root UU" " 
���V 

toor:   rootUU"" 
���V 

uucp:   root UU" " 
���V 

 

# Well-known aliases. 

manager:  root UU" " 
���V 

dumper:   root UU" " 
���V 

operator:   root UU" " 
���V 

 

# trap decode to catch security attacks 

decode:   root UU" " 
���V 
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# Person who should get root's mail 

#root:   marc 

	�-�� &���&)
�&��
	$
	��� AJt¢�)O�

§¨©�§¨©�§¨©�§¨©� #���&���ª«¬­�4£®4ª«¬­�4£®4ª«¬­�4£®4ª«¬­�4£®4�

Ó���� �����	
$�X2'='<Hå`-)��RGVW�¼y  �YZRGm�Ç

I89:à÷Fï�+lJ+ O£m� &���&�����	
$'�, �I ò¢�[�5Ô

Õ�I tm�ÇI89:1s!lVWÇI �

O£ �����	
$'�, �I 1
�&���&�����	
$'�, ¬�¢[G�� �

O PrivacyOptions=authwarnings 

¢À �

O PrivacyOptions=authwarnings,noexpn,novrfy 

fÕ ������ t �����	
$�G¼, � ��� "@�/ wx  Jt �����	
$

bc¼,� ��� F"A# wx fÕ ��1�,� t �����	
$�G¼,� ��� FA!S�

wx �É�¢YZRGVW=t+ "@�/ � FA!S wx q�uwx''

à$u"�`(��¼J+ �

#7���¯°±²�¯°±²�¯°±²�¯°±²�

¶� �����	
$w��5 � ��.w��r  y¿$Á¾:�½�5Sr��

�u��<À�Á§¾�ïj qr ¼4�s�I�0�±AzF n>$mÙ

- �

O£ �����	
$'�, �I 1
�&���&�����	
$'�, ¬�¢[G�� �

O SmtpGreetingMessage=$j Sendmail $v/$Z; $b 

¢À �

O SmtpGreetingMessage=$j Sendmail $v/$Z; $b NO UCE C=xx L=xx 

¤~R@­��[ �����	
$�A t»�¼4��¢)O �

[root@deep]# /etc/rc.d/init.d/sendmail restart 
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ZÁ��¢Í��Q �����	
$~w��5.w�¼/0�ïË�� mÊ=µ

_3T����T�� ãç�� �� eÂm¼~��Ü�Ö@Ñ· «k z©�qK

��+ 3T3���TC3 j0åK. LMNì �G��¢�*"y��u±
�

��� ��
�'	��
�'���*	)���'��	
$ �OD�)*�� �U>4> �

��³´µ!�1¶· ¸�¹º��³´µ!�1¶· ¸�¹º��³´µ!�1¶· ¸�¹º��³´µ!�1¶· ¸�¹º�


ß9:[ u±�°YZt+ �	
$� wx��>ÇI�ê�M÷ À-ù


YZmNÇI�êM÷��²~ &���&�����	
$'�, �I��� �����
���	
$� A

ªrY ~�É9:[ �����	
$À¶ò��5�ê¼~çé�Dµ§ìã�+l

YZ�> �M÷ �Í¶òïùÀ >:>>�ÇI�êçéàÎ�×ü�� q��

ù��U>+l{GYZ>Q �M÷ �

O£ �����	
$'�, �I 1
�&���&�����	
$'�, ¬�¢[G�� �

O PrivacyOptions=authwarnings,noexpn,novrfy 

¢À �

O PrivacyOptions=authwarnings,noexpn,novrfy,restrictmailq 

¤~���¢ÇI�êçé�ïùt àÎ�×ü�� �

[root@deep]# chmod 0700 /var/spool/mqueue 

^_^_^_^_ ��n>~ �����	
$'�,�� ��
1	�����
���T ��^å- ������ �

��1�,� Aª ¤~~������wx^å �����
���	
$� Aª �

�

u±�5t,¼ï�+lklÆ²�>ÇI�ê�M÷y�Q[G��� �

[user@deep]$ /usr/bin/mailq 

You are not permitted to see the queue 

��»+�1¶·�­����»+�1¶·�­����»+�1¶·�­����»+�1¶·�­�� �

� �


ß u±�°YZt+ *� �¨�¹hÇI�ê Àù
¹hÇI�ê�

ïù ���� �ÇI�êçé�µ§~ &���&�����	
$'�, �I��� �����
������

rY �

O£ �����	
$'�, �I 1
�&���&�����	
$'�, ¬�¢[G�� �
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O PrivacyOptions=authwarnings,noexpn,novrfy,restrictmailq 

¢À �

O PrivacyOptions=authwarnings,noexpn,novrfy,restrictmailq,restrictqrun 

u±�5t,¼ï�+lklÆ²¹hÇI�ê�M÷y�Q[G��� �

[user@deep]$ /usr/sbin/sendmail -q 

You do not have permission to process the queue 

|¼��|¼��|¼��|¼�� ����&���\1½¾$Z³]c¿\1½¾$Z³]c¿\1½¾$Z³]c¿\1½¾$Z³]c¿�

YZ
pt+ ��	��� wxqt­e� �����	
$�I"yà+2�¢ YZ�

$�����y ¸, J
 µy��I"1àò¢  "1à_0�¢4 "1

8�Q�5�I�êw "1¿�5�Iq`UV À,Ø»+l�1fÕ�Á0

�5µy �

À �����	
$'�, �IfÕ"Y�¢ç �

[root@deep]# chattr +i /etc/sendmail.cf 

À �����	
$'�
 �IfÕ"Y�¢ç �

[root@deep]# chattr +i /etc/sendmail.cw 

À �����	
$'�� �IfÕ"Y�¢ç �

[root@deep]# chattr +i /etc/sendmail.mc 

À ��$$'�� �IfÕ"Y�¢ç �

[root@deep]# chattr +i /etc/null.mc 

À 	$
	��� �IfÕ"Y�¢ç �

[root@deep]# chattr +i /etc/aliases 

À 	����� �IfÕ"Y�¢ç �
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[root@deep]# chattr +i /etc/mail/access 


�\À
�\À
�\À
�\À�

À}²�E��� mYZ|cZ[Rà� �

[��	��	$
	����X8H� � *������	
$	4�I�

[��	���	4��	��X2H� � � *�À �����	
$8�é�UVW�

[��	�������	
$�X2H� � � *��ÉÇI¢CÑhAJ�

[��	���	
$��X+H� � � � *�B­ÇI�ê�

[��	����
	$
	����X+H� � *�­�ÇI	4UVW�

[��	���	
$��	���X2H� � � *�/0ÇI�����

[��	����	$
	����X2H� � � *�/0��ÇI	4�

SendmailSendmailSendmailSendmailåæ��åæ��åæ��åæ��    

Z[�uwx ���³ßûü@<�>ße+Q� ��X,òòEE�w

x��t,êë ]|cZ[Rà�����äÈ�� Z�1s�Q�åef�

�� �

�

�#6�����#��

/�
	$
	���ùúÀ &���&	$
	��� �5ÇI	4�I­�þ¾dSUVW �6

�¢ &���&	$
	��� �I�°HI���6�wx Zt¼4��¢1s)O

��
	$
	��� wx� �����	
$�*)
 wx�!1Î�ìã �

�

t+Z[wx�� ��
	$
	��� �

[root@deep]# /usr/bin/newaliases 

)�5#)���

 	4��	�+�8� �����	
$��¨´4é�z{�t+�UVW  Lï$�

C`�c`UVG�µVlCëQ���é�4g¦ù ¶mBóÀ# 	$
	��� 	�����
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f ���	
��	)$� �	
$���	)$�� 1
�������	)$�8��5��UVW��r mÊ=��

�	4��	�wx �

t+[G�wx�æ+�	4��	��À 	�����8��5�UVW �

[root@deep]# makemap hash /etc/mail/access.db < /etc/mail/access 

��P�	��Q��ÉUVW�Ë �	4��	�YZ¹hkÉ"ã�UVW�Ë  

�� �	�� � )���� � �)� � P&���&�	
$&	�����'�)Qj0�UVW�çÕ�4

� P&���&�	
$&	�����Qj0�	4��	�¼ec²�C`�I �

)���K�

�	
$�@¸+�B­$m�¦�ÇI���ê�,U�� �

+[G�wx�B­$m�¦�ÇI���ê�,U���

[root@deep]# mailq 

SendmailSendmailSendmailSendmail;G��;G��;G��;G��    

Z[�uwx ���³ßûü@<�>ße+Q� ��X,òòEE�w

x��t,êë ]|cZ[Rà�����äÈ�� Z�1s�Q�åef�

�� �

)���������

�	
$��	��@¸+�/0ÇI����� �

�

+[G�wx�/0ÇI������

[root@deep]# mailstats 

Statistics from Tue Dec 14 20:31:48 1999 

M msgsfr bytes_from msgsto bytes_to msgsrej msgsdis Mailer 

8  7  7K  7  7K  0  0 local 

============================================================= 
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T  7  7K  7  7K  0  0 

�

�������#��

��	$
	���@¸+�/0¶�����	4 �5�� ¬rt,-�TJ �

+[G�wx�/0¶�����	4 �

[root@deep]# praliases 

postmaster:root 

daemon:root 

root:admin 

@:@ 

mailer-daemon:postmaster 

bin:root 

nobody:root 

www:root 

&¦p
�Í
67&¦p
�Í
67&¦p
�Í
67&¦p
�Í
67    

#���&�����1����	\1��1����	\1��1����	\1��1����	\1�

> /etc/rc.d/init.d/sendmail 

> /etc/rc.d/rc0.d/K30sendmail 

> /etc/rc.d/rc1.d/K30sendmail 

> /etc/rc.d/rc2.d/S80sendmail 

> /etc/rc.d/rc3.d/S80sendmail 

> /etc/rc.d/rc4.d/S80sendmail 

> /etc/rc.d/rc5.d/S80sendmail 

> /etc/rc.d/rc6.d/K30sendmail 

> /etc/sysconfig/sendmail 

> /etc/mail 

> /etc/mail/access 

> /etc/mail/virtusertable 

> /etc/mail/virtusertable.db 

> /etc/mail/domaintable 

> /etc/mail/domaintable.db 

> /etc/mail/mailertable 

> /etc/mail/mailertable.db 
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> /etc/mail/access.db 

> /etc/smrsh 

> /etc/aliases 

> /etc/sendmail.cw 

> /etc/sendmail.mc 

> /etc/aliases.db 

> /etc/sendmail.cf 

> /usr/bin/newaliases 

> /usr/bin/mailq 

> /usr/bin/hoststat 

> /usr/bin/purgestat 

> /usr/lib/sendmail.hf 

> /usr/lib/sendmail 

> /usr/man/man1/mailq.1 

> /usr/man/man1/newaliases.1 

> /usr/man/man5/aliases.5 

> /usr/man/man8/sendmail.8 

> /usr/man/man8/mailstats.8 

> /usr/man/man8/makemap.8 

> /usr/man/man8/praliases.8 

> /usr/man/man8/smrsh.8 

> /usr/sbin/sendmail 

> /usr/sbin/mailstats 

> /usr/sbin/makemap 

> /usr/sbin/praliases 

> /usr/sbin/smrsh 

> /var/log/sendmail.st 

>/var/spool/mqueue 

#���&����{�����¢£¤�	\1�{�����¢£¤�	\1�{�����¢£¤�	\1�{�����¢£¤�	\1�

> /etc/rc.d/init.d/sendmail 

> /etc/rc.d/rc0.d/K30sendmail 

> /etc/rc.d/rc1.d/K30sendmail 

> /etc/rc.d/rc2.d/S80sendmail 

> /etc/rc.d/rc3.d/S80sendmail 

> /etc/rc.d/rc4.d/S80sendmail 

> /etc/rc.d/rc5.d/S80sendmail 

> /etc/rc.d/rc6.d/K30sendmail 

> /etc/sysconfig/sendmail 

> /etc/null.mc 

> /etc/sendmail.cf 

> /usr/bin/newaliases 
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> /usr/bin/mailq 

> /usr/bin/hoststat 

> /usr/bin/purgestat 

> /usr/lib/sendmail.hf 

> /usr/lib/sendmail 

> /usr/man/man1/mailq.1 

> /usr/man/man1/newaliases.1 

> /usr/man/man5/aliases.5 

> /usr/man/man8/sendmail.8 

> /usr/man/man8/mailstats.8 

> /usr/sbin/sendmail 

> /usr/sbin/mailstats 

> /var/log/sendmail.st 

> /var/spool/mqueue 
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Linux OPENSSL Linux OPENSSL Linux OPENSSL Linux OPENSSL DEGDEGDEGDEG    

 ! ! ! !    

�������ªç��5U<�ªç �çï����5��� îÄµ»� Î

Ç���¶Ñ·�@¸C +�.�å,ó>�*¤��� ���4��± ����������4����

�	��� ����1;&1< �¢C±���y ��	��������	���������
�� ����1+ �

�5ªç�Ý�å´�Ëø=gh� ��
p 0�������ì�d� 
����

���������@¸C�ì¨�� �
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²û    

Lo�egOLo�egOLo�egOLo�egO�

��å,0�µ¬���C`�I+å,ó>yeÂå,��IZ*¤UV�

×, å,�pAde+Q,-�å,UVG�15, t,-,- 0v>5�

å,�UV UVå,¹� À,,-e+�5���F>¢½ å,p�UVY

Z��Ö¢½ �

Lo��sOLo��sOLo��sOLo��sO�
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�������
�	�
���3���  �3 1sø?+l���å,�� å,�UV� �3

���½Ûw�= w�=0YZ+ �3�ø?å,UV ×ØUVt,àö¢

p �

��Ák��Ák��Ák��Ák�

å,�Ìõ�5+ë�+�<À5��ïj +l�,-YZ<À����?

Ø�ïj �

üýüýüýüý    

ÈÉÈ7���~å´ÈÖí,ÈÉÈ7ó>�òæ ~t+å,ó>¹�H

Iz��[�5ó>,t,�Q��òæ�ù
 [Gêë�u�Qòæ×ü�ó

> Y1"�æ �
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http://www.rsa.com/
http://www.ascom.ch/
http://www.openssl.org/
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[root@deep]# cp openssl_version.tar.gz /var/tmp 

[root@deep]# cd /var/tmp 

[root@deep]# tar xzpf openssl_version.tar.gz 

%&���%&���%&���%&����

yQ�������çé[ �

s�©�

O£ �N���	�� �I 1
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DIR=/usr/local/ssl 

¢À �

DIR=/usr 
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[root@deep]# perl util/perlpath.pl /usr/bin (where your perl program reside). 

sk©�

À-Â!OP������� HIi�«UW¼~�DE +[G�wxfÕ ����

67T' �

[root@deep]# export LD_LIBRARY_PATH=`pwd` 

fÕOP:�OPäU �

CC="egcs" \ 

./Configure linux-elf -DSSL_FORBID_ENULL \ 

--prefix=/usr \ 

--openssldir=/etc/ssl 
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CFLAG= -DTHREADS -D_REENTRANT -DSSL_FORBID_ENULL -DL_ENDIAN -DTERMIO -O9 

-funroll-loops -ffast-math -malign-double -mcpu=pentiumpro -march=pentiumpro 

-fomit-frame-pointer -fno-exceptions -Wall -DSHA1_ASM -DMD5_ASM -DRMD160_ASM 

��OP��������	
äU �

O£  	4�,
$�'��$ �I 1
�J::� 	4�,
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PROCESSOR= 686 
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[root@deep]# make -f Makefile 

[root@deep]# make test 

[root@deep]# make install 

[root@deep]# mv /etc/ssl/misc/* /usr/bin/ 

[root@deep]# rm -rf /etc/ssl/misc/ 

[root@deep]# rm -rf /etc/ssl/lib/ 

[root@deep]# rm -f /usr/bin/CA.pl 

[root@deep]# rm -f /usr/bin/CA.sh 

[root@deep]# install -m 644 libRSAglue.a /usr/lib/ 

[root@deep]# install -m 644 rsaref/rsaref.h /usr/include/openssl/ 

[root@deep]# strip /usr/bin/openssl 

[root@deep]# mkdir -p /etc/ssl/crl 
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[root@deep]# cd /var/tmp 

[root@deep]# rm -rf openssl-version/ openssl_version.tar.gz 
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# OpenSSL example configuration file. 

# This is mostly being used for generation of certificate requests. 

# 

RANDFILE = $ENV::HOME/.rnd 

oid_file = $ENV::HOME/.oid 

oid_section = new_oids 

# To use this configuration file with the "-extfile" option of the 

# "openssl x509" utility, name here the section containing the 

# X.509v3 extensions to use: 

# extensions = 

# (Alternatively, use a configuration file that has only 

http://pages.infinit.net/lotus1/doc/opti/floppy.tgz
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# X.509v3 extensions in its main [= default] section.) 

[ new_oids ] 

# We can add new OIDs in here for use by 'ca' and 'req'. 

# Add a simple OID like this: 

# testoid1=1.2.3.4 

# Or use config file substitution like this: 

# testoid2=${testoid1}.5.6 

#################################################################### 

[ ca ] 

default_ca = CA_default # The default ca section 

#################################################################### 

[ CA_default ] 

dir = /etc/ssl # Where everything is kept 

certs = $dir/certs # Where the issued certs are kept 

crl_dir = $dir/crl # Where the issued crl are kept 

database = $dir/ca.db.index # database index file. 

new_certs_dir = $dir/ca.db.certs # default place for new certs. 

certificate = $dir/certs/ca.crt # The CA certificate 

serial = $dir/ca.db.serial # The current serial number 

crl = $dir/crl.pem # The current CRL 

private_key = $dir/private/ca.key # The private key 

RANDFILE = $dir/ca.db.rand # private random number file 

x509_extensions = usr_cert # The extentions to add to the cert 

# Extensions to add to a CRL. Note: Netscape communicator chokes on V2 CRLs 

# so this is commented out by default to leave a V1 CRL. 

# crl_extensions = crl_ext 

default_days = 365 # how long to certify for 

default_crl_days = 30 # how long before next CRL 

default_md = md5 # which md to use. 

Preserve = no # keep passed DN ordering 

# A few difference way of specifying how similar the request should look 

# For type CA, the listed attributes must be the same, and the optional 

# and supplied fields are just that :-) 

policy = policy_match 

# For the CA policy 

[ policy_match ] 

countryName = match 

stateOrProvinceName = match 

organizationName = match 

organizationalUnitName = optional 

commonName = supplied 

emailAddress = optional 

# For the 'anything' policy 

# At this point in time, you must list all acceptable 'object' 
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# types. 

[ policy_anything ] 

countryName = optional 

stateOrProvinceName = optional 

localityName = optional 

organizationName = optional 

organizationalUnitName = optional 

commonName = supplied 

emailAddress = optional 

#################################################################### 

[ req ] 

default_bits = 1024 

default_keyfile = privkey.pem 

distinguished_name = req_distinguished_name 

attributes = req_attributes 

x509_extensions = v3_ca # The extentions to add to the self signed cert 

[ req_distinguished_name ] 

countryName = Country Name (2 letter code) 

countryName_default = CA 

countryName_min = 2 

countryName_max = 2 

stateOrProvinceName = State or Province Name (full name) 

stateOrProvinceName_default = Quebec 

localityName = Locality Name (eg, city) 

localityName_default = Montreal 

0.organizationName = Organization Name (eg, company) 

0.organizationName_default = Open Network Architecture 

# we can do this but it is not needed normally :-) 

#1.organizationName = Second Organization Name (eg, company) 

#1.organizationName_default = World Wide Web Pty Ltd 

organizationalUnitName = Organizational Unit Name (eg, section) 

organizationalUnitName_default = Internet Department 

commonName = Common Name (eg, YOUR name) 

commonName_default = www.openarch.com 

commonName_max = 64 

emailAddress = Email Address 

emailAddress_default = admin@openarch.com 

emailAddress_max = 40 

# SET-ex3 = SET extension number 3 

[ req_attributes ] 

challengePassword = A challenge password 

challengePassword_min = 4 

challengePassword_max = 20 

unstructuredName = An optional company name 
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[ usr_cert ] 

# These extensions are added when 'ca' signs a request. 

# This goes against PKIX guidelines but some CAs do it and some software 

# requires this to avoid interpreting an end user certificate as a CA. 

basicConstraints=CA:FALSE 

# Here are some examples of the usage of nsCertType. If it is omitted 

# the certificate can be used for anything *except* object signing. 

# This is OK for an SSL server. 

# nsCertType = server 

# For an object signing certificate this would be used. 

# nsCertType = objsign 

# For normal client use this is typical 

# nsCertType = client, email 

# and for everything including object signing: 

# nsCertType = client, email, objsign 

# This is typical in keyUsage for a client certificate. 

# keyUsage = nonRepudiation, digitalSignature, keyEncipherment 

# This will be displayed in Netscape's comment listbox. 

nsComment = "OpenSSL Generated Certificate" 

# PKIX recommendations harmless if included in all certificates. 

subjectKeyIdentifier=hash 

authorityKeyIdentifier=keyid,issuer:always 

# This stuff is for subjectAltName and issuerAltname. 

# Import the email address. 

# subjectAltName=email:copy 

# Copy subject details 

# issuerAltName=issuer:copy 

#nsCaRevocationUrl = http://www.domain.dom/ca-crl.pem 

#nsBaseUrl 

#nsRevocationUrl 

#nsRenewalUrl 

#nsCaPolicyUrl 

#nsSslServerName 

[ v3_ca] 

# Extensions for a typical CA 

# PKIX recommendation. 

subjectKeyIdentifier=hash 

authorityKeyIdentifier=keyid:always,issuer:always 

# This is what PKIX recommends but some broken software chokes on critical 

# extensions. 

#basicConstraints = critical,CA:true 

# So we do this instead. 

basicConstraints = CA:true 

# Key usage: this is typical for a CA certificate. However since it will 
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# prevent it being used as an test self-signed certificate it is best 

# left out by default. 

# keyUsage = cRLSign, keyCertSign 

# Some might want this also 

# nsCertType = sslCA, emailCA 

# Include email address in subject alt name: another PKIX recommendation 

# subjectAltName=email:copy 

# Copy issuer details 

# issuerAltName=issuer:copy 

# RAW DER hex encoding of an extension: beware experts only! 

# 1.2.3.5=RAW:02:03 

# You can even override a supported extension: 

# basicConstraints= critical, RAW:30:03:01:01:FF 

[ crl_ext ] 

# CRL extensions. 

# Only issuerAltName and authorityKeyIdentifier make any sense in a CRL. 

# issuerAltName=issuer:copy 

authorityKeyIdentifier=keyid:always,issuer:always 

^_^_^_^_ OP��oÎ�������AJ¹� ������$'��, �I~89:Án>j

~- YZ~ &��&��$ çé[�Q t,He¢T�5�I�¼,��áÔÕ >

ßdeò¢�À�Q0�3-#.�%��R�Q�#K3-����� %���#-3��)#R�%5 ����
�� �

mnmnmnmn �����0���������� z{\1z{\1z{\1z{\1�

������$��	 wx,�u56�e+ ��������á�ÔÕ¬"�)÷ä?w

t+ ������$��	 
"��+ �
(�'�� _��IÒÑ �

8� �
(�'�� _� ������&���&)
�&�
(�'�� å` �

#!/bin/sh 

## 

## sign.sh -- Sign a SSL Certificate Request (CSR) 

## Copyright (c) 1998-1999 Ralf S. Engelschall, All Rights Reserved. 

## 

# argument line handling 

CSR=$1 

if [ $# -ne 1 ]; then 

echo "Usage: sign.sign <whatever>.csr"; exit 1 

fi 

if [ ! -f $CSR ]; then 

echo "CSR not found: $CSR"; exit 1 

fi 

case $CSR in 
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*.csr ) CERT="`echo $CSR | sed -e 's/\.csr/.crt/'`" ;; 

* ) CERT="$CSR.crt" ;; 

esac 

# make sure environment exists 

if [ ! -d ca.db.certs ]; then 

mkdir ca.db.certs 

fi 

if [ ! -f ca.db.serial ]; then 

echo '01' >ca.db.serial 

fi 

if [ ! -f ca.db.index ]; then 

cp /dev/null ca.db.index 

fi 

# create an own SSLeay config 

cat >ca.config <<EOT 

[ ca ] 

default_ca = CA_own 

[ CA_own ] 

dir = /etc/ssl 

certs = /etc/ssl/certs 

new_certs_dir = /etc/ssl/ca.db.certs 

database = /etc/ssl/ca.db.index 

serial = /etc/ssl/ca.db.serial 

RANDFILE = /etc/ssl/ca.db.rand 

certificate = /etc/ssl/certs/ca.crt 

private_key = /etc/ssl/private/ca.key 

default_days = 365 

default_crl_days = 30 

default_md = md5 

preserve = no 

policy = policy_anything 

[ policy_anything ] 

countryName = optional 

stateOrProvinceName = optional 

localityName = optional 

organizationName = optional 

organizationalUnitName = optional 

commonName = supplied 

emailAddress = optional 

EOT 

# sign the certificate 

echo "CA signing: $CSR -> $CERT:" 

openssl ca -config ca.config -out $CERT -infiles $CSR 

echo "CA verifying: $CERT <-> CA cert" 
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openssl verify -CAfile /etc/ssl/certs/ca.crt $CERT 

# cleanup after SSLeay 

rm -f ca.config 

rm -f ca.db.serial.old 

rm -f ca.db.index.old 

# die gracefully 

exit 0 

¤~ .�5_�Y[�¬¢T ��áïù �

[root@deep]# chmod 755 /usr/bin/sign.sh 
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openssl verify -CAfile /etc/ssl/certs/ca.crt $CERT ��� �

UúUúUúUúOPENSSLOPENSSLOPENSSLOPENSSL
&'
&'
&'
&'    

µ,-fÕÂÀ1àØ»+l ���� Y[��Yq HI×Ø���"1dS

�5�I �

+[G�wxt�,-À1à ���� Y[��Yq �

[root@deep]# chmod 600 /etc/ssl/certs/ca.crt 

[root@deep]# chmod 600 /etc/ssl/certs/server.crt 

[root@deep]# chmod 600 /chroot/httpd/etc/ssl/private/ca.key 

[root@deep]# chmod 600 /chroot/httpd/etc/ssl/private/server.key 
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[root@deep]# openssl genrsa -des3 -out server.key 1024 

Generating RSA private key, 1024 bit long modulus 
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......................+++++ 

.....+++++ 

e is 65537 (0x10001) 

Enter PEM pass phrase: 

Verifying password - Enter PEM pass phrase: 

]µ ���1��'4�� �Imn�� �lÀ,~���ÖF�1C`-x �
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[root@deep]# openssl req -new -key server.key -out server.csr 

Enter PEM pass phrase: 

You are about to be asked to enter information that will be incorporated 

into your certificate request. 

What you are about to enter is what is called a Distinguished Name or a DN. 

There are quite a few fields but you can leave some blank 

For some fields there will be a default value, 

If you enter '.', the field will be left blank. 

----- 

Country Name (2 letter code) [CA]: 

State or Province Name (full name) [Quebec]: 

Locality Name (eg, city) [Montreal]: 

Organization Name (eg, company) [Open Network Architecture]: 

Organizational Unit Name (eg, section) [Internet Department]: 

Common Name (eg, YOUR name) [www.openarch.com]: 

Email Address [admin@openarch.com]: 

Please enter the following 'extra' attributes 

to be sent with your certificate request 

A challenge password []:. 

An optional company name []:. 
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[root@deep]# openssl genrsa -des3 -out ca.key 1024 

Generating RSA private key, 1024 bit long modulus 

...........................+++++ 

............................................+++++ 

e is 65537 (0x10001) 

Enter PEM pass phrase: 

mnÙ �	'4���I ^_À,~���ÖF�1C`-x �
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[root@deep]# openssl req -new -x509 -days 365 -key ca.key -out ca.crt 

Enter PEM pass phrase: 

You are about to be asked to enter information that will be incorporated 

into your certificate request. 

What you are about to enter is what is called a Distinguished Name or a DN. 

There are quite a few fields but you can leave some blank 

For some fields there will be a default value, 

If you enter '.', the field will be left blank. 

----- 

Country Name (2 letter code) [CA]: 

State or Province Name (full name) [Quebec]: 

Locality Name (eg, city) [Montreal]: 

Organization Name (eg, company) [Open Network Architecture]: 

Organizational Unit Name (eg, section) [Internet Department]:CA Marketing 

Common Name (eg, YOUR name) [www.openarch.com]: 

Email Address [admin@openarch.com]: 

[root@deep]# mv server.key private/ 

[root@deep]# mv ca.key private/ 

[root@deep]# mv ca.crt certs/ 
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[root@deep]# /usr/bin/sign.sh server.csr 

Using configuration from ca.config 

Enter PEM pass phrase: 

Check that the request matches the signature 

Signature ok 

The Subjects Distinguished Name is as follows 

countryName :PRINTABLE:'CA' 

stateOrProvinceName :PRINTABLE:'Quebec' 

localityName :PRINTABLE:'Montreal' 

organizationName :PRINTABLE:'Open Network Architecture' 

organizationalUnitName :PRINTABLE:'Internet Department' 

commonName :PRINTABLE:'www.openarch.com' 

emailAddress :IA5STRING:'admin@openarch.com' 

Certificate is to be certified until Dec 1 14:59:29 2000 GMT (365 days) 

Sign the certificate? [y/n]:y 

1 out of 1 certificate requests certified, commit? [y/n]y 

Write out database with 1 new entries 

Data Base Updated 

CA verifying: server.crt <-> CA cert 

server.crt: OK 

ÁG�wxÇû- 3�A¬µVljÂ ���1��'��� �I �

�

 [root@deep]# mv server.crt certs/ 

�
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SSLCertificateFile /etc/ssl/certs/server.crt 

SSLCertificateKeyFile /etc/ssl/private/server.key 

���1��'��� �IYZ"e- �

[root@deep]# rm -f server.csr 
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67&¦p
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67    

> /etc/ssl 

> /etc/ssl/crl 

> /etc/ssl/certs 

> /etc/ssl/private 

> /etc/ssl/openssl.cnf 

> /usr/bin/openssl 

> /usr/bin/c_rehash 

> /usr/bin/sign.sh 

> /usr/bin/c_hash 

> /usr/bin/c_info 

> /usr/bin/c_issuer 

> /usr/bin/c_name 

> /usr/bin/der_chop 

> /usr/include/openssl 

> /usr/include/openssl/e_os.h 

> /usr/include/openssl/e_os2.h 

> /usr/include/openssl/crypto.h 

> /usr/include/openssl/tmdiff.h 

> /usr/include/openssl/opensslv.h 

> /usr/include/openssl/opensslconf.h 

> /usr/include/openssl/ebcdic.h 

> /usr/include/openssl/md2.h 

> /usr/include/openssl/md5.h 

> /usr/include/openssl/sha.h 

> /usr/include/openssl/mdc2.h 

> /usr/include/openssl/hmac.h 

> /usr/include/openssl/ripemd.h 

> /usr/include/openssl/des.h 

> /usr/include/openssl/rc2.h 

> /usr/include/openssl/rc4.h 

> /usr/include/openssl/rc5.h 

> /usr/include/openssl/idea.h 

> /usr/include/openssl/blowfish.h 

> /usr/include/openssl/cast.h 
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> /usr/include/openssl/bn.h 

> /usr/include/openssl/rsa.h 

> /usr/include/openssl/dsa.h 

> /usr/include/openssl/dh.h 

> /usr/include/openssl/buffer.h 

> /usr/include/openssl/bio.h 

> /usr/include/openssl/stack.h 

> /usr/include/openssl/safestack.h 

> /usr/include/openssl/lhash.h 

> /usr/include/openssl/rand.h 

> /usr/include/openssl/err.h 

> /usr/include/openssl/objects.h 

> /usr/include/openssl/evp.h 

> /usr/include/openssl/asn1.h 

> /usr/include/openssl/asn1_mac.h 

> /usr/include/openssl/pem.h 

> /usr/include/openssl/pem2.h 

> /usr/include/openssl/x509.h 

> /usr/include/openssl/x509_vfy.h 

> /usr/include/openssl/x509v3.h 

> /usr/include/openssl/conf.h 

> /usr/include/openssl/txt_db.h 

> /usr/include/openssl/pkcs7.h 

> /usr/include/openssl/pkcs12.h 

> /usr/include/openssl/comp.h 

> /usr/include/openssl/ssl.h 

> /usr/include/openssl/ssl2.h 

> /usr/include/openssl/ssl3.h 

> /usr/include/openssl/ssl23.h 

> /usr/include/openssl/tls1.h 

> /usr/include/openssl/rsaref.h 

> /usr/lib/libcrypto.a 

> /usr/lib/libssl.a 

> /usr/lib/libRSAglue.a 

> /var/lock/subsys/named 
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Linux Imap & Pop Linux Imap & Pop Linux Imap & Pop Linux Imap & Pop DEGDEGDEGDEG    

 ! ! ! !    
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http://www.washington.edu/imap
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[root@deep]# cp imap-version.tar.Z /var/tmp 

[root@deep]# cd /var/tmp 

[root@deep]# tar xzpf imap-version.tar.Z 
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sh -c '(test -f /usr/include/sys/statvfs.h -a $(OS) != sc5 -a $(OS) != sco) && 

$(LN) flocksun.c flockbsd.c || $(LN) flocksv4.c flockbsd.c' 

¢À �

sh -c '(test -f /usr/include/sys/statvfs.h -a $(OS) != sc5 -a $(OS) != sco -a 

$(OS) != lnx) && $(LN) flocksun.c flockbsd.c || $(LN) flocksv4.c flockbsd.c' 
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BASECFLAGS="-g -fno-omit-frame-pointer -O6 -DNFSKLUDGE" \ 
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BASECFLAGS="-O9 -funroll-loops -ffast-math -malign-double -mcpu=pentiumpro 

-march=pentiumpro -fomit-frame-pointer -fno-exceptions -DNFSKLUDGE" \ 

��OP 0 ��&���89:��É	
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�
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�& 	4�,
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BUILDOPTIONS= EXTRACFLAGS="$(EXTRACFLAGS)"\ 

¢À �

BUILDOPTIONS= EXTRACFLAGS= -DDISABLE_POP_PROXY=1 -DIGNORE_ 

LOCK_EACCES_ERRORS=1"$(EXTRACFLAGS)"\ 
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ACTIVEFILE=/usr/lib/news/active 
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ACTIVEFILE=/var/lib/news/active 

�

SPOOLDIR=/usr/spool 

¢À �



ssssyyyyíííí 89:HI89:HI89:HI89:HI �������:�$�S�$=$�89:89:89:89:�

 312312312312

SPOOLDIR=/var/spool 

�

RSHPATH=/usr/ucb/rsh 

¢À �

RSHPATH=/usr/bin/rsh 
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CC=cc 
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CC=egcs 
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[root@deep]# make lnp 

[root@deep]# mv ./c-client/c-client.a ./c-client/libimap.a 

[root@deep]# install -m 644 c-client/libimap.a /usr/lib/ 

[root@deep]# install -m 644 ./src/ipopd/ipopd.8c /usr/man/man8/ipopd.8c 

[root@deep]# install -m 644 ./src/imapd/imapd.8c /usr/man/man8/imapd.8c 

[root@deep]# install -s -m 755 ./ipopd/ipop2d /usr/sbin/ 

[root@deep]# install -s -m 755 ./ipopd/ipop3d /usr/sbin/ 

[root@deep]# install -s -m 755 ./imapd/imapd /usr/sbin/ 

[root@deep]# mkdir -p /usr/include/imap 

[root@deep]# install -m 644 ./c-client/*.h /usr/include/imap/ 

[root@deep]# install -m 644 ./src/osdep/tops-20/shortsym.h /usr/include/imap/ 

[root@deep]# chown root.mail /usr/sbin/ipop2d 

[root@deep]# chown root.mail /usr/sbin/ipop3d 

[root@deep]# chown root.mail /usr/sbin/imapd 



ssssyyyyíííí 89:HI89:HI89:HI89:HI �������:�$�S�$=$�89:89:89:89:�

 313313313313

ÁG�wxÎÂ Ô
HIZ�×~���1s,Â!OP�HIC¼d�«

U�<W µ¶�IOPÂ �
[�· µY[��I�]O�I�oQ���

çÕ �

�

^_�[ÁG �	4��$�� wx  Ítm� �
�����¸,F`áØÔP

�$�((	)$���������
�	�
��� ���$��X�� H 1Ð �70,�Ù���y �

�

�4�
� wx~ ���&
��$��� çé[8��[� 0�	���çé �5�çé

+©já� 3*3$
���&UD ��	�����'� �u�� 
�	��AJ,¨�x�I �

�

���
� wxµ ���;� ���<�� 
�	���¼,ï¢ÀØ»+l ����D�	
$+

lD �

�

^_^_^_^_ ë©��È4 klÀBót+ 
�	��89 ]µ ���;� ���<�_0

kl�ã�t+ 
���89]µ 
�	��_0 kl�ã�t+ 
�	���� 
����89

0µ%5°×Y[� �

XYZ[��\1XYZ[��\1XYZ[��\1XYZ[��\1�

[root@deep]# cd /var/tmp 

[root@deep]# rm -rf imap-version/ imap-version.tar.Z 
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http://pages.infinit.net/lotus1/doc/opti/floppy.tgz
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#%PAM-1.0 

auth required /lib/security/pam_pwdb.so shadow nullok 

account required /lib/security/pam_pwdb.so 

�
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#%PAM-1.0 

auth required /lib/security/pam_pwdb.so shadow nullok 

account required /lib/security/pam_pwdb.so 
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> /usr/include/imap 

> /usr/include/imap/dummy.h 

> /usr/include/imap/env.h 

> /usr/include/imap/env_unix.h 

> /usr/include/imap/fdstring.h 

> /usr/include/imap/flstring.h 

> /usr/include/imap/fs.h 

> /usr/include/imap/ftl.h 

> /usr/include/imap/imap4r1.h 

> /usr/include/imap/linkage.h 

> /usr/include/imap/lockfix.h 

> /usr/include/imap/mail.h 

> /usr/include/imap/mbox.h 

> /usr/include/imap/mbx.h 

> /usr/include/imap/mh.h 

> /usr/include/imap/misc.h 

> /usr/include/imap/mmdf.h 

> /usr/include/imap/mtx.h 

> /usr/include/imap/mx.h 

> /usr/include/imap/netmsg.h 

> /usr/include/imap/news.h 

> /usr/include/imap/newsrc.h 

> /usr/include/imap/nl.h 



ssssyyyyíííí 89:HI89:HI89:HI89:HI �������:�$�S�$=$�89:89:89:89:�

 316316316316

> /usr/include/imap/nntp.h 

> /usr/include/imap/os_a32.h 

> /usr/include/imap/os_a41.h 

> /usr/include/imap/os_aix.h 

> /usr/include/imap/os_aos.h 

> /usr/include/imap/os_art.h 

> /usr/include/imap/os_asv.h 

> /usr/include/imap/os_aux.h 

> /usr/include/imap/os_bsd.h 

> /usr/include/imap/os_bsi.h 

> /usr/include/imap/os_cvx.h 

> /usr/include/imap/os_d-g.h 

> /usr/include/imap/os_drs.h 

> /usr/include/imap/os_dyn.h 

> /usr/include/imap/os_hpp.h 

> /usr/include/imap/os_isc.h 

> /usr/include/imap/os_lnx.h 

> /usr/include/imap/os_lyn.h 

> /usr/include/imap/os_mct.h 

> /usr/include/imap/os_mnt.h 

> /usr/include/imap/os_nxt.h 

> /usr/include/imap/os_os4.h 

> /usr/include/imap/os_osf.h 

> /usr/include/imap/os_ptx.h 

> /usr/include/imap/os_pyr.h 

> /usr/include/imap/os_qnx.h 

> /usr/include/imap/os_s40.h 

> /usr/include/imap/os_sc5.h 

> /usr/include/imap/os_sco.h 

> /usr/include/imap/os_sgi.h 

> /usr/include/imap/os_shp.h 

> /usr/include/imap/os_slx.h 

> /usr/include/imap/os_sol.h 

> /usr/include/imap/os_sos.h 

> /usr/include/imap/os_sun.h 

> /usr/include/imap/os_sv2.h 

> /usr/include/imap/os_sv4.h 

> /usr/include/imap/os_ult.h 

> /usr/include/imap/os_vu2.h 

> /usr/include/imap/osdep.h 

> /usr/include/imap/phile.h 

> /usr/include/imap/pop3.h 

> /usr/include/imap/pseudo.h 

> /usr/include/imap/rfc822.h 
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> /usr/include/imap/smtp.h 

> /usr/include/imap/tcp.h 

> /usr/include/imap/tcp_unix.h 

> /usr/include/imap/tenex.h 

> /usr/include/imap/unix.h 

> /usr/include/imap/utf8.h 

> /usr/include/imap/shortsym.h 

> /usr/lib/libimap.a 

> /usr/man/man8/ipopd.8c 

> /usr/man/man8/imapd.8c 

> /usr/sbin/ipop2d 

> /usr/sbin/ipop3d 

> /usr/sbin/imapd 

> /etc/pam.d/imap 

> /etc/pam.d/pop 
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http://www.engelschall.com/sw/mm/
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[root@deep]# cp mm_version.tar.gz /var/tmp 

[root@deep]# cd /var/tmp 

[root@deep]# tar xzpf mm_version.tar.gz 

·¸�&¦·¸�&¦·¸�&¦·¸�&¦    

���`��  çéG�~KLÁ´`k[wx �

./configure \ 

--disable-shared \ 

--prefix=/usr 

��©±A  z©¶��KIÔÕ �+ñiW �

[root@deep]# make 

[root@deep]# make test 

[root@deep]# make install 
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[root@deep]# cd /var/tmp 

[root@deep]# rm -rf mm-version/ mm_version.tar.gz 
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>usr/bin/mm-config 

>usr/include/mm.h 

>usr/lib/libmm.la 

>usr/lib/libmm.a 

>usr/man/man1/mm-config.1 

>sr/man/man3/mm.3 
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LLLLinux Samba inux Samba inux Samba inux Samba DEGDEGDEGDEG    

 ! ! ! !    
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http://us1.samba.org/samba/samba.html
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[root@deep]# cp samba.version.tar.gz /var/tmp 

[root@deep]# cd /var/tmp 

[root@deep]# tar xzpf samba.version.tar.gz 

#$#$#$#$�
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SBINDIR = @bindir@ 

¢À �

SBINDIR = @sbindir@ 

�

VARDIR = @localstadir@ 

¢À �

VARDIR = /var/log/samba 
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nawk 'BEGIN {FS=":"} 
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gawk 'BEGIN {FS=":"} 

 Í��+�/-��� 	
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#ifdef strcat 

#undef strcat 

#endif /* strcat */ 

#define strcat(dest,src) __ERROR__XX__NEVER_USE_STRCAT___; 

O£ ��)�����'� �I 1
�J==��$
���&��)�����'� ¬4k[¢T �

static void close_our_files(int client_fd) 

{ 

int i; 

for (i = 0; i < 256; i++) { 

if (i == client_fd) continue; 

close(i); 

} 

¢À �

static void close_our_files(int client_fd) 

{ 

struct rlimit limits; 

int i; 

getrlimit(RLIMIT_NOFILE,&limits); 

for (i = 0; i < limits.rlim_max; i++) { 

if (i == client_fd) continue; 

close(i); 

} 
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CC="egcs" \ 

./configure \ 

--prefix=/usr \ 

--libdir=/etc \ 

--with-lockdir=/var/lock/samba \ 

--with-privatedir=/etc \ 

--with-swatdir=/usr/share/swat \ 

--with-pam \ 

--with-mmap 
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[root@deep]# make all 

[root@deep]# make install 

 

[root@deep]# install -m 755 script/mksmbpasswd.sh /usr/bin/ 

[root@deep]# rm -rf /usr/share/swat/  

[root@deep]# rm -f /usr/sbin/swat 

[root@deep]# rm -f /usr/man/man8/swat.8 

[root@deep]# mkdir -p /var/lock/samba 

[root@deep]# mkdir -p /var/spool/samba  

[root@deep]# chmod 1777 /var/spool/samba/  
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[root@deep]# cd /var/tmp 

[root@deep]# rm -rf samba-version/samba.version.tar.gz 
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http://pages.infinit.net/lotus1/doc/opti/floppy.tgz
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[global] 

 

workgroup = OPENARCH 

server string = Samba %h 

encrypt passwords = True 

security = user 

smb passwd file = /etc/smbpasswd 

log file = /var/log/samba/log.%m 

socket options = IPTOS_LOWDELAY TCP_NODELAY 

domain master = Yes 

local master = Yes 

preferred master = Yes 

os level = 65 

dns proxy = No 

name resolve order = lmhosts host bcast 

bind interfaces only = True 

interfaces = eth0 192.168.1.1 

hosts deny = ALL 

hosts allow = 192.168.1.4 127.0.0.1 

debug level = 1 

create mask = 0640 

directory mask = 0750 

level2 oplocks = True 

wide links = no 

read raw = no 
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[homes] 

comment = Home Directories 

browseable = no 

read only = no 

invalid users = root bin daemon nobody named sys tty disk mem kmem users 

 

[tmp] 

comment = Temporary File Space 

path = /tmp 

read only = No 

valid users = admin 

invalid users = root bin daemon nobody named sys tty disk mem kmem users 
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# Sample Samba lmhosts file. 

# 

127.0.0.1   localhost 

192.168.1.1   deep 

192.168.1.4   win 

~���«¬¦�I�C§k5 0�Q/���#0��4gé� $��	$����� +;:'>'>'+

�54À ������ +=;'+92'+'+ kl¾ �5� 

�� +=;'+92'+'7 �kl¾ �
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�

8� ��)_��I ������&���&��'�&
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#!/bin/sh 

# 

# chkconfig: - 91 35 

# description: Starts and stops the Samba smbd and nmbd daemons \ 

#    used to provide SMB network services. 

 

# Source function library. 

. /etc/rc.d/init.d/functions 

 

# Source networking configuration. 

. /etc/sysconfig/network 

 

# Check that networking is up. 

[ ${NETWORKING} = "no" ] && exit 0 

 

# Check that smb.conf exists. 

[ -f /etc/smb.conf ] || exit 0 
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RETVAL=0 

# See how we were called. 

case "$1" in 

start) 

echo -n "Starting SMB services: " 

daemon smbd -D 

RETVAL=$? 

echo 

echo -n "Starting NMB services: " 

daemon nmbd -D 

RETVAL2=$? 

echo 

[ $RETVAL -eq 0 -a $RETVAL2 -eq 0 ] && touch /var/lock/subsys/smb || \ 

RETVAL=1 

;; 

stop) 

echo -n "Shutting down SMB services: " 

killproc smbd 

RETVAL=$? 

echo 

echo -n "Shutting down NMB services: " 

killproc nmbd 

RETVAL2=$? 

[ $RETVAL -eq 0 -a $RETVAL2 -eq 0 ] && rm -f /var/lock/subsys/smb 

echo "" 

;; 

restart) 

$0 stop 

$0 start 

RETVAL=$? 

;; 

reload) 

echo -n "Reloading smb.conf file: " 

killproc -HUP smbd 

RETVAL=$? 

echo 

;; 

status) 

status smbd 

status nmbd 

RETVAL=$? 

;; 

*) 

echo "Usage: $0 {start|stop|restart|status}" 
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exit 1 

esac 

 

exit $RETVAL 

¤~t_��I[�¬¢T��ì�ïù �

[root@deep]# chmod 700 /etc/rc.d/init.d/smb 

�

+Z[�wx�8� �	�)	Q ��'��A(êw�

[root@deep]# chkconfig --add smb 

�

�	�)	_�~[6­¢89:�¬"y2�¢� ��)� ��)��ü�A

�	���� �

YZ
p[�[G�wx��¢�ìfÕ �

[root@deep]# chkconfig --level 345 smb on 

�

+[G�wx�R@�� �	�)	89:�

[root@deep]# /etc/rc.d/init.d/smb start 

#$#$#$#$ �����$�&�����&0� \1\1\1\1�

ÔÕ &���&�	�'�&�	�)	 �It�1�+ �	�áØ�

8� �	�)	 �I ������&���&�	�'�&�	�)	 ¬^å �

Auth required /lib/security/pam_pwdb.so nullok shadow 

Account required /lib/security/pam_pwdb.so 

#$#$#$#$ ������
��
���������&0� \1\1\1\1�
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/var/log/samba/log.nmb { 

notifempty 

missingok 

postrotate 

/usr/bin/killall -HUP nmbd 

endrotate 

} 

 

/var/log/samba/log.smb { 

notifempty 

missingok 

postrotate 

/usr/bin/killall -HUP smbd 

endrotate 

} 

SambaSambaSambaSamba
&' 
&' 
&' 
&'     
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[root@deep]# cat /etc/passwd | mksmbpasswd.sh > /etc/smbpasswd 

�

8�+l8( �

[root@deep]# smbpasswd -a username (remember that “username” must be a valid Linux 

account). 

New SMB password: 

Retype new SMB password: 

Password changed for user username. 
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[root@deep]# chmod 600 /etc/smbpasswd 

[root@deep]# testparm (this will verify the smb.conf file for error). 

^_^_^_^_ ef��äø �	�)	&���&�����& �� "/3AS��0�/'��� �

ek¼�#$\1���ek¼�#$\1���ek¼�#$\1���ek¼�#$\1����
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�8�Q �A(êw ��ÔÕÙ ��)'���, � $������ �I +[G�w

xµ ��@���5"ß�§_ �

[root@deep]# chattr +i /etc/smb.conf 

[root@deep]# chattr +i /etc/lmhosts 

iþ
f�iþ
f�iþ
f�iþ
f� 

}²�ef��� YZ|cZ[�	�{| �

$ man Samba (7) - A Windows SMB/CIFS fileserver for UNIX 

$ man smb.conf (5) - The configuration file for the Samba suite 

$ man smbclient (1) - ftp-like client to access SMB/CIFS resources on servers 

$ man smbd (8) - server to provide SMB/CIFS services to clients 

$ man smbmnt (8) - mount smb file system 

$ man smbmount (8) - mount smb file system 

$ man smbpasswd (5) - The Samba encrypted password file 

$ man smbpasswd (8) - change a users SMB password 

$ man smbrun (1) - interface program between smbd and external programs 

$ man smbsh (1) - Allows access to Windows NT filesystem using UNIX commands 

$ man smbstatus (1) - report on current Samba connections 

$ man smbtar (1) - shell script for backing up SMB shares directly to UNIX tape 

drives 

$ man smbumount (8) - umount for normal users 

$ man testparm (1) - check an smb.conf configuration file for internal correctness 

$ man testprns (1) - check printer name for validity with smbd 

SambaSambaSambaSamba
åæ��
åæ��
åæ��
åæ��    
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[root@deep]# smbstatus 

Samba version 2.0.6 

Service  uid gid pid machine 

---------------------------------------------- 

tmp  webmaster webmaster 3995 gate (192.168.1.3) Sat Sep 25 19:40:54 1999 

 

No locked files 

 

Share mode memory usage (bytes): 

1048464(99%) free + 56(0%) used + 56(0%) overhead = 1048576(100%) total 

SambaSambaSambaSamba
;G��
;G��
;G��
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[root@deep]# smbclient //sbmserver/sharename -U username 

[root@deep]# smbclient //gate/tmp -U webmaster 

Password: 

Domain=[ OPENARCH] OS=[ Windows NT 4.0] Server=[ NT LAN Manager 4.0] 

Smb: \> 
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> /etc/rc.d/init.d/smb 

> /etc/rc.d/rc0.d/K35smb 

> /etc/rc.d/rc1.d/K35smb 

> /etc/rc.d/rc2.d/K35smb 

> /etc/rc.d/rc3.d/K35smb 

> /etc/rc.d/rc4.d/K35smb 

> /etc/rc.d/rc5.d/K35smb 

> /etc/rc.d/rc6.d/K35smb 

> /etc/codepages 

> /etc/lmhosts 

> /etc/pam.d/samba 

> /etc/smb.conf 

> /etc/MACHINE.SID 

> /etc/logrotate.d/samba 

> /etc/smbpasswd 

> /usr/bin/smbclient 

> /usr/bin/smbspool 

> /usr/bin/testparm 

> /usr/bin/testprns 

> /usr/bin/smbstatus 

> /usr/bin/rpcclient 

> /usr/bin/smbpasswd 

> /usr/bin/make_smbcodepage 

> /usr/bin/nmblookup 

> /usr/bin/make_printerdef 

> /usr/bin/smbtar 

> /usr/bin/addtosmbpass 

> /usr/bin/convert_smbpasswd 

> /usr/bin/mksmbpasswd.sh 

> /usr/man/man1/nmblookup.1 

> /usr/man/man1/make_smbcodepage.1 

> /usr/man/man1/smbclient.1 

> /usr/man/man1/smbrun.1 

> /usr/man/man1/smbsh.1 

> /usr/man/man1/smbstatus.1 

> /usr/man/man1/smbtar.1 

> /usr/man/man1/testparm.1 

> /usr/man/man1/testprns.1 
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> /usr/man/man5/lmhosts.5 

> /usr/man/man5/smb.conf.5 

> /usr/man/man5/smbpasswd.5 

> /usr/man/man7/samba.7 

> /usr/man/man8/nmbd.8 

> /usr/man/man8/smbd.8 

> /usr/man/man8/smbmnt.8 

> /usr/man/man8/smbmount.8 

> /usr/man/man8/smbpasswd.8 

> /usr/man/man8/smbspool.8 

> /usr/man/man8/smbumount.8 

> /usr/sbin/smbd 

> /usr/sbin/nmbd 

> /var/log/samba 

> /var/lock/samba 
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Linux OpenLDAP Linux OpenLDAP Linux OpenLDAP Linux OpenLDAP DEGDEGDEGDEG    
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http://www.openldap.org/
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[root@deep]# cp openldap-version.tgz /var/tmp 

[root@deep]# cd /var/tmp/ 

[root@deep]# tar xzpf openldap-version.tgz 

%&���%&���%&���%&����

yQ����������çé[ �

O£ ���
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�('� _»�u
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#else 

/* some systems have strdup(), but fail to declare it */ 

extern char *(strdup)(); 

ÁG��
�z �
������t,+� HI_» �

[GfÕOP:�OPäU �

CC="egcs" \ 

CFLAGS="-O9 -funroll-loops -ffast-math -malign-double -mcpu=pentiumpro 

-march=pentiumpro -fomit-frame- 

pointer -fno-exceptions" \ 

./configure \ 

--prefix=/usr \ 

--libexecdir=/usr/sbin \ 

--localstatedir=/var/run \ 

--sysconfdir=/etc \ 

--enable-shared \ 

--with-gnu-ld 

�uOPäU±AOP:k±OP�������� �
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�pOP �
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[root@deep]# make depend 

[root@deep]# make 

[root@deep]# cd tests/ 

[root@deep]# make 

[root@deep]# cd .. 

[root@deep]# make install 

�	4�������� wxOPHe�ì¨�I �	4� µ¶�IOPÂY[��

 �
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[root@deep]# install -d -m 700 /var/ldap 

[root@deep]# echo localhost > /etc/openldap/ldapserver 

[root@deep]# strip /usr/lib/liblber.so.1.0.0 

[root@deep]# strip /usr/lib/libldap.so.1.0.0 

[root@deep]# strip /usr/lib/libldap.a 

[root@deep]# strip /usr/lib/liblber.a 

[root@deep]# strip /usr/sbin/in.xfingerd 

[root@deep]# strip /usr/sbin/go500 

[root@deep]# strip /usr/sbin/go500gw 

[root@deep]# strip /usr/sbin/mail500 

[root@deep]# strip /usr/sbin/rp500 

[root@deep]# strip /usr/sbin/fax500 

[root@deep]# strip /usr/sbin/rcpt500 

[root@deep]# strip /usr/sbin/slapd 

[root@deep]# strip /usr/sbin/ldif2ldbm 

[root@deep]# strip /usr/sbin/ldif2index 

[root@deep]# strip /usr/sbin/ldif2id2entry 

[root@deep]# strip /usr/sbin/ldif2id2children 

[root@deep]# strip /usr/sbin/ldbmcat 

[root@deep]# strip /usr/sbin/ldif 

[root@deep]# strip /usr/sbin/centipede 

[root@deep]# strip /usr/sbin/ldbmtest 

[root@deep]# strip /usr/sbin/slurpd 

[root@deep]# strip /usr/bin/ud 

[root@deep]# strip /usr/bin/ldapadd 

[root@deep]# strip /usr/bin/ldapsearch 

[root@deep]# strip /usr/bin/ldapmodify 

[root@deep]# strip /usr/bin/ldapmodrdn 

[root@deep]# strip /usr/bin/ldappasswd 

[root@deep]# strip /usr/bin/ldapdelete 
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[root@deep]# cd /var/tmp 

[root@deep]# rm -rf ldap openldap-version.tgz 
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# 

# See slapd.conf(5) for details on configuration options. 

http://pages.infinit.net/lotus1/doc/opti/floppy.tgz
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# This file should NOT be world readable. 

# 

include /etc/openldap/slapd.at.conf 

include /etc/openldap/slapd.oc.conf 

schemacheck off 

#referral ldap://ldap.itd.umich.edu 

pidfile /var/run/slapd.pid 

argsfile /var/run/slapd.args 

####################################################################### 

# ldbm database definitions 

####################################################################### 

database ldbm 

suffix "o=openarch, c=com" 

directory /var/ldap 

rootdn "cn=admin, o=openarch, c=com" 

rootpw secret 

# cleartext passwords, especially for the rootdn, should 

# be avoid. See slapd.conf(5) for details. 

# ldbm indexed attribute definitions 

index cn,sn,uid 

index objectclass pres,eq 

index default none 

# ldbm access control definitions 

defaultaccess read 

access to attr=userpassword 

by self write 

by dn="cn=admin, o=openarch, c=com" write 

by * compare 
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defaultaccess read 

access to attr=userpassword 

by self write 

by dn="cn=admin, o=openarch, c=com" write 

by * compare 
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#!/bin/sh 

# 

# ldap This shell script takes care of starting and stopping 

# ldap servers (slapd and slurpd). 

# 

# chkconfig: - 70 40 

# description: LDAP stands for Lightweight Directory Access Protocol, used \ 

# for implementing the industry standard directory services. 

# processname: slapd 

# config: /etc/openldap/slapd.conf 

# pidfile: /var/run/slapd.pid 

# Source function library. 

. /etc/rc.d/init.d/functions 

# Source networking configuration. 
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. /etc/sysconfig/network 

# Check that networking is up. 

[ ${NETWORKING} = "no" ] && exit 0 

[ -f /usr/sbin/slapd ] || exit 0 

[ -f /usr/sbin/slurpd ] || exit 0 

RETVAL=0 

# See how we were called. 

case "$1" in 

start) 

# Start daemons. 

echo -n "Starting ldap: " 

daemon slapd 

RETVAL=$? 

if [ $RETVAL -eq 0 ]; then 

if grep -q "^replogfile" /etc/openldap/slapd.conf; then 

daemon slurpd 

RETVAL=$? 

[ $RETVAL -eq 0 ] && pidof slurpd | cut -f 1 -d " " > /var/run/slurpd 

fi 

fi 

echo 

[ $RETVAL -eq 0 ] && touch /var/lock/subsys/ldap 

;; 

stop) 

# Stop daemons. 

echo -n "Shutting down ldap: " 

killproc slapd 

RETVAL=$? 

if [ $RETVAL -eq 0 ]; then 

if grep -q "^replogfile" /etc/openldap/slapd.conf; then 

killproc slurpd 

RETVAL=$? 

fi 

fi 

echo 

if [ $RETVAL -eq 0 ]; then 

rm -f /var/lock/subsys/ldap 

rm -f /var/run/slapd.args 

fi 

;; 

status) 

status slapd 

RETVAL=$? 

if [ $RETVAL -eq 0 ]; then 
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if grep -q "^replogfile" /etc/openldap/slapd.conf; then 

status slurpd 

RETVAL=$? 

fi 

fi 

;; 

restart) 

$0 stop 

$0 start 

RETVAL=$? 

;; 

reload) 

killproc -HUP slapd 

RETVAL=$? 

if [ $RETVAL -eq 0 ]; then 

if grep -q "^replogfile" /etc/openldap/slapd.conf; then 

killproc -HUP slurpd 

RETVAL=$? 

fi 

fi 

;; 

*) 

echo "Usage: $0 start|stop|restart|status}" 

exit 1 

esac 

exit $RETVAL 

t�_�Y[�¬¢T �ïù �

[root@deep]# chmod 700 /etc/rc.d/init.d/ldap 

~ ��'�çé�8���������_��A(êw �

[root@deep]# chkconfig --add ldap 

¶­�:;����r ��������_�"y2�¢� �$	��_� YZ+[G

�wx. YZ2�¢� �

[root@deep]# chkconfig --level 345 ldap on 

+[G�wxJYZR@¢���������89: �

[root@deep]# /etc/rc.d/init.d/ldap start 
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$ man ldapd (8) - LDAP X.500 Protocol Daemon 

$ man ldapdelete (1) - ldap delete entry tool 

$ man ldapfilter.conf (5) - configuration file for LDAP get filter routines 

$ man ldapfriendly (5) - data file for LDAP friendly routines 

$ man ldapmodify, ldapadd (1) - ldap modify entry and ldap add entry tools 

$ man ldapmodrdn (1) - ldap modify entry RDN tool 

$ man ldappasswd (1) - change the password of an LDAP entry 

$ man ldapsearch (1) - ldap search tool 

$ man ldapsearchprefs.conf (5) - configuration file for LDAP search preference 

routines 

$ man ldaptemplates.conf (5) - configuration file for LDAP display template 

routines 

$ man ldif (5) - LDAP Data Interchange Format 

$ man slapd (8) - Stand-alone LDAP Daemon 

$ man slapd.conf (5) - configuration file for slapd, the stand-alone LDAP daemon 

$ man slurpd (8) - Standalone LDAP Update Replication Daemon 

$ man ud (1) - interactive LDAP Directory Server query program 

UúUúUúUúOpenLDAPOpenLDAPOpenLDAPOpenLDAP
&'
&'
&'
&'    

_Ë¼��#$\1Z³cd_Ë¼��#$\1Z³cd_Ë¼��#$\1Z³cd_Ë¼��#$\1Z³cd�

fÕ"Y¢TçYZV�de×ü��Ià_õ�_0f=®¯ JYZRG

,�8��5�I�A(êw �� �$	��'���, �IÔÕÎÂ-¹� +[G�

wxfÕ"Y¢Tç �

[root@deep]# chattr +i /etc/openldap/slapd.conf 

OpenLDAPOpenLDAPOpenLDAPOpenLDAP
~��
~��
~��
~������V��V��V��V��    

ÌÍmnLopÌÍmnLopÌÍmnLopÌÍmnLop�

kl�[¬e8�Â�Á��ª ����� +�5F>ÓUÜ- 
À+ $�	�	��

wxÔ5^åe#�ì¶���� �5@¸c² �$	���ÔÕ�I�+��j0�

C§¼,de^å�ª�C`�I $�
,;$�)� �wxJ>k[ �

[root@deep]# ldif2ldbm -i <inputfile> -f <slapdconfigfile> 
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[root@deep]# ldif2ldbm -i my-data-file -f /etc/openldap/slapd.conf 

¬���C`�I��I4À ��*�	�	*,
$� �

^_^_^_^_ �â8�UVW��r �$	����	����"1�� �

5+5-Î�\1Î�\1Î�\1Î�\1 4\{ÏÐ�Î�\14\{ÏÐ�Î�\14\{ÏÐ�Î�\14\{ÏÐ�Î�\1 �

s�6�o��������HIµ.'�UVj`���������UVW¦ ÓÙ

µ�uUV°+¬����Ij0ë� 1+[G�wxµUVå`��������U

VW� �

8� ��*�	�	*,
$� �I ������&���&��*�	�	*,
$� [Gå`��u�YZ<

ÀäÈ �

dn: o=openarch, c=com 

o: openarch 

objectclass: organization 

dn: cn=Ronald Smith, o=openarch, c=com 

cn: Ronald Smith 

sn: Smith 

telephonenumber: (480) 757-5856 

title: Operator. 

objectclass: top 

 

objectclass: person 

dn: cn=Anthony Bay, o=openarch, c=com 

cn: Anthony Bay 

sn: Bay 

homephone: (410) 896-3786 

mobile: (410) 833-0590 

mail: abay@openarch.com 

objectclass: top 

objectclass: person 

dn: cn=George Parker, o=openarch, c=com 

cn: George Parker 

sn: Parker 

telephonenumber: (414) 389-5695 

fax: (414) 778-8785 

mobile: (414) 470-8669 
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description: E-Commerce. 

objectclass: top 

objectclass: person 

ÁG�«¬�I.m-5-k±µUVW����oÂ¬����� 1µ�

u��å`��������UVW� X,)E�fÕAªYZX m�de ]�>
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8� ��
����� �I ������&���&��
����� ~�I�å`[G�M÷ �

cn=Europe Mourani, o=openarch, c=com 

cn=Europe Mourani 

sn=Mourani 

mail=emourani@old.com 

description=Marketing relation. 

objectClass=top 

objectClass=person 

+[G�wx~ �����å`��ª �

[root@deep]# ldapadd -f /tmp/newentry -D "cn=admin, o=openarch, c=com" -W 

Enter LDAP Password : 

ÁG�wx@�~ÔÕ�I�fÕ ������ À ��T	��
�G��T����	���G��T���

�����
 fÕÀ ������ wxXy�0C`-x �

���$&
���%�

$�	����
,� wx�sQ ����89:�.w Þ� ò¢�å`UVª 


pt+ *, äUYZfÕLï$C`X��I��QUVª��� �

+© $�	����
,� wx�C`�I��Ë �

@� &���&����� �Ij~ qr�I�M÷� �
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cn=Europe Mourani, o=openarch, c=com 

- mail=emourani@old.com # will delete the old mail address for Europe Mourani in the 

database. 

+mail=emourani@new.com # will add the new mail address for Europe Mourani in the 

database. 

+[G�wx¢T ������UVª �

[root@deep]# ladpmodify -D ‘cn=Admin, o=openarch, c=com’ -W -f <inputfile> 

�5wx¢T- "������ ���	�
 UVª��	
$µy µ�5µyÈ¢À

�����	�
6��
'��� �

OpenLDAPOpenLDAPOpenLDAPOpenLDAP
;G��
;G��
;G��
;G��    

[Gêë���u��>ße+Q�wx ¶GX,)E� �wx �ef

���YZ�>�	�{|�f� �� �

ÑÒÑÒÑÒÑÒ )+!��LoÓ�LoÓ�LoÓ�LoÓ�

$�	���	��� wx�sQ ����89:�.w Þ�¬+pY:��¶{ �

+[G�wx¶{ ����UVW��UVª �

[root@deep]# ldapsearch -b <dn> <attrs> 

[root@deep]# ldapsearch -b ‘o=openarch.com’ ‘cn=a*’ 

�5wxµ¼,Zgh 	 �x�UVª���/0~�ï$CëÁ �

&¦p
�Í
67&¦p
�Í
67&¦p
�Í
67&¦p
�Í
67    

> /etc/openldap 

> /etc/openldap/ldap.conf 

> /etc/openldap/ldap.conf.default 

> /etc/openldap/ldapfilter.conf 

> /etc/openldap/ldapfilter.conf.default 

> /etc/openldap/ldaptemplates.conf 

> /etc/openldap/ldaptemplates.conf.default 

> /etc/openldap/ldapsearchprefs.conf 

> /etc/openldap/ldapsearchprefs.conf.default 
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> /etc/openldap/slapd.conf 

> /etc/openldap/slapd.conf.default 

> /etc/openldap/slapd.at.conf 

> /etc/openldap/slapd.at.conf.default 

> /etc/openldap/slapd.oc.conf 

> /etc/openldap/slapd.oc.conf.default 

> /etc/openldap/ldapserver 

> /etc/rc.d/init.d/ldap 

> /etc/rc.d/rc0.d/K40ldap 

> /etc/rc.d/rc1.d/K40ldap 

> /etc/rc.d/rc2.d/K40ldap 

> /etc/rc.d/rc3.d/S70ldap 

> /etc/rc.d/rc4.d/S70ldap 

> /etc/rc.d/rc5.d/S70ldap 

> /etc/rc.d/rc6.d/K40ldap 

> /usr/bin/ud 

> /usr/bin/ldapsearch 

> /usr/bin/ldapmodify 

> /usr/bin/ldapdelete 

> /usr/bin/ldapmodrdn 

> /usr/bin/ldappasswd 

> /usr/bin/ldapadd 

> /usr/include/ldap.h 

> /usr/include/lber.h 

> /usr/include/ldap_cdefs.h 

> /usr/man/man3/ldap_open.3 

> /usr/man/man3/ldap_errlist.3 

> /usr/man/man3/ldap_err2string.3 

> /usr/man/man3/ldap_first_attribute.3 

> /usr/man/man3/ldap_next_attribute.3 

> /usr/man/man3/ldap_first_entry.3 

> /usr/man/man3/ldap_next_entry.3 

> /usr/man/man3/ldap_count_entries.3 

> /usr/man/man3/ldap_friendly.3 

> /usr/man/man3/ldap_friendly_name.3 

> /usr/man/man3/ldap_free_friendlymap.3 

> /usr/man/man3/ldap_get_dn.3 

> /usr/man/man3/ldap_explode_dn.3 

> /usr/man/man3/ldap_explode_dns.3 

> /usr/man/man3/ldap_dn2ufn.3 

> /usr/man/man3/ldap_is_dns_dn.3 

> /usr/man/man3/ldap_get_values.3 

> /usr/man/man3/ldap_get_values_len.3 

> /usr/man/man3/ldap_value_free.3 
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> /usr/man/man3/ldap_value_free_len.3 

> /usr/man/man3/ldap_count_values.3 

> /usr/man/man3/ldap_count_values_len.3 

> /usr/man/man3/ldap_getfilter.3 

> /usr/man/man3/ldap_init_getfilter.3 

> /usr/man/man3/ldap_init_getfilter_buf.3 

> /usr/man/man3/ldap_getfilter_free.3 

> /usr/man/man3/ldap_getfirstfilter.3 

> /usr/man/man3/ldap_getnextfilter.3 

> /usr/man/man3/ldap_setfilteraffixes.3 

> /usr/man/man3/ldap_build_filter.3 

> /usr/man/man3/ldap_modify.3 

> /usr/man/man3/ldap_modify_s.3 

> /usr/man/man3/ldap_mods_free.3 

> /usr/man/man3/ldap_modrdn.3 

> /usr/include/disptmpl.h 

> /usr/include/srchpref.h 

> /usr/lib/liblber.so.1.0.0 

> /usr/lib/liblber.so.1 

> /usr/lib/liblber.so 

> /usr/lib/liblber.la 

> /usr/lib/liblber.a 

> /usr/lib/libldap.so.1.0.0 

> /usr/lib/libldap.so.1 

> /usr/lib/libldap.so 

> /usr/lib/libldap.la 

> /usr/lib/libldap.a 

> /usr/man/man1/ud.1 

> /usr/man/man1/ldapdelete.1 

> /usr/man/man1/ldapmodify.1 

> /usr/man/man1/ldapadd.1 

> /usr/man/man1/ldapmodrdn.1 

> /usr/man/man1/ldappasswd.1 

> /usr/man/man1/ldapsearch.1 

> /usr/man/man3/cldap_close.3 

> /usr/man/man3/cldap_open.3 

> /usr/man/man3/cldap_search_s.3 

> /usr/man/man3/cldap_setretryinfo.3 

> /usr/man/man3/lber-decode.3 

> /usr/man/man3/lber-encode.3 

> /usr/man/man3/ldap.3 

> /usr/man/man3/cldap.3 

> /usr/man/man3/ldap_abandon.3 

> /usr/man/man3/ldap_add.3 
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> /usr/man/man3/ldap_add_s.3 

> /usr/man/man3/ldap_bind.3 

> /usr/man/man3/ldap_bind_s.3 

> /usr/man/man3/ldap_simple_bind.3 

> /usr/man/man3/ldap_simple_bind_s.3 

> /usr/man/man3/ldap_kerberos_bind_s.3 

> /usr/man/man3/ldap_kerberos_bind1.3 

> /usr/man/man3/ldap_kerberos_bind1_s.3 

> /usr/man/man3/ldap_kerberos_bind2.3 

> /usr/man/man3/ldap_kerberos_bind2_s.3 

> /usr/man/man3/ldap_unbind.3 

> /usr/man/man3/ldap_unbind_s.3 

> /usr/man/man3/ldap_set_rebind_proc.3 

> /usr/man/man3/ldap_cache.3 

> /usr/man/man3/ldap_enable_cache.3 

> /usr/man/man3/ldap_disable_cache.3 

> /usr/man/man3/ldap_destroy_cache.3 

> /usr/man/man3/ldap_flush_cache.3 

> /usr/man/man3/ldap_uncache_entry.3 

> /usr/man/man3/ldap_uncache_request.3 

> /usr/man/man3/ldap_set_cache_options.3 

> /usr/man/man3/ldap_charset.3 

> /usr/man/man3/ldap_set_string_translators.3 

> /usr/man/man3/ldap_enable_translation.3 

> /usr/man/man3/ldap_translate_from_t61.3 

> /usr/man/man3/ldap_translate_to_t61.3 

> /usr/man/man3/ldap_t61_to_8859.3 

> /usr/man/man3/ldap_8859_to_t61.3 

> /usr/man/man3/ldap_compare.3 

> /usr/man/man3/ldap_compare_s.3 

> /usr/man/man3/ldap_delete.3 

> /usr/man/man3/ldap_delete_s.3 

> /usr/man/man3/ldap_disptmpl.3 

> /usr/man/man3/ldap_modrdn_s.3 

> /usr/man/man3/ldap_modrdn2.3 

> /usr/man/man3/ldap_modrdn2_s.3 

> /usr/man/man3/ldap_init.3 

> /usr/man/man3/ldap_result.3 

> /usr/man/man3/ldap_msgfree.3 

> /usr/man/man3/ldap_search.3 

> /usr/man/man3/ldap_search_s.3 

> /usr/man/man3/ldap_search_st.3 

> /usr/man/man3/ldap_searchprefs.3 

> /usr/man/man3/ldap_init_searchprefs.3 
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> /usr/man/man3/ldap_init_searchprefs_buf.3 

> /usr/man/man3/ldap_free_searchprefs.3 

> /usr/man/man3/ldap_first_searchobj.3 

> /usr/man/man3/ldap_next_searchobj.3 

> /usr/man/man3/ldap_sort.3 

> /usr/man/man3/ldap_sort_entries.3 

> /usr/man/man3/ldap_sort_values.3 

> /usr/man/man3/ldap_sort_strcasecmp.3 

> /usr/man/man3/ldap_ufn.3 

> /usr/man/man3/ldap_ufn_search_s.3 

> /usr/man/man3/ldap_ufn_search_c.3 

> /usr/man/man3/ldap_ufn_search_ct.3 

> /usr/man/man3/ldap_ufn_setprefix.3 

> /usr/man/man3/ldap_ufn_setfilter.3 

> /usr/man/man3/ldap_ufn_timeout.3 

> /usr/man/man3/ldap_url.3 

> /usr/man/man3/ldap_is_ldap_url.3 

> /usr/man/man3/ldap_url_parse.3 

> /usr/man/man3/ldap_free_urldesc.3 

> /usr/man/man3/ldap_url_search.3 

> /usr/man/man3/ldap_url_search_s.3 

> /usr/man/man3/ldap_url_search_st.3 

> /usr/man/man5/ldap.conf.5 

> /usr/man/man5/ldapfilter.conf.5 

> /usr/man/man5/ldapfriendly.5 

> /usr/man/man5/ldapsearchprefs.conf.5 

> /usr/man/man5/ldaptemplates.conf.5 

> /usr/man/man5/ldif.5 

> /usr/man/man5/slapd.conf.5 

> /usr/man/man5/slapd.replog.5 

> /usr/man/man5/ud.conf.5 

> /usr/man/man8/centipede.8 

> /usr/man/man8/chlog2replog.8 

> /usr/man/man8/edb2ldif.8 

> /usr/man/man8/go500.8 

> /usr/man/man8/go500gw.8 

> /usr/man/man8/in.xfingerd.8 

> /usr/man/man8/ldapd.8 

> /usr/man/man8/ldbmcat.8 

> /usr/man/man8/ldif.8 

> /usr/man/man8/ldif2ldbm.8 

> /usr/man/man8/ldif2index.8 

> /usr/man/man8/ldif2id2entry.8 

> /usr/man/man8/ldif2id2children.8 
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> /usr/man/man8/mail500.8 

> /usr/man/man8/fax500.8 

> /usr/man/man8/rcpt500.8 

> /usr/man/man8/slapd.8 

> /usr/man/man8/slurpd.8 

> /usr/sbin/ldif 

> /usr/sbin/in.xfingerd 

> /usr/man/man3/ldap_init_templates.3 

> /usr/man/man3/ldap_init_templates_buf.3 

> /usr/man/man3/ldap_free_templates.3 

> /usr/man/man3/ldap_first_disptmpl.3 

> /usr/man/man3/ldap_next_disptmpl.3 

> /usr/man/man3/ldap_oc2template.3 

> /usr/man/man3/ldap_tmplattrs.3 

> /usr/man/man3/ldap_first_tmplrow.3 

> /usr/man/man3/ldap_next_tmplrow.3 

> /usr/man/man3/ldap_first_tmplcol.3 

> /usr/man/man3/ldap_next_tmplcol.3 

> /usr/man/man3/ldap_entry2text.3 

> /usr/man/man3/ldap_entry2text_search.3 

> /usr/man/man3/ldap_vals2text.3 

> /usr/man/man3/ldap_entry2html.3 

> /usr/man/man3/ldap_entry2html_search.3 

> /usr/man/man3/ldap_vals2html.3 

> /usr/man/man3/ldap_error.3 

> /usr/man/man3/ldap_perror.3 

> /usr/man/man3/ld_errno.3 

> /usr/man/man3/ldap_result2error.3 

> /usr/sbin/go500 

> /usr/sbin/go500gw 

> /usr/sbin/mail500 

> /usr/sbin/rp500 

> /usr/sbin/fax500 

> /usr/sbin/xrpcomp 

> /usr/sbin/rcpt500 

> /usr/sbin/slapd 

> /usr/sbin/ldif2ldbm 

> /usr/sbin/ldif2index 

> /usr/sbin/ldif2id2entry 

> /usr/sbin/ldif2id2children 

> /usr/sbin/ldbmcat 

> /usr/sbin/centipede 

> /usr/sbin/ldbmtest 

> /usr/sbin/slurpd 
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> /usr/share/openldap 

> /usr/share/openldap/ldapfriendly 

> /usr/share/openldap/go500gw.help 

> /usr/share/openldap/rcpt500.help 

> /var/ldap 
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[root@deep]# cp postgresql-version_tar.gz /var/tmp 

[root@deep]# cd /var/tmp 

[root@deep]# tar xzpf postgresql-version_tar.gz 

%&���%&���%&���%&����

s�© �

ìæ 8� ����(����5UVWØ»+lXmJYZ+	�4g "p
ß0+

�5H wxÀ �

[root@deep]# useradd -M -o -r -d /var/lib/pgsql -s /bin/bash -c "PostgreSQL Server" 

-u 40 

postgres >/dev/null 2>&1 || : 

^_^_^_^_ ;QB+��µ ������CëQ� ������Á �

s © �

~OP ����(���C�¹� ìæ>�[ �(��*�JJ*+'+';*;7'
<29'��� �"�n>

�o t,�� $0nqo� �(��*�JJ*+'+';*;7'
<29'��� ?wYL A���	��

Ã9¦}� ~ A���	�&A� � [ �

?Ø �(��*�JJ*+'+';*;7'
<29'����Å�o +wx �

[root@deep]# rpm -q egcs-c++ 

�o �(��*�JJ*+'+';*;7'
<29'��� +wx �

[root@deep]# rpm -Uvh egcs-c++-1.1.2-24.i386.rpm 

sk© �

�`Q ����(���C��¶Ñ·�çé �

[root@deep]# cd src 

fÕOPäU �
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CC="egcs" \ 

./configure \ 

--prefix=/usr \ 

--enable-locale 

�uOPäU±AOP:k±OP ����(���C� �

!"t $��	$� ,O�

O£ 	4�,
$�'($�)	$ 1
�J;+>� 	4�,
$�'($�)	$ ¬4k[¢T �

CFLAGS= -I$(SRCDIR)/include -I$(SRCDIR)/backend 

¢À �

CFLAGS= -I$(SRCDIR)/include -I$(SRCDIR)/backend -O9 -funroll-loops -ffast-math 

-malign-double -mcpu= 

pentiumpro -march=pentiumpro -fomit-frame-pointer -fno-exceptions 

��z ����(���C���u	
fÕ ¶G meÂV23�*Í9:¢T �

��[G�wx �

[root@deep]# make all 

[root@deep]# cd .. 

[root@deep]# make -C src install 

[root@deep]# make -C src/man install 

[root@deep]# mkdir -p /usr/include/pgsql 

[root@deep]# mv /usr/include/access /usr/include/pgsql/ 

[root@deep]# mv /usr/include/commands /usr/include/pgsql/ 

[root@deep]# mv /usr/include/executor /usr/include/pgsql/ 

[root@deep]# mv /usr/include/lib /usr/include/pgsql/ 

[root@deep]# mv /usr/include/libpq /usr/include/pgsql/ 

[root@deep]# mv /usr/include/libpq++ /usr/include/pgsql/ 

[root@deep]# mv /usr/include/port /usr/include/pgsql/ 

[root@deep]# mv /usr/include/utils /usr/include/pgsql/ 

[root@deep]# mv /usr/include/fmgr.h /usr/include/pgsql/ 

[root@deep]# mv /usr/include/os.h /usr/include/pgsql/ 

[root@deep]# mv /usr/include/config.h /usr/include/pgsql/ 

[root@deep]# mv /usr/include/c.h /usr/include/pgsql/ 

[root@deep]# mv /usr/include/postgres.h /usr/include/pgsql/ 

[root@deep]# mv /usr/include/postgres_ext.h /usr/include/pgsql/ 

[root@deep]# mv /usr/include/libpq-fe.h /usr/include/pgsql/ 

[root@deep]# mv /usr/include/libpq-int.h /usr/include/pgsql/ 
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[root@deep]# mv /usr/include/ecpgerrno.h /usr/include/pgsql/ 

[root@deep]# mv /usr/include/ecpglib.h /usr/include/pgsql/ 

[root@deep]# mv /usr/include/ecpgtype.h /usr/include/pgsql/ 

[root@deep]# mv /usr/include/sqlca.h /usr/include/pgsql/ 

[root@deep]# mv /usr/include/libpq++.H /usr/include/pgsql/ 

[root@deep]# mkdir -p /usr/lib/pgsql 

[root@deep]# mv /usr/lib/*source /usr/lib/pgsql/ 

[root@deep]# mv /usr/lib/*sample /usr/lib/pgsql/ 

[root@deep]# mkdir -p /var/lib/pgsql 

[root@deep]# chown -R postgres.postgres /var/lib/pgsql/ 

[root@deep]# chmod 755 /usr/lib/libpq.so.2.0 

[root@deep]# chmod 755 /usr/lib/libecpg.so.3.0.0 

[root@deep]# chmod 755 /usr/lib/libpq++.so.3.0 

[root@deep]# strip /usr/bin/postgres 

[root@deep]# strip /usr/bin/postmaster 

[root@deep]# strip /usr/bin/ecpg 

[root@deep]# strip /usr/bin/pg_id 

[root@deep]# strip /usr/bin/pg_version 

[root@deep]# strip /usr/bin/pg_dump 

[root@deep]# strip /usr/bin/pg_passwd 

[root@deep]# strip /usr/bin/psql 

[root@deep]# rm -f /usr/lib/global1.description 

[root@deep]# rm -f /usr/lib/local1_template1.description 
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[root@deep]# su postgres 

[postgres@deep]# initdb --pglib=/usr/lib/pgsql --pgdata=/var/lib/pgsql 
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We are initializing the database system with username postgres (uid=40). 

This user will own all the files and must also own the server process. 

Creating Postgres database system directory /var/lib/pgsql/base 

Creating template database in /var/lib/pgsql/base/template1 

Creating global classes in /var/lib/pgsql/base 

Adding template1 database to pg_database... 

Vacuuming template1 

Creating public pg_user view 

Creating view pg_rules 

Creating view pg_views 

Creating view pg_tables 

Creating view pg_indexes 

Loading pg_description 

[postgres@deep]# chmod 640 /var/lib/pgsql/pg_pwd 

[postgres@deep]# exit 

^_^_^_^_ "e+ ���� +l�oUVW �7y,)�­���ST �

XYZ[��\1XYZ[��\1XYZ[��\1XYZ[��\1�

[root@deep]# cd /var/tmp 

[root@deep]# rm -rf postgresql-version/ postgresql-version_tar.gz 

º» �(��*�JJ*+'+';*;7'
<29'��� CZîì�� �

[root@deep]# rpm -e egcs-c++ 
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http://pages.infinit.net/lotus1/doc/opti/floppy.tgz


ssssyyyyíííí 89:HI89:HI89:HI89:HI ������$='74/+'8��*�7�,�'+�89:89:89:89:�

 363363363363

À-�� ����(���C���	�	)	������1�� HI8�f=µ[G��I��QìÊ�

çé[ �

!"µ ����(����$ _��I��Q &���&��'�&
�
�'�& çé[ �

#$#$#$#$ �����������������$
������8� z{\1z{\1z{\1z{\1�

ÔÕ &���&��'�&
�
'�&����(����$ _��I +�¢��FG ����(���C�89: �

8� ����(����$ _��I ������&���&��'�&
�
�'�&����(����$ ¬å` �

#! /bin/sh 

# postgresql This is the init script for starting up the PostgreSQL 

# server 

# chkconfig: 345 85 15 

# description: Starts and stops the PostgreSQL backend daemon that handles \ 

# all database requests. 

# processname: postmaster 

# pidfile: /var/run/postmaster.pid 

# 

# Source function library. 

. /etc/rc.d/init.d/functions 

# Get config. 

. /etc/sysconfig/network 

# Check that networking is up. 

# Pretty much need it for postmaster. 

[ ${NETWORKING} = "no" ] && exit 0 

[ -f /usr/bin/postmaster ] || exit 0 

# This script is slightly unusual in that the name of the daemon (postmaster) 

# is not the same as the name of the subsystem (postgresql) 

# See how we were called. 

case "$1" in 

start) 

echo -n "Checking postgresql installation: " 

# Check for the PGDATA structure 

if [ -f /var/lib/pgsql/PG_VERSION ] && [ -d /var/lib/pgsql/base/template1 ] 

then 

# Check version of existing PGDATA 

if [ `cat /var/lib/pgsql/PG_VERSION` != '6.5' ] 

then 

echo "old version. Need to Upgrade." 

echo "See /usr/doc/postgresql-6.5.2/README.rpm for more information." 

exit 1 

else 

echo "looks good!" 
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fi 

# No existing PGDATA! Initdb it. 

else 

echo "no database files found." 

if [ ! -d /var/lib/pgsql ] 

then 

mkdir -p /var/lib/pgsql 

chown postgres.postgres /var/lib/pgsql 

fi 

su -l postgres -c '/usr/bin/initdb --pglib=/usr/lib/pgsql 

--pgdata=/var/lib/pgsql' 

fi 

# Check for postmaster already running... 

pid=`pidof postmaster` 

if [ $pid ] 

then 

echo "Postmaster already running." 

else 

#all systems go -- remove any stale lock files 

rm -f /tmp/.s.PGSQL.* > /dev/null 

echo -n "Starting postgresql service: " 

su -l postgres -c '/usr/bin/postmaster -i -S -D/var/lib/pgsql' 

sleep 1 

pid=`pidof postmaster` 

if [ $pid ] 

then 

echo -n "postmaster [$pid]" 

touch /var/lock/subsys/postgresql 

echo $pid > /var/run/postmaster.pid 

echo 

else 

echo "failed." 

fi 

fi 

;; 

stop) 

echo -n "Stopping postgresql service: " 

killproc postmaster 

sleep 2 

rm -f /var/run/postmaster.pid 

rm -f /var/lock/subsys/postgresql 

echo 

;; 

status) 
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status postmaster 

;; 

restart) 

$0 stop 

$0 start 

;; 

*) 

echo "Usage: postgresql {start|stop|status|restart}" 

exit 1 

esac 

exit 0 

¤~._�Y[�¬fÕ ��ìïù �

[root@deep]# chmod 700 /etc/rc.d/init.d/postgresql 

+[Gwx8� ��'� çé[ ����(����C��A(êw �

[root@deep]# chkconfig --add postgresql 

+[G�wxR@¢� ����(���C� �

[root@deep]# /etc/rc.d/init.d/postgresql start 

c-c-c-c-    

[Gêë���u��>ße+Q�wx ¶GX,)E� �wx �ef

���YZ�>�	�{|�f� �� �
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�Öý�+l4ù
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.w �

!"+ ���	������ wx~UVW��L�5�+l �

[root@deep]# su postgres 

[postgres@deep]$ createuser 

Enter name of user to add ---> admin 

Enter user's postgres ID or RETURN to use unix user ID: 500 -> 

Is user "admin" allowed to create databases (y/n) y 

Is user "admin" a superuser? (y/n) y 

createuser: admin was successfully added 



ssssyyyyíííí 89:HI89:HI89:HI89:HI ������$='74/+'8��*�7�,�'+�89:89:89:89:�

 366366366366

!"+ ����������� wx~UVW�_0+l �

[root@deep]# su postgres 

[postgres@deep]$ destroyuser 

Enter name of user to delete ---> admin 

destroyuser: delete of user admin was successful. 

!"+ ���	���) wx8���UVW �

[root@deep]# su postgres 

[postgres@deep]$ createdb dbname (the name of the database). 

JYZ+ ����(����KLAJ ���$ ÎÂ �

[root@deep]# su admin 

[admin@deep]$ psql template1 

Welcome to the POSTGRESQL interactive sql monitor: 

Please read the file COPYRIGHT for copyright terms of POSTGRESQL 

[PostgreSQL 6.5.3 on i686-pc-linux-gnu, compiled by egcs ] 

type \? for help on slash commands 

type \q to quit 

type \g or terminate with semicolon to execute query 

You are currently connected to the database: template1 

template1 $"create database foo; 

CREATEDB 

� �u,+�KLAJ ���$ wx �

!".wQÌõ�UVW �

template1"$"\c foo 

connecting to new database: foo 

foo"$ 

!"8��5j �

foo"$"create table bar (i int4, c char(16)); 

CREATE 

foo"$ 

!"z��j �
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foo"$"\d bar 

Table = bar 

+-------+--------+--------+ 

| Field | Type    | Length | 

+-------+--------+--------+ 

| I      | int4    |       4 | 

| c      | char() |      16 | 

+-------+--------+--------+ 

foo"$ 

!"_0j {: ­² �

foo"$"drop table table_name; 

foo"$"drop index index_name; 

foo"$"drop view view_name; 

!"¿�5j¦F`�é �

foo"$"insert into table_name (name_of_attr1, name_of_attr2, name_of_attr3) 

foo"$"values (value1, value2, value3); 

&¦p
�Í
67&¦p
�Í
67&¦p
�Í
67&¦p
�Í
67    

> /etc/rc.d/init.d/postgresql 

> /etc/rc.d/rc0.d/K15postgresql 

> /etc/rc.d/rc1.d/K15postgresql 

> /etc/rc.d/rc2.d/K15postgresql 

> /etc/rc.d/rc3.d/S85postgresql 

> /etc/rc.d/rc4.d/S85postgresql 

> /etc/rc.d/rc5.d/S85postgresql 

> /etc/rc.d/rc6.d/K15postgresql 

> /usr/bin/postgres 

> /usr/bin/postmaster 

> /usr/bin/ecpg 

> /usr/bin/pg_id 

> /usr/bin/pg_version 

> /usr/bin/psql 

> /usr/bin/pg_dump 

> /usr/bin/pg_dumpall 

> /usr/bin/pg_upgrade 

> /usr/bin/pg_passwd 

> /usr/bin/cleardbdir 
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> /usr/bin/createdb 

> /usr/bin/createlang 

> /usr/bin/createuser 

> /usr/bin/destroydb 

> /usr/bin/destroylang 

> /usr/bin/destroyuser 

> /usr/bin/initdb 

> /usr/bin/vacuumdb 

> /usr/bin/initlocation 

> /usr/bin/ipcclean 

> /usr/include/lib 

> /usr/include/lib/dllist.h 

> /usr/include/pgsql 

> /usr/include/pgsql/access 

> /usr/include/pgsql/access/attnum.h 

> /usr/include/pgsql/commands 

> /usr/include/pgsql/commands/trigger.h 

> /usr/include/pgsql/executor 

> /usr/include/pgsql/executor/spi.h 

> /usr/include/pgsql/libpq 

> /usr/include/pgsql/libpq/pqcomm.h 

> /usr/include/pgsql/libpq/libpq-fs.h 

> /usr/include/pgsql/libpq++ 

> /usr/include/pgsql/libpq++/pgconnection.h 

> /usr/include/pgsql/libpq++/pgdatabase.h 

> /usr/man/manl/begin.l 

> /usr/man/manl/close.l 

> /usr/man/manl/cluster.l 

> /usr/man/manl/commit.l 

> /usr/man/manl/copy.l 

> /usr/man/manl/create_aggregate.l 

> /usr/man/manl/create_database.l 

> /usr/man/manl/create_function.l 

> /usr/man/manl/create_index.l 

> /usr/man/manl/create_language.l 

> /usr/man/manl/create_operator.l 

> /usr/man/manl/create_rule.l 

> /usr/man/manl/create_sequence.l 

> /usr/man/manl/create_table.l 

> /usr/man/manl/create_trigger.l 

> /usr/man/manl/create_type.l 

> /usr/man/manl/create_user.l 

> /usr/man/manl/create_version.l 

> /usr/man/manl/create_view.l 
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> /usr/man/manl/declare.l 

> /usr/man/manl/delete.l 

> /usr/man/manl/drop.l 

> /usr/man/manl/drop_aggregate.l 

> /usr/man/manl/drop_database.l 

> /usr/man/manl/drop_function.l 

> /usr/man/manl/drop_index.l 

> /usr/man/manl/drop_language.l 

> /usr/man/manl/drop_operator.l 

> /usr/man/manl/drop_rule.l 

> /usr/man/manl/drop_sequence.l 

> /usr/man/manl/drop_table.l 

> /usr/man/manl/drop_trigger.l 

> /usr/man/manl/drop_type.l 

> /usr/man/manl/drop_user.l 

> /usr/man/manl/drop_view.l 

> /usr/man/manl/end.l 

> /usr/man/manl/explain.l 

> /usr/man/manl/fetch.l 

> /usr/man/manl/grant.l 

> /usr/man/manl/insert.l 

> /usr/man/manl/listen.l 

> /usr/man/manl/load.l 

> /usr/man/manl/lock.l 

> /usr/man/manl/move.l 

> /usr/include/pgsql/libpq++/pgtransdb.h 

> /usr/include/pgsql/libpq++/pgcursordb.h 

> /usr/include/pgsql/libpq++/pglobject.h 

> /usr/include/pgsql/port 

> /usr/include/pgsql/port/linux 

> /usr/include/pgsql/utils 

> /usr/include/pgsql/utils/geo_decls.h 

> /usr/include/pgsql/utils/elog.h 

> /usr/include/pgsql/utils/palloc.h 

> /usr/include/pgsql/utils/mcxt.h 

> /usr/include/pgsql/fmgr.h 

> /usr/include/pgsql/os.h 

> /usr/include/pgsql/config.h 

> /usr/include/pgsql/c.h 

> /usr/include/pgsql/postgres.h 

> /usr/include/pgsql/postgres_ext.h 

> /usr/include/pgsql/libpq-fe.h 

> /usr/include/pgsql/libpq-int.h 

> /usr/include/pgsql/ecpgerrno.h 
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> /usr/include/pgsql/ecpglib.h 

> /usr/include/pgsql/ecpgtype.h 

> /usr/include/pgsql/sqlca.h 

> /usr/include/pgsql/libpq++.H 

> /usr/lib/libpq.a 

> /usr/lib/libpq.so.2.0 

> /usr/lib/libpq.so.2 

> /usr/lib/libpq.so 

> /usr/lib/libecpg.a 

> /usr/lib/libecpg.so.3.0.0 

> /usr/lib/libecpg.so.3 

> /usr/lib/libecpg.so 

> /usr/lib/libpq++.a 

> /usr/lib/libpq++.so.3.0 

> /usr/lib/libpq++.so.3 

> /usr/lib/libpq++.so 

> /usr/lib/plpgsql.so 

> /usr/lib/pgsql 

> /usr/lib/pgsql/global1.bki.source 

> /usr/lib/pgsql/local1_template1.bki.source 

> /usr/lib/pgsql/pg_geqo.sample 

> /usr/lib/pgsql/pg_hba.conf.sample 

> /usr/man/man1/cleardbdir.1 

> /usr/man/man1/createdb.1 

> /usr/man/man1/createuser.1 

> /usr/man/man1/destroydb.1 

> /usr/man/man1/destroyuser.1 

> /usr/man/man1/ecpg.1 

> /usr/man/man1/initdb.1 

> /usr/man/man1/initlocation.1 

> /usr/man/man1/ipcclean.1 

> /usr/man/man1/pg_dump.1 

> /usr/man/man1/pg_dumpall.1 

> /usr/man/man1/pg_passwd.1 

> /usr/man/man1/pg_upgrade.1 

> /usr/man/man1/postgres.1 

> /usr/man/man1/postmaster.1 

> /usr/man/man1/psql.1 

> /usr/man/man3/catalogs.3 

> /usr/man/man3/libpq.3 

> /usr/man/man5/pg_hba.conf.5 

> /usr/man/manl 

> /usr/man/manl/abort.l 

> /usr/man/manl/alter_table.l 
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> /usr/man/manl/alter_user.l 

> /usr/man/manl/notify.l 

> /usr/man/manl/reset.l 

> /usr/man/manl/revoke.l 

> /usr/man/manl/rollback.l 

> /usr/man/manl/select.l 

> /usr/man/manl/set.l 

> /usr/man/manl/show.l 

> /usr/man/manl/sql.l 

> /usr/man/manl/update.l 

> /usr/man/manl/vacuum.l 

> /var/lib/pgsql 

> /var/lib/pgsql/base 

> /var/lib/pgsql/base/template1 

> /var/lib/pgsql/base/template1/pg_proc 

> /var/lib/pgsql/base/template1/pg_type 

> /var/lib/pgsql/base/template1/pg_attribute 

> /var/lib/pgsql/base/template1/pg_class 

> /var/lib/pgsql/base/template1/pg_inherits 

> /var/lib/pgsql/base/template1/pg_index 

> /var/lib/pgsql/base/template1/pg_statistic 

> /var/lib/pgsql/base/template1/pg_operator 

> /var/lib/pgsql/base/template1/pg_opclass 

> /var/lib/pgsql/base/template1/pg_am 

> /var/lib/pgsql/base/template1/pg_amop 

> /var/lib/pgsql/base/template1/pg_amproc 

> /var/lib/pgsql/base/template1/pg_language 

> /var/lib/pgsql/base/template1/pg_aggregate 

> /var/lib/pgsql/base/template1/pg_ipl 

> /var/lib/pgsql/base/template1/pg_inheritproc 

> /var/lib/pgsql/base/template1/pg_rewrite 

> /var/lib/pgsql/base/template1/pg_listener 

> /var/lib/pgsql/base/template1/pg_description 

> /var/lib/pgsql/base/template1/pg_attribute_relid_attnam_index 

> /var/lib/pgsql/base/template1/pg_attribute_relid_attnum_index 

> /var/lib/pgsql/base/template1/pg_attribute_attrelid_index 

> /var/lib/pgsql/base/template1/pg_proc_oid_index 

> /var/lib/pgsql/base/template1/pg_proc_proname_narg_type_index 

> /var/lib/pgsql/base/template1/pg_proc_prosrc_index 

> /var/lib/pgsql/base/template1/pg_type_oid_index 

> /var/lib/pgsql/base/template1/pg_type_typname_index 

> /var/lib/pgsql/base/template1/pg_class_oid_index 

> /var/lib/pgsql/base/template1/pg_class_relname_index 

> /var/lib/pgsql/base/template1/pg_attrdef 
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> /var/lib/pgsql/base/template1/pg_attrdef_adrelid_index 

> /var/lib/pgsql/base/template1/pg_relcheck 

> /var/lib/pgsql/base/template1/pg_relcheck_rcrelid_index 

> /var/lib/pgsql/base/template1/pg_trigger 

> /var/lib/pgsql/base/template1/pg_trigger_tgrelid_index 

> /var/lib/pgsql/base/template1/pg_description_objoid_index 

> /var/lib/pgsql/base/template1/PG_VERSION 

> /var/lib/pgsql/base/template1/pg_user 

> /var/lib/pgsql/base/template1/pg_rules 

> /var/lib/pgsql/base/template1/pg_views 

> /var/lib/pgsql/base/template1/pg_tables 

> /var/lib/pgsql/base/template1/pg_indexes 

> /var/lib/pgsql/pg_variable 

> /var/lib/pgsql/pg_database 

> /var/lib/pgsql/pg_shadow 

> /var/lib/pgsql/pg_group 

> /var/lib/pgsql/pg_log 

> /var/lib/pgsql/PG_VERSION 

> /var/lib/pgsql/pg_hba.conf 

> /var/lib/pgsql/pg_geqo.sample 

> /var/lib/pgsql/pg_pwd 
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[root@deep]# cp squid-version_STABLEz-src_tar.gz /var/tmp 

[root@deep]# cd /var/tmp 

[root@deep]# tar xzpf squid-version_STABLEz-src_tar.gz 
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http://squid.nlanr.net/
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[root@deep]# /usr/sbin/useradd -d /cache/ -r -s /dev/null squid >/dev/null 2>&1 

[root@deep]# mkdir /cache/ 

[root@deep]# chown -R squid.squid /cache/ 
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DEFAULT_ICON_DIR = $(sysconfdir)/icons 

¢À �

DEFAULT_ICON_DIR = $(libexecdir)/icons 
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µ�

DEFAULT_CACHE_LOG = $(localstatedir)/logs/cache.log 

¢À �

DEFAULT_CACHE_LOG = $(localstatedir)/log/squid/cache.log 

�

µ�

DEFAULT_ACCESS_LOG = $(localstatedir)/logs/access.log 

¢À�

DEFAULT_ACCESS_LOG = $(localstatedir)/log/squid/access.log 
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µ�

DEFAULT_STORE_LOG = $(localstatedir)/logs/store.log 

¢À�

DEFAULT_STORE_LOG = $(localstatedir)/log/squid/store.log 

�

µ�

DEFAULT_PID_FILE = $(localstatedir)/logs/squid.pid 

¢À�

DEFAULT_PID_FILE = $(localstatedir)/run/squid.pid 

�

µ�

DEFAULT_SWAP_DIR = $(localstatedir)/cache 

¢À�

DEFAULT_SWAP_DIR = /cache 

µ�

DEFAULT_ICON_DIR = $(sysconfdir)/icons 

¢À�

DEFAULT_ICON_DIR = $(libexecdir)/icons 
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[root@deep]# tar xzpf malloc.tar.gz 

[root@deep]# cd malloc 

[root@deep]# vi Makefile and uncomment the line: CPPFLAGS = -DUSG  

[root@deep]# export CC=egcs 

[root@deep]# make 
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[root@deep]# cp libmalloc.a /usr/lib/libgnumalloc.a 
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[root@deep]# cp malloc.h /usr/include/gnumalloc.h 
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[root@deep]# export CACHE_HTTP_PORT=80 

CC="egcs" \ 

CFLAGS="-O9 -funroll-loops -ffast-math -malign-double -mcpu=pentiumpro 

-march=pentiumpro -fomit-frame- 

pointer -fno-exceptions" \ 

./configure \ 

--prefix=/usr \ 

--exec-prefix=/usr \ 

--bindir=/usr/sbin \ 

--libexecdir=/usr/lib/squid \ 

--localstatedir=/var \ 

--sysconfdir=/etc/squid \ 

--enable-cache-digests \ 

--enable-poll \ 

http://www.gnu.org/order/ftp.html
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--disable-ident-lookups \ 

--enable-truncate \ 

--enable-underscores \ 

--enable-heap-replacement 

�uOPäU±AOP:k±OP ���+ �

!"t+��Ce 3	�����
(��� ��$y1 �

!"t+ ��$$XH�ÒÑ ��$���XH �

!" �
�	)$�*
����*$��4��� RG��t+ A!3=<+`��»nj	F> �

!" "�	)$�*�����	�� t��~_0���I�t+ �����	��XHÒÑ ��$
�4XH

�����	���y1� ��$
�4eÙ�u q �����	��ìz© ��$
�4�½et

+�E��I�� 
����� �

!" "�	)$�*�����������'���
� �ìÖbcu±§¾4ö, N �§¾�

89]+ �×O� 0�������ï$�î YZ
pB��5�¨�RG

���
�§¾bcw�§¾4ö, N �§¾]+ �

!" "�	)$�*��	�*���$	������ Aª¶ò��t+ÈÉ��Õeó> q"

�ï$� �A-ó> �

�

[root@deep]# make -f makefile 

[root@deep]# make install 

[root@deep]# mkdir -p /var/log/squid 

[root@deep]# rm -rf /var/logs/ 

[root@deep]# chown squid.squid /var/log/squid/ 

[root@deep]# chmod 750 /var/log/squid/ 

[root@deep]# chmod 750 /cache/ 

[root@deep]# rm -f /usr/sbin/RunCache 

[root@deep]# rm -f /usr/sbin/RunAccel 

[root@deep]# strip /usr/sbin/squid 

[root@deep]# strip /usr/sbin/client 

[root@deep]# strip /usr/lib/squid/dnsserver 

[root@deep]# strip /usr/lib/squid/unlinkd 

[root@deep]# strip /usr/lib/squid/cachemgr.cgi 
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[root@deep]# cd /var/tmp 

[root@deep]# rm -rf squid-version/ squid-version_STABLEz-src_tar.gz 

[root@deep]# rm -rf malloc/ malloc.tar.gz (if your are used the malloc) 
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http://pages.infinit.net/lotus1/doc/opti/floppy.tgz
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http_port 80 

icp_port 0 

acl QUERY urlpath_regex cgi-bin \? 

no_cache deny QUERY 

cache_mem 16 MB 

cache_dir ufs /cache 200 16 256 

log_icp_queries off 

buffered_logs on 

emulate_httpd_log on 

redirect_rewrites_host_header off 

replacement_policy GDSF 

half_closed_clients off 

acl all src 0.0.0.0/0.0.0.0 

http_access allow all 

cache_mgr admin 

cache_effective_user squid 

cache_effective_group squid 

httpd_accel_host 208.164.186.3 

httpd_accel_port 80 

log_icp_queries off 

buffered_logs on 
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#!/bin/bash 

# squid This shell script takes care of starting and stopping 

# Squid Internet Object Cache 

# 

# chkconfig: - 90 25 

# description: Squid - Internet Object Cache. Internet object caching is \ 

# a way to store requested Internet objects (i.e., data available \ 

# via the HTTP, FTP, and gopher protocols) on a system closer to the \ 

# requesting site than to the source. Web browsers can then use the \ 

# local Squid cache as a proxy HTTP server, reducing access time as \ 

# well as bandwidth consumption. 

http://www.openarch.com/
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# pidfile: /var/run/squid.pid 

# config: /etc/squid/squid.conf 

PATH=/usr/bin:/sbin:/bin:/usr/sbin 

export PATH 

# Source function library. 

. /etc/rc.d/init.d/functions 

# Source networking configuration. 

. /etc/sysconfig/network 

# Check that networking is up. 

[ ${NETWORKING} = "no" ] && exit 0 

# check if the squid conf file is present 

[ -f /etc/squid/squid.conf ] || exit 0 

# determine the name of the squid binary 

[ -f /usr/sbin/squid ] && SQUID=squid 

[ -z "$SQUID" ] && exit 0 

# determine which one is the cache_swap directory 

CACHE_SWAP=`sed -e 's/#.*//g' /etc/squid/squid.conf | \ 

grep cache_dir | sed -e 's/cache_dir//' | \ 

cut -d ' ' -f 2` 

[ -z "$CACHE_SWAP" ] && CACHE_SWAP=/cache 

# default squid options 

# -D disables initial dns checks. If you most likely will not to have an 

# internet connection when you start squid, uncomment this 

#SQUID_OPTS="-D" 

RETVAL=0 

case "$1" in 

start) 

echo -n "Starting $SQUID: " 

for adir in $CACHE_SWAP; do 

if [ ! -d $adir/00 ]; then 

echo -n "init_cache_dir $adir... " 

$SQUID -z -F 2>/dev/null 

fi 

done 

$SQUID $SQUID_OPTS & 

RETVAL=$? 

echo $SQUID 

[ $RETVAL -eq 0 ] && touch /var/lock/subsys/$SQUID 

;; 

stop) 

echo -n "Stopping $SQUID: " 

$SQUID -k shutdown & 

RETVAL=$? 

if [ $RETVAL -eq 0 ] ; then 
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rm -f /var/lock/subsys/$SQUID 

while : ; do 

[ -f /var/run/squid.pid ] || break 

sleep 2 && echo -n "." 

done 

echo "done" 

else 

echo 

fi 

;; 

reload) 

$SQUID $SQUID_OPTS -k reconfigure 

exit $? 

;; 

restart) 

$0 stop 

$0 start 

;; 

status) 

status $SQUID 

$SQUID -k check 

exit $? 

;; 

probe) 

exit 0; 

;; 

*) 

echo "Usage: $0 {start|stop|status|reload|restart}" 

exit 1 

esac 

 exit $RETVAL 

G� ._��IY[�¬¢T��áïù �

[root@deep]# chmod 700 /etc/rc.d/init.d/squid 

t+[G�wx~ &���&��'� [8� ���
��A(.w �

[root@deep]# chkconfig --add squid 

~�ì9:[ ~ ����	���Á¶­�¢�¾:� ���
�_�Í2�¢�Ñh8

9: YZt+[G�wx�¢T�ÅÀ�ì¢� �

[root@deep]# chkconfig --level 345 squid on 
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[root@deep]# /etc/rc.d/init.d/squid start 
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/var/log/squid/access.log { 

weekly 

rotate 5 

copytruncate 

compress 

notifempty 

missingok 

} 

/var/log/squid/cache.log { 

weekly 

rotate 5 

copytruncate 

compress 

notifempty 

missingok 

} 

/var/log/squid/store.log { 

weekly 

rotate 5 

copytruncate 

compress 

notifempty 

missingok 

# This script asks squid to rotate its logs on its own. 

# Restarting squid is a long process and it is not worth 

# doing it just to rotate logs 

postrotate 

/usr/sbin/squid -k rotate 

endscript 

} 
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/dev/sda8 /cache ext2 nosuid,nodev,noexec 1 2 
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[root@deep]# chattr +i /etc/squid/squid.conf 

²³²³²³²³SquidSquidSquidSquid    
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 /dev/sda8 /cache ext2 nosuid,nodev,noexec,noatime 1 2 
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[root@deep]# reboot 

[root@deep]# cat /proc/mounts 
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echo "100 1200 128 512 15 5000 500 1884 2">/proc/sys/vm/bdflush 
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echo “2768 61000”> /proc/sys/net/ipv4/ip_local_port_range 

é+ê��ëé+ê��ëé+ê��ëé+ê��ë�

��
�Ó­e�¿¶�vhjá�� ���¹h:"de�s��� ���

��Z9y1Íy����tu �



ssssyyyyíííí 89:HI89:HI89:HI89:HI ������'8��*�$/=�E�89:89:89:89:�

 389389389389

&¦p
�Í
67&¦p
�Í
67&¦p
�Í
67&¦p
�Í
67    

> /etc/squid 

> /etc/squid/mib.txt 

> /etc/squid/squid.conf.default 

> /etc/squid/squid.conf 

> /etc/squid/mime.conf.default 

> /etc/squid/mime.conf 

> /etc/squid/errors 

> /etc/squid/errors/ERR_ACCESS_DENIED 

> /etc/squid/errors/ERR_CACHE_ACCESS_DENIED 

> /etc/squid/errors/ERR_CACHE_MGR_ACCESS_DENIED 

> /etc/squid/errors/ERR_CANNOT_FORWARD 

> /etc/squid/errors/ERR_CONNECT_FAIL 

> /etc/squid/errors/ERR_DNS_FAIL 

> /etc/squid/errors/ERR_FORWARDING_DENIED 

> /etc/squid/errors/ERR_FTP_DISABLED 

> /etc/squid/errors/ERR_FTP_FAILURE 

> /etc/squid/errors/ERR_FTP_FORBIDDEN 

> /etc/squid/errors/ERR_FTP_NOT_FOUND 

> /etc/squid/errors/ERR_FTP_PUT_CREATED 

> /etc/squid/errors/ERR_FTP_PUT_ERROR 

> /etc/squid/errors/ERR_FTP_PUT_MODIFIED 

> /etc/squid/errors/ERR_FTP_UNAVAILABLE 

> /etc/squid/errors/ERR_INVALID_REQ 

> /etc/squid/errors/ERR_INVALID_URL 

> /etc/squid/errors/ERR_LIFETIME_EXP 

> /etc/squid/errors/ERR_NO_RELAY 

> /etc/squid/errors/ERR_ONLY_IF_CACHED_MISS 

> /etc/rc.d/rc4.d/S90squid 

> /etc/rc.d/rc5.d/S90squid 

> /etc/rc.d/rc6.d/K25squid 

> /etc/logrotate.d/squid 

> /usr/lib/squid 

> /usr/lib/squid/dnsserver 

> /usr/lib/squid/unlinkd 

> /usr/lib/squid/cachemgr.cgi 

> /usr/lib/squid/icons 

> /usr/lib/squid/icons/anthony-binhex.gif 

> /usr/lib/squid/icons/anthony-bomb.gif 

> /usr/lib/squid/icons/anthony-box.gif 

> /usr/lib/squid/icons/anthony-box2.gif 

> /usr/lib/squid/icons/anthony-c.gif 
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> /usr/lib/squid/icons/anthony-compressed.gif 

> /usr/lib/squid/icons/anthony-dir.gif 

> /usr/lib/squid/icons/anthony-dirup.gif 

> /usr/lib/squid/icons/anthony-dvi.gif 

> /usr/lib/squid/icons/anthony-f.gif 

> /usr/lib/squid/icons/anthony-image.gif 

> /usr/lib/squid/icons/anthony-image2.gif 

> /usr/lib/squid/icons/anthony-layout.gif 

> /usr/lib/squid/icons/anthony-link.gif 

> /usr/lib/squid/icons/anthony-movie.gif 

> /usr/lib/squid/icons/anthony-pdf.gif 

> /usr/lib/squid/icons/anthony-portal.gif 

> /usr/lib/squid/icons/anthony-ps.gif 

> /etc/squid/errors/ERR_READ_ERROR 

> /etc/squid/errors/ERR_READ_TIMEOUT 

> /etc/squid/errors/ERR_SHUTTING_DOWN 

> /etc/squid/errors/ERR_SOCKET_FAILURE 

> /etc/squid/errors/ERR_TOO_BIG 

> /etc/squid/errors/ERR_UNSUP_REQ 

> /etc/squid/errors/ERR_URN_RESOLVE 

> /etc/squid/errors/ERR_WRITE_ERROR 

> /etc/squid/errors/ERR_ZERO_SIZE_OBJECT 

> /etc/rc.d/init.d/squid 

> /etc/rc.d/rc0.d/K25squid 

> /etc/rc.d/rc1.d/K25squid 

> /etc/rc.d/rc2.d/K25squid 

> /etc/rc.d/rc3.d/S90squid 

> /usr/lib/squid/icons/anthony-quill.gif 

> /usr/lib/squid/icons/anthony-script.gif 

> /usr/lib/squid/icons/anthony-sound.gif 

> /usr/lib/squid/icons/anthony-tar.gif 

> /usr/lib/squid/icons/anthony-tex.gif 

> /usr/lib/squid/icons/anthony-text.gif 

> /usr/lib/squid/icons/anthony-unknown.gif 

> /usr/lib/squid/icons/anthony-xbm.gif 

> /usr/lib/squid/icons/anthony-xpm.gif 

> /usr/sbin/RunCache 

> /usr/sbin/RunAccel 

> /usr/sbin/squid 

> /usr/sbin/client 

> /var/log/squ
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http://www.apache.org/
http://www.modssl.org/
http://www.openssl.org/
http://www.engelschall.com/sw/mm/
http://www.washington.edu/imap/
http://www.pstgresql.org/index.html
http://www.openldap.org/
http://perl.apache.org/
http://www.php.net/
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[root@deep]# cp apache_version.tar.gz /var/tmp 

[root@deep]# cp mod_ssl-version-version.tar.gz /var/tmp 

[root@deep]# cp mod_perl-version.tar.gz /var/tmp 

[root@deep]# cp php-version.tar.gz /var/tmp 

[root@deep]# cp /var/tmp/ 

[root@deep]# tar xzpf apache_version.tar.gz 

[root@deep]# tar xzpf mod_ssl-version-version_tar.gz 

[root@deep]# tar xzpf mod_perl-version.tar.gz 

[root@deep]# tar xzpf php-version_tar.gz 

%&���%&���%&���%&����

ÍÍÍÍ)�-1���å`å`å`å` �����#¶¶¶¶ÑÑÑÑ·�·�·�·��

�`�����N��$�çé ������N��$*1���
�� ¬~KLC`Z[wx �

CC="egcs" \ 

CFLAGS="-O9 -funroll-loops -ffast-math -malign-double -mcpu=pentiumpro 

-march=pentiumpro -fomit-frame- 

pointer -fno-exceptions" \ 

./configure \ 

--with-apache=../apache_1.3.9 \ 

--with-crt=/etc/ssl/certs/server.crt \ 

--with-key=/etc/ssl/private/server.key 

�`�� ��	���çé ���''&	�	���*1���
�� ¬~KLC`Z[wx �

[root@deep]# vi +331 src/include/httpd.h  

O£ �����'� �I¬¢T �
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#define HARD_SERVER_LIMIT 256 

À �

#define HARD_SERVER_LIMIT 1024 

ffffÕÕÕÕ $D$
¹¹¹¹����ÉÉÉÉæÔÕæÔÕæÔÕæÔÕ �����#�

�`�� ��	����çé ���''&	�	���*1���
�� ¬~KLC`k[wx �

CC="egcs" \ 

OPTIM="-O9 -funroll-loops -ffast-math -malign-double -mcpu=pentiumpro 

-march=pentiumpro -fomit-frame-pointer 

-fno-exceptions" \ 

CFLAGS="-DDYNAMIC_MODULE_LIMIT=0" \ 

./configure \ 

--prefix=/home/httpd \ 

--bindir=/usr/bin \ 

--sbindir=/usr/sbin \ 

--libexecdir=/usr/lib/apache \ 

--includedir=/usr/include/apache \ 

--sysconfdir=/etc/httpd/conf \ 

--localstatedir=/var \ 

--runtimedir=/var/run \ 

--logfiledir=/var/log/httpd \ 

--datadir=/home/httpd \ 

--proxycachedir=/var/cache/httpd \ 

--mandir=/usr/man 

ÔÕÔÕÔÕÔÕ $D$
¬å`¬å`¬å`¬å` �����#¶¶¶¶ÑÑÑÑ·�·�·�·��

�`�� ���<çé ���''&���*1���
�� ¬~KLC`Z[wx �

O£�I ���<N�(��$'� 1
�J79�,����
���&���<N�(��$'� ¬ò¢[ê� �

#include <libpq-fe.h> 

#include <libpq/libpq-fs.h> 

¢Â �

#include </usr/include/pgsql/libpq-fe.h> 

#include </usr/include/pgsql/libpq/libpq-fs.h> 
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CC="egcs" \ 

CFLAGS="-O9 -funroll-loops -ffast-math -malign-double -mcpu=pentiumpro 

-march=pentiumpro -fomit-frame- 

pointer -fno-exceptions -I/usr/include/openssl" \ 

./configure \ 

--prefix=/usr \ 

--with-config-file-path=/etc/httpd \ 

--with-imap \ 

--enable-safe-mode \ 

--with-exec-dir=/usr/bin \ 

--disable-debug \ 

--with-apache=../apache_1.3.9 \ 

--with-pgsql \ (if you want database PostgreSQL) 

--with-ldap \ (if you want LDAP database light directory) 

--enable-memory-limit=yes \ 

--enable-debug=no 

 

[root@deep]# make 

[root@deep]# make install 

ÍÍÍÍ)�-3�#��ÔÔÔÔPPPPå`å`å`å` �����#¶¶¶¶ÑÑÑÑ·�·�·�·� ­�¬�o­�¬�o­�¬�o­�¬�oÐÐÐÐ©©©© $#������)�-3�#��ÔÔÔÔ

PPPP�

�`�����N���$çéX���''&���N���$*1���
��H�¬~KLC`Z[wx �

perl Makefile.PL \ 

EVERYTHING=1 \ 

APACHE_SRC=../apache_1.3.9/src \ 

USE_APACI=1 \ 

PREP_HTTPD=1 \ 

DO_HTTPD=1 

 

[root@deep]# make 

[root@deep]# make instal 

����ssss��o��o��o��oöööö,,,,)�-3����Z�))�Z�)�-3�#������ $D$
ÔÔÔÔPPPP���� �����#�

�`�� ��	���çéX���''&	�	���*1���
��H�¬~KLC`Z[wx �

SSL_BASE=SYSTEM \  (require for mod_ssl). 

EAPI_MM=SYSTEM \  (require for mm). 

CC="egcs" \ 

OPTIM="-O9 -funroll-loops -ffast-math -malign-double -mcpu=pentiumpro 
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-march=pentiumpro -fomit-frame-pointer 

-fno-exceptions" \ 

CFLAGS="-DDYNAMIC_MODULE_LIMIT=0" \ 

./configure \ 

--prefix=/home/httpd \ 

--bindir=/usr/bin \ 

--sbindir=/usr/sbin \ 

--libexecdir=/usr/lib/apache \ 

--includedir=/usr/include/apache \ 

--sysconfdir=/etc/httpd/conf \ 

--localstatedir=/var \ 

--runtimedir=/var/run \ 

--logfiledir=/var/log/httpd \ 

--datadir=/home/httpd \ 

--proxycachedir=/var/cache/httpd \ 

--mandir=/usr/man \ 

--add-module=src/modules/experimental/mod_mmap_static.c \ (if you are intended 

to use mod_mmap). 

--add-module=src/modules/standard/mod_auth_db.c \ (if you are intended to use 

mod_auth). 

--enable-module=ssl \ (require for mod_ssl). 

--enable-rule=SSL_SDBM \ (require for mod_ssl). 

--disable-rule=SSL_COMPAT \ (require for mod_ssl). 

--activate-module=src/modules/php3/libphp3.a \ (require for php). 

--enable-module=php3 \ (require for php). 

--activate-module=src/modules/perl/libperl.a \ (require for mod_perl). 

--enable-module=perl \ (require for mod_perl). 

--disable-module=include \ 

--disable-module=status \ 

--disable-module=userdir \ 

--disable-module=negotiation \ 

--disable-module=autoindex \ 

--disable-module=asis \ 

--disable-module=imap \ 

--disable-module=env \ 

--disable-module=actions 

�ufÕ±A ��	���. À¶�¼��KIÔÕ23��fÕ �

!"å` ���N��	� ÔP Z�$y1�

!"å` ���N	��� ÔP Zå�-x?Ø���y�

!"å` ���N��$ ÔP Z��UVå,�×ØUV����
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!"å` ���N���< ÔP t� ��	���]O ����

!"å` ���N���$ ÔP t���	���]O ���$ ���$� 3�0_�,�$
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!"�G ��1 ÔP�
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^_^_^_^_ Í¼,"de�ÔPÁ0y�$ ��	������)89:�y1 �

[root@deep]# make 

[root@deep]# make install 

[root@deep]# rm -f /usr/sbin/apachectl 

[root@deep]# rm -f /usr/man/man8/apachectl.8 

[root@deep]# rm -rf /home/httpd/icons/ 

[root@deep]# rm -rf /home/httpd/htdocs/ 

[root@deep]# cd /var/tmp/php-version 

[root@deep]# install -m 644 php3.ini.dist /etc/httpd/php.ini 

[root@deep]# rm -rf /etc/httpd/conf/ssl.crl/ 

[root@deep]# rm -rf /etc/httpd/conf/ssl.crt/ 

[root@deep]# rm -rf /etc/httpd/conf/ssl.csr/ 

[root@deep]# rm -rf /etc/httpd/conf/ssl.key/ 

[root@deep]# rm -rf /etc/httpd/conf/ssl.prm/ 

[root@deep]# rm -f /etc/httpd/conf/srm.conf srm.conf.default access.conf 

access.conf.default 

ÁÁÁÁ0000""""HHHHe��Ie��Ie��Ie��I�

[root@deep]# cd /var/tmp 

[root@deep]# rm -rf apache-version/ apache-version.tar.gz 

mod_ssl-version-version/ mod_ssl-version-version. 
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tar.gz php-version/ php-version.tar.gz mod_perl-version/ 

mod_perl-version.tar.gz 
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ServerType standalone 

ResourceConfig /dev/null 

AccessConfig /dev/null 

ServerRoot "/etc/httpd" 

PidFile /var/run/httpd.pid 

Timeout 300 

http://pages.infinit.net/lotus1/doc/opti/floppy.tgz
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KeepAlive On 

MaxKeepAliveRequests 0 

KeepAliveTimeout 15 

MinSpareServers 16 

MaxSpareServers 64 

StartServers 16 

MaxClients 512 

MaxRequestsPerChild 100000 

Port 80 

 

<IfDefine SSL> 

Listen 192.168.1.1:80 

Listen 192.168.1.1:443 

</IfDefine> 

 

User www 

Group www 

ServerAdmin admin@openarch.com 

ServerName www.openarch.com 

DocumentRoot "/home/httpd/ona" 

Include conf/mmap.conf 

<Directory /> 

Options None 

AllowOverride None 

Order deny,allow 

Deny from all 

</Directory> 

 

<Directory /home/httpd> 

Options None 

AllowOverride None 

Order allow,deny 

Allow from all 

</Directory> 

 

<Files .pl> 

Options None 

AllowOverride None 

Order deny,allow 

Deny from all 

</Files> 

 

DirectoryIndex index.htm index.php index.html default.html index.cgi 

UseCanonicalName On 
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TypesConfig /etc/httpd/conf/mime.types 

DefaultType text/plain 

HostnameLookups Off 

 

ErrorLog /var/log/httpd/error_log 

LogLevel warn 

LogFormat "%h %v %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined 

/etc/httpd/conf/httpd.conf 

SetEnvIf Request_URI \.gif$ gif-image 

CustomLog /var/log/httpd/access_log combined env=!gif-image 

ServerSignature Off 

 

ScriptAlias /cgi-bin/ "/home/httpd/cgi-bin/" 

<Directory "/home/httpd/cgi-bin"> 

AllowOverride None 

Options None 

Order allow,deny 

Allow from all 

</Directory> 

 

AddType application/x-httpd-php3 .php3 

AddType application/x-httpd-php3-source .phps 

 

ErrorDocument 500 "The server made a boo boo. 

ErrorDocument 404 http://www.openarch.com/error.htm 

ErrorDocument 403 "Access Forbidden -- Go away. 

BrowserMatch "Mozilla/2" nokeepalive 

BrowserMatch "MSIE 4\.0b2;" nokeepalive downgrade-1.0 force-response-1.0 

BrowserMatch "RealPlayer 4\.0" force-response-1.0 

BrowserMatch "Java/1\.0" force-response-1.0 

BrowserMatch "JDK/1\.0" force-response-1.0 

 

<IfDefine SSL> 

AddType application/x-x509-ca-cert .crt 

AddType application/x-pkcs7-crl .crl 

</IfDefine> 

 

<IfModule mod_ssl.c> 

SSLPassPhraseDialog builtin 

SSLSessionCache dbm:/var/run/ssl_scache 

SSLSessionCacheTimeout 300 

SSLMutex file:/var/run/ssl_mutex 

SSLRandomSeed startup builtin 

SSLRandomSeed connect builtin 



ssssyyyyíííí 89:HI89:HI89:HI89:HI �������$�0D+�<+,�89:89:89:89:�

 401401401401

SSLLog /var/log/httpd/ssl_engine_log 

SSLLogLevel warn 

</IfModule> 

 

<IfDefine SSL> 

<VirtualHost _default_:443> 

DocumentRoot "/home/httpd/ona" 

ServerName www.openarch.com 

ServerAdmin admin@openarch.com 

ErrorLog /var/log/httpd/error_log 

SSLEngine on 

SSLCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP:+eNULL 

SSLCertificateFile /etc/ssl/certs/server.crt 

SSLCertificateKeyFile /etc/ssl/private/server.key 

SSLCACertificatePath /etc/ssl/certs 

SSLCACertificateFile /etc/ssl/certs/ca.crt 

SSLCARevocationPath /etc/ssl/crl 

SSLVerifyClient none 

SSLVerifyDepth 10 

 

SSLOptions +ExportCertData +StrictRequire 

SetEnvIf User-Agent ".*MSIE.*" nokeepalive ssl-unclean-shutdown 

SetEnvIf Request_URI \.gif$ gif-image 

CustomLog /var/log/httpd/ssl_request_log \ 

"%t %h %{SSL_PROTOCOL}x %{SSL_CIPHER}x \"%r\" %b" env=!gif-image 

</VirtualHost> 

</IfDefine> 

^_^_^_^_ klmz��	���89:å`-���N���<ÔP $%��"eµ[G


�å` &���&�����&���,&�����'���, �I �

AddType application/x-httpd-php3 .php3 

AddType application/x-httpd-php3-source .phps 

^_^_^_^_ klmz ��	���89:å`-���N���$ÔP "e��µ[G�
�

å` &���&�����&���,&�����'���, �I Z�L89:�>"ã ���$�ÔP�`a �

<Location /perl-status> 

SetHandler perl-script 

PerlHandler Apache::Status 

Order deny,allow 

Deny from all 

Allow from 192.168.1.3 

</Location> 
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/var/log/httpd/access_log { 

missingok 

postrotate 

/usr/bin/killall -HUP httpd 

endscript 

} 

/var/log/httpd/error_log { 

missingok 

postrotate 

/usr/bin/killall -HUP httpd 

endscript 

} 

/var/log/httpd/ssl_request_log { 

missingok 

postrotate 

/usr/bin/killall -HUP httpd 

endscript 

} 

��������������������$� z{\1�#$z{\1�#$z{\1�#$z{\1�#$�

ÔÕ &���&��'�&
�
�'�&����� _��IZ¢��FG ��	���89: �

8� ����� _��I ������&���&��'�&
�
�'�&����� ¬å`Z[Z[
� �

�

#!/bin/sh 

# 

# Startup script for the Apache Web Server 

# 

# chkconfig: 345 85 15 

# description: Apache is a World Wide Web server. It is used to serve \ 

# HTML files and CGI. 

# processname: httpd 

# pidfile: /var/run/httpd.pid 
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# config: /etc/httpd/conf/httpd.conf 

 

# Source function library. 

. /etc/rc.d/init.d/functions 

 

# See how we were called. 

case "$1" in 

start) 

echo -n "Starting httpd: " 

daemon httpd -DSSL 

echo 

touch /var/lock/subsys/httpd 

;; 

stop) 

echo -n "Shutting down http: " 

killproc httpd 

echo 

rm -f /var/lock/subsys/httpd 

rm -f /var/run/httpd.pid 

;; 

status) 

status httpd 

;; 

restart) 

$0 stop 

$0 start 

;; 

reload) 

echo -n "Reloading httpd: " 

killproc httpd -HUP 

echo 

;; 

*) 

echo "Usage: $0 {start|stop|restart|reload|status}" 

exit 1 

esac 

exit 0 

�

fÕ_��IY[�¬`��ìïù �

[root@deep]# chmod 700 /etc/rc.d/init.d/httpd 
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[root@deep]# chkconfig --add httpd 

�

+[G�wx­�¢� ��	���89: �

[root@deep]# /etc/rc.d/init.d/httpd start 

�
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[root@deep]# groupadd -g 80 www 

[root@deep]# useradd -g 80 -u 80 www 

cd©�cd©�cd©�cd©���0���½�ì¼�\1�í>�­����½�ì¼�\1�í>�­����½�ì¼�\1�í>�­����½�ì¼�\1�í>�­��

[root@deep]# chmod 511 /usr/sbin/httpd 

[root@deep]# chmod 750 /etc/httpd/conf/ 

[root@deep]# chmod 750 /var/log/httpd/ 

mYZ8��5.��+lò¢� ����¬çé 
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[root@deep]# cd /home/httpd/ 

[root@deep]# chmod 311 ona 

[root@deep]# ls –la 

 

d-wx--x--x 13 webmaster webmaster 1024 Jul 28 08:12 ona 

G� u±z=µ×üçé�dS°y>Q<~[G��� �

Forbidden 

 

You don't have permission to access “/ona/” on this server. 

RRRR&
���½�\1��ß]^�å�½�\1��ß]^�å�½�\1��ß]^�å�½�\1��ß]^�å��
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/dev/sda7 /chroot ext2 nosuid 1 2 

�
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����
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[root@deep]# chmod 750 /usr/bin/dbmmanage 

[root@deep]# /usr/bin/dbmmanage /etc/httpd/.dbmpasswd adduser username 
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[root@deep]# chattr +i /etc/httpd/conf/httpd.conf 
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[root@deep]# ldd /usr/sbin/httpd 

libpam.so.0 => /lib/libpam.so.0 (0x40016000) 

libm.so.6 => /lib/libm.so.6 (0x4001f000) 

libdl.so.2 => /lib/libdl.so.2 (0x4003b000) 

libcrypt.so.1 => /lib/libcrypt.so.1 (0x4003e000) 

libnsl.so.1 => /lib/libnsl.so.1 (0x4006b000) 

libresolv.so.2 => /lib/libresolv.so.2 (0x40081000) 

libdb.so.3 => /lib/libdb.so.3 (0x40090000) 

libc.so.6 => /lib/libc.so.6 (0x400cb000) 

/lib/ld-linux.so.2 => /lib/ld-linux.so.2 (0x40000000) 
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[root@deep]# groupadd -g 80 www 

[root@deep]# useradd -g 80 -u 80 www 

©©©©Ê Ê Ê Ê �

�s ������67 ìæ ��de8� ��	���� ������V\ ��À ������

� ��	��� &������&����� &������&����� À���À-�E���	
q~Ì

�5?@�s�çé �

[root@deep]# /etc/rc.d/init.d/httpd stop #"if Apache is already installed and 

run on your system. 

[root@deep]# mkdir /chroot/httpd 

�

w[� #[G�78�P[�W�I �

[root@deep]# mkdir /chroot/httpd/dev 

[root@deep]# mkdir /chroot/httpd/lib 

[root@deep]# mkdir /chroot/httpd/etc 

[root@deep]# mkdir -p /chroot/httpd/usr/sbin 

[root@deep]# mkdir -p /chroot/httpd/var/run 

[root@deep]# mkdir -p /chroot/httpd/var/log/httpd 

[root@deep]# chmod 750 /chroot/httpd/var/log/httpd/ 

[root@deep]# mkdir -p /chroot/httpd/home/httpd 

�

��§ÔÕçé ÔÕ�I �(
*)
�çé Âçé� �����AJ �

[root@deep]# cp -r /etc/httpd /chroot/httpd/etc/ 

[root@deep]# cp -r /home/httpd/cgi-bin /chroot/httpd/home/httpd/ 

[root@deep]# cp -r /home/httpd/your-DocumentRoot /chroot/httpd/home/httpd/ 

[root@deep]# mknod /chroot/httpd/dev/null c 1 3 

[root@deep]# chmod 666 /chroot/httpd/dev/null 

[root@deep]# cp /usr/sbin/httpd /chroot/httpd/usr/sbin/ 

[root@deep]# cp -r /etc/ssl /chroot/httpd/etc/ #"require only if you use mod_ssl. 

[root@deep]# chmod 600 /chroot/httpd/etc/ssl/certs/ca.crt 

[root@deep]# chmod 600 /chroot/httpd//etc/ssl/certs/server.crt 

[root@deep]# chmod 600 /chroot/httpd/etc/ssl/private/ca.key 

[root@deep]# chmod 600 /chroot/httpd/etc/ssl/private/server.key 

�
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libpam.so.0 => /lib/libpam.so.0 (0x40016000) 

libm.so.6 => /lib/libm.so.6 (0x4001f000) 

libdl.so.2 => /lib/libdl.so.2 (0x4003b000) 

libcrypt.so.1 => /lib/libcrypt.so.1 (0x4003e000) 

libnsl.so.1 => /lib/libnsl.so.1 (0x4006b000) 

libresolv.so.2 => /lib/libresolv.so.2 (0x40081000) 

libdb.so.3 => /lib/libdb.so.3 (0x40090000) 

libc.so.6 => /lib/libc.so.6 (0x400cb000) 

/lib/ld-linux.so.2 => /lib/ld-linux.so.2 (0x40000000) 

�

��ÁG$uñiW �

[root@deep]# cp /lib/libpam.so.0 /chroot/httpd/lib/ 

[root@deep]# cp /lib/libm.so.6 /chroot/httpd/lib/ 

[root@deep]# cp /lib/libdl.so.2 /chroot/httpd/lib/ 

[root@deep]# cp /lib/libcrypt.so.1 /chroot/httpd/lib/ 

[root@deep]# cp /lib/libnsl* /chroot/httpd/lib/ 

[root@deep]# cp /lib/libresolv* /chroot/httpd/lib/ 

[root@deep]# cp /lib/libdb.so.3 /chroot/httpd/lib/ 

[root@deep]# cp /lib/libc.so.6 /chroot/httpd/lib/ 

[root@deep]# cp /lib/ld-linux.so.2 /chroot/httpd/lib/ 

�

À-÷uÆá!1kÖý5EmXde[G�u�õ�W�I �

[root@deep]# cp /lib/libnss_compat* /chroot/httpd/lib/ 

[root@deep]# cp /lib/libnss_dns* /chroot/httpd/lib/ 

[root@deep]# cp /lib/libnss_files* /chroot/httpd/lib/ 

�
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[root@deep]# cp /etc/passwd /chroot/httpd/etc/ 

[root@deep]# cp /etc/group /chroot/httpd/etc/ 
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[root@deep]# cd /chroot/httpd/etc/ 

[root@deep]# chattr +i passwd 

�
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[root@deep]# cd /chroot/httpd/etc/ 

[root@deep]# chattr +i group 

�

z�I �����'���, fÕ "Y¢Tç �

[root@deep]# cd /chroot/httpd/etc/httpd/conf/ 

[root@deep]# chattr +i httpd.conf 

�


pfÕ "Y¢Tç �I"1à_0f¢4 "1àêw "1àq`
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[root@deep]# cp /etc/resolv.conf /chroot/httpd/etc/ 

[root@deep]# cp /etc/hosts /chroot/httpd/etc/ 

[root@deep]# cp /etc/nsswitch.conf /chroot/httpd/etc/ 

�

 z ����$1'���, �IfÕ "Y¢Tç �

[root@deep]# cd /chroot/httpd/etc/ 

[root@deep]# chattr +i resolv.conf 

�

z ����� �IfÕ "Y¢Tç �

[root@deep]# cd /chroot/httpd/etc/ 

[root@deep]# chattr +i hosts 

�

 z ���

���'���, �IfÕ "Y¢Tç �

[root@deep]# cd /chroot/httpd/etc/ 

[root@deep]# chattr +i nsswitch.conf 

�

µ ��	$�
�� �I��Q°M� Z�³ËªYZH\m��Ö�@��³Ç �

[root@deep]# cp /etc/localtime /chroot/httpd/etc/ 

�

_0Â��I�çé �

[root@deep]# rm -rf /var/log/httpd/ 

[root@deep]# rm -rf /etc/httpd/ 

[root@deep]# rm -rf /home/httpd/ 

[root@deep]# rm -f /usr/sbin/httpd 

�
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daemon syslogd -m 0 

¢À �

daemon syslogd -m 0 -a /chroot/httpd/dev/log 

©©©©ÊÛÊÛÊÛÊÛ �

O£ ����� _� 1
�&���&��'�&
�
�'�&����� ò¢[G�� �

daemon httpd 

¢À �

/usr/sbin/chroot /chroot/httpd/ /usr/sbin/httpd -DSSL 

�

rm -f /var/run/httpd.pid 

¢À �

rm -f /chroot/httpd/var/run/httpd.pid 

�
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[root@deep]# /etc/rc.d/init.d/syslog stop 

[root@deep]# /etc/rc.d/init.d/syslog start 
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dev 

etc 

home 

lib 

usr 

var 
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/chroot/httpd/var/log/httpd/access_log { 

missingok 

postrotate 

/usr/bin/killall -HUP /chroot/httpd/usr/sbin/httpd 

endscript 

} 
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/chroot/httpd/var/log/httpd/error_log { 

missingok 

postrotate 

/usr/bin/killall -HUP /chroot/httpd/usr/sbin/httpd 

endscript 

} 

 

/chroot/httpd/var/log/httpd/ssl_request_log { 

missingok 

postrotate 

/usr/bin/killall -HUP /chroot/httpd/usr/sbin/httpd 

endscript 

} 

 

/chroot/httpd/var/log/httpd/ssl_engine_log { 

missingok 

postrotate 

/usr/bin/killall -HUP /chroot/httpd/usr/sbin/httpd 

endscript 

} 

²³²³²³²³ApacheApacheApacheApache    
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[root@deep]# find /home/httpd/htdocs -type f -print | sed -e 's/.*/mmapfile &/' 

> /etc/httpd/conf/mmap.conf 

�

¬#[G�7~m� ��	���ÔÕ�I�C§ ��	�'���, �

[root@deep]# vi /etc/httpd/conf/httpd.conf  

~ �����'���, �I�å`��� �

http://www.apache.org/docs/mod/mod_mmap_static.html
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Include conf/mmap.conf 
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�I�å~�����Aª� ¶Z�7�Aª������I��� z�I�c²"y
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��c² Ý©q�<ìzc�½e��/��¿¶ ¼Z�7fÕYZ­/�$

89:�y1 ^_ 
�
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�&���&,��	) �¬å` ��	�
��Aª �

/dev/sda7 /chroot ext2 nosuid,nodev,noatime 1 2 

�

@� &��1&��	: �m�Õ &������ �?@ �

�

­¢­¢­¢­¢m���¬+[G�wx��ÅÆ �

[root@deep]# reboot 

[root@deep]# cat /proc/mounts 

�$
�
���
$
��
�����
L
L
L
L�

�¦���z &����&���&���&
�17&
�N$��	$N����N�	�(� �� �����$�I� �
���

N' ;';'
�N$��	$N����N�	�(��K;�0/�"�"A�,O �

�Là �3�� -��t+�L-��L�ÖL-�AB s�5Ug�s�5

L- s 5Ug�Ó��5L- z©$ùý��� µL-éQ <;:92*9+>>> �

echo “32768 61000” > /proc/sys/net/ipv4/ip_local_port_range 

µÁG�wxå` &���&��'�&��'$��	$ �I [6­���m0"de1C`

�uwx- �
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67&¦p
�Í
67&¦p
�Í
67    

> /etc/rc.d/init.d/httpd 

> /etc/rc.d/rc0.d/K15httpd 

> /etc/rc.d/rc1.d/K15httpd 

> /etc/rc.d/rc2.d/K15httpd 

> /etc/rc.d/rc3.d/S85httpd 

> /etc/rc.d/rc4.d/S85httpd 

> /etc/rc.d/rc5.d/S85httpd 

> /etc/rc.d/rc6.d/K15httpd 

> /etc/logrotate.d/apache 

> /etc/httpd 

> /etc/httpd/conf 

> /etc/httpd/conf/httpd.conf.default 

> /etc/httpd/conf/httpd.conf 

> /etc/httpd/conf/mime.types.default 

> /etc/httpd/conf/mime.types 

> /etc/httpd/conf/magic.default 

> /etc/httpd/conf/magic 

> /etc/httpd/php.ini 

> /home/httpd 

> /usr/include/apache/ap_md5.h 

> /usr/include/apache/ap_mm.h 

> /usr/include/apache/ap_mmn.h 

> /usr/include/apache/ap_sha1.h 

> /usr/include/apache/buff.h 

> /usr/include/apache/compat.h 

> /usr/include/apache/conf.h 

> /usr/include/apache/explain.h 

> /usr/include/apache/fnmatch.h 

> /usr/include/apache/hsregex.h 

> /usr/include/apache/http_conf_globals.h 

> /usr/include/apache/http_config.h 

> /usr/include/apache/http_core.h 

> /usr/include/apache/http_log.h 

> /usr/include/apache/http_main.h 

> /usr/include/apache/http_protocol.h 

> /usr/include/apache/http_request.h 

> /usr/include/apache/http_vhost.h 

> /usr/include/apache/httpd.h 

> /home/httpd/cgi-bin 

> /home/httpd/cgi-bin/printenv 

> /home/httpd/cgi-bin/test-cgi 
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> /usr/bin/htpasswd 

> /usr/bin/htdigest 

> /usr/bin/dbmmanage 

> /usr/include/apache 

> /usr/include/apache/xml 

> /usr/include/apache/xml/asciitab.h 

> /usr/include/apache/xml/hashtable.h 

> /usr/include/apache/xml/iasciitab.h 

> /usr/include/apache/xml/latin1tab.h 

> /usr/include/apache/xml/nametab.h 

> /usr/include/apache/xml/utf8tab.h 

> /usr/include/apache/xml/xmldef.h 

> /usr/include/apache/xml/xmlparse.h 

> /usr/include/apache/xml/xmlrole.h 

> /usr/include/apache/xml/xmltok.h 

> /usr/include/apache/xml/xmltok_impl.h 

> /usr/include/apache/alloc.h 

> /usr/include/apache/ap.h 

> /usr/include/apache/ap_compat.h 

> /usr/include/apache/ap_config.h 

> /usr/include/apache/ap_config_auto.h 

> /usr/include/apache/ap_ctx.h 

> /usr/include/apache/ap_ctype.h 

> /usr/include/apache/ap_hook.h 

> /usr/include/apache/multithread.h 

> /usr/include/apache/rfc1413.h 

> /usr/include/apache/scoreboard.h 

> /usr/include/apache/util_date.h 

> /usr/include/apache/util_md5.h 

> /usr/include/apache/util_script.h 

> /usr/include/apache/util_uri.h 

> /usr/include/apache/os.h 

> /usr/include/apache/os-inline.c 

> /usr/lib/apache 

> /usr/man/man1/htpasswd.1 

> /usr/man/man1/htdigest.1 

> /usr/man/man1/dbmmanage.1 

> /usr/man/man8/ab.8 

> /usr/man/man8/httpd.8 

> /usr/man/man8/logresolve.8 

> /usr/man/man8/rotatelogs.8 

> /usr/man/man8/apxs.8 

> /usr/sbin/httpd 

> /usr/sbin/ab 



ssssyyyyíííí 89:HI89:HI89:HI89:HI �������$�0D+�<+,�89:89:89:89:�

 418418418418

> /usr/sbin/logresolve 

> /usr/sbin/rotatelogs 

> /usr/sbin/apxs 

> /var/log/httpd 

> /var/cache 

> /var/cache/httpd 

aaaa����



ApacheApacheApacheApache ����7777    
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[root@deep]# cp Devel-Symdump-version.tar.gz /var/tmp/ 

[root@deep]# tar xzpf Devel-Symdump-version.tar.gz 

�`�� ��1�$*�������çé¬~m�KLC`[G�wx �

[root@deep]# perl Makefile.PL 

[root@deep]# make 

[root@deep]# make test 

[root@deep]# make install 

�

������������ÁÁÁÁ0000 �

[root@deep]# cd /var/tmp 

[root@deep]# rm -rf devel-Symdump.version/ Devel-Symdump-version.tar.gz 

�>5�$&�

3�0'����5)÷ät+� ���$8�W +�q���� 3�0_� =HI�

�]��� )�(�E �ì0�o~m���� ]Í=HI�§��Q�� ;'8+

e�o=ÔP ]ôõ[G�©Ê �

http://www.perl.com/CPAN/modules/by-module/Devel/
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N����'���$ �

[root@deep]# cp CGI.pm.tar.gz /var/tmp/ 

[root@deep]# tar xzpf CGI.pm.tar.gz 

�`�� 3�0'��çé¬~m�KLC`[G�wx �

[root@deep]# perl Makefile.PL 

[root@deep]# make 

[root@deep]# make test 

[root@deep]# make install 

������������ÁÁÁÁ0000 �

[root@deep]# cd /var/tmp 

[root@deep]# rm -rf CGI.pm/ CGI.pm.tar.gz 
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[root@deep]# cp formmail.tar.gz /var/tmp/ 

[root@deep]# tar xzpf formmail.tar.gz 

�

�`�� !����	
$çé¬~m�KLC`[G�wx �

[root@deep]# vi Formmail.pl 

 

@referers = ('openarch.com','192.168.1.1'); 

�

�5UD¶òm�L3 �u3YZ×jjv¬t+m� !��� 	
$_� �

http://stein.cshl.org/WWW/software/CGI/cgi_docs.html
http://www.worldwidemart.com/scripts/formmail.shtml
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HI¸,c�[��ïù �

�

[root@deep]# cp Formmail.pl /home/httpd/cgi-bin/ (��� CGI�!"). 

�

�` �(
*)
� çé�

[root@deep]# chmod 750 Formmail.pl 

[root@deep]# chown 0.99 Formmail.pl 

�

������������ÁÁÁÁ0000 �

[root@deep]# cd /var/tmp 

[root@deep]# rm -rf formmail/ formmail.tar.gz 

�

��0�������

��)	$
�����5 
�)89:�³Ë�I?EAJ Z�� ���ËCë89:

�t+��Vl Vlã�¸,j��²³�FË Ü©?E �

�

HIHIHIHICCCC �

��)	$
���§� � ����%&&
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�'���&
�)	$
���& �

[root@deep]# cp webalizer-version-src.tgz /var/tmp/ 

[root@deep]# tar xzpf webalizer-version-src.tgz 

�

��)	$
���de ����#����$$8����²³W klmXt,=²³W L A���

�	�� �
����9'+Ã9Á�o �

 [root@deep]# rpm -Uvh gd-devel-version.i386.rpm 

http://www.mrunix.net/webalizer/
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�

�`����)	$
���çé¬~m�KLC`[G�wx �

CC="egcs" \ 

CFLAGS="-O9 -funroll-loops -ffast-math -malign-double -mcpu=pentiumpro 

-march=pentiumpro -fomit-frame-pointer -fno-exceptions" \ 

./configure \ 

--prefix=/usr 

[root@deep]# make 

[root@deep]# make install 

[root@deep]# mkdir /home/httpd/usage 

�

~m� �����'���, �I�å`[G�� �

Alias /usage/ "/home/httpd/usage/" 

<Directory "/home/httpd/usage"> 

Order deny,allow 

Deny from all 

Allow from 192.168.1.3 

</Directory> 

�

��������ÁÁÁÁ0000 �

[root@deep]# cd /var/tmp 

[root@deep]# rm -rf webalizer-version/ webalizer-version-src.tgz 

-!?�;�7�����

!	�*�* 	�
���5Ð© 3�0��� YZ2�ûü !�C f�À>ßSD�
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�

HIHIHIHICCCC �

!�C*�* 	�
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'�	�������'���&V����&,,*���1�&�	���&+'���$ �

http://www.dartmouth.edu/~jonh/ff-serve/cache/1.html
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�

[root@deep]# cp FAQ-O-Matic-version.tar.gz /var/tmp/ 

[root@deep]# tar xzpf FAQ-O-Matic-version.tar.gz 

�

~�o !�C*�* 	�
� �ìæ��m� 3�0'�� AJ�§Q�� ;'8+� ø

Á �`�� !�C*�* 	�
�çé¬~m�KLC`[G�wx �

�

[root@deep]# perl Makefile.PL 

[root@deep]# make 

[root@deep]# make install 

[root@deep]# mv fom /home/httpd/cgi-bin/ (or wherever your CGIs live). 

[root@deep]# mkdir -p /home/httpd/cgi-bin/fom-meta 

[root@deep]# mkdir -p /home/httpd/faqomatic 

[root@deep]# chown 0.www /home/httpd/cgi-bin/fom 

[root@deep]# chown -R www.www /home/httpd/cgi-bin/fom-meta/ 

[root@deep]# chown -R www.www /home/httpd/faqomatic/ 

 

~m� �����'���, �I�å`[G�� �

Alias /faqomatic/ "/home/httpd/faqomatic/" 

<Directory "/home/httpd/faqomatic"> 

Order allow,deny 

Allow from all 

</Directory> 

 

Alias /bags/ "/home/httpd/faqomatic/bags/" 

<Directory "/home/httpd/faqomatic/bags"> 

Order allow,deny 

Allow from all 

</Directory> 

 

Alias /cache/ "/home/httpd/faqomatic/cache/" 

<Directory "/home/httpd/faqomatic/cache"> 

Order allow,deny 

Allow from all 

</Directory> 

 

Alias /item/ "/home/httpd/faqomatic/item/" 

<Directory "/home/httpd/faqomatic/item"> 

Order allow,deny 
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Allow from all 

</Directory> 

�

C`[G�wx­¢m� 
�)89: �

[root@deep]# /etc/rc.d/init.d/httpd restart 

�

Netscape http://localhost/cgi-bin/fom (#$%�&'�()�). (#$% URL). 

W?R;X:YZ 

[\ fom-meta%& 

]^_`“Define configuration parameters”abc 

� .“Mandatory: Server directory configuration”4bc4def 

$serverBase= http://www.openarch.com 

$cgiURL= /cgi-bin/fom 

$serveDir= /home/httpd/faqomatic/ 

$serveURL= /faqomatic/ 

ÔÕ� m¼de�äU �

�

��������ÁÁÁÁ0000 �

[root@deep]# cd /var/tmp 

[root@deep]# rm -rf FAQ-OMatic-version/ FAQ-OMatic-version.tar.gz 

��0&����57��

0 ���5 0 �����)ÇI�	
$kl e�o=HI ]äÈ[G�©Ê �

�

HIHIHIHICCCC �

��)�	
$�0 �§� ����%&&
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��& �

[root@deep]# cp horde-version.tar.gz /home/httpd/ 

[root@deep]# tar xzpf horde-version.tar.gz 

[root@deep]# mv horde-version horde 

[root@deep]# cp imp-version.tar.gz /home/httpd/horde/ 

http://www.horde.org/imp/
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[root@deep]# tar xzpf imp-version.tar.gz 

[root@deep]# rm -f imp-version.tar.gz 

[root@deep]# mv imp-version imp 

�

~m� �����'���, �I�å`[G�� �

Alias /horde/ "/home/httpd/horde/" 

<Directory "/home/httpd/horde"> 

Order allow,deny 

Allow from all 

</Directory> 

 

Alias /imp/ "/home/httpd/horde/imp/" 

<Directory "/home/httpd/horde/imp"> 

Options None 

Order allow,deny 

Allow from all 

</Directory> 

�

+[G�wx­�m� 
�)89: �

[root@deep]# /etc/rc.d/init.d/httpd restart 

�

¤~¢��4 �����'���< �:· �U+l
p 
�)ÔÕ 0 ��1Ð È

4Q�� �ì�"¶ò� ��mYZ1�N �

�

�` ����� çé ���&����&�����&�����& �¬~KLC`[G�wx �

[root@deep]# sh ./install.sh 

�

mÊ=YZµ��:�¿ ����%&&�P�����
������1��Q&P�����������

����Q&�����'���< ~�¦mYZ�`²³
�fÕAJ¬YZÔÕm� 0 � �
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¶mÔÕÎ{���¨c=ïù �

�`�� ����� çé ���&����&�����&�����& ¬~m�KLC`[G�w

x �

[root@deep]# sh ./secure.sh 

�

��������ÁÁÁÁ0000 �

[root@deep]# cd /var/tmp 

[root@deep]# rm -rf horde-version.tar.gz 
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Linux IPX NetwareLinux IPX NetwareLinux IPX NetwareLinux IPX Netware™™™™��������    

 ! ! ! !    
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[G¼,�wx°�-�
��÷�wx �

¶DE°À &1	�&��� ¶G~*Í9:�JYZ+� DE �

�o~ A���	���
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����
$����� ;';''>'+; �

·¸����·¸����·¸����·¸���� IPXIPXIPXIPX����NCPNCPNCPNCP
µ
µ
µ
µ¶¶¶¶    

ìæe×ØMN]O 0�@�/3�âó ~OPMN��r [G��uST°

e�� � �

The IPX protocol (CONFIG_IPX) [N] Y 

NCP filesystem support (CONFIG_NCP_PS) [N] Y 

Packet signatures (CONFIG_NCPFS_PACKET_SIGNING) [N] Y 

Clear remove/delete inhibit when needed (CONFIG_NCPFS_STRONG) [N] Y 
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Use NFS namespace if available (CONFIG_NCPFS_NFS_NS) [N] Y 

Use LONG (OS/2) namespace if available (CONFIG_NCPFS_OS2_NS) [No] Y 

Allow mounting of volume subdirectories (CONFIG_NCPFS_MOUNT_SUBDIR) [N] Y 

Enable symbolic links and execute flags (CONFIG_NCPFS_EXTRAS) [N] Y 

����â�â�â�â�	
	
	
	
;;;; IPXIPXIPXIPXST
ST
ST
ST
��������    
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� �

[root@deep]# vi /etc/sysconfig/network-scripts/ifcfg-eth1 

DEVICE=eth1 

IPADDR= 

NETMASK= 

BROADCAST= 

ONBOOT=no 

BOOTPROTO=none 

USERCTL=no 

G� +[G�wx­�¢� ���
��4��	���� �

/etc/rc.d/init.d/network restart 

wx+[G�wxtZ¯ÆQ ���+,O �

ifconfig eth1 up 


À~�á9:[ �
���y~ ���>� ���+%5Æá´GÁÔÕ 0�@âó µs

�P�Q�ÆQ ���> fÕA 0�@§´G 
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ÔÕ 0�@âó ¼Zeµ ���>Á� 0�@âó�G» YZt+[G�wx �

ipx_interface del eth0 802.3 

¤~1+ 
,���,
( 0YZ>QÆá´G�ÔÕ9: ���>À]O �3�&0�âó
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ncpfsncpfsncpfsncpfs;Gc-;Gc-;Gc-;Gc-    

+[G�wx2�ÔÕÆá´G¬f�§´G �

[root@deep]# ipx_configure –auto_interface=on –auto_primary=on 

+[G�wx������/�1�$$D89: �

[root@deep]# ncpmount –S DMS01 /mnt/netware –U username –P passwd 

�5wxYZ�����Á�I89:� �>+ + �����	���é4� �	��
�-x

µ�I�������Q &���&���
	�� çé[ klt,fÕ *� äU ��0y

�0mC`-x �

+[G�wx ������ &���&���
	�� çé �

[root@deep]# ncpumount /mnt/netware 

+[G�wxêëÆáÁ¼,�/�1�$$�I89: �

[root@deep]# slist 

+[G�wx���I �

[root@deep]# ncopy file1 [file2…] directory 
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Á JYZÝ 0�@DÝ �	����2�fÕ �
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Linux FTP Linux FTP Linux FTP Linux FTP DEGDEGDEGDEG    

 ! ! ! !    

t+�I¢Câó !�� �
pÆá~�ó¾¹�¢C�I�)����É

F> 
�~¼,��ó¾�ÁÁG°,!���klL�89L�HI 
"+!��

�¢½�IJ�)F���5F> �

ÔÕ !��89:,)E"ã�F> ���É�µ !��ÔÕÂÀz����+

l���à,89: �J� !����áÔÕ �5à,� !��89:À����

��+ldS qrYZz+l��dS	
 �7YZÛUfbc¼�+l�d

Sïù �

Ì�É�µ !��89:ÔÕÂ¨489: ¨4 !��89:¶òu±� "g

,t,8( dS89:¬¢C�I 
ÀY1j~Ï~���ST HIÔ'Ô

Õt�À¶òdS���¼��çé �

~��î¦ ��µ !��ÔÕÂ �������� �FË �ÉÔÕ��+ldS

«k ��)Þß�çé ��"¶ò��dS�$�±�çé �

ÊËÌÃÊËÌÃÊËÌÃÊËÌÃ    

[G¼,�wx°�-�
��÷�wx �

¶DE°À &1	�&��� ¶G~*Í9:�JYZ+� DE �

�o~ A���	���
����9'+[ÅÆ
p �

e+ ���� +l���o �


�*,�����(� ;'9'> �

ª7«
ãgª7«
ãgª7«
ãgª7«
ãg    


�*,���§� ����%&&


'
�*,���'��(& �

[\ 
�*,���*;'9'>'�	�'(��

http://www.wu-ftpd.org/
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·¸�&¦·¸�&¦·¸�&¦·¸�&¦    

µHIC �	�'(� 5Ù¡ �

[root@deep]# cp wu-ftpd-version.tar.gz /var/tmp 

[root@deep]# cd /var/tmp 

[root@deep]# tar xzpf wu-ftpd-version.tar.gz 

%&���%&���%&���%&����

yQ 
�*,�����çé[ ��[G�wx �

O£ ,�������'� �I 1
�J;7+����&,�������'� ¢T[G��� �

#if defined (LINUX) 

¢À �

#if defined (LINUX_BUT_NOT_REDHAT_6_0) 

O£ �	���	���'�'
� �I 1
�J7;����&�	���	���'�'
� ¢T[G��� �

#define _PATH_EXECPATH "/bin/ftp-exec" 

¢À �

#define _PATH_EXECPATH "/usr/bin/ftp-exec" 

��µ ,��*���� L &)
� çé¢Q &���&)
� çé[ �

æfÕOP:�OPäU �

CC="egcs" \ 

CFLAGS="-O9 -funroll-loops -ffast-math -malign-double -mcpu=pentiumpro 

-march=pentiumpro -fomit-frame- 

pointer -fno-exceptions" \ 

./configure \ 

--prefix=/usr \ 

--sysconfdir=/etc \ 

--localstatedir=/var \ 

--disable-dnsretry \ 

--enable-quota \ 
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--enable-pam \ 

--disable-daemon \ 

--disable-newlines \ 

--disable-virtual \ 

--disable-plsm \ 

--disable-pasvip \ 

--disable-anonymous \ 

--enable-ls \ 

--enable-numericuid 

�uOPäU±AOP:k±OP 
�*,��� �

!""e+�7��/����

!"å`z�� C-��� �]O kl��]O �

!"å`z �� �]O�

!""¶ò<Àv�� �	�������

!"_0pE����

!""]Opq89:�

!"�G �0�å;VW�� +©���Þß �

!"à�.w��r"e++ã7� 0��

!""¶ò¨4 ,��dS�

!"t+MÅ� $� wx Æ?y� �

!"MÅ� $� wx/0-0�q"/0+l4 À-�$�¦ �

+[G�wxOP��oHI �

make 

make install 

install -m 755 util/xferstats /usr/sbin 

touch /var/log/xferlog 

chmod 600 /var/log/xferlog 

cd /usr/sbin 

ln -sf in.ftpd /usr/sbin/wu.ftpd 

ln -sf in.ftpd /usr/sbin/in.wuftpd 

strip /usr/bin/ftpcount 

strip /usr/bin/ftpwho 

strip /usr/sbin/in.ftpd 
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strip /usr/sbin/ftpshut 

strip /usr/sbin/ckconfig 

strip /usr/sbin/ftprestart 

ÁG� �	4� � �	4��
���	$$ YZÔÕHIZ×Ø���,OP¼de�«

UW G�µ¼,�¶�I°OPÂY[�� �
�I Ó�µ �
�I�Ô

Õ�I�oQìÊ�çé¦ �


���	$$�K� �o �,����	�� AJ +©��¢C-E§�I ����� wx

À �,����	��~ &1	�&$�( çé[8�³Ë�I ������ µ �,��$�( �ïù¢

ÀÀzØ»+l ���� Yc�Yq wx ��À 
�',���  �
�I8�A(

êw Ó� + ���
� wx\Ô¼, �
�I�.ÔZ�$ 
�*,����y1 �

XYZ[��\1XYZ[��\1XYZ[��\1XYZ[��\1�

[root@deep]# cd /var/tmp 

[root@deep]# rm -rf wu-ftpd-version/ wu-ftpd-version.tar.gz 

�� wx_0¼,OP��o
�*,���¼de�¶AJ ¬rµ
�*,���HI

�Ù¡C_0» �

eeee FTPFTPFTPFTP 
�
�
�
�
;G�
;G�
;G�
;G�				�������� shellshellshellshell
23
23
23
23    

ìæ 8��5��+l �5+là¶ò.wQ ,��89:Á 
Àe,

������ �67 �58("ã©�ß�+l8( "1�dSù
 ������

t+l*)�7�ÕmÙ623n>~�I���Ó�±- �

s�©�

+[G�wx~ &���&�	��
� �I�8�+l z©�5¶òdS ,��89:

��+l°e­®�5©Ê �

[root@deep]# mkdir /home/ftp 

[root@deep]# useradd -d /home/ftp/ftpadmin/ -s /dev/null ftpadmin > /dev/null 

2>&1 

[root@deep]# passwd ftpadmin 

Changing password for user ftpadmin 

New UNIX password: 

Retype new UNIX password: 

passwd: all authentication tokens updated successfully 
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s ©�

O£ &���&���$$� �I¬å`�5� ���$$ k ��$$ �5@� ���$$YZù


+lz ,��89:�dS �

[root@deep]# vi /etc/shells 

/bin/bash 

/bin/sh 

/bin/ash 

/bin/bsh 

/bin/tcsh 

/bin/csh 

/dev/null #"This is our added no existent shell 

sk©�

¤~O£ &���&�	��
� �I R@åÁ &'& µ &����&,�� çé� &,��	��
�

çé?� +l ,��	��
� y2�yQ ���
� &,��	��
�( çé[ ~ �	��
�

�I��^å�5 ,��+l°e­®�5©Ê �

O£ �	��
� �I 1
�&���&�	��
� µ[G���¢À �

ftpadmin:x:502:502::/home/ftp/ftpadmin/:/dev/null 

¢À �

ftpadmin:x:502:502::/home/ftp/./ftpadmin/:/dev/null 

8(À ,��	��
� ��58(�Üçé,�u56 s�Å? &����&,��&

j0 ������ �<ÀÂçé�çé àß(?�� &,��	��
� j0¶�é ,��8

9:��ry2�yQ�5çé &��1&��$$ �5� ���$$"¶ò ,��	��
� 6�

ß+l$7�é >p�u¢T ,��	��
� +l+�"���� ���$$q�U ���$$

�7dS ,��89:0�Qù
 �

~���~���~���~��� chrootchrootchrootchroot ;G;G;G;G��������    

æe8��5�v�Â�I�� �����,
$�������� C§, s��I kl

 �
AJ -x�I µµ ¶+l�é��r -�
�0YZ¢TÂ�I��

������ ^_�[ klOP��r#ÁG$7åÁ **��	)$�*$� äU

&����&,��&)
� � &����&,��&$
) %5çé0YZ"e- 
À�-*!��y+

23ö� $� "p��X����[Â�F> J0�µ &)
�&$� ��Q
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&����&,��&)
� ������¹�0� &)
� çé[ G�µì¨���W��Q

&����&,��&$
) çé[ �

��õ��õ��õ��õ�

8�¢TÂ�I�� �������� 67¼de�¼,�çé �

[root@deep]# mkdir /home/ftp/dev 

[root@deep]# mkdir /home/ftp/etc 

[root@deep]# mkdir /home/ftp/bin (require only if you are not using the “--enable-ls” 

option) 

[root@deep]# mkdir /home/ftp/lib (require only if you are not using the “--enable-ls” 

option) 

��õ��õ��õ��õ�

µ�çé�ïùfÂ >8++ �

[root@deep]# chmod 0511 /home/ftp/dev 

[root@deep]# chmod 0511 /home/ftp/etc 

[root@deep]# chmod 0511 /home/ftp/bin (require only if you are not using the 

“--enable-ls” option) 

[root@deep]# chmod 0511 /home/ftp/lib (require only if you are not using the 

“--enable-ls” option) 

ÁG�u ����� wxµ ��������¹�� ��1 ��� )
� � $
)

çéfÕÂØ»+l ���� Yc Y[� +lD�¼,+lY[� �

��õ��õ��õ��õ�

µ &)
�&$� �I��Q &����&,��&)
� çé[ ¬µ $� �ïù¢À >+++

"��+l¢T�5�I �

[root@deep]# cp /bin/ls /home/ftp/bin (require only if you are not using the 

“--enable-ls” option) 

[root@deep]# chmod 0111 /bin/ls /home/ftp/bin/ls (require only if you are not 

using the “--enable-ls” option) 

��õ��õ��õ��õ�

�Q $� AJ¼d�ñiW �
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[root@deep]# ldd /bin/ls (require only if you are not using the “--enable-ls” 

option) 

libc.so.6 => /lib/libc.so.6 (0x00125000) 

/lib/ld-linux.so.2 => /lib/ld-linux.so.2 (0x00110000) 

µñiW��Q &����&,��&$
) çé[ �

[root@deep]# cp /lib/libc.so.6 /home/ftp/lib/ (require only if you are not using 

the “--enable-ls” option) 

[root@deep]# cp /lib/ld-linux.so.2 /home/ftp/lib/ (require only if you are not 

using the “--enable-ls” option) 

^_^_^_^_ kl�+ �
���� $� AJq"�+�-*,���2ö� $� OP�å

Á **��	)$�*$� äU �desk�sÛ© �

�"õ�"õ�"õ�"õ�

8� &����&,��&��1&��$$ �I �

[root@deep]# mknod /home/ftp/dev/null c 1 3 

[root@deep]# chmod 666 /home/ftp/dev/null 

�)õ�)õ�)õ�)õ�

µ (���� � �	��
� �I��Q &����&,��&��� çé[ G�1¢T�

%5�I �

[root@deep]# cp /etc/passwd /home/ftp/etc/ 

[root@deep]# cp /etc/group /home/ftp/etc/ 

O£ �	��
� �I 1
�&����&,��&���&�	��
� µ0- ���� �¶òt+ ,��

�+l¹õ�¼,� ª_» �z©¢TÂ�I���67)­e ¢T¹��

�	��
� �Iy�#[G�7� �

root:x:0:0:root:/:/dev/null 

ftpadmin:x:502:502::/ftpadmin/:/dev/null 

O£ (���� �I 1
�&����&,��&���&(���� µ0- ���� �¶òt+ ,��

�+l¹õ�¼,� ª_» ¢T¹�� (���� �Iy�#[G�7� �
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root:x:0:root 

ftpadmin:x:502: 

¹º¹º¹º¹º    

YZQ�ù[\ ,$����'�(� �I

����%&&�	(��'
�,
�
�'���&$����+&���&���
&,$����'�(� µ ,$����'�(� �I5�¹� Y

Z~ìÊ�çé[�¤��~��
����¼,HI�ÔÕ�I �70t,H

eR@­�)Â�u�I f=+��çè�F>µ �çèQÔÕ�I�ù "

g�Bó23�R)ÂÔÕ�IX���¤Â� m°e)y23ò¢ÔÕ�I¬

rµÔÕ�I��Q���çé[ [GÍ¸ö½­ �

À-�� !��89: HI8�f=µ[G��I��QìÊ�çé[ �

!"µ ,��	����� �I��Q &��� çé[�

!"µ ,������� �I��Q &��� çé[�

!"µ ,������� �I��Q &��� çé[�

!"µ ,��(����� �I��Q &��� çé[�

!"µ ,�����1���
�� �I��Q &��� çé[�

!"µ ,�� �I��Q &���&�	�'� çé[�

!"µ ,��� �I��Q &���&$�(���	��'� çé[�

YZµ ,$����'�(� 5Ù¹� �QÁGêë���I ¬��QìÊ�çé

[ f=+��çè�F>L�
�?wçèë �

#$#$#$#$ �������$������ \1\1\1\1�

&���&,��	����� �I�+�ÔÕ ,��� � �5�I§e�fÕ¶ò&5+

l E§+ldS ,��89: ZD�u��FG�ST ÔÕ�I����f=�

L�5µyf=f��5µyÈ z©�¨4� ������ dS HI8��u

(����(���� ��5°ezÊ &����&,��&���&(���� �I��ª �

8� ,��	������I ������&���&,��	����� ~�I�å` �

class openarch guest 208.164.186.* 

limit openarch 20 MoTuWeTh,Fr0000-1800 /home/ftp/.too_many.msg 

email admin@openarch.com 

loginfails 3 

readme README* login 

http://pages.infinit.net/lotus1/doc/opti/floppy.tgz
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readme README* cwd=* 

message /home/ftp/.welcome.msg login 

message .message cwd=* 

compress yes all 

tar yes all 

chmod yes guest 

delete yes guest 

overwrite yes guest 

rename yes guest 

log commands real,guest 

log transfers real,guest inbound,outbound 

guestgroup ftpadmin 

guestgroup webmaster 

# We don't want users being able to upload into these areas. 

upload /home/ftp/* / no 

upload /home/ftp/* /etc no 

upload /home/ftp/* /dev no 

# We'll prevent downloads with noretrieve. 

noretrieve /home/ftp/etc 

noretrieve /home/ftp/dev 

log security real,guest 

guest-root /home/ftp ftpadmin webmaster 

restricted-uid ftpadmin webmaster 

restricted-gid ftpadmin webmaster 

greeting terse 

Keepalive yes 

noretrieve .notar 

¤~µ�I�ïùfÂ 9>> �

[root@deep]# chmod 600 /etc/ftpaccess 

�

[G5^ÔÕ�I��fÕ �

������

�$	�� +��L�5¶òdS ,��89:�+l<	 YZ�Lu_E�<	

�$	�� ��5 �$	�� ���Ëk[ �

class <classname> <typelist> <addrglob> 
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P�$	���	��Q� �$	���4g P����$
��Q�¶òåQ<	 �$	�� ��+l<=

P	���($�)Q��5 �$	��¶ò� 0�Öý�� �

P����$
��Q��ª�+î(��� ��5ª,kÉY1�²È 	�������� (����

f ��	$ 	��������+l�+ 	��������f ,��8(dS ,��89:qrÀdedS�

+�I�$u+l (����+l,�u¼½
À��~���t,8( ��¦(�

(����D�Â² ��	$+lHI~ !��89:Á,8( qrde>p89:���

?Ø �

P	���($�)QYZ+
ÔA «k U j0¼,�Þß [G��� �

class openarch guest 208.164.186.* 

j0À,~���,238(� (����+lqr 0�ÖýÀ ;>2'+97'+29'U �1

dS ,��89: �

��)���

$
�
� ÂV �$	��������ù
�é ,��89:�+lU $
�
� ��Ë

� �

limit <class> <n> <times> <message_file> 

��P�$	��Q��ù
�<	 �$	�� P�Qj0~�5<	��Qù
�ÓE

+lU P�
���Qj0 $
�
� ,O���) P����	(�N,
$�Q�¶XQÓ.�+lU

ç��r 	�+lX��é�/0��� �

P�
���Q��gA,+î(�� ��5g,j0�ô ]´�Q]´³?	+

 � �� �� �� !� �	� ��j0 01JYZ+�4j0 j0���Ô��

?�¹�"e+£(�� * +�j0�� �

«k ù
 ����	��� �5<	 ÓEYZ, ;>5+l dS���]´�

�]´Û�ô ]´�L`XQ[Y«ß +[G����j0 �

limit openarch 20 MoTuWeTh,Fr0000-1800 /home/ftp/.too_many.msg 

kl��XQÓ.�+lU X,	�+l�.w ,��89: 0yµ

&����&,��&'���N�	�('��( ����¢Û+l �

�� ��.�����

$�(
�,	
$� fÕÓE¶ò��é�7�6U YZ+[G����j0 �

loginfails <n> 
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P�Qj0ÓE¶ò��é�7�6U «k À¶ò�7%6YZ�7j0 �

loginfails 3 

�#�-)#�

��	��� fÕ~þ%ãI[ ��¶�çé���I�)-T
de�<+

l �

�5wx��ËÀ �

readme <path> <when> 

P�	��Q�+��<+l��I�4g «k A"�� " P
���QfÕë¤

�5�0���ãI �

P
���QYZÀ[G%É³Ë ���0/f 3��TP�
�Q klÀ ���0/ ¶+

lÂ!�é��r0yë¤�0�� klÀ 3��TP�
�Q ¶+l�`P�
�Qçé

��r0y,�0�� �

]�l¶Û¨4 	�������� +lfÕ�0���DE��r �5DEHI

�ìz©¨4 ,��çé �

)#��� #�

����	(� fÕ¶+l�éfyQ�5çé��ry�Qþ%�� YZf�

E5�� wx��ËÀ �

message <path> <when> 

P�	��Qj0de/0��I�ÎÇDE4 P
���Q� ��	��� ��P
���Q

_��7 �

Xde^_�����I�DE4J�ìz©¨4 ,��çé� �

«k �

message /home/ftp/.welcome.msg LOGIN 

��)��#�� ��� ��)�- -#�#�# ��#�6���# �#��)#�

kl�u°"fÕ $%0t+�áÈ J0�z¼,�°� ��� [G«

¬��fÕ�_��Û (����D ����� ��$��� �1��
�
��� ���	���I�ïÐ ¼

,�°YZt+ ��������� �	� �
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«k �

compress   yes    all 

tar         yes    all 

chmod       yes    guest 

delete      yes    guest 

overwrite  yes    guest 

rename      yes    guest 

�� ���))��-��


À��Á�;
de�é+lt+���5wx $�(�����	��� ��Ë

� �

log commands <typelist> 

P����$
��Q�+î(���g, j0&u+l�wxde�é[� g,�²

ÈYZ� 	�������� (����f ��	$ �

«k e�é ��	$� (����+l���5wx YZ�%j0 �

log commands real,guest 

�u�é°×j~ &1	�&$�(&����	(� �I� �

�

�� ������.#���


À���Ideµ�I�¢C°�é[� $�(���	��,��� ��Ë� �

log transfers <typelist> <directions> 

P����$
��Q�+î(���g, j0&u+l�wxde�é[� g,�²

ÈYZ� 	�������� (����f ��	$ P�
����
��QJ�+î(���g, fÕde

�é��I¢C�F¿ YZAB�%5¢CF¿� 
�)���� ¿M � ���)����

¿õ �

«k +[Gj0�é¼, ��	$� (����+l� 
�)���� � ���)���� F¿

��I¢C �

log transfers real,guest inbound,outbound 

�u�é×j~ &1	�&$�(&�,��$�( �I� �



ssssyyyyíííí 89:HI89:HI89:HI89:HI ������"7$�89:89:89:89:�

 441441441441

�

 %#�� ��%��

�5wx+�fÕ (����D ���À1,�5Â² �

«k �

guestgroup ftpadmin 

guestgroup webmaster 

�

�� ��#�%���(�

+�fÕ�é ��	$ (����f 	��������+lò���`a��À �

log security <typelist> 

P����$
��Q�+î(���g, g,�²ÈYZ� 	�������� (����f ��	$

��	$ j0��~ ,��89:Á,8(�+l 	�������� j0¨4+l (����

j0 (����+l �

«k �

log security real,guest 

�

�#������#-1%�- �#������#-1 �-  %#��1�����

�u+�fÕ�Å¶ò ��	$� (����+ldSÜçé¹õ�çé �ËÀ �

guest-root <root-dir> 

restricted-uid <uid-range> 

restricted-gid <gid-range> 

«k �

guest-root /home/ftp ftpadmin webmaster 

restricted-uid ftpadmin webmaster 

restricted-gid adminftp webmaster 

P����*�
�QfÕ ������67�+lDE ~��¦YZ,E5 �
�Ö�� kl

À+lfÕ- (����*���� $%=+l�Üçé0~ P����*�
�Q&���&�	��
� �I�
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f� q &���&�	��
� �I��f��vO� ¶ ,��	��
� � 
�)�	���� à

¢T-Âçé �������� Q &����&,�� çé[ ��0àù
~È2�Üçé

[q"1dS	���I �

�

 �##��� �

fÕ+l�é�r����� �ËÀ �

greeting full|brief|terse 

(����
�(�,�$$ ��á�fÕ/0§¾4� ,����	����Ö�� (����
�(�)�
�,

/0§¾4 (����
�(������ �vÖ/0 !������1�����	�� �

«k �

greeting terse 

�

5##�����#�\(#�V��]�

fÕ ���4��� �3����N.""���0F"äU �7~He��rYZû�Æá.

w ��� ,O �� vO ÓÙfÂ ��� �

Keepalive yes 

#$#$#$#$ �������$�
��� \1\1\1\1�

&���&,������� �IÀ��5+l�s`a ��¶ò+lL÷5§¾�é ,��

89: f="¶ò+lL÷5§¾�é ,��89: �

8� ,������� �I ������&���&,������� å`[G�
� �

# Example host access file 

# 

# Everything after a '#' is treated as comment, 

# empty lines are ignored 

allow ftpadmin 208.164.186.1 208.164.186.2 208.164.186.4 

µ�I�ïù¢À 9>> �

[root@deep]# chmod 600 /etc/ftphosts 
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���Y1� �

allow <username> <addrglob> 

f�

deny <username> <addrglob> 

	$$�
 ¶ò+l+P�����	��Q+l4 LP	���($�)QÖýdS ,��89:

P	���($�)QYZC§E5Öý �

���� �G+l4ÀP�����	��Q�+l LP	���($�)QÖýdS ,��89:

P	���($�)QYZC§E5Öý �

#$#$#$#$ �������$����� \1\1\1\1�

&���&,������� �IfÕ&u+l""""¶¶¶¶òòòò.wQ ,��89: �

8� ,������� �I ������&���&,������� å`[G�
� �

root 

bin 

daemon 

adm 

lp 

sync 

shutdown 

halt 

mail 

news 

uucp 

operator 

games 

nobody 

µ�I�ïùfÂ 9>> �

�root@deep]# chmod 600 /etc/ftpusers 

#$#$#$#$ �������$�
�(����
�� \1\1\1\1�

&���&,�����1���
��� �+�	
¶¢C�I��r�Å��Ù¡ �
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8� ,�����1���
��� �I ������&���&,�����1���
��� ~�I�å` �

:.Z: : :/bin/compress -d -c %s:T_REG|T_ASCII:O_UNCOMPRESS:UNCOMPRESS 

: : :.Z:/bin/compress -c %s:T_REG:O_COMPRESS:COMPRESS 

:.gz: : :/bin/gzip -cd %s:T_REG|T_ASCII:O_UNCOMPRESS:GUNZIP 

: : :.gz:/bin/gzip -9 -c %s:T_REG:O_COMPRESS:GZIP 

: : :.tar:/bin/tar -c -f - %s:T_REG|T_DIR:O_TAR:TAR 

: : :.tar.Z:/bin/tar -c -Z -f - %s:T_REG|T_DIR:O_COMPRESS|O_TAR:TAR+COMPRESS 

: : :.tar.gz:/bin/tar -c -z -f - %s:T_REG|T_DIR:O_COMPRESS|O_TAR:TAR+GZIP 

: : :.crc:/bin/cksum %s:T_REG::CKSUM 

: : :.md5:/bin/md5sum %s:T_REG::MD5SUM 

µ�I�µy¢À 9>> �

[root@deep]# chmod 600 /etc/ftpconversions 

#$#$#$#$ �����$�&�����$ \1\1\1\1�

ÔÕ &���&�	�'�&,�� �It�]O �� ��?Ø �

8� ,�� �I ������&���&�	�'�&,�� ¬å` �

#%PAM-1.0 

auth required /lib/security/pam_listfile.so item=user sense=deny 

file=/etc/ftpusers onerr=succeed 

auth required /lib/security/pam_pwdb.so shadow nullok 

auth required /lib/security/pam_shells.so 

account required /lib/security/pam_pwdb.so 

session required /lib/security/pam_pwdb.so 

#$#$#$#$ ������
��
���������$� \1\1\1\1�

ÔÕ &���&$�(���	��'�&,��� �It�³Ë�I�02�õ6�� �

8� ,��� �I ������&���&$�(���	��'�&,��� ¬å` �

/var/log/xferlog { 

# ftpd doesn't handle SIGHUP properly 

nocompress 

} 
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#$#$#$#$ ��$_`_4_`_4_`_4_`_4 �����ab���ab���ab���ab��� 4�âö4�âö4�âö4�âö ��$����$$��� �

���*
�	�����+�¢���G ,���89 ¶ 
����[���r  yL�áÀ

&���&
����'���, �ÔÕ�Ic`ÔÕ�� ÔÕ�I������ª+ ��#f�

��� �

O£ 
����'���,�I 1
�&���&
����'���, å`¬?Ø�Åj~[G��� �

ftp stream tcp nowait root /usr/sbin/tcpd in.ftpd -l -a 

^_^_^_^_ ��Î 
����'���, �I¹�e�Û 
�����5 �0�/-��( ��[G

�wx �

[root@deep /root]# killall -HUP inetd 

O£ �����'	$$�
 �I 1
�&���&�����'	$$�
 å`��� �

in.ftpd: 192.168.1.4 win.openarch.com 

�j0 0�ÖýÀ +=;'+92'+'7 ¬r§¾4À 

�'����	���'��� ��ó¾¶

òdS ,��89: �

FTPFTPFTPFTPåæ��åæ��åæ��åæ��    

��$��
�

,��
��/0¶�.wQ ,��89:Á�¼,+l �5wxÜvCë<~

&)
�&�� �Cë ��ËÀ �

<pid> <time> <tty> <connection details> 

��P�
�Qj0 ,����	����+�¹h�6�I¢C��A( P�
��Qj0+lþ

%�r.wQ ,��89:Á P���QU�+S( ^ j0
À�
p ,��q"� ��$���

.w P�������
������	
$�Q±A.w��2&¦ +l��ZD+l¤~~ªþ% �

[G� ,��
��Cë��5«¬ �

[root@deep]# ftpwho 
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Service class openarch: 

5443 ? S 0:00 ftpd: win.openarch.com: admin: IDLE 

- 1 users ( 20 maximum) 

YZ>Q¤~,�5+l�é ÓEYZ, ;>5+lã��é �5+l�

+l4� 	��
��2 

�'����	���'��� �

��$�
����

,�������� ,��
����
� À/0�éQ ,��89:�+lUZDÓE¶òE

§5+l�é [G��5«¬ �

[root@deep]# ftpcount 

Service class openarch - 1 users ( 20 maximum) 

UúUúUúUú ftpftpftpftpïðñ
&'ïðñ
&'ïðñ
&'ïðñ
&'    

ìæ�×n>8�- &���&,������� �I �5�I+�fÕ""""¶¶¶¶òòòò&u+l

�é ,��89: ���§eC� ���� )
� �	���� 	�� $� ���� ������
�

�	$� �	
$ ��
� ���� ����	��� (	��� ��)���ZD¼, �
�����î~����

���á8( �

kl��G¨4 ,��89 µ ,��+lL �	��
����I�éù 1+[G�wx

��~���t,�o 	���,��*1���
��'
<29'���HIC �

[root@deep]# rpm -q anonftp. 

�$�
��÷j÷j÷j÷j�

~�á9:[ �-*!���89:Û¼,� (����+lÁ\�ïù ¶+l�é

��r à¢TÂçé ������ Q &����&,�� 0"1dS�5çé¹õ�ÖF

�� &����&,�� çé���uÖFX�de×ü "1.+lþ�dS ~��

ÔÕ� ,��89:�À &����&,�� çé[� )
� ��� ��1 � $
) ç

é ��"¶ò+lÁ\�IQ�uçé ¼Z��eÀ�uçéfÕdSïù

YZ~ &���&,��	����� �I�fÕÁ\ïù ~���«¬���7fÕ� �

upload /home/ftp/* / no 

upload /home/ftp/* /etc no 

upload /home/ftp/* /dev no 
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upload /home/ftp/* /bin no (require only if you are not using the “--enable-ls” option) 

upload /home/ftp/* /lib no (require only if you are not using the “--enable-ls” option) 

�
������(�÷j÷j÷j÷j�

ÓÙ�G÷u+lL &����&,�� çé[�÷u¬çé�[\�I YZ+

������
�1� wx~ &���&,��	����� �I�fÕ �

noretrieve /home/ftp/etc 

noretrieve /home/ftp/dev 

noretrieve /home/ftp/bin (require only if you are not using the “--enable-ls” option) 

noretrieve /home/ftp/lib (require only if you are not using the “--enable-ls” option) 

��
��� \1\1\1\1�

v��Å¶òr��çéBC ��*���*,$���	� °HI×Ø+l"1BC �	�

�GÁ\�çé ~ &����&,�� çé��5¬çé�°8� '���	� �I �

[root@deep]# touch /home/ftp/.notar 

[root@deep]# chmod 0 /home/ftp/.notar 

[root@deep]# touch /home/ftp/etc/.notar 

[root@deep]# chmod 0 /home/ftp/etc/.notar 

[root@deep]# touch /home/ftp/dev/.notar 

[root@deep]# chmod 0 /home/ftp/dev/.notar 

[root@deep]# touch /home/ftp/bin/.notar (require only if you are not using the 

“--enable-ls” option) 

[root@deep]# chmod 0 /home/ftp/bin/.notar (require only if you are not using the 

“--enable-ls” option) 

[root@deep]# touch /home/ftp/lib/.notar (require only if you are not using the 

“--enable-ls” option) 

[root@deep]# chmod 0 /home/ftp/lib/.notar (require only if you are not using the 

“--enable-ls” option) 

�u�¦À >� '���	� �Iyt�u��:� ,��Ñh ����� ë¤n�

e5��5STHIµ �ïjÀ�G[\ ~ &���&,��	����� �I�å`��� �

noretrieve .notar 
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&¦p
�Í
67&¦p
�Í
67&¦p
�Í
67&¦p
�Í
67    

> /etc/ftphosts 

> /etc/ftpusers 

> /etc/ftpaccess 

> /etc/pam.d/ftp 

> /etc/ftpconversions 

> /etc/ftpgroups 

> /etc/logrotate.d/ftpd 

> /usr/bin/ftpcount 

> /usr/bin/ftpwho 

> /usr/man/man1/ftpcount.1 

> /usr/man/man1/ftpwho.1 

> /usr/man/man5/ftpaccess.5 

> /usr/man/man5/ftphosts.5 

> /usr/man/man5/ftpconversions.5 

> /usr/man/man5/xferlog.5 

> /usr/man/man8/ftpd.8 

> /usr/man/man8/ftpshut.8 

> /usr/man/man8/ftprestart.8 

> /usr/sbin/in.ftpd 

> /usr/sbin/ftpshut 

> /usr/sbin/ckconfig 

> /usr/sbin/ftprestart 

> /usr/sbin/xferstats 

> /usr/sbin/wu.ftpd 

> /usr/sbin/in.wuftpd 

> /var/log/xferlog 



ssss««««ÅÅÅÅ???? �mn�mn�mn�mnì¨�äì¨�äì¨�äì¨�äÈ¿ÉÈ¿ÉÈ¿ÉÈ¿É�

 449449449449

� ��� ��� ��� �� 	'(�
	'(�
	'(�
	'(�


��������������������    
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"#�$%�&' 

���� �{Q���� �{Q���� �{Q���� �{Q    

ïðñïðñïðñïðñ���������?�?�?�?    

89:���y�Y�y��mn,æì¨� �´mn��I�ß­e��

ß<þ�y�) ,Y1�KIëß Ö¶STf��À�ß< klm���g

h² ),Y1,�y.mo®�uà<_0��I �

kl�´mn 01µ�É��\QÓÔ Ó���mnF>�µ �mnQ

	�ÖF k ÆáÁ Zö Yé�Ä�: ����1	)$����
1� fYqÃÄ µµ �

~ $
���Á,)Emn�F> C�¼, �
�������°,�wx�@¸ #

�� ���� ��
� � �	� J,Ð©��´G�@¸ «k ��	��	

 ���öÙ�+©mn�o®�´G qr X,îÄmnHI k #A- �

/G mn�o®�pAy
À"ã�mnF�q,¼@	 ¼Z ����

Óß+�mn@¸ �	�  �U�
��ÁÁy?ßø�wx�mn@¸ �

[G�wxµÇ5 �
���89:Á�
�mnQ &	���
1� �I��Á "p

�u"C� &���� �5pq��I�� u±�����Q &��� çé[��I�

�� &	���
1� �I�� t�h23mn23 �

^_^_^_^_ ~mn�I��� "eC§ &���� �pq�I�� ~ &���� ç

é[��I"�����I À"p�Æ(¬�¿MNUVV\��v��Iêw

qr J"eC§ &��� � &	���
1� çé[��I �

mnÇ5���wxk[ �

[root@deep]# cd / 

[root@deep]# tar -zcvpf /archive/full-backup-`date '+%d-%B-%Y'`.tar.gz \ 

--directory / --exclude=proc --exclude=mnt --exclude=archive \ 

--exclude=cache . 

�&���&���&���&��    
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!"��j0mn�UVÍt+ (�
� ��Ù¡ �

!"�j08�ð��I �

!"1/0�Iêj �

!"�×jïù �I�dSïùÍà �l �

!" ,½­[�5äU0�ð���I4ffm4 �

�

]^_�[ö,¶�³´��I4�k±*)� �F>�~%5�:(¹�

�` �	�� wx 
ß�w4*I�Û÷Ù¡���å�5 �	� �® >pÙ¡

��åÁ �	�'(� �

**�
������� Aª±A �	�æyQ`��çé[ �«�À & çé G�

��mn **���$��� Aª±A �	�"emn���çéf�I Ó� wx1S

� ' (±A �	�emn¶�çé[�¼,M÷ �

1ó�5«¬ ��6Àµ����I��mnQ �3�0ZöÄ�: �

Àmn����IQ�5 �3�0ZöÄ�: t+k[wx �

[root@deep]# cd / 

[root@deep]# tar -cvpf /dev/nst0 --label="Backup set created on `date 

'+%d-%B-%Y'`." \ 

--directory / etc home chroot 

^_^_^_^_ ~ÁG�wx�t,+Q � Ù¡ Aª �� ���óµUVÙ

¡� 1½QZöÁ 
ÀZöÄ�:��5fm ¼Z"1+�I4j0 
"

À1µfm4 &��1&���> <À �	��äU &��1&���> j0 �3�0UâÁ�s�

5Zöfm �

^_^_^_^_ &��1&���> fm~mn�qÎ�"�Ï 
"YZ~�5ZöÁqE

5�U mJYZ��fmÀ &��1&��> ��Zö~mn�qÎ�2��Ï �

!G��v>Àmn����I4 **$	)�$ AªYZ+�~ð��I¦q`

�umn���� Ó� À,~ &��� &���� � &������ çé[��I

�àmnQZö �

t+Zö� YZ+[G�wx�Ï�ÐëZö �

���������	
��mt -f /dev/nst0 rewind 

���������	
��mt -f /dev/nst0 offline 
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ïðñïðñïðñïðñ���������?�?�?�?    

¶��deo®�5­e�I� ��Öo®0��´mn�­e- �kZ

Á¼��� o®�pAy
ÀmnF��"ãq,@	 ~�î� ����k

±o®+ �	�mnp��I �

Z[�wxÍL ,�$$*)	�4��*+7*/�1��)��*+==='�	�'(� ���o®¼,��I

=���~ÁG�89:mn«¬�)Â� �

o®Ç5���mn wxk[ �

[root@deep]# cd / 

[root@deep]# tar –zxvpf /archive/full-backup-14-November-1999.tar.gz�

"wx5�-Ù¡����¼,�I ã�×O-;���Iµ§�ïù �

!"C� �j­���t+ (�
�Ù¡� �

!"A�Aªj05C �

!"��/0�Q��Iêj �

!"��×Oïù �I×ü��Íà�l �

!"�� ��G�äU�����I4ffm �

kl"deo®��¦�¼,�I YZä\Z[�«¬o®����5fE

5�I �

�

o®���I wxk[ �

[root@deep]# cd /�

[root@deep]# tar -zxvpf /archive/full-backup-09-October-1999.tar.gz\ 

etc/passwd usr/sbin/chpasswd 

�

=wxL���o®�I ���&�	��
� � ���&���	��
� �

�

kl�L���o®�5f§'�
5�I 0HIæ�Q�I4� ~��

��¸öDE Z[�«¬Í5��5ST �
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[root@deep]# cd / 

[root@deep]# tar -ztvpf /archive/full-backup-09-October-1999.tar.gz \ 

| grep -i chpasswd 

~�5«¬¦ ����¼,�I4àêë CëVlà­�¿Q (���wx

(���� i �AªdX-.Ôq /0ëDEf�I4�§ ���	��
� �¼,�

I ���Q-eo®��I 0YZ���I4¬t+ÁG� �	�wx �

^_^_^_^_ ¶8����I� �	�yù»�IDE�x� & ZâgA �_ð

x�Io®�çÕY1� mn��çÕ"�7 
" 5�ST��>0�~Â

çé[4¼,�mn�o® Ì�É�>�æ~"ã�çé[o®de��I G

�
p�� é�f��µ�Io®Q;��çÕ �

^_^_^_^_ klm���¦,�Ià ��	��� wxf-"YTç �u�I~o®

��rÍ"y×O=ç mHI~mnVw�1t+wx ��	��� ­�fÕ"YT

ç �

]^���]^���]^���]^����

de�E�� mYZc�	�� �

�	�X+H� �/-�� �	�ð�@¸�

���78�øùú78�øùú78�øùú78�øùú�

� �/���

� �/�� ��1	����� 	��$	��������	�
��/��
��4��
�4�����
1��� �$»<¦Ì2

�ÆáZ9ð�@¸ ��5mn��  ¶òÀ3Æ�gh²+�5§mn89

:ÍEÁ§¾�M÷mnQ�5.÷'ZöÄ�:Á � �/��t+�Ö ����

�&f�/-� �	�@¸¬1mn.'�EÉ��� -/0@@<Þ Ó����X1

t+ �� #��mn�H��
���
��=8&/�§¾ �

HIC�

� �/���§� ����%&&


'��'���'���&��������&	�	��	&�

�

,/��

#A-�À*¤Ó.�Y�y�MNyqf��-�
�mn�o®@¸  .-�
�

�mn�F� �[��� #A-Ì"G� �	�� ��
��ÒÑ« q����E!

1�mn�� �

http://www.cs.umd.edu/projects/amanda/
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HIHIHIHICCCC�

#A-�§� ����%&&
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[root@deep]# du -sh /var/log /home 

1.0M /var/log 

66M /home 
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[root@deep]# traceroute www.redhat.com 
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[root@deep]# grep "GET / HTTP" /var/log/httpd/access_log | wc -l 
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[root@deep]# killall httpd smbd nmbd sendmail named 
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PROMPT_COMMAND='echo -ne 

"\0337\033[2;999r\033[1;1H\033[00;44m\033[K"`date`"\033[00m\0338"' 
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[root@deep]# lsof -i 

COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME 

Inetd 344 root 4u IPv4 327 TCP *:ssh (LISTEN) 

sendmail 389 root 4u IPv4 387 TCP *:smtp (LISTEN) 

smbd 450 root 5u IPv4 452 TCP deep.openarch.com:netbios-ssn (LISTEN) 

nmbd 461 root 5u IPv4 463 UDP *:netbios-ns 

nmbd 461 root 6u IPv4 465 UDP *:netbios-dgm 

nmbd 461 root 8u IPv4 468 UDP deep.openarch.com:netbios-ns 

nmbd 461 root 9u IPv4 470 UDP deep.openarch.com:netbios-dgm 

named 2599 root 4u IPv4 3095 UDP *:32771 

named 2599 root 20u IPv4 3091 UDP localhost.localdomain:domain 

named 2599 root 21u IPv4 3092 TCP localhost.localdomain:domain (LISTEN) 

named 2599 root 22u IPv4 3093 UDP deep.openarch.com:domain 

named 2599 root 23u IPv4 3094 TCP deep.openarch.com:domain (LISTEN) 
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[admin@deep]$ ssh mail.openarch.com who 

admin@mail.openarch.com's password: 

root tty1 Dec 2 14:45 

admin tty2 Dec 2 14:45 

wahib pts/0 Dec 2 11:38 
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